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Abstract

In online ticketing systems, especially for high-demand events, ticket scalping has
become increasingly prevalent and severely affected fairness in ticket distribution. Exist-
ing solutions often rely on real-name registration to restrict repeated purchases. However,
such approaches require users to disclose extensive personal information and place ticket-
ing platforms in the role of centralized custodians of highly sensitive data, increasing the
risk of privacy leakage and misuse. This thesis aims to design an online ticketing system
that preserves user privacy while maintaining transaction fairness, avoiding the trade-off

between anti-scalping measures and privacy protection.

This work proposes BlozkTix, an online ticketing system built on the Ethereum
blockchain. Smart contracts are used to perform ticket purchases and manage ticket states,
ensuring transparency, fairness, and resistance to tampering. To replace traditional real-
name verification, the system adopts Proof of Personhood (PoP) as the identity verification

mechanism, allowing users to prove their uniqueness and eligibility. Hence, the system

doi:10.6342/NTU202600625



effectively limiting repeated purchases without revealing personal information.

As cryptocurrencies become increasingly prevalent and transaction records remain

publicly verifiable, preventing the linkage between on-chain activities and real-world iden-

tities becomes a critical challenge. To address this issue, BlozkTix introduces a lifecycle-

scoped anonymous identity design, in which identity proofs used at different stages of the

ticket lifecycle are explicitly separated. As a result, user actions during ticket purchase,

seat selection, and other stages cannot be correlated by any party.

Furthermore, the system derives ticket-related anonymous identities from device-

bound passkeys. By allowing identities to be re-derived through device authentication

rather than stored as transferable private keys or mnemonic phrases, this reduces the risk

of identity transfer, leakage, or loss, at the same time improving usability for end users.

Implementation and performance evaluation results show that the proposed system

achieves cross-stage unlinkability of user identities under acceptable computational cost.

At the same time, it preserves fairness and practicality in ticket transactions, providing the

practical solution of a privacy-preserving online ticketing system.

Keywords: Ticketing System, Zero-knowledge proofs, Privacy-preserving, Blockchain, De-

centralized Application
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Chapter 1 Introduction

Ticketing systems play a critical role in large-scale events such as concerts, sports
games, and exhibitions. As demand for popular events continues to grow, traditional on-
line ticketing platforms increasingly struggle with issues of fairness, security, and user
trust. In particular, automated scalping, unfair ticket allocation, privacy-invasive identity
verification, and opaque resale mechanisms have become persistent problems. These chal-
lenges highlight the need for ticketing systems that can ensure fair access while respecting

user privacy.

One of the most significant challenges in modern ticketing systems is ticket scalping.
Scalpers exploit automated scripts, multiple accounts, or coordinated bot networks to pur-
chase large quantities of tickets within seconds of release, depriving genuine users of fair
access. Prior studies and industry reports have shown that automated bots can acquire a
substantial portion of tickets for high-demand events within seconds, leading to systematic
exclusion of genuine users and persistent price inflation in secondary markets[10, 31, 32].
Although platforms have introduced countermeasures such as rate limiting, CAPTCHA,
and queue mechanisms, these approaches remain imperfect and are frequently circum-

vented by sophisticated attackers.

To mitigate scalping, many ticketing platforms have adopted real-name registration

1 doi:10.6342/NTU202600625



systems that bind tickets to users’ legal identities. While real-name systems can increase
accountability and limit mass purchases, they introduce serious privacy concerns. Users
are required to disclose sensitive personal information that is unrelated to the ticketing pro-
cess itself, violating the principle of data minimization. Furthermore, centralized storage
of identity data creates single points of failure, exposing users to risks of data breaches,
misuse, and long-term surveillance. These concerns raise fundamental questions about

whether fairness and accountability can be achieved without sacrificing user privacy.

Recent advances in blockchain technology and zero-knowledge cryptography offer
promising alternatives to traditional centralized ticketing architectures. Blockchain pro-
vides a transparent and tamper-resistant execution environment, enabling verifiable en-
forcement of ticketing rules without reliance on a trusted intermediary. Zero-knowledge
proofs further allow users to demonstrate properties such as uniqueness, eligibility, or own-
ership without revealing their underlying identities. Together, these technologies suggest

the possibility of designing ticketing systems that are both fair and privacy-preserving.

However, existing blockchain-based ticketing systems also exhibit important limi-
tations. Many proposed designs record ticket ownership, transfers, or seat assignments
directly on-chain, making user behavior publicly observable and linkable[12, 42]. While
such transparency improves auditability, it can also expose sensitive information such
as attendance patterns and social relationships[12]. Moreover, blockchain-based systems
cannot inherently prevent off-chain transactions, as users may sell private keys or creden-
tials outside the protocol. In practice, wallet-based identity management often relies on
mnemonic phrases or key custody mechanisms that are unfamiliar to general users, intro-

ducing usability and security challenges that hinder real-world adoption.

7 doi:10.6342/NTU202600625



Despite their advantages, zero-knowledge proof systems are not without cost. Proof
generation and verification introduce computational overhead and latency, and improper
protocol design may lead to unintended privacy leakage or misuse. These trade-offs must
be carefully considered when applying zero-knowledge techniques in large-scale, user-

facing systems such as ticketing platforms[2, 4].

In this thesis, we present BlozkTix, a privacy- and fairness-preserving online tick-
eting system that leverages blockchain and zero-knowledge proofs to address the limi-
tations of existing approaches. Rather than binding tickets to persistent user identities,
the proposed system adopts a lifecycle-scoped anonymous identity model, which allows
eligibility to be verified at each stage such as ticket purchase and seat registration, while
preventing the system from linking user actions across stages. In addition, Proof of Person-
hood is employed to restrict repeated purchases without requiring real-name registration,
and entrance verification can be performed offline without repeated identity checks. Fi-
nally, the system integrates passkey-based authentication to derive ticket-related identities,
reducing reliance on transferable private keys or mnemonic phrases and improving both
security and usability. Together, these design choices demonstrate a practical approach
to mitigating ticket scalping while preserving user privacy, and provide a foundation for

future privacy-preserving ticketing platforms.

3 doi:10.6342/NTU202600625



Chapter 2 Related Works

2.1 Blockchain Ticketing Systems

2.1.1 Blockchain Technology

Blockchain was proposed by Satoshi Nakamoto in 2008 as the core data structure en-
abling Bitcoin. In essence, a blockchain can be viewed as a decentralized ledger replicated
across a peer-to-peer network, where records are appended over time rather than modified

retroactively.

As illustrated in Figure2.1, transactions are batched into blocks, and each block em-
beds a cryptographic digest of its predecessor, yielding a hash-linked sequence that makes

undetected tampering computationally difficult.

To keep nodes consistent under asynchrony and adversarial interference, blockchain
systems employ consensus protocols; early deployments commonly relied on Proof-of-
Work, which supports eventual convergence to a single authoritative history under stan-

dard security assumptions.

Blockchain systems exhibit several fundamental properties:

* Decentralization: No single entity controls the ledger, reducing reliance on trusted

4 doi:10.6342/NTU202600625
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Figure 2.1: Basic structure of a blockchain (adapted from[27]).

intermediaries.

* Immutability: Once confirmed, historical records are computationally infeasible

to alter without controlling a majority of the network’s nodes.

» Transparency: Ledger data is publicly verifiable, enabling independent auditing.

Beyond cryptocurrencies, blockchain technology has been applied to wide range of

domains, including digital marketplace, digital identity, decentralized finance (DeF1i), vot-

ing systems, and ticketing platforms[7, 39].

2.1.2 Ethereum and Smart Contracts

Ethereum was proposed by Buterin in 2013 and formally launched in 2015 as a

general-purpose blockchain platform[5, 37]. Unlike Bitcoin, which primarily focuses on

currency transfer, Ethereum introduces a Turing-complete execution environment that al-

lows developers to deploy arbitrary application logic on-chain.

Decentralized applications (DApps) built on Ethereum differ from traditional central-

ized applications in several key aspects:

* Fault Tolerance: Decentralization allow the system to remain operational despite

node failures or malicious participants.

5
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» Trust Minimization: Application logic and state are publicly verifiable, reducing
reliance on platform operators. No single authority can arbitrarily prevent contract

execution.

» Composability: Contracts enable interaction with each other and various clients,

enabling modular and reusable financial and application primitives.

Compared to other blockchain platforms, Ethereum benefits from a large developer
ecosystem, mature tooling, and extensive academic and industrial adoption. Its flexibility
has led to widespread applications in decentralized finance, non-fungible tokens (NFTs),

governance systems, and digital ticketing platforms[9, 36].

2.1.3 Blockchain Ticketing and Anti-Scalping Mechanisms

Blockchain-based ticketing systems have been widely studied as a promising solu-
tion to long-standing issues in conventional ticketing platforms, particularly ticket fraud,
lack of transparency, and unfair ticket distribution. By leveraging the inherent properties
of blockchain—immutability, transparency, and auditability—ticket issuance, ownership
transfer, and redemption can be publicly verifiable and resistant to tampering. Early work
by Tackmann demonstrated that blockchain can effectively prevent ticket duplication and
counterfeit resale by enforcing unique ownership and verifiable transfer records on-chain,
establishing a foundational security model for blockchain-based ticketing systems[30].
Beyond authenticity and traceability, recent research has increasingly focused on ticket
scalping, where automated agents or intermediaries acquire tickets in bulk and resell them
at inflated prices. Existing blockchain-based approaches address scalping through a vari-

ety of mechanisms, which can be broadly categorized as rule-based enforcement, resale

6 doi:10.6342/NTU202600625



regulation, identity binding, behavioral detection, and entrance control. Table2.1 summa-

rizes several notable approaches.

A common approach to anti-scalping is to encode ticketing policies directly into smart
contracts, ensuring that resale and transfer rules are enforced automatically and transpar-
ently. One widely adopted mechanism is price-cap resale, where the smart contract pro-
hibits tickets from being resold above their original price. (e.g. Regner et al., Jiang et al.
and DeTi[28, 29, 40]) Another related mechanism is resale royalty or taxation, where
a portion of the resale value is automatically redistributed to the event organizer or plat-
form. Li et al. introduce a taxation-based resale model that applies progressive fees to
resale transactions[24]. Smart contracts are also used to impose transfer limits on NFT
tickets. For example, Ma et al. explicitly limit the number of ticket transfers and require
re-authentication upon each transfer, while Regner et al. restrict transferability through
policy-based constraints embedded in NFT contracts[26, 29]. These mechanisms reduce
repeated resales but do not prevent collusive off-chain transactions between specific buy-

ers and sellers.

To address the limitation of seller-controlled resale, several systems introduce con-
trollable resale mechanisms, where sellers are prevented from choosing specific buyers.
This design aims to eliminate off-chain coordination and side payments. DeTi adopts
a queue-based resale mechanism, where buyers and sellers are matched in a first-come-
first-served manner, ensuring fairness and transparency in secondary marketscite[28]. Gy-
sel et al. further propose a cryptographically protected resale market using shuffled and
encrypted transactions, preventing sellers from identifying buyers during the resale pro-
cess[20]. At the event entrance, many systems employ QR code—based ticket verifica-

tion to prevent ticket sharing and duplication. Time-based or dynamically refreshed QR

7 doi:10.6342/NTU202600625



codes are commonly used to mitigate screenshot reuse and unauthorized transfers. For
example, Tackmann introduces timestamped QR codes, while Ma et al. employ dynamic
QR codes that are refreshed upon each scan and invalidated after use[26, 30]. Although
effective against ticket sharing at entry time, QR-based mechanisms alone do not prevent

unfair ticket acquisition or resale prior to the event.

Another line of work treats scalping as a behavioral anomaly detection problem. Sys-
tems such as PureNFT and the framework proposed by Ma et al. integrate Al-based
scalper detection models that analyze user behavior—such as purchase frequency, IP
patterns, or transaction timing—to identify and blacklist suspected scalpers[22, 26]. Once
flagged, users may be prevented from purchasing or reselling tickets. While Al-based ap-
proaches can be effective in practice, they are inherently reactive and surveillance-driven,

requiring extensive data collection and centralized decision-making.

To control bulk purchases and unauthorized transfers, many blockchain ticketing
systems adopt identity de-duplication, similar in spirit to real-name ticketing systems.
Tickets may be bound to real-world identities, platform accounts, or verified credentials.
Liu proposes binding tickets to encrypted real identity numbers, while Ma et al. rely on
government-issued real-name authentication integrated with consortium blockchains[25,
26]. DeTi similarly enforces identity verification through phone numbers or KYC ser-
vices[28]. However, strong identity binding raises significant privacy concerns in blockchain-
based ticketing systems. Most existing approaches protect sensitive identity data primar-
ily through off-chain storage or encryption. While such techniques reduce direct exposure
of personal information, ticket ownership and transaction records remain linkable across
events and observable by platforms, consortium members, or regulators (e.g., Li et al.;

Liu; Ma et al; PureNFT[22, 24-26]). While existing systems address scalping through

8 doi:10.6342/NTU202600625



rule enforcement, economic deterrence, identity binding, or behavioral surveillance, most
approaches either sacrifice user privacy or rely on trusted intermediaries. This motivates
the design of a privacy-preserving anti-scalping ticketing system that enforces fairness at

the protocol level without real-name enforcement or behavioral monitoring.

Table 2.1: Blockchain Ticketing Mechanisms for Market Control

Example
Mechanism
Identity de-duplication [11, 20, 24-26, 28, 40]
Price caps [20, 28, 29, 40]
Resale royalty / taxation [20, 24, 29, 40]
Transfer limits [26, 29]
Authorized resellers / whitelist [11][40] [26]
Controlled resale [20, 28]
Al-based scalper detection [22, 26]
Dynamic entry credential [26, 30]

2.2 Privacy-Preserving Identity Management

Identity management plays a central role in electronic ticketing systems, particularly
when addressing both fairness and privacy requirements. a substantial body of research
has explored privacy-preserving identity management mechanisms that aim to decouple
ticket validity from direct identity disclosure. The techniques often employed include

zero-knowledge proofs and decentralized identity frameworks.

2.2.1 Zero-Knowledge Proofs

Zero-knowledge proofs (ZKPs) enable proving a statement without disclosing other
information[16]. This techniques are broadly used to preserve privacy in decentralized
systems, by allowing parties to verify properties or correctness of computation without

secret inputs|[3].

9 doi:10.6342/NTU202600625



A particularly practical class of ZKPs is zZkSNARKS (zero-knowledge Succinct Non-
interactive ARguments of Knowledge). zkSNARKSs provide succinct proofs and with-
out interaction between the verifier and prover after the initial setup, making them well
suited for on-chain verification in resource-constrained environments [18]. These prop-
erties are essential for scalable privacy-preserving applications on blockchain platforms

such as Ethereum, where verification cost and transaction size are critical considerations

[5].

2.2.2 Decentralized Identity and Self-Sovereign Identity

Decentralized Identity (DID) and Self-Sovereign Identity (SSI) prioritize user con-
trol, privacy, and interoperability in identity management. Without relying on centralized
authorities, DIDs are typically associated with cryptographic keys and can be resolved to
DID Documents containing public keys, service endpoints, and other metadata. SSI builds
upon the DID framework by empowering individuals to manage their digital identities and
credentials. In SSI systems, users can obtain verifiable credentials from trusted issuers and
sent to verifiers without intermediaries. This model enhances privacy by allowing selec-

tive disclosure of attributes and reducing reliance on centralized identity providers.

2.2.3 Privacy-Preserving Ticketing Systems

This section reviews prior work on privacy-preserving identity management in ticket-
ing systems, focusing on how different designs achieve anonymity, unlinkability, and ac-
countability, and highlighting their limitations in addressing fairness-related threats such

as ticket scalping.

10 doi:10.6342/NTU202600625



Verslype et al. present one of the earliest comprehensive studies on privacy-preserving
electronic ticketing. Motivated by the privacy risks of electronic identity (eID)-based sys-
tems, they explicitly separate identity bootstrapping from ticket usage, using real-world
identities only during an initial registration phase. Their design introduces two alterna-
tive constructions based on time-scoped pseudonyms and anonymous credentials. In the
anonymous credential - based construction, users authenticate through zero-knowledge
proofs and event-specific pseudonyms derived via one-way functions. This design en-
sures that ticket purchases and validations remain unlinkable across events, even when

managed by the same organizer[33].

Building on early anonymous credential systems, Cha et al. propose a blockchain
ticketing system that explicitly targets unlinkability through non-interactive zero-knowledge
proofs (NIZK). In their design, users generate fresh cryptographic randomness and one-
time key material for each ticket purchase and validation, ensuring that different tickets
owned by the same user cannot be correlated on-chain. Ticket servers submit transactions

on behalf of users, further reducing metadata leakage[8].

Similarly, Han et al. introduce a privacy-preserving ticketing system based on attribute-
based credentials (ABC). Users obtain anonymous credentials containing certified attributes
and later prove ticket ownership and eligibility through zero-knowledge proofs with se-
lective disclosure. By avoiding persistent identifiers and allowing fresh proofs for each
interaction, the system guarantees unlinkability across multiple events and sessions, even
against colluding issuers and verifiers. These works demonstrate that strong cryptographic

privacy can be achieved without relying on platform accounts or real-name registration[21].

More recent studies explore self-sovereign identity (SSI) as a privacy-oriented alter-

11 doi:10.6342/NTU202600625



native to centralized identity management. Feulner et al. investigate the usage of SSI
in event ticketing system, where tickets are issued as verifiable credentials and stored in
user-controlled identity wallets. Through verifiable presentations, users can selectively
disclose required attributes while keeping personal data off-chain and under their control.
From a privacy perspective, SSI-based ticketing improves data minimization and user au-

tonomy compared to real-name systems[14].

Zhan et al. propose PriTKT, a blockchain-based privacy-preserving ticketing system
designed for IoT environments. PriTKT integrates attribute-based anonymous credentials,
unlinkable signatures, and zero-knowledge proofs to provide unlinkability and conditional
traceability. Blockchain is used as an immutable ledger to support double-spending de-
tection and auditability, while user identities remain hidden unless malicious behavior is

detected[41].

Similarly, Lafourcade et al. present a transferable and auditable ticketing protocol
that achieves anonymity and unlinkability with strong formal proofs. Their system enables
ticket purchase, validation, transfer, and refund without revealing persistent identifiers,
while allowing conditional deanonymization through a trusted judicial authority. These
works demonstrate that anonymity, unlinkability, and accountability can coexist within

rigorously defined cryptographic frameworks[23].

Across existing privacy-preserving ticketing systems, many works successfully achieve
anonymity, selective disclosure, and unlinkability across events through anonymous cre-
dentials or zero-knowledge proofs. However, these designs largely focus on ticket authen-
ticity and access control, and rarely integrate mechanisms to enforce fairness in adver-

sarial market conditions. Conversely, systems that actively address scalping and resale
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manipulation often rely on strong identity binding, behavioral surveillance, or regulatory

oversight, sacrificing unlinkability in the process.

2.2.4 Semaphore Protocol

Semaphore is a zero-knowledge protocol designed for Ethereum that enables users to
anonymously prove membership in a group and broadcast signals without revealing their

identities.

2.2.4.1 Identity

In Semaphore, each user generates an identity locally to used as unique identifier. An
identity consists of a pair of EADSA keys and a commitment. The commitment acts as the
public representation of an identity in groups, instead of exposing the public key directly.

An identity can be restored by importing the secret key.

Private Identity Values Public Identity Values
Poseidon
EdDSA EdDSA Hash

Private Key| ——> |Secret Scalar| —————> Public Key —— | Commitment

Figure 2.2: Semaphore V4 identities, adapted from[34]

2.24.2 Group

A Semaphore group is a Merkle Tree in which each leaf is an identity commitment

for a user. Given two sibling nodes L; and L;,, their parent node is computed as:

P = Hash(Ll ” Li—i—l)
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Figure 2.3: Merkle tree structure, adapted from[34]

Whenever a member is added or removed, the corresponding leaf is updated and all af-

fected hashes along the path to the root are recomputed, resulting in a new Merkle root.[19].

The group is based on a leanIMT structure, which supports dynamic tree depth and
avoids storing zero-padding leaves as well as unnecessary internal nodes, enabling effi-
cient on-chain updates and verification. The complexity of insertion and removal opera-

tions is O(log N), where N is the number of leaves[43].

2.2.4.3 Proof

To anonymously broadcast a signal, a user generates a zkSNARK proof containing

the following components:

Nullifier The nullifier is used to prevent double signaling within the same context. It is

computed as:

nullifierHash = Hash(identityNullifier, externalNullifier)

The nullifier hash is published on-chain and checked for uniqueness. Because it depends
on the external nullifier, the same identity can be reused across different contexts without
linkability[13].
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PRIV - Merkle Proof Length

PRIV - Merkle Proof Siblings PUB - Merkle Root
LeanIMT Root _—

PRIV - Merkle Proof Indices

Identity Commitment

PRIV - Secret .
Public Key Poseidon
Baby Pbk | —— =~
Hash
EE— : PUB - Nullifier

Poseidon

PUB-S
cope Hash
PUB - Message Dummy
Square

Figure 2.4: Semaphore V4 proof verification circuit, adapted from[34]

Signal The signal represents the message the user wants to broadcast (e.g., a vote or
confirmation). The signal is hashed and included as a public input to the zZkSNARK circuit,

binding the proof to the message without revealing the sender’ s identity[13].

Scope (External Nullifier) The scope, also referred to as the external nullifier, defines
the context in which double-signaling prevention applies. By incorporating the external
nullifier into the nullifier hash, Semaphore ensures that nullifiers are unique per context,

such as a specific event, poll, or ticketing instance[13].

Merkle Proof To prove group membership, the user includes a Merkle proof consisting
of sibling hashes along the path from their identity commitment to the Merkle root. Within
the zkSNARK circuit, these hashes are recomputed step by step and compared against the
public Merkle root stored on-chain. If the computed root matches, the proof confirms

valid membership without revealing which leaf was used
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2.2.5 Proof of Personhood

The concept of Proof of Personhood (PoP) was introduced to address fundamental
challenges in decentralized systems where participation is permissionless and identities
are cheap to create. In such environments, adversaries can easily launch Sybil attacks by
generating multiple pseudonymous identities, undermining fairness mechanisms such as
voting, airdrops, or resource allocation [6]. PoP aims to enforce a one-person-one-identity
property while avoiding reliance on real-world identity disclosure, thereby balancing fair-

ness and privacy.

World ID is a practical realization of the PoP concept that leverages zero-knowledge
proofs to enable privacy-preserving uniqueness verification. Users enroll by visiting a
dedicated hardware device called an Orb, which performs biometric verification (primarily
iris scanning); the biometric data is processed locally and transformed into an irreversible

representation used only to check uniqueness, while raw biometric images are not stored.

After enrollment, users manage their credential through the World App, which allows
them to generate proofs when needed. During verification, World ID relies on Semaphore
to produce a zero-knowledge proof that confirms the user is a valid, unique human and
has not previously used the same credential, while emitting a non-linkable nullifier to
prevent double use. Context-specific nullifiers ensure that a user can only successfully

prove personhood once per application or action.

One of the key advantages of World ID is its compatibility with blockchain environ-
ments such as Ethereum. Proofs generated by World ID can be verified on-chain using
smart contracts [38], this makes World ID particularly suitable for on-chain access control

and anti-Sybil mechanisms.
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However, while verification of Semaphore-based proofs can be performed on-chain,
the generation of proofs requires the prover to have access to cryptographic parameters
and the latest group state, which are typically obtained through online interactions. As a
result, World ID does not natively support offline proof generation. This limitation poses
challenges for use cases such as event entrance verification, where network connectivity
may be unavailable or unreliable, motivating the need for complementary offline-capable

authentication mechanisms.

2.3 Passkey-Based Authentication

Passkeys are a modern, passwordless authentication mechanism standardized by the
World Wide Web Consortium (W3C) and the FIDO Alliance through the WebAuthn and
FIDO2 specifications [15, 35]. They were proposed to address long-standing security and
usability issues of password-based authentication, such as phishing, credential reuse, and
database breaches. Instead of shared secrets, passkeys rely on public-key cryptography

and device-assisted user verification.

Atahigh level, a passkey consists of a cryptographic key pair generated locally on the
user’ s device. During registration, only the public key is exposed to the relying party. The
private key are secretly stored on the client device. Authentication is performed through a
challenge—response protocol: the server issues a random challenge, and the client produces
a signed assertion using the private key[35]. This process is non-phishable, as the private

key never leaves the device and signatures are bound to the requesting origin.

Passkeys are typically stored in secure, hardware-backed environments provided by

the operating system, such as the Secure Enclave on Apple devices or Trusted Platform

17 doi:10.6342/NTU202600625



Modules (TPMs) on other platforms. Access to the private key is gated by local user
verification mechanisms, including biometrics (e.g., fingerprint or face recognition) or
device unlock credentials. Applications interact with passkeys through platform APIs,

and private keys cannot be directly accessed or exported by applications.

Major platform providers, including Apple, Google, and Microsoft, support passkeys
natively across their ecosystems [1, 17]. Passkeys can be managed through platform-
specific credential managers and, in some cases, synchronized across a user’ s devices via
encrypted cloud services. This synchronization improves usability by allowing users to
authenticate on new devices without re-registration. For user concerns regarding central-
ized storage, passkeys can also be stored and managed locally with password managers or

hardware security keys.

Passkeys are increasingly adopted in various applications, including web authentica-
tion, mobile applications, and device login. They are particularly suitable for scenarios
that require strong user authentication with minimal friction, such as account login, trans-

action confirmation, and device-bound authorization flows.

Despite their advantages, passkeys have several limitations. Support depends on plat-
form and browser compatibility, and older devices may not fully support WebAuthn-based
authentication. Besides, passkeys do not inherently guarantee uniqueness at the human
level, as a single user may create multiple passkeys across different devices or accounts.
Passkey synchronization mechanisms allow credentials to be transferred between devices
within the same ecosystem, which may enable ticket transfer under certain conditions.
Therefore, passkeys are used in our system as a device-bound authentication factor, along

with verification of proof of personhood.
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Chapter 3 System Design

This section presents the overall design of the proposed ticketing system BlozkTix,
focusing on how privacy preservation and fairness enforcement are achieved throughout
the ticket lifecycle. The system is designed to address common challenges in online tick-

eting, including ticket scalping and privacy risk.

The following subsections describe the design of identity management, ticket pur-

chase, seat selection, refund, and entry mechanisms in the system.

3.1 Lifecycle-scoped Identity Structures

The system employs multiple identities as shown in Figure 3.1, each serving a distinct

purpose within the ticket lifecycle.

derive

Passkey

derive Event Identity

Izk—auth—»
auth Platform Identity

DiD Provider

Figure 3.1: Lifecycle-scoped identity structures

» Passkeys as the root of trust in the system, they are used to derive seeds for creating

and loading user identities.

19 doi:10.6342/NTU202600625



* Decentralized identity (e.g. World-ID used in implementation) is adopted as a
proof-of-personhood mechanism. It is used to generate a zero-knowledge proof in-
dicating that a user represents a unique individual who has not previously registered

on the platform.

* The platform identity represents a persistent user identity shared across multiple
events on the platform. This identity is used to generate event-scoped proof, which

demonstrates that the user has not previously purchased a ticket for a specific event.

» A distinct event identity is generated for each event. This design prevents direct
linkage between real-world behaviors (such as seat selection and venue entry) and
the transaction record. This event identity is then used to generate proof for anony-
mously seat ownership and entrance. It is generate from same passkey with platform

identity to prevent transfer in isolation.

By separating identities from context-specific proofs, the system enforces usage constraints

while preventing unnecessary linkage between user actions.

3.2 Presale Configuration

Before ticket sales begin, the administrator configures the event parameters through
the smart contract. The configuration includes the ticket sale start and end time, total
ticket supply, resale queue capacity, and ticket price. All parameters are stored on-chain

to ensure transparency and immutability.
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3.3 Platform Signup

Before participating in any event, users are required to complete a signup process to
establish a platform level identity that can be reused across multiple events. The process

of registration is shown in Figure 3.2.

User Client DiD Provider Platform Server Platform Contract

(1) New platform identity

(2) Verify identity

v

proof_i
4 ...............................
(3) Signup (commitment_p, proof_i)
Verify proof_i
(4) Add commitment_p, nullifier_i
User Client DiD Provider Platform Server Platform Contract

Figure 3.2: Platform signup flow

1. During signup, a user first creates a local identity using a passkey-based authentica-

tor.

2. The user then generates a decentralized identity (DiD) proof to demonstrate unique-

ness.

3. The proof is verified by the server to ensure that each real person can register only

once.

4. Upon successful verification, the corresponding DiD provider nullifier is bound to

the platform identity within the platform contract, preventing duplicate registrations
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while preserving user anonymity. At the same time, the commitment is added as a

platform member.

This identity is used during ticket purchase and event entrance to prevent repeated pur-
chases and to ensure that the same ticket holder completes the entry process. Subsequent
interactions with event contracts rely on zero-knowledge membership proofs derived from
this platform identity, eliminating the need to repeatedly verify DiD and enabling privacy-

preserving and offline-capable ticket usage in later stages.

The verification of DiD proof during signup is performed off-chain to reduce gas
cost and to allow flexibility in integrating different DiD providers. To prevent manipula-
tion, the platform contract records all registered DiD nullifiers on-chain, enabling public

auditability of the registration process.

3.4 Ticket Purchase

The ticket purchase process integrates decentralized identity verification, optional

anonymous seat selection, and on-chain payment. Figure 3.3 illustrates the overall flow.

1. The user generates a event Semaphore identity locally on the client device. Only

the identity commitment is published on-chain, representing ticket ownership.

2. To enforce a one-ticket-per-member policy, a platform level proof'is required during
ticket purchase. The scope of this proof'is unique to each event. The purchase proof
includes the user’ s identity commitment, ensuring that the proof is bound to the
ticket identity. Verification is performed on-chain to guarantee transparency and

prevent manipulation.
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User Client Event Server Platform Contract

(1) New event identity

(2) Generate proof_p

<

opt [seat selection]

(3) Generate proof_e

Reserve seat (proof_e)

-
>

Temporarily reserve seat with nullifier_e

-

(4) Purchase ticket (proof_p, commitment_g)

Event Contract

»
Lt

loop [(5) Periodic sync]

Fetch new commitments

Verify proof_p

Add commitment_e

>

v

commitment_e

Add commitment_e to group

-

loop [(6) Until confirmed]

Fetch commitment list

[
P

alt [commitment_e exists]

Generate proof_E

proof_E

v

Verify
<

Confirm seat

«
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3. If seat selection were performed directly on-chain using a wallet transaction, seat
choices could be linked to the user’ s identity. To avoid this privacy risk, all seat-
related operations are processed by the server. Before payment, a user may option-
ally reserve a preferred seat with event proof nullifier. Users may also skip seat
selection entirely and proceed directly to payment for faster checkout. After pur-

chase, seats can be changed freely among available options until finalization.

4. Payment is executed through an on-chain transaction to ensure immutability and
public verifiability. The user submits the purchase proof along with their event

commitment to join the ticket-holder group.

5. Once the purchase transaction is confirmed, the server synchronizes the new event
commitment into a event Semaphore group. This enables users to later prove ticket

ownership anonymously without revealing their wallet address or platform identity.

6. User confirm the seat ID registration with a valid proof. The seat reservation expires

automatically if not confirmed within time window.

3.5 Refund Ticket

Since tickets are non-transferable, ticket holders who no longer wish to attend the

event may request a refund through the system. The refund process is shown in Figure 3.4.

1. To be eligible for ticket cancellation and refund, the user must first clear any asso-
ciated seat ownership and mark the ticket as spent. Because seat selection is per-

formed anonymously, the user is required to generate event proof again to demon-
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User Client Event Server Event Contract

(1) Generate proof_e

Request refund (proof_e)

»
»

Verify proof_e

4 ..............................................................
(2) CancelTicket(permit)
Verify
Invalidate user
Refund
Promote next user in queue
loop [Periodic sync]
(3) Fetch cancelled nullifiers
-
nullifier_e
‘ ___________________________________________
Store cancelled nullifier
User Client Event Server Event Contract

Figure 3.4: Ticket refund process

25 doi:10.6342/NTU202600625



strate valid seat ownership and to indicate their intention to relinquish the ticket.

After verifying the proof, the server issue a refund permit to the user. This permit
serves as cryptographic authorization that the ticket is eligible for cancellation and

refund.

2. The user initiates ticket cancellation by submitting the refund permit to the smart
contract. The refund permit consists of the ticket commitment and the correspond-
ing event nullifier, and is signed by the administrator’ s wallet. Upon successful
signature verification, the contract invalidates the user’s wallet address and purchase
nullifier, thereby allowing repurchase using the same wallet and platform identity
in the future. The ticket price is then refunded to the user’ s wallet. After the refund

is completed, the contract triggers the ticket resale mechanism.

3. After observed ticket cancellation events from the contract, server add the event

nullifier, to prevent a ticket spent at entrance after cancellation.

3.6 Queue

Ticket resale is implemented by promoting users from a queue to replace former ticket
holders when cancellations occur. The queue follows a first-come, first-served policy and

preserves chronological order.

User can join the queue when ticket sold out. The process is similar to purchase
except of seat selection are omitted. In current design, user need to pay the full amount of

the ticket price, so that the resale can perform smoothly.

The process to join a queue is illustrated in Figure 3.5
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User Client Event Contract Event Server

New event identity
Generate proof_p

-

JoinQueue(proof_p, commitment)

Verify proof_p
Register commitment_g in on-chain

<

Subsribe(webpush subscription)

\4

User Client Event Contract Event Server

Figure 3.5: Queue process

When a user is successfully promoted from the queue to become a ticket holder, they
are notified via web push. The new ticket holder may freely select any available seat
that has not yet been registered, and is not restricted to the seat previously held by the
refunded ticket holder. This typically occurs when the former holder had not finalized
seat selection. During the remaining sale period, the new ticket holder may also change

their seat selection. Figure 3.6 illustrates the promotion process.

Users may cancel their queue participation at any time during the sales period, pro-
vided they have not yet been promoted to ticket holder status. Upon removal from the
queue, the prepaid ticket price is refunded to the user’ s wallet. After the sale period ends,
any remaining users in the queue are batch-cancelled and refunded. The queue cancella-

tion process is demonstrated in Figure 3.7.
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User Client Event Contract Event Server

Find queue head commitment_g

Validate as holder

U

Remove from queue

D)

loop [Periodic sync]

Fetch new ticket commitments

commitment_q

Add to group

(1) Web push notification

<
<

(2) Generate proof_E

Confirm seat (proof_E)

Verify
—

Confirm seat selection

0

User Client Event Contract Event Server

Figure 3.6: Queue promotion process

78 doi:10.6342/NTU202600625



User Client Event Contract

LeaveQueue()

Update queue

0

Invalidate queue commitment

U

Refund to user wallet

0

User Client Event Contract

Figure 3.7: Queue cancellation process
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3.7 Event Entry

Event entry is verified through zero-knowledge proofs to ensure that only valid ticket
holders can gain access, while preserving their anonymity. The entry verification process
is illustrated in Figure 3.8.

User Client Admin Client Entrance Scanner Event Server Event Contract

critical [Before event start]

(1) Settle queue escrow

»
>

(2) Add scanners

(3) Fetch commitment list

v

Fetch commitment list

v

(4) Display nonce

<
<

(5) Generate proof_e

Present proof_e as QR code

>
>

(6) Verify

Allow entry

(7) nullifier_e

v

User Client Admin Client Entrance Scanner Event Server Event Contract

Figure 3.8: Event entry and seat verification flow

1. After ticket sales conclude, the administrator returns the funds to remaining users

in queue.

2. Wallet addresses used by scanners are also registered with the server.

3. To enable offline proof generation and verification, users and scanner must down-

load the finalized list of group commitments from the server.
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4. At the event entrance, scanners are responsible for verifying tickets at the venue

entrance. Each scanner generate a short-lived nonce and present it to the user.

5. The user generates an entry proof bound to this nonce using the downloaded com-

mitment list. The proof is presented as a QR code.

6. Proof verification is performed locally by the scanner.

7. Upon successful verification, the scanner submits the nullifier to the server to mark

the ticket as spent.

Throughout this process, the user’ s identity remains undisclosed.

3.8 Finalization and Settlement

After the event concludes, the system enters the finalization and settlement phase to
securely complete ticket usage and fund distribution. During this phase, entry nullifiers
collected during on-site verification are uploaded to IPFS and hash are recorded on the

smart contract to ensure immutability and public auditability.

After settlement is completed, the event organizer is allowed to withdraw the final-
ized funds from the escrow. This separation between entry finalization and fund with-
drawal ensures that payments are only released after ticket usage has been cryptograph-
ically confirmed, providing fairness and auditability without requiring direct linkage be-

tween users and their real-world identities.
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3.9 Execution Layers and Design Rationale

The system adopts a hybrid execution model that carefully separates on-chain and

off-chain responsibilities to balance transparency, fairness, and usability. The separation

1s summarized in Table 3.1.
Operation Execution Layer Rationale
Ticket Purchase On-chain Transparency, fairness enforcement
Queue Management On-chain Fairness, public verifiability
Refund and Resale On-chain Fairness, auditability
Seat Selection Off-chain Privacy preservation, usability
Entrance Verification Off-chain Privacy preservation, offline capability

Table 3.1: Separation of execution layers

Core operations related to ticket purchase, queue management, refund, and resale are

handled on-chain to ensure transparency and enforce fair ticket distribution according to

predefined policies. By executing these mechanisms on-chain, the system enables public

verifiability and prevents manipulation of ticket allocation results.

In contrast, seat assignment and entrance verification are handled off-chain for un-

linkability between real-world behaviors and user wallets identities. Off-chain execution

also enables a smoother user experience at the venue, supporting offline entrance verifica-

tion and eliminating waiting time for on-chain transactions. Additionally, handling minor

interactions off-chain allows users to complete common actions without paying gas fees.

This design reduces user friction and improves accessibility, while maintaining strong se-

curity guarantees through cryptographic proofs and controlled verification.
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Chapter 4 System Implementation

Frontend Clients

Admin Client User Client Entrance Scanner Client

rJI IH I Lv I
Platform Server

%

Blockchain
A 4

Event Smart Contract

H’

Platform Contract

)

l Backend Server
Listener
API Layer
Admin Service Seat Service Entrance Service Ticket Service
o ZK Group Manager
Off-chain DB

Figure 4.1: System architecture overview

While BlozkTix is designed as a ticketing platform that can support multiple events,
the implementation presented in this thesis focuses on a single-event prototype to reduce

complexity and to allow clearer evaluation of the system’ s primary privacy and fairness
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properties. Hence, we merge the process of platform registration and purchase ticket are

used directly as unique user identifiers.

As shown in Figure 4.1, the system is composed of three major components: a smart
contract deployed on Ethereum-compatible blockchains, a backend server responsible for
synchronization and off-chain logic, and frontend clients for users, scanners, and admin-
istrators. The implementation emphasizes robustness, gas efficiency, and compatibility

with zero-knowledge proof workflows.

4.1 Event Contract

The event contract implements the core ticket lifecycle, including purchase, queu-
ing, refund, and final audit. The contract is developed using Solidity to be deployed on

Ethereum-compatible blockchains.

4.1.1 Core Data Structures

The contract maintains several critical data structures:

As shown in Figure 4.2, the main data structures include:

* Purchase nullifier, preventing multiple purchases using the same platform identity.

* Queue linked list for FIFO promotion.

 Event configurations, holder count and queue size to enforce sale limits.

Audit CID, an IPFS hash of json data including finalized seat assignments and entry-

related nullifiers.
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Event

+ISemaphore semaphore
+uint256 groupld
+address admin

+Config config

+uint256 holderCount
+uint256 queueHead
+uint256 queueTail
+uint256 queueSize
-uint256 queueNonce
+bytes auditCid

+mapping(uint256 => address) : ownerOf
+mapping(uint256 => QueueNode) : queue
+mapping(address => uint256) : queuelndexOf

— a

struct struct struct uses
— ! !
=
Config QueueNode RefundPermit ISemaphore
+uint256 holderLimit +uint256 purchaseNullifier +address holder
+uint256 queueLimit +Uuint256 next +uint256 purchaseNullifier
+uint256 saleStart +uint256 deadline
+uint256 saleEnd
+uint256 priceWei

Figure 4.2: Smart contract data structures

All core data structures are designed to minimize gas consumption. Only essential state is

stored in the contract, while auxiliary data are managed by off-chain server or IPFS.

4.1.2 Contract Functions

The contract exposes several functions to manage the ticket lifecycle. The key func-

tions are summarized below in Table 4.1.
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Table 4.1: Smart Contract Functions

Function Description

purchaseTicket | The contract allows a user to purchase a ticket by submit-
ting a purchase proof, payment and event identity commit-
ment to used in zero-knowledge group. After successfully
verified the purchase proof, the payment is accepted and
the commitment is added as a holder. If tickets are sold
out, the user is added to the queue. The purchase nullifier

is recorded to prevent multiple purchases.

cancelTicket Enables a ticket holder to request a refund by submitting
an admin-signed refund permit and a spent nullifier. The
permit certifies that the user has relinquished any seat own-
ership and has generated a valid spent nullifier. The user’
s wallet is invalidated and purchase nullifier is cleared to
allow repurchase. Then, the queue head is promoted as a

ticket holder if applicable.

cancelQueue Allows a queued user to cancel their position in the queue
and receive a refund. The corresponding user is removed
from the queue linked list upon cancellation. This logic is

intentionally isolated from ticket cancellation logic.

finalizeSeat Enables the administrator to batch finalize seat assign-

ments by mapping seats to nullifiers for on-chain auditabil-

ity.

Continued on next page
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Function Description

finalizeEntry Allows the administrator to batch record spent nullifiers for

event entry, preventing double entry for on-chain auditabil-

ity.

settleEscrow Allows the administrator to process any remaining queued

users by refunding them first.

withdrawFunds | Enables the administrator to withdraw accumulated funds

after the event concludes.

Several design optimizations are applied to improve gas efficiency and user experi-

€nce:

* The purchase function combines ticket payment and queue enrollment into a single
operation. This design addresses a race condition where tickets may sell out between
the moment a transaction is broadcast and when it is confirmed on-chain.This ap-
proach avoids transaction reverts due to temporary oversubscription and improves

user experience while preserving fairness.

* Queue cancellation and ticket cancellation are implemented as separate functions.
Ticket cancellation, in contrast, requires verification of an admin signature and spent
nullifier checks and is therefore more expensive. By splitting these paths, the system

avoids imposing unnecessary costs on queued users and improves scalability.

» Batch processing significantly reduces transaction overhead and allows administra-
tors to finalize registrations and upload entrance data efficiently, which is particu-

larly important for events with many participants.
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» The contract holds ticket payments in escrow until refunds are processed. The

contract processes any remaining queued users by refunding them before releas-

ing funds, ensuring that all participants are treated fairly. The event organizer only

allowed to withdraw accumulated funds after the event concludes.

4.1.3 Ticket Identity Lifecycle

Figure 4.3 summarized the identity lifecycle in the contract.

Queued

J‘L

cancelQueue() /

[

-

promoteQueue()

createldentity() purchase() [sold out]
settleEscrow()
_J
v
Inactive
- J A
purchase() [tickets T
. cancelTicket() / refund
available]
u H
pir:
Holder
eventEntry() eventEnd()

Figure 4.3: Identity lifecycle states

* Inactive: The identity has no active ticket and its purchase nullifier and the address

used are cleared making them available for next purchase.

* Holder: The identity represents an active ticket owner and

is eligible for seat selec-

tion and event entry. The nullifier is recorded to prevent repurchase until cancella-

tion and refund.
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* Queued: The identity has paid for a ticket and is waiting in a deterministic FIFO
queue for promotion. The address is linked to the identity until cancellation or pro-

motion.

4.2 Backend Server

The backend server coordinates off-chain logic, state synchronization, and proof ver-
ification. It is implemented using Node.js and Next.js. As shown in Figure 4.1, the archi-
tecture consists of four main layers: a blockchain listener, an API layer, a service layer,

and a storage layer.

4.2.1 Blockchain Listener

The listener component monitors on-chain state changes using viem. Instead of rely-
ing on event subscriptions, the system uses polling-based block synchronization. Polling
is more resilient to network interruptions and provider instability, which are common in

long-running event systems. The listener periodically:

1. Fetches new blocks,

2. Processes relevant contract events,

3. Updates backend services with newly confirmed commitments and spent nullifiers.

To ensure correctness, the listener maintains and verifies the latest synchronized
block hash, guaranteeing that holder and refund states remain consistent with on-chain

data.
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4.2.2 Services and API Layer

As shown in Figure 4.1, the server interacts with clients and contract-listener through
an API layer, which is handled by multiple services, each responsible for a specific do-
main of functionality. Table 4.2 summarizes the backend API endpoints grouped by their

respective services.

Table 4.2: Backend Services and API endpoints

Services Handling APIs

SeatService POST /ticket/reserveSeat

. GET /ticket/getUnavailableSeats
Manages seat reservations and
POST /ticket/getSeatsByNullifier
confirmations. POST /ticket/confirmSeat

POST /ticket/changeSeat

TicketService GET /ticket/getCommitments

. GET /ticket/getSpentByNullifiers
Handles ticket-related opera-
POST /ticket/addSubscription
tions for users. POST /ticket/requestRefund

POST /listener/handleSync

EntranceService GET /scanner/getNonce
. POST /scanner/login

Handles scanner-side auth and
GET /scanner/refresh

entry tracking POST /scanner/addEntry

POST /scanner/checkEntry

AdminService POST /admin/sendAnnouncement

. . POST /admin/getRegistrationData
Manages admin-only operations.
POST /admin/addScanners

The api path is grouped by consumed client, which is either user(ticket), scanner, or

admin. This separation improves modularity and limits the impact of changes in individual
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components.

4.2.3 Backend Storage Management

The server use a semaphore group and an off-chain database to complement on-chain
state while avoiding unnecessary exposure of user identities. At the same time, these oft-
chain storage solutions also support efficient operations and reduce gas fees and time costs

associated with on-chain transactions.

Semaphore Group Management The backend maintains the Semaphore group (which
explained in Section 2.2.4.3) by aggregating commitments derived from on-chain events
polled and forwarded by the listener (Section 4.2.1) with API to TicketService (Section 4.2.2).
The group can directly used by backend for verification, while clients need to fetch the
latest full commitment list to construct a local Merkle tree for proof generation. This de-
sign avoids revealing individual membership changes and ensures that proof verification

remains consistent across clients.

Off-chain Database In addition to on-chain state, the system relies on an off-chain Mon-
goDB database to support seat management, scanner authentication, and notification de-

livery. The database is organized into five main collections as shown in Figure 4.4.
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SeatRecord

seatld : string
nullifier : string
confirmed : boolean
timestamp : uint

Holder

purchaseNullifier: string
address: string
commitment: string

Subscription

. X SpentRecord
commitment : uint
payload : json

. . nullifier : string
timestamp : uint

timestamp : uint

consumed_by

Scanner

address : address
createdAt : uint

ScannerSession

sessionld : string
expiresAt : uint

Figure 4.4: Oft-chain database schema

4.3 Frontend Client

The frontend client serves as a thin orchestration layer that guides users through the

ticket lifecycle while preserving privacy and enforcing correct interaction order. Rather

than implementing trust-critical logic, the frontend visualizes system state and coordinates

cryptographic operations, contract interactions, and user actions.

4.3.1 Purchase and Queue Flows

The frontend provides two primary acquisition flows: direct purchase and queue-

based purchase.

As shown in Figure 4.5, in the purchase flow, users proceed through the following
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steps:

1. Connect an Ethereum wallet,

2. Authenticate on the device using a passkey and derive a device-bound identity,

3. Generate a World ID proof of personhood,

4. Select a seat,

5. Submit payment,

6. Access the ticket page.

In contrast, the queue-based flow omits seat selection prior to payment as shown in
Figure 4.6. Users complete wallet connection, passkey authentication, and World ID ver-
ification before submitting payment and entering the queue. Seat assignment is deferred
and finalized later by the system. This separation prevents linkage between user prefer-

ences and wallet addresses during high-demand events.

The frontend enforces the correct ordering of these steps and prevents users from
triggering invalid actions (e.g., seat selection without a valid ticket). However, all policy

enforcement and verification are performed by smart contracts or backend services.

4.3.2 Refund Flow

The refund interface allows ticket holders to reclaim escrowed funds in a privacy-
preserving manner. Users reconnect their wallet and authenticate using the same device-

bound passkey before submitting a refund claim. The frontend ensures that only the legit-
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Figure 4.5: Purchase flow interface
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Figure 4.6: Queue flow interface
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Cancellation ® x « Cancellation ® x « Cancellation = x

Unlock your device to continue. To proceed with ticket purchase, please connect your Use your wallet OxaOEe...9720 to claim the refund
wallet from the contract. Network fees may apply.

SIGN IN ON DEVICE
CONNECT WALLET CLAIM WITH MY WALLET

Figure 4.7: Refund interface

imate device can initiate the refund process, while the actual validation and fund transfer

are executed on-chain. Figure 4.7 shows a screenshot of the refund interface.

4.3.3 Administrative Dashboard

The administrative dashboard is designed for event organizers and supports a lim-
ited set of privileged actions, including event configuration, finalization of seat and entry
data, and escrow settlement. The frontend provides structured access to these operations
without embedding authorization logic, which remains enforced by the smart contract and

backend services. Figure 4.8 shows a screenshot of the administrative dashboard.

4.3.4 Scanner Interface and Offline Entry Verification

To support efficient and privacy-preserving event entry, a dedicated scanner interface
is provided as shown in Figure 4.9. Ticket holders generate zero-knowledge entry proofs

on their own devices prior to arrival. These proofs are encoded as QR codes and verified
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Figure 4.8: Admin dashboard
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Figure 4.9: Scanner interface

locally by the scanner, enabling offline-capable validation with minimal latency.

The scanner interface does not require wallet connectivity or user login and only
records spent nullifiers for later synchronization. This design ensures high throughput at

entry points while avoiding real-time network dependencies.

4.3.5 Design Considerations

Several key design principles guide the frontend implementation:

* Bound identity: Passkeys are used to derive identities on the client, preventing iden-

tity independently transfer.

* Minimal data exposure: The frontend never displays or stores wallet-seat linkages

or personal identifiers.

* Thin client architecture: The frontend coordinates flows and generates proofs but

does not verify them or enforce allocation policies.
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+ Offline usability: Entry verification remains functional without continuous network

connectivity.

* Signature-based admin actions: Administrative operations require cryptographic

signatures rather than login sessions, reducing attack surface.

Overall, the frontend client acts as a state-driven interface that enables secure, privacy-

preserving interaction with the system while minimizing its role in trust-critical decisions.
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Chapter S System Evaluation

5.1 Analysis

This section analyzes the primary issues addressed by the proposed system, focus-
ing on ticket scalping and user privacy leakage. The identified issues and corresponding

mitigation mechanisms are summarized in the following tables.

5.1.1 Scalping-related Threats

Ticket scalping aims to unfairly acquire tickets or profit from resale by exploiting

technical or social loopholes.

We assume that adversaries may control multiple wallets, automate transactions, or
attempt off-chain attacks, but cannot break standard cryptographic primitives or compro-
mise trusted hardware. The main scalping-related threats and their mitigations are sum-

marized in Table 5.1.
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Table 5.1: Scalping-related Threats and Mitigations

count Creation

accounts to bypass pur-

chase limits.

Threat Description Our Mitigation
Automated Using bots or scripts to | Proof of Personhood (PoP) lim-
Bulk Purchase | rapidly buy large quan- | its purchases to unique individuals,
tities of tickets upon re- | preventing mass acquisitions.
lease.
Multiple  Ac- | Creating numerous fake | PoP ensures each account corre-

sponds to a unique individual, re-

stricting multiple accounts.

Off-chain

Ticket Resale

Selling tickets outside
the platform to avoid re-

strictions.

Smart contract - enforced non-
transferability and refund mecha-

nisms prevent unauthorized trans-

fers.

Queue Manip-

ulation

Exploiting queue sys-
tems to gain unfair pri-
ority in ticket alloca-

tion.

Transparent smart contract logic
and fair queue-based promotion for

refunds ensure equitable access.

As summarized in Table 5.2, blockchain-based approaches typically rely on wallet
ownership, which allows tickets to be transferred through private key sharing, delegated
signing, or custodial services with minimal friction. While some SSI- or ZKP-based sys-
tems introduce identity binding, they often lack mechanisms to prevent the practical trans-

fer of ticket usage rights.

Our system adopts passkey-derived, event-scoped identities bound to proof of person-
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hood to mitigate unauthorized transfer. Although passkeys may be synchronized through
passkey managers under explicit user consent, such transfer requires account-level access
and user interaction, making it unsuitable for automated or large-scale resale. Compared
to wallet-based designs, this approach significantly increases the cost and observability
of off-chain ticket transfer, thereby discouraging economically viable unauthorized resale

while remaining compliant with existing WebAuthn standards.

Table 5.2: Comparison of anti-scalping and security mechanisms across ticketing systems

Threats Traditional  Blockchain SSI / ZKP Our system
platforms ticketing ticketing

Sybil at- Real-name On-chain Identity bind- Proof-of-

tack / bulk registration identity  or ing personhood

purchase wallet-based binding with
binding on-chain

enforcement

Speculative Not ad- Price cap, Not ad- Price-cap

profit dressed royalty, or dressed with queue-
controlled based resale
resale

Continued on next page
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Table 5.2 — continued from previous page

Threats Traditional  Blockchain SSI / ZKP Our system
platforms ticketing ticketing

Unauthorized Not ad- Wallet-based Not ad- Passkey-

transfer dressed ownership dressed derived event

identity with
high-friction
transfer,
bound to
proof of
personhood
Replay attack Time- or Time- or Time- or Nonce-based
nonce-based nonce-based nonce-based QR zero-
request signature proof knowledge

proof

5.1.2 Privacy-related Risks

In addition to fairness, preserving user privacy across different stages of the ticket
lifecycle is a core design goal. Table 5.3 summarizes privacy-related risks and how the

system prevents unwanted linkability.
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Table 5.3: Privacy-related Risks and Mitigations

Threat Privacy Risk Our Mitigation

Identity-wallet | Real-world identity is | Anonymous proof of personhood

linkage linked to blockchain | using World ID zero-knowledge
wallet addresses proofs

Seat-wallet Seat selections are cor- | Zero-knowledge seat selection

linkage related with wallet ad- | proofs decouple seats from wallets
dresses

Entrance- Physical presence at the | Zero-knowledge entrance proofs

wallet linkage | venue is linked to wallet | verify validity without revealing

addresses wallet identity

While the proposed mechanisms significantly reduce scalping incentives and prevent
cross-stage linkability, the system does not attempt to eliminate all forms of abuse. Physi-
cal coercion, voluntary ticket sharing, and collusion between users and organizers are con-
sidered out of scope. Instead, the design focuses on raising the economic and technical

barriers for large-scale scalping while preserving user privacy under realistic assumptions
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Table 5.4: Privacy risk comparison across ticketing systems

Risks Traditional Blockchain SSI sys- ZKP Our  sys-
systems systems tems systems tem
Personal Real-name  Pseudonymoudata mini- Unlinkable Anonymous
data expo- registration (wallet- mized via and anony- proof of
sure required based) credentials  mous person-
hood
Cross- Traceable  Publicly Limited, Unlinkable  Unlinkable
event by platform traceable issuer- and anony- and
traceabil- on-chain dependent  mous Anony-
ity mous
Wallet Wallet and Wallet, seat, Data mini- Unlinkable Unlinkable
linkage seat/ entry and entry mized but and anony- and anony-
(seat / linked by publicly reusable mous mous seat
entry) system linkable selection
and entry

Table 5.4 compares the privacy risks of the proposed system against traditional, blockchain-

based, SSI-based, and other zero-knowledge proof-based ticketing systems.

Compared to traditional and blockchain-based ticketing systems, our approach achieves
unlinkability across users’ real-world identity, wallet, seat selection, and event entry, ef-
fectively eliminating cross-event and cross-phase traceability. While our design adopts

the principles of identity separation and data minimization from SSI-based systems, we

55 doi:10.6342/NTU202600625



further address a critical limitation: even privacy-preserving SSI servers may still observe
user participation and potentially correlate identities through issuer-side knowledge or col-

lusion.

In contrast, our system relies on zero-knowledge proofs for both ticket purchase and
seat selection, ensuring that neither the platform nor any off-chain service can associate
auser s wallet with a specific seat or attendance record. Existing ZKP-based ticketing
systems typically focus on anonymous purchase or entry verification, but do not address
seat-level anonymity, which can expose users to physical tracking or targeted harassment
in real-world venues. By extending zero-knowledge guarantees to seat selection and event
entry, our system provides stronger protection for personal safety and on-site privacy,

while preserving fairness and verifiability.

5.2 Performance Evaluation

This section evaluates the performance of the proposed system, focusing on the over-
head introduced by group management and zero-knowledge proof operations. The evalua-
tion aims to demonstrate that the system can be practically deployed for real-world events

while preserving privacy and fairness guarantees.

All experiments were conducted on three representative device types: a consumer-
grade laptop(MacBook Air M4, RAM 16GB), a tablet device(iPad Pro 4th Generation),
and a server environment(in the laptop). Group sizes ranging from 1 to 5,000 members
were evaluated to reflect small to medium-scale event scenarios. The time taken is aver-
aged over 100 runs for each configuration to ensure statistical significance. However, the

the result may vary due to background process and device state.
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setup, membership proof generation, and proof verification.

Table 5.5 summarizes the average time taken for key operations, including group

Table 5.5: Performance Evaluation of Zero-Knowledge Operations

Device/Group Size 1 10 100 | 1,000 | 5,000
Group Construction Time (ms)

Laptop 0.10 0.93 9.90 | 100.83 | 514.20
Tablet 0.00 1.67 | 15.00 | 137.33 | 707.67
Server 0.10 1.21 | 10.51 | 113.50 | 578.53
Joining Group Time (ms)

Laptop 0.07 0.17 0.40 0.63 0.50
Tablet 0.00 0.33 1.00 0.67 0.67
Server 0.17 0.26 0.33 0.78 0.68
Proof Generation Time (ms)

Laptop 139.93 | 192.87 | 264.92 | 225.73 | 327.20
Tablet 199.67 | 328.00 | 373.00 | 387.67 | 428.00
Server 251.26 | 174.18 | 493.47 | 218.54 | 665.07
Proof Verification Time (ms)

Laptop 6.80 6.53 6.70 7.27 7.17
Tablet 1433 | 1833 | 14.00| 11.00 | 11.33
Server 7.97 7.97 6.79 7.65 | 10.76
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5.2.1 Group Construction and Membership Update

A meekly tree group construction is required to generate and verify proof used in the
Semaphore protocol. Table 5.5 reports the time required to construct a group for different

group sizes.

The results show that group construction time increases approximately linearly de-
pend on the group size. For a group of 5,000 members, construction completes within
514-708 ms across all tested devices. This behavior is expected, as group construction

involves computing hash values for all Merkle tree nodes.

In contrast, joining an existing group introduces negligible overhead. As shown in
Table 5.5, the time required to add a new member remains below 1 ms across all group sizes
and devices. This indicates that membership updates can be efficiently handled without

affecting system scalability.

5.2.2 Proof Generation

Zero-knowledge proof generation is performed on the client side for both seat selec-
tion and event entrance. Table 5.5 summarizes the proof generation time across different

devices and group sizes.

The results show that proof generation time grow moderately with the group size.
This increase is attributed to the deeper Merkle tree required to prove group membership.

However, device performance is the dominant factor affecting proof generation latency.

On consumer-grade laptops, proof generation completes within 140 -327 ms even

for groups of 5,000 members. Tablet devices exhibit higher latency, ranging from approx-
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imately 200 to 430 ms, which remains acceptable for interactive use. Although server
environments show greater variance, there are no proof generation in server environment

in our system.

Overall, proof generation completes within sub-second latency across all evaluated

scenarios, which is suitable for ticket purchase and entrance verification workflows.

5.2.3 Proof Verification

Proof verification is performed by the scanner or verifier during event entrance. Un-

like proof generation, verification cost is largely independent of group size.

As shown in Table 5.5, proof verification time remains stable across all group sizes,

typically within 7-11 ms on laptops and servers, and below 20 ms on tablet devices.

The consistently low verification latency enables real-time verification at event en-

trances without introducing congestion or delays.

5.2.4 Summary

The performance evaluation demonstrates that the proposed system achieves accept-
able performance across different group scale and device types.
* Group construction incurs linear overhead.
* Proof generation completes within sub-second latency on consumer devices.

* Proof verification remains consistently fast and independent of group size.

These results indicate that the system can support real-world event scenarios with
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thousands of participants while maintaining interactive performance and strong privacy

guarantees.

5.3 Contract Gas Cost Evaluation

This section evaluates the gas costs associated with key smart contract functions in
the proposed system. Gas costs directly impact transaction fees and overall system usabil-
ity, making it essential to assess their practicality for real-world deployment. Table 5.6
summarizes the gas costs for primary contract functions across different event sizes, rang-

ing from 1 to 1,000 participants.

The gas cost evaluation demonstrates that most user-facing functions exhibit near-
constant gas consumption, regardless of the participants count in the system. Most of the
operations show stable gas usage across different system sizes, ensuring predictable and

fair transaction costs for individual users, which is important for large-scale events.

In contrast, batch-processing functions—notably settleEscrow—exhibit linear
growth in gas consumption as the queue size increases and exceed block gas limits when

the queue size approaches or exceeds approximately 500-1,000 participants, leading to

Table 5.6: Smart Contract Gas Cost Evaluation

Function Size 1 | Size 10 | Size 100 Size 500 | Size 1,000
configEvent 120635 | 120635 120635 120635 120635
purchase 71005 | 71005 71005 71005 71005
queue 156204 | 156204 | 156204 156204 156204
cancelQueue 51257 | 49119 49119 49119 54479
cancelTicket 69609 | 69585 69597 69597 76297
settleEscrow 50918 | 196948 | 1657252 8147492 reverted
setAuditCid 48817 | 48817 48817 48817 48817
withdrawFund 26254 | 26254 26254 26254 26254
addMember(Platform$7857 | 153893 186880 249526 254714
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transaction reversion. As a result, batch settlement must be partitioned into multiple trans-

actions.

Overall, the evaluation confirms that the system maintains constant-cost for most
operations, and confines linear-cost processing to administrator-controlled batch refund.
This design achieves a practical balance between scalability, cost predictability, and on-

chain safety.
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Chapter 6 Discussion

6.1 Extensible Identity Verification via DID and Multiple

Semaphore Groups

The proposed system currently adopts Proof of Personhood as the primary mecha-
nism for identity deduplication; however, its design is not limited to a single verification
source. The framework can be extended to support additional attribute-based verifica-
tions, such as age categories (child/adult/senior), nationality, or membership in specific

organizations or communities.

At the implementation level, the platform contract can be extended to act as a trust
broker for external Decentralized Identity (DID) systems and Verifiable Credentials (VCs).
Through this mediated approach, users are able to locally aggregate multiple identity at-
testations while relying on the platform to enforce issuer acceptance policies. Different
verification sources are mapped to independent Semaphore groups, allowing users to gen-
erate zero-knowledge proofs only for the required attributes without revealing their actual
identities or credential contents. This approach mitigates issues of inconsistent trust as-

sumptions and governance across heterogeneous VC issuers.

By design, the system adheres to the principles of data minimization and selective
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disclosure, while avoiding the forced binding of multiple identity attributes to a single
global identifier. As a result, cross-context linkability is significantly reduced, even when

users participate in multiple verification scenarios.

6.2 Multi-Event Support and Organizer-Defined Verifi-

cation Policies

The proposed architecture naturally extends to multi-event scenarios, where each
event organizer may independently deploy its own server and smart contracts while defin-
ing event-specific policies. Organizers are able to configure not only the required identity
verification mechanisms and Semaphore group combinations, but also ticketing policies

such as queue mechanisms, ticket types, and event structures.

Specifically, the system can support different queueing strategies (e.g., first-come-
first-served, randomized queues, or priority queues), multiple ticket types (such as VIP,
general admission, or discounted categories), and complex event configurations including
multi-date events and multi-area venues. These policies are enforced at the contract and
protocol level, allowing organizers to tailor ticket allocation and access control according

to the characteristics of each event.

To reduce integration overhead, the platform can provide standardized SDKs, reusable
components, and contract factories, enabling organizers to adopt the protocol without
implementing the full verification and ticketing logic from scratch. Identity proofs can
be reused across organizer-managed websites through iframe-based modules or redirect-
based interactions, allowing verification to be performed across different domains while

preserving identity isolation and privacy.
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This design enables organizers to flexibly customize event policies without relying on
rigid, platform-wide rules. At the same time, since verification logic and ticketing work-
flows adhere to a unified protocol design, interoperability is preserved and the emergence

of new centralized trust points is avoided.

6.3 Broader Applicability Beyond Ticketing Scenarios

The identity and verification framework proposed in this work is not limited to tick-
eting systems. It can be applied in various scenarios that require uniqueness enforcement
and eligibility verification without persistent identity disclosure. Public Transportation:
Users may prove their eligibility to access transportation services (e.g., valid tickets or
subscriptions) via zero-knowledge proofs, enabling entry and exit verification without re-

vealing personal identities or travel histories.

* Coupon Airdrop and Redemption: The system ensures that each user can claim
and redeem a coupon only once, preventing duplicate claims or secondary market
abuse while avoiding linkage between coupon usage, payment records, and real-

world identities.

* Voting and Polling: Group-based anonymous proofs enable one-person-one-vote
guarantees, ensuring voter eligibility and non-reusability of votes while preserving

the unlinkability of voting choices.

* Online Exams and Certifications: Candidate eligibility and single-attempt con-
straints can be enforced without permanently linking exam submissions or results

to real-world identities.

64 doi:10.6342/NTU202600625



* Anonymous Feedback and Whistleblowing: The framework ensures that feed-
back originates from genuine and unique participants while protecting contributors

from post-hoc identification or retaliation.

Ticketing systems represent a particularly challenging application domain, as they simul-
taneously require identity deduplication, fine-grained access control, resale constraints,
and on-site verification under strict privacy requirements. Demonstrating the proposed
framework in such a complex, end-to-end scenario illustrates its ability to handle realis-
tic adversarial and usability constraints. The other applications discussed above can be
viewed as simplified instances that reuse subsets of the same identity and verification

mechanisms.
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Chapter 7 Conclusion

This thesis presents BlozkTix, a privacy-preserving and fairness-oriented blockchain-
based ticketing system that addresses common issues in conventional ticket sales, includ-
ing scalping, privacy leakage, and unfair resale practices. By integrating zero-knowledge
proofs, the proposed system enables anonymous and unlinkable ticketing operation such
as ticket purchase, seat selection, entry verification, and refund handling without relying
on real-name identification. Blockchain smart contracts enforce ticketing rules, ensur-
ing transparency and auditability while preventing unauthorized transfers and speculative
profiteering. The system demonstrates how on-chain and off-chain components can be

carefully coordinated to balance usability, security, cost efficiency, and privacy.

7.1 Contributions

The contributions of our work are summarized as follows:

* Lifecycle-scoped anonymous identities: We propose a lifecycle-scoped identity
design in which different anonymous identities are used for different stages of the
ticket lifecycle. At each stage, the user proves eligibility through zero-knowledge

proofs, while the system cannot link actions across stages to the same individual.
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* Anonymous purchase, seat selection and entrance verification: Building on the
lifecycle-scoped identity model, the system supports anonymous ticket purchase,
seat selection, and event entrance verification. While the organizer and server can
verify user eligibility using zero-knowledge proofs, seat choice and entrance behav-

ior remain unlinkable to wallet activity and platform-level identity.

» Passkey-derived ticket identity management: To enhance security and usabil-
ity, anonymous identities are derived from passkey authentication rather than being
bound to wallet addresses. Identity material is not stored as a transferable secret
and is re-derived when needed through device-mediated authentication, reducing

the risk of off-chain identity transfer and mnemonic leakage or loss.

7.2 Limitations

Despite its advantages, the proposed system has several limitations:

* The proposed system requires users to possess both a blockchain wallet and a Proof-
of-Personhood credential (e.g., World ID) and device support for Passkey, which

may limit accessibility due to current adoption barriers.

* Blockchain transaction fees, confirmation latency, and client-side zero-knowledge
proof computation introduce performance costs that may affect user experience and

limit scalability for events.

* The current implementation assumes a trusted administrator for certain operations,

such as signing refund permits, which introduces partial centralization.
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* Due to the intentional unlinkability between identities, the system cannot automati-

cally associate recovered previously issued tickets if passkeys are lost.

» Advanced ticketing features such as multiple ticket types, multi-date events, con-
figurable refund policies, and more resale mechanisms are not implemented in the

current prototype, limiting its applicability across diverse event types.

7.3 Future Work

Several directions can be explored to further improve and extend the system to en-

abling more realistic event configurations and flexible ticket allocation policies:

* Integration with other identity solutions: To further enhance privacy and usabil-
ity, the platform can integrate with off-chain decentralized identity solutions, allow-

ing users to manage their identities and credentials more flexibly.

* Scalability through grouped zero-knowledge membership: To address scalabil-
ity limitations, future work may explore partitioning participants into multiple zero-
knowledge groups and applying more efficient proof verification to support larger-

scale events while preserving anonymity and fairness guarantees.

* Support for different ticket types: The event system can be extended to support
multiple seating areas and dates with different pricing models, such as VIP, general

admission, and standing tickets, each with its own allocation and resale policies.

* Support for different queueing mechanisms: The ticket resale mechanism can be

enhanced to support different queueing mechanisms, such as priority queues based
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on user reputation or loyalty programs, or lottery-based allocations for high-demand

events.
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Appendix A — Source Code

The complete source code for the BlozkTix system, including smart contracts, client
applications, and zero-knowledge proof circuits, is available in the following repository:

https://github.com/fjwntu/blozk-tix.
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