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Abstract

In today’s era of highly developed digital technologies, information spreads rapidly
and is difficult to restrain, making “forgetting” no longer effortless and heightening
society’s concern for personal data protection. Yet with the rise of artificial intelligence
(Al), the right to erasure faces particularly acute challenges. In the financial sector, where
Al is widely applied in sensitive decision-making contexts such as credit scoring, fraud
detection, and risk management, model performance depends heavily on long-term,
stable, and comprehensive datasets. However, deep learning models embed training data
implicitly into their parameters, carrying an inherently opaque and irreversible “black-
box” nature. Even if the original data is ostensibly deleted, identifiable traces may remain
within model weights. Coupled with the prohibitive costs of retraining, this reality greatly
undermines the effectiveness of exercising the right to erasure, underscoring the structural

tension between Al applications and data protection guarantees.

This thesis employs a law-and-economics perspective, integrating the classical
economic emphasis on contractual freedom with behavioral economics’ insights on
decision-making biases, to examine the limitations of Taiwan’s Personal Data Protection
Act (PDPA) in its design of the right to erasure. It further conducts a comparative analysis
of the regulatory strategies under the EU General Data Protection Regulation (GDPR)
and the California Privacy Rights Act (CPRA). While the GDPR adopts a strict
inalienability approach—prohibiting any contractual exclusion or dilution of the right to
erasure—the CPRA, while still treating the right as a fundamental entitlement, permits
companies to exchange data for financial incentives such as discounts, provided that such
arrangements meet conditions of explicit disclosure, express consent, and the possibility
of withdrawal at any time. By contrast, Taiwan’s regime allows contractual stipulation of

retention periods in practice, thereby maintaining some flexibility, yet it lacks explicit
iv
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provisions on consideration or reversibility (such as withdrawal rights), leaving consent

vulnerable to formalism and exacerbating information asymmetry risks.

Based on these comparative findings and law-and-economics analysis, this thesis
argues that future reforms in Taiwan should explicitly incorporate a framework of
“remunerated contractual freedom” while complementing it with behavioral economics-
inspired “nudge” measures, particularly robust disclosure obligations and a right of
withdrawal. Such a framework would guide individuals toward making informed and
autonomous data-sharing decisions, thereby establishing a sustainable balance between

privacy protection and Al-driven innovation.

Keyworbps: Artificial Intelligence, Right to Erasure, Informational Self-Determination,

Law and Economics, Behavioral Economics, GDPR, CPRA
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https://faws.amazon.com/what-is/deep-learning/?ncl=h_ls; What’s the Difference Between Machine
Learning and Deep Learning?, AMAZON WEB SERVICES (last visited Mar. 12, 2025),
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% See generally Ghazi Zouari & Marwa Abdelhedi, Customer satisfaction in the digital era: evidence from
Islamic banking, 10(9) J INNOV ENTREP, (2021).
67 Sofiat O. Abioye et al., Artificial intelligence in the construction industry: A review of present status,
opportunities and future challenges, 44 J. BUILDING ENG’G, 10 (2021).
8 U.S. Department of the Treasury, Managing Artificial Intelligence-Specific Cybersecurity Risks in the
Financial Services Sector, 2 (2024).
8 Id.
0 Tom BIGHAM ET AL, Al AND RISK MANAGEMENT: INNOVATING WITH CONFIDENCE, DELOITTE 8 (2024)
5, https://www.deloitte.com/content/dam/assets-shared/legacy/docs/perspectives/2022/deloitte-gx-ai-and-
risk-management.pdf.
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A Id.

3 See Meem A.M., supra note 65.
™ Regulation (EU) 2016/679, General Data Protection Regulation (GDPR), art. 22(3): ”In the cases
referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable measures to
safeguard the data subject’s rights and freedoms and legitimate interests, at least the right to obtain human
intervention on the part of the controller, to express his or her point of view and to contest the decision.”
> Ana Fernandez, Artificial Intelligence in Financial Services, 2 ECON. BULL., 4, 5 (2019).
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6 Generative Al is Expected to Magnify the Risk of Deepfakes and Other Fraud in Banking, DELOITTE
https://lwww2.deloitte.com/us/en/insights/industry/financial-services/financial-services-industry-
predictions/2024/deepfake-banking-fraud-risk-on-the-rise.html (May 29, 2024).; Nabila Ahmed et al.,
Deepfake Imposter Scams Are Driving a New Wave of Fraud, BLOOMBERG (Aug. 21, 2023)
https://www.bloomberg.com/news/articles/2023-08-21/money-scams-deepfakes-ai-will-drive-10-trillion-
in-financial-fraud-and-crime.

7 d.
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Braead e @0 BgP - ik Al e a0 LA ¥ & At bo Rl 8 g2 &
AAG R P A G Gk FEdrE R g (AML) #4 #%«a ORGSR R R E A

7 &_- See Isabelle Bousquette, Deepfakes Are Coming for the Financial Sector, WALL STREET JOURNAL,
(Apr. 3, 2024, 7:00 AM), https://www.wsj.com/articles/deepfakes-are-coming-for-the-financial-sector-
0c72d1e5; U.S. Department of the Treasury, supra note 68.
PR L ek i AT AL AT R D PR S TR T ki
B~ PRA%P %75 8 3 B {72 (¥ Ebfrffl[3$ﬁﬁ g A o Blde ok - BAED Fen
Al T gma kS A gk %ﬂ}*, GARB AN T E R RS ’Mif%'rhﬂé’z}?‘ AR 5
FFEMERAL SFEY R TR RAF BT R Al BREF AL T A 35
(too big to fail ) =i7# & g & SLhE 428k - See Georg Leitner et al., The Rise of Artificial Intelligence:
Benefits and Risks for Financial Stability, FIN STABILITY Rev. 104, 105(2024); Tejas N. Narechania, and
Ganesh Sitaraman, An Antimonopoly Approach to Governing Artificial Intelligence, 43 YALE LAW REVIEW
95, 101(2024), and Ben S. Bernanke, Causes of the Recent Financial and Economic Crisis, TESTIMONY,
FEDERAL RESERVE (2010), who defines the too-big-to-fail externality like this: “A too-big-to-fail firm is
one whose size, complexity, interconnectedness, and critical functions are such that, should the firm go
unexpectedly into liquidation, the rest of the financial system and the economy would face severe adverse
consequences
SRR RS 2 AR T T A 8 SRR ST S LR A e W
IF“—”;;‘b i) Fag A4 - REF R E- HAx B GlaciiE A B S S ER e
ek B REF TR AR BRI TA > VR - IR A S BT LA G
+ RHed FH 45 (marketcrash) - )*ILUL tRMETILE ¢ (FSB) @ &2 » A be L L F1E
| ¥ i § 4oyl Bk 5 i (market correlation) > 2z = h *& @ % - See Leitner etal., id. at 114.
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https://www.ctee.com.tw/news/20250103700988-431003 ( # {2 i1 §f p : 04/09/2025)
8 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 on artificial
intelligence (Artificial Intelligence Act), OJ L 2024/1689.

8 White House Office of Science and Technology Policy, Blueprint for an Al Bill of Rights: Making
Automated Systems Work for the American People (2022), https://bidenwhitehouse.archives.gov/ostp/ai-
bill-of-rights/.

8 Exec. Order No. 14,110, 88 Fed. Reg. 75191 (Nov. 1, 2023).

8 Artificial Intelligence and Data Act, Part 3 of Bill C-27, 2d Sess, 44th Parl, 2022 (Can.) (not yet enacted).

8 % > R O R OF R E (226 ) o (A o1 F E K A E ) o
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103 d., at 90.
104 Bruno Zeller et al., The Right to Be Forgotten—The EU and Asia Pacific Experience (Australia,
Indonesia, Japan and Singapore), 2019(1) EUROPEAN HUMAN RIGHTS LAw ReviEw 23 (2019),
https://dx.doi.org/10.2139/ssrn.3320860 (last visited June 23, 2025).
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ECLI:EU:C:2014:317, Judgment of May 13, 2014.
107 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
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such data (General Data Protection Regulation), art. 17, 2016 O.J. (L 119) 1 [hereinafter GDPR]; California
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283 Cass R. Sunstein et al., supra note 257, at 1476.
284 See Herbert A. Simon, A Behavioral Model of Rational Choice, 69 Q.J. ECON. 99, 99-118 (1955).
285 Cass R. Sunstein et al., supra note 257, at 1474-75.
28 See WIiLLIAM J. CONGDON ET AL., POLICY AND CHOICE: PUBLIC FINANCE THROUGH THE LENS OF
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292 Cass R. Sunstein, The Storrs Lectures: Behavioral Economics and Paternalism, 122(7) YALE L.J. 1826,
1851 (2013); Amos Tversky & Daniel Kahneman, Availability: A Heuristic for Judging Frequency and
Probability, 5(2) CODNITIVE PSYCHOLOGY 207, 220 (1973).
293 Colin F. Camerer et al., Behavioral Economics: Past, Present, Future, in ADVANCES IN BEHAVIORAL
Econowmics 1, 10 (Colin F. Camerer et al. eds., 2004).
2% Daniel Kahneman & Amos Tversky, Judgment under Uncertainty: Heuristics and Biases, 185 SCIENCE
1124, 1127-29 (1974)
2% Christine Jolls et al., A Behavioral Approach to Law and Economics, 50(5) STAN. L. REv. 1471, 1477-
78 (1998).
2% Daniel Kahneman & Amos Tversky, Prospect Theory: An Analysis of Decision Under Risk, 47(2)
ECONOMETRICA 263, 277-80 (1979).
297 Amos Tversky & Daniel Kahneman, Loss Aversion in Riskless Choice: A Reference-Dependent Model,
106 Q. J. ECON. 1039, 1047 (1991)
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2% Daniel Kahneman et al., Experimental Tests of the Endowment Effect and the Coase Theorem,

ADVANCES IN BEHAVIORAL ECONOMICS 1325, 1326-31 (Colin F. Camerer et al. eds., 2004).
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320 Le Grand & New, supra note 241, at 133.
821 Richard H. Thaler et al., Choice Architecture, in THE BEHAVIORAL FOUNDATIONS OF PUBLIC PoLICY
428, 428-429 (Eldar Shefir ed. 2013).
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3% European Data Protection Board, Support Pool of Experts (SPE) Programme,
https://www.edpb.europa.eu/support-pool-experts-spe-programme_en (last visited May 5, 2025).
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337 |sabel Barbera, Al Privacy Risks & Mitigations — Large Language Models (LLMs), European Data
Protection Board (Apr. 2025).

3% Dr. Kris Shrishak, Al: Complex Algorithms and Effective Data Protection Supervision — Bias
Evaluation, EUROPEAN DATA PROTECTION BOARD (Mar. 2024).

3% Dr. Kris Shrishak, Al: Complex Algorithms and Effective Data Protection Supervision — Effective
Implementation of Data Subjects’ Rights, EUROPEAN DATA PROTECTION BOARD (Mar. 2024).

340 European Data Protection Board (EDPB), Opinion 28/2024 on Certain Data Protection Aspects Related
to the Processing of Personal Data in the Context of Al Models 7-8 (Dec. 17, 2024), https://edpb.europa.eu.
341 |d

342 European Commission, Shaping Europe’s Digital Future, https://commission.europa.eu/strategy-and-
policy/priorities-2019-2024/europe-fit-digital-age/shaping-europes-digital-future_en (last visited May 6,
2025); European Commission, Regulatory Framework Proposal on Artificial Intelligence, https://digital-
strategy.ec.europa.eu/en/policies/regulatory-framework-ai  (last visited May 6, 2025); European
Commission, The Digital Services Act package, https://digital-strategy.ec.europa.eu/en/policies/digital-
services-act-package (last visited May 6, 2025).
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344 Regulation (EU) 2016/679, art. 3(1)-(2), 2016 O.J. (L 119) 1.
345 European Commission, Data Protection in the EU, https://commission.europa.eu/law/law-topic/data-
protection/data-protection-eu_en (last visited May 6, 2025).
%6 GDPR # Wsasd kb "G A2 R AL RGT 5 > (B8 " F RA, (Article52)) & FF AR
P H LM R % Ee 4B o LA - See Regulation (EU) 2016/679, art. 5(2), 24, 25,
2016 O.J. (L 119) 1.
WAk WARERIRGIEFERFT RN 2 EIFTREED T fornd | 0 A& a
R TRAFEMr S ERICO mRE R FHAIEETELRAEFIZ 2L I T B4
¢ - See EUROPEAN PARLIAMENTARY RESEARCH SERVICE, supra note167, at 3; Information Commissioner's
Office, Guide to accountability and governance, https://ico.org.uk/for-organisations/uk-gdpr-guidance-
and-resources/accountability-and-governance/guide-to-accountability-and-
governance/?utm_source=chatgpt.com (last visited May 6, 2025).
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349 Regulation (EU) 2016/679, art. 17(1), 2016 O.J. (L 119) 1.

350 Regulation (EU) 2016/679, art. 7(3), 2016 O.J. (L 119) 1.

31 Regulation (EU) 2016/679, art. 17(3), 2016 O.J. (L 119) 1.
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98

O
.hr;_ =
—

doi:10.6342/NTU202600641



ERALE B A TR R ot e 0 - WA 8 L e

=
=
-_ﬁé
{w,
w
““—1>
1\3

WAARI P X Fhr A B A TR EE LY T S

s i 1B o
$o P SRS HRET 9 GDPR I

P2 W - R EGES TR 2 FIR R w % GDPR > ¥ R
o2 r o - s GDPRAZE A FRAIMA- TFFIM BEZ Yp ,#U;W
SRS EBATAEGYF?H o GDPR AT F FA LMY S S
£ 58T FLHEAEIELET 242 0 GDPR AF R L@ LT L

B @AY FIE L RFE TN JREE2 ]

95 BRALA %0 GDPR £ AR § ¥ A nE A f £ L AL S LG
HodZ 2 ’JH'J%%E%*“%;L 7.4~ (mandatoryrules) > FHL a4 FE W & L
# “ﬁ“ BF2zE 3 Fa 2 NN g W AP ped,
Y GDPR B FHEETL TAAE A 2LH M Eehz 2 34p3 v iy ¢ B A

?‘%L,FET%J@% WAL EF R P FARL TEMAR B2 TR

Ra G EEART ERBE AR R R ELY ffﬁﬂ?ﬂ?giz‘f’:
(2 HAD QT O FrEFAHE TR F AR AFREFOLIT o HEF T
WERHER S EIRGE S F MG AN H LR (W iF T o753
R F

FFe B ek T o Bul E Al OANRET o B FAFRARL TR L
%

FH B A) o RIILE GDPR - f# RIS L A T AR

34

|-

AT A, 0@ Do B0 BB A B AL BER L LHD B2 AT i

.H—_o

35 See Paul De Hert & Vagelis Papakonstantinou, The New General Data Protection Regulation: Still a
Sound System for the Protection of Individuals?, 32 COMPUTER LAW & SECURITY REVIEW 179, 192 (2016).
36 ORLA LYNSKEY, THE FOUNDATIONS OF EU DATA PROTECTION LAW, 35-40 (2015).
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357 European Commission, Regulatory Framework Proposal on Artificial Intelligence, Digital Strategy,
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai (last visited June 19, 2025).

3% Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 on Artificial
Intelligence (Artificial Intelligence Act), ch. III, § 2, arts. 9—15, 2024 O.J. (L 1689) 12 July 2024.

359 Id.

%0 1d. Annex 111, § 5(b), 2024 O.J. (L 2024/1689) 1 (“Al systems intended to be used to evaluate the
creditworthiness of natural persons or establish their credit score, with the exception of Al systems used

for the purpose of detecting financial fraud.”).
361 Id.
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362 1d. art. 10(3) (“Training, validation and testing data sets shall be relevant, sufficiently representative,
and to the best extent possible, free of errors and complete in view of the intended purpose. They shall have
the appropriate statistical properties, including, where applicable, as regards the persons or groups of
persons in relation to whom the high-risk Al system is intended to be used. Those characteristics of the data
sets may be met at the level of individual data sets or at the level of a combination thereof.”).
363 Id. art. 2(7)( “Union law on the protection of personal data, privacy and the confidentiality of
communications applies to personal data processed in connection with the rights and obligations laid down
in this Regulation. This Regulation shall not affect Regulation (EU) 2016/679, ...”).
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European Data Protection Board (EDPB), Opinion 28/2024 on Certain Data Protection Aspects Related to
the Processing of Personal Data in the Context of Al Models 12-14 (Dec. 17, 2024), https://edpb.europa.eu.
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