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Abstract

Debugging in RTL design is increasingly challenging due to the growing scale and
complexity of IC designs. Traditionally, designers generate test patterns and analyze dense
waveform files to trace simulation results and compare them with the golden results from
a reference model. This process is time-consuming and difficult because of the numerous

signals involved, including input, output, internal, and memory port signals.

This thesis introduces a novel bug localization tool that automates the filtering of
unrelated signals and highlights those most likely associated with bugs. By ranking signals
based on their suspected degrees and identifying the control paths where these signals
influence conditional statements, the tool guides designers to the most likely problem
areas. This significantly reduces debugging time and effort by allowing designers to focus
on the most relevant signals and control paths, thereby simplifying the complex task of
debugging dense waveforms and extensive signal data. This approach transforms RTL

debugging from a traditionally arduous task into a more manageable and efficient process.
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Chapter 1 Introduction

This chapter lays the groundwork for the thesis by presenting the problem statement
and motivation, reviewing related works, highlighting the contributions of the research,
and outlining the organization of the thesis. Section 1.1 defines the research problem
and explains the motivation behind addressing this issue, emphasizing its significance in
the field. In section 1.2, a review of existing literature and related works is provided,
illustrating the current state of research and identifying gaps that this thesis aims to fill.
In section 1.3, the key contributions of the research are outlined, showcasing the novel
aspects and advancements introduced by this work. Section 1.4 provides a structured
overview of the thesis and details the content and focus of each chapter to guide the reader

through the document.

1.1 Problem Statement and Motivation

In the process of RTL design, designers inevitably encounter situations that require
debugging. However, as the scale and complexity of IC designs increase, the debugging
process becomes critically challenging. Typically, designers generate test patterns to target
the RTL design, spend significant time tracing the simulation results in waveform files,

and compare them with the golden results produced by a reference model written in a

1 doi:10.6342/NTU202403664
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high-level language like C/C++ or Python. However, as shown in Fig. 1.1, waveforms are
usually very dense (right figure) and contain numerous signals to be filtered (left figure),
including input, output, internal, and memory port signals, making bug diagnosis and

localization extremely difficult.

Search... . M7us 1M8us 19us 12us 121us 122us 123us
I UUUUUUUUUUU SUUUU VLIS UV UUU DU UL U UYL IS U UUUUUUUUUU U Uy
MODULES SIGNALS (1 REMAINING) m II ) et
u_GSIM i_mem_rrdy m - 1_men_dout_yid | S S s S I Iy ) N gy B My
SR o_mem_rreq o] ed. u_GSTH. i_nen_dout HEEREEEINHNEI S E 0000000000
o_proc_done u t X_vien LTI 1T ULl I'l JL I JUL_J1
o_x_addr 80 ol ] ) dat | I { | ) 0 I {
o_mem_addr 90 uL - _proc_d
addr_10bits 90
b15_r 150
b15_w 150
col_cnt_r 40
col_cnt_w 40
earlyout_r
earlyout_w
eq_r 150
eq_w 150
iter_cnt_r 40 : ]
wi Reg Integer (®Add Signals c o @

Figure 1.1: The example of debugging process without our tool

Hence, a bug localization tool that can automatically filter out unrelated signals and
focus on a few highly probable signals would be extremely beneficial. This tool will rank
signals by their suspected degrees and identify the control paths (e.g. always blocks, if/
case statements) where these signal candidates control the conditional statements. De-
signers could then follow the tool’s guidance to begin debugging from the most suspected
zones, significantly reducing debugging time by narrowing down the search space for po-
tential bugs. This thesis successfully develops such a bug localization tool. As illustrated
in Fig. 1.2, unlike in Fig. 1.1, our tool allows designers to focus on the most suspected
signals related to the bug’s root cause (e.g. the signal col cnt r). Designers can start
debugging by observing the behavior of these signals in the waveform file or examining
the control path’s coding logic within the RTL design. The tool also extracts and provides

2 doi:10.6342/NTU202403664
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these control paths, significantly aiding designers in bug detection. This approach pre-

vents designers from having to sift through dense waveforms and numerous signals from

scratch, effectively eliminating the “needle in a haystack” problem.

Search...

MODULES
testbed
u_GSIM
u_matrix_mem

SIGNALS (1 REMAINING)

s
i_mem_rrdy
o_mem_rreq
o_proc_done
o_x_addr
o_mem_addr
addr_10bits
b15_r
b15_w

| col_cnt_r

col_cnt_w
earlyout_r
earlyout_w
eq_r

eq_w

iter_cnt_r

s88 spBfsss
/\

. IE i 1.7us 1.8us 1.9us
mr testbed.u_GSIM. i_clk

u tbed.u_GSIM.i_reset

Ul ..tbed.u_GSIM.i_module_en .

Ul .d.u_GSIM.i_mem_dout_vld 0 _m
j:)- testbed. w"'.i_mem_dout( H ’ i ‘ ’ ”[H:
ik testbed.u_GSIM.o_x_wen ) ]

XX - t IM.o_x_data 7 ( 1 } 1: ’ ! x

O @ -ocSM.colent_r oo [ o0 Jo1foz]03 04 [ o5 [as []

Wire Reg Integer

ase (state_r)
S_IDLE: ;

or i =1i+1) begin
prev_x_wlil = 32'b0;

end
i1 Ligen dout y1g

if (COlientuR == 16) begin
for (i=0;i<16;i=1+1) beg

end
/1 buffer b15

7/ b15_w = $signed(i_mem_dout [16x15
b15_w = $signed(i_men_dout [16x15 +:

in
x_wli] = $signed({{21{i_men_dout(16%i+15]}}, i_mem_dout [16%i

16105 // golden
11); /1 bug -> typo, accidentally exclude "signed bit"

+:11611); // b

Figure 1.2: The example of debugging process with our tool

1.2 Related Works

In the IC design verification process, beyond the traditional methods of simulation-

based and formal verification, there is an approach that enhances both: “assertion-based”

verification [2]. By embedding assertions [3] within the design or testbench, these asser-

tions are checked during simulation or formal verification to ensure the design behaves as

expected, aiding in the early detection of errors by monitoring design behavior. Assertion-

based verification leverages the strengths and mitigates the weaknesses of simulation-

based and formal verification. For example, assertions can enhance simulation-based ver-

ification by catching errors early, while formal verification can be used to prove critical

properties that are difficult to cover with simulation alone.
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However, writing assertions is a time-consuming and error-prone task, and the effec-
tiveness of assertion-based verification depends on the quality and coverage of the asset-
tions. To address this, many papers have proposed methods for automatically generating
assertions. These include using decision tree-based algorithms on simulation results to
mine assertions and applying formal verification to remove incorrect ones [4—7], using
automatic test pattern generation (ATPG) algorithms [&], or abstracting between the RTL
and its transaction-level model (TLM) for assertion-based verification [9, 10]. However,
these methods often limit assertions to specific templates or applications, such as mining

for security detection [ 1 1], and may not generate temporal assertions.

To overcome these limitations, other methods have been proposed, such as adopting
any linear temporal logic (LTL) formula defined by designers, mining propositions from
simulation traces, permuting combinations in designer-provided templates, and verify-
ing correctness [ 12, 13]. Recently, large language models (LLMs) like GPT-4 have been
used to generate and reason about assertions based on RTL design and designer specifica-
tions [ 14]. Although this approach is still immature and requires curated datasets, careful
guidance, and significant costs for GPT-4 tokens, it represents a pioneering effort in as-

sertion mining algorithms.

While these papers focus on automatically generating assertions, they do not consider
the quality of the generated assertions or use this information to guide designers in bug
localization. Therefore, another research focus is on proposing various metrics to evaluate
and rank assertions based on different aspects, depending on the designer’s intent. Asser-
tion quality can be assessed by code coverage in RTL codes [15], activation frequency
in simulation runs, correlation with other assertions through contingency tables [16, 17],

belief-fail rate by analyzing absent scenarios in the simulation trace [ | £], or static analysis

4 doi:10.6342/NTU202403664
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between the assertion and the RTL code to evaluate importance, complexity, and domi-

nance [19, 20].

Although there are various approaches to verify RTL designs, including simulation-
based, formal verification-based, and assertion-based methods, effectively utilizing veri-
fication results to automatically detect and localize potential bugs is a critical challenge in
modern IC development due to increasing design complexity and scalability. Simulation-
based verification, while widely used, is inherently incomplete because it is impractical
to exhaustively simulate all possible patterns. Formal techniques like model checking
promise to address this issue through comprehensive state-space traversal but suffer from

scalability issues with complex designs.

Several works have focused on automatic bug localization, which can be categorized
into three main approaches: analysis-based, ML-based, and assertion-based. In analytical
methods, some approaches [2 1] prioritize suspected bug locations by analyzing whether
control path statements affect erroneous output signals or whether masking the data path
impacts the erroneous output, calculating a confidence score for RTL lines. However, this
method is only suitable for small, specific designs. Other papers [22, 23] use dynamic
approaches, applying simulation patterns and extracting erroneous results compared to
a golden reference, then forming a constraint formula for the unexpected result and us-
ing word-level satisfiability (SAT) solvers to identify potential bug candidates, but they
encounter similar limitations as [21]. Additionally, [24] combines model checking with

Bayesian networks to analyze counterexample hints and guide potential buggy subregions.

Machine learning techniques have also been proposed to predict possible bug loca-

tions [25, 26], but collecting sufficient training data of RTL designs with inserted bugs

5 doi:10.6342/NTU202403664
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that cover numerous designs and bug types remains a critical challenge. To address the
scalability issues of formal techniques and the accuracy concerns of machine learning,
assertion-based bug localization offers a compromise. Papers like [27] perform numer-
ous simulation runs to generate assertions based on simulation traces, viewing common
assertions as the most suspected candidates and mapping them back to RTL codes. [2£]
mines assertions from passing simulation traces, treating them as golden assertions, and
uses these with additional simulations to localize possible bug zones by analyzing where
assertions fail. [ 1] enhances counterexamples by inserting redundant propositions into as-
sertions from failed simulation traces, ranking these suspected assertions and mapping

them back to RTL codes by analyzing the control paths with antecedent signals.

However, these papers often rely solely on information from the buggy design and
use intuitive methods to determine whether the mined assertions are golden or suspected,
which may be inaccurate without considering the actual specification or reference model
behavior. Therefore, in the next section, we will explore the new directions our work

addresses, highlighting the advantages and contributions it brings to the field.

1.3 Contributions

In our work, we aim to provide an end-to-end automated approach for bug localiza-
tion by generating assertions for the target design and identifying the most suspected bug
positions, offering guidance to designers to assist in the debugging process. Our contri-

butions are as follows:

1. Development of a comprehensive verification flow: We have created an end-to-

end flow for building a verification environment aimed at bug localization. This

6 doi:10.6342/NTU202403664
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flow encompasses automatic assertion generation, assertion ranking and filtering,
and bug localization within RTL code sections. Designers only need to provide the
target design and basic settings, as detailed in Chapter 4, to receive guidance on the

most suspected bug positions to begin their debugging process.

2. Adaptability to various RTL designs: Our approach is adaptable to a wide range
of RTL designs, not just specific ones like the RISC-V processor as seen in previous

works. This provides flexibility and broad applicability in the verification process.

3. Handling diverse bug types: Beyond generalizing RTL designs, our method is
also versatile with respect to different types of bugs. It is not restricted to simple
mutations (e.g. changing “<” to “>") and is applicable to both safety and liveness

bugs, as discussed in Chapter 2.

4. Accurate bug localization hints: We have developed a metric to evaluate and rank
suspected signals that may be causing the bug. Experiments demonstrate our ability
to accurately identify the signal with the highest suspected score, as elaborated in

Chapter 8.3.

Since our work is an end-to-end tool covering four phases—preparation, assertion
generation, assertion validation, and bug localization—each phase can be explored as a
separate research direction. To streamline our entire workflow, we utilize several off-the-

shelf third-party tools. Below, we highlight the original contributions of our work:

1. Configuration settings in the preparation phase: We design a series of param-
eters to build a verification environment for general RTL designs, not limited to
specific types such as ALU, MIPS, or RISC-V.
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2. Constrained random simulation method in the assertion validation phase: Af-
ter automatically generating numerous assertions using a third-party tool [2V], we
propose a constrained random simulation method to select only hundreds of useful

assertions from tens of thousands, aiding our bug localization process.

3. Metrics in the bug localization phase: After selecting the useful assertions, we
map them back to the RTL code [1]. We design a metric to calculate the suspicious
score related to bugs for each controlling signal, and locate the bug position on the

control path of the most suspected controlling signal.

1.4 Thesis Organization

This thesis is organized into four main parts: introduction and background (Chapters
1-2), framework overview (Chapter 3), detailed component analysis (Chapters 4-7), and

results with future directions (Chapters 8-9).

Chapter 1 provides an overview of the research problem, objectives, and the signifi-

cance of the study.

In Chapter 2, essential background information and related work are discussed to

provide context and foundation for the research.

While in Chapter 3, a comprehensive explanation of our bug localization framework

is presented, outlining the overall methodology and approach.

Chapter 4 describes the initial setup process, including how to configure the files

necessary for the framework.

In Chapter 5, detailed methods for generating valid assertions from the Design Under
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Verification (DUV) are explained.

In Chapter 6, techniques for filtering and validating suspected assertions to narrow

down potential bugs are discussed.

In Chapter 7, the process of localizing bugs within RTL codes using the filtered as-

sertions 1s elaborated.

Chapter 8 presents the experimental findings, demonstrating the effectiveness of the

proposed methods.

And finally Chapter 9 summarizes the research contributions and discusses potential

future directions for further improvement and research.
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Chapter 2 Background Knowledge

In this chapter, we provide the necessary background knowledge for understanding
the subsequent work. First, we explain several key terms that will be frequently used
throughout the thesis (Section 2.1). Then, we introduce assertions and assertion-based
verification in Sections 2.2 and 2.3, which are the core concepts of the thesis. Next, we
elaborate on the architecture of the Universal Verification Methodology (UVM), a stan-
dardized methodology for verifying IC designs, where our work utilizes similar concepts
to build the verification process (Section 2.4). Finally, we discuss the third-party tools

used in our flow (Section 2.5).

2.1 Terminology Definitions

This section provides comprehensive definitions for key terms used throughout the

thesis.

Definition 2.1.1 (Design Under Verification (DUV)). The DUV is the specific IC de-
sign or module being tested and verified to ensure it functions correctly according to its

specifications. Specifically, it refers to the target design in the verification process.

Definition 2.1.2 (Reference Model). A reference model is a high-level, often abstract,

version of the design that serves as a correct behavioral standard against which the DUV
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is compared during verification.

Definition 2.1.3 (Value Change Dump (VCD)). A VCD file is a standard format for
recording the activity of digital signals in a simulation. It logs changes in signal values
over time, helping designers analyze the behavior of the DUV. The example of a VCD file

in text format and its visualization as a waveform is illustrated in Fig. 2.1.

17us 11.8us 119us 12us 12108 122us 123us

ek U UL U SU UL UUUU U UL

SIM. i_reset

SIM.i_module_en

.i_mem_dout_v1d | J L JL_JU UL _J \_I_
X

UL UUnL
Cesthed.u_GSIH. L_mem_dout P00 OO0 00000000

iSIH.0_x_data 0 ) S D S R 0 S L 0

o_proc_done

=IEIEEEN

H=IEE

#
31 10000001 #

3w

U0

3’1

3% 0

37 0
#2211

9 o
0 #2296

Figure 2.1: The example of VCD file. (a) text format, (b) visualization as a waveform

Definition 2.1.4 (Liveness Bug). A liveness bug in RTL design indicates something good

fails to happen (system does not make progress or complete tasks), which can be localized

by our tool.

Definition 2.1.5 (Safety Bug). A safety bug in RTL design indicates something bad hap-

pens (system enters an incorrect or hazardous state), which can also be localized by our

tool.

Definition 2.1.6 (Control Path Block). These are structures within an RTL design that

dictate the flow of control in the circuit. Examples include:
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+ Always Block: Executes its statements whenever a specified condition or event

occurs.

» If Statement: Executes a block of code based on whether a condition is true or

false.

» Case Statement: Selects and executes one block of code from multiple options

based on the value of an expression.

2.2 SystemVerilog Assertions

SystemVerilog Assertions (SVAs) are a powerful feature of the SystemVerilog hard-
ware description and verification language [30]. SVAs enable designers to specify ex-
pected behaviors and properties of their digital designs formally. By embedding these
assertions directly into the design or testbench, designers can automatically check that
the design adheres to these specified behaviors during simulation or formal verification

Pprocesses.

Assertions can be classified into two main types, as illustrated in Fig. 2.2:

* Immediate Assertions: These are checked at the moment they are encountered
during simulation. They are typically used for simple checks within procedural

code. We can view it as a if statement.

* Concurrent Assertions: These are continuously monitored throughout simula-
tion time. They are used to specify complex temporal properties and sequences
of events.
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(a)

assert property (!(Read & Write));

assert property (@(posedge Clock) Req |-> ##[1:2] Ack);

(b)

Figure 2.2: The example of the (a) immediate assertion, and (b) concurrent assertions

Using SystemVerilog Assertions helps in early detection and diagnosis of design er-

rors, improving the reliability and robustness of the verification process.

2.3 Verification Approaches for RTL Designs

In this section, we delve into the various verification approaches used in RTL design.
Verification is a critical step in the design process, ensuring that the design functions cor-
rectly and meets its specifications. We will explore three primary methods: simulation-
based verification, formal-based verification, and assertion-based verification. Each of
these methods has its unique strengths and limitations, and understanding them is essen-

tial for effective and efficient verification of complex IC designs.

13 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

2.3.1 Simulation-Based Verification

Simulation-based verification is the most widely used method for verifying RTL de-
signs. It involves simulating the design with a series of test vectors to check for correct
functionality. This approach mimics the behavior of the design under different scenarios

by applying input stimuli and observing the outputs.

* Key Features:
— Dynamic Nature: Simulation checks the design’ s behavior over time, allow-
ing designers to observe how the design responds to a sequence of inputs.

— Flexibility: It can handle complex scenarios and interactions within the de-

sign, providing detailed insights into the design’ s performance.
— Visualization: Designers can visualize the simulation results using waveform
viewers, which help in diagnosing and debugging issues.
* Limitations:
— Coverage: Achieving exhaustive coverage can be challenging, as it is imprac-
tical to simulate all possible input combinations and states.

— Time-Consuming: Simulations can be slow, especially for large and complex

designs, making it difficult to verify all aspects of the design comprehensively.

2.3.2 Formal-Based Verification

Formal-based verification uses mathematical methods to prove the correctness of a
design with respect to its specifications. Unlike simulation, which tests the design against
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a set of test cases, formal verification exhaustively explores all possible states and inputs

to ensure the design’ s correctness.

* Key Features:

— Exhaustiveness: Formal verification can provide complete coverage by ex-

ploring all possible states and input combinations.

— Proof of Correctness: It can formally prove that certain properties hold true

for the design, providing a higher level of assurance.

— Scalability Issues: Although powerful, formal methods can struggle with

scalability, especially for large designs with complex state spaces.

+ Limitations:

— Complexity: Setting up formal verification requires a deep understanding of
both the design and formal methods, making it more complex than simulation-

based verification.

— Resource-Intensive: Formal verification can be computationally expensive,

requiring significant time and computational resources.

2.3.3 Assertion-Based Verification

Assertion-based verification combines elements of both simulation and formal ver-
ification. It involves embedding assertions, which are statements of expected behavior,
directly into the design or testbench. These assertions are then checked dynamically dur-

ing simulation or statically during formal verification.

* Key Features:
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— Early Detection: Assertions help in early detection of design errors by con-

tinuously monitoring the design’ s behavior against specified properties.

— Reusability: Assertions can be reused across different verification environ-

ments, improving verification efficiency.

— Complementary: It complements both simulation and formal methods by
providing a mechanism to check specific properties during the verification

process.

+ Limitations:

— Writing Assertions: The effectiveness of assertion-based verification depends
on the quality and coverage of the assertions, which can be time-consuming

and error-prone to write.

— Tool Support: Effective assertion-based verification requires good tool sup-

port for writing, checking, and debugging assertions.

24 UVM

Universal Verification Methodology (UVM) is an advanced verification methodol-
ogy for verifying IC designs [3 1, 32]. It is a standardized, comprehensive framework de-
veloped by Accellera, an industry consortium, to address the challenges associated with
verifying complex designs in a systematic and scalable manner. UVM leverages object-
oriented programming principles and builds on top of the SystemVerilog language to pro-
vide a robust and reusable verification environment. The basic architecture of UVM is

shown in Fig. 2.3
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Top Level Harness
Test
Environment
Master Agent Slave Agent
Coverage
Sequencer Sequencer
Scoreboard
Driver Monitor Monitor Driver
Interface DUT Interface—

Figure 2.3: UVM’ s fundamental architecture

* Key Components of UVM

1. Verification Components:

the driver.

Driver: Drives stimulus to the Design Under Verification (DUV).
Monitor: Observes the DUV’s outputs and collects data for analysis.

Sequencer: Manages the sequence of operations and drives the data through

Agent: Combines driver, monitor, and sequencer to encapsulate a com-

plete verification environment for a specific interface or protocol.

2. Testbench Structure:

cluding agents, scoreboards, and coverage collectors.

17

Environment: A container for all the components of the testbench, in-

Test: Specifies the stimulus and configuration for the environment.
Sequence: A series of transactions or operations applied to the DUV.

Scoreboard: Compares the actual output of the DUV with the expected
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output to check for correctness.

3. Configuration and Factory:

— Configuration: UVM allows for easy configuration and reconfiguration

of the testbench components without modifying the code.

— Factory: A mechanism for creating objects dynamically, enabling greater

flexibility and reuse of components.

4. Phases: UVM divides the verification process into well-defined phases, such
as build, connect, run, and cleanup phases, to ensure orderly and predictable

execution of the testbench.

5. Transaction-Level Modeling (TLM): TLM allows communication between
components at a high level of abstraction, improving simulation speed and

simplifying the testbench architecture.

* Benefits of UVM

1. Reusability: UVM promotes reusability of verification components across

different projects and designs, reducing development time and effort.

2. Scalability: UVM’s modular approach and standardized structure make it
scalable for complex designs, allowing for easy expansion and maintenance

of the verification environment.

3. Consistency: By following a standardized methodology, UVM ensures con-
sistency in verification practices across different teams and projects, facilitat-

ing better collaboration and understanding.

4. Efficiency: UVM’s automation features, such as the factory and configuration

mechanisms, enhance verification efficiency by reducing manual intervention
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and enabling rapid iteration and testing.

5. Comprehensive Coverage: UVM supports advanced verification techniques
like constrained random stimulus generation, functional coverage, and asser-

tions, ensuring thorough and robust verification of the DUV.

* Example Workflow in UVM

1. Testbench Development:
— Define the testbench architecture using UVM components such as drivers,
monitors, sequencers, and agents.
— Implement the DUV interface and connect the UVM components to the
DUW.
2. Configuration:
— Configure the testbench components and specify the desired verification
scenarios.
— Use the UVM configuration database to manage configuration settings
dynamically.
3. Stimulus Generation:

— Develop sequences to generate the desired stimulus for the DUV.
— Use constrained random generation and directed tests to cover different
aspects of the design.

4. Simulation and Analysis:

— Run simulations and collect coverage data.

— Use the scoreboard and functional coverage collectors to analyze the DUV’s

behavior and ensure it meets the specifications.
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5. Debugging and Refinement:

— Identify and debug issues using UVM’s rich set of debugging tools and

features.

— Refine the testbench and stimulus based on the results to achieve higher

coverage and validation confidence.

By providing a detailed and systematic approach to verification, UVM plays a crucial
role in ensuring the quality and reliability of modern IC designs. Hence, in our tool, we
incorporate UVM concepts into our algorithm. For example, we generate constrained
random patterns and apply these to both the DUV and the reference model, similar to
the functions of the “sequencer” and “driver” in UVM. We then extract the valid output
results from the DUV and compare them with the reference model’s results for further
analysis, akin to the roles of the “monitor” and “scoreboard” in UVM. By utilizing the
UVM architecture, our tool constructs a complete verification environment that effectively

supports the bug localization process.

2.5 Third Party Tools Utilized in Our Flow

In this section, we introduce the third-party tools integrated into our verification
framework to enhance the efficiency and accuracy of the bug localization process. Each of
these tools plays a vital role, contributing unique capabilities that complement our method-
ology. By leveraging these specialized tools, we create a robust and comprehensive ver-
ification environment. The following sections provide detailed descriptions of each tool
and its specific function within our framework.
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2.5.1 SDM—Output Matcher

SDM (Sequential Design Matching) [33] is a tool designed to analyze waveform files
by comparing temporal patterns of specific signal occurrences. It superimposes correct
and erroneous waveforms, identifies potential error locations, and generates a new consol-
idated waveform file. This allows engineers to use standard waveform viewers for quick
error identification and correction. SDM is integral in validating the DUV by comparing

its behavior with a reference model, enabling efficient error detection and localization.

2.5.2 HARM-—Assertion Miner

HARM (Hint-Based Assertion Miner) [29, 34] is a tool crafted to produce linear
temporal logic (LTL) assertions using user-specified hints and simulation traces from the
DUV. It operates without requiring access to the DUV source code, relying exclusively on
simulation data. By leveraging user-provided LTL templates, propositions, and ranking
metrics, HARM refines its search space to generate high-quality assertions. This capabil-
ity empowers verification engineers to integrate their expertise into the automated asser-

tion generation process, enhancing verification efficiency and accuracy significantly.

2.5.3 Pyverilog—Code Analyzer

Pyverilog [35, 36] is an open-source hardware design and analysis framework written
in Python. It provides a powerful toolset for parsing, analyzing, and transforming Verilog
HDL (Hardware Description Language) code. In our verification framework, Pyverilog
is utilized as a code analyzer to parse the RTL design, extract essential information, and

perform static analysis. This tool helps in understanding the design structure, identify-
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ing control paths, and generating intermediate representations that are crucial for further

processing in the bug localization workflow.

2.5.4 Icarus Verilog—Simulator

Icarus Verilog [37, 3] is an open-source Verilog simulation and synthesis tool. It
supports a wide range of Verilog standards and is widely used for simulation purposes.
In our framework, Icarus Verilog serves as one of the primary simulators for running test
patterns against the DUV. It generates simulation results that are used to compare the be-
havior of the DUV with the reference model, facilitating the identification of discrepancies
and potential bugs. Its open-source nature and flexibility make it a valuable tool in our

verification process.

2.5.5 Synopsys VCS—Simulator

Synopsys VCS (Verilog Compiler Simulator) [39, 40] is a highly advanced and widely
used commercial simulator for RTL designs. It offers high-performance simulation capa-
bilities, comprehensive debug features, and support for a variety of verification method-
ologies. In our verification framework, VCS is employed to perform detailed and high-
fidelity simulations of the DUV. It helps in generating accurate simulation results that are
essential for verifying the design’s correctness and for subsequent bug localization steps.
VCS’s robust features and industry-standard reliability make it a critical component of our

verification toolkit.
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2.5.6 Synopsys VC Formal—Formal Verifier

Synopsys VC Formal [41] is a formal verification tool that uses mathematical tech-
niques to prove the correctness of digital designs. Unlike simulation-based approaches,
formal verification exhaustively explores all possible states and scenarios to ensure that the
design adheres to its specifications. In our framework, VC Formal is utilized to formally
verify the assertions generated during the bug localization process. It helps in proving
or disproving these assertions, providing a higher level of confidence in the design’s cor-
rectness. VC Formal’s rigorous analysis capabilities make it indispensable for ensuring

thorough verification and robust bug localization.
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Chapter 3 Overview of the Bug

Localization Flow

In this chapter, we begin by exploring how our tool intuitively guides designers
through the debugging process (Section 3.1). Following this, we delve into the archi-
tecture of our framework, detailing the interplay between its various components (Section
3.2). Also, we examine the intricate relationship between the design and generated asser-
tions, highlighting the critical role assertions play in aiding the bug localization process
(Section 3.3). Finally, we make assumptions (Section 3.4) and categorize (Section 3.5)

target designs for our tool.

3.1 How Our Tool Guides Designers to Debug

Our tool guides designers through a structured debugging process designed to en-
hance efficiency and accuracy. The flow in Fig. 3.1 begins with designers’ setting up the
configuration file and tailoring the tool to their specific design requirements. Following
this initial setup, our tool takes over. First, it automatically generates a large number of
assertions to address issues that would be time-consuming and error-prone to write man-
ually. Then, it filters these assertions to isolate valid ones, further pinpointing potential
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issues within the design.

Once the assertions have been processed, our tool identifies the most likely location of
the bug, providing designers with a targeted area to investigate. This pinpointed approach
significantly reduces the time and effort needed to locate and understand the root cause
of the problem. Finally, designers use this information to fix the bug in the RTL code,
completing the cycle of detection and correction. This systematic flow not only accelerates

the debugging process but also enhances the reliability and performance of RTL designs.

DUV
Configuration % reference model
(1 DTS input constraint file
1 assert_mined_0: assert property(@(posedge clk) ((reql)) |-> gntl);
assert_mined_1: assert property(@(posedge clk) ((gnt1)) |-> reql);
assert_mined_2: assert property(@(posedge clk) ((reql) ##1 ("true)) |-> state);
Assertion Generation assert_mined_3: assert property(@(posedge clk) ((gntl) ##1 (“true)) |-> state);
(by Our Tool) assert_mined_4: assert property(@(posedge clk) ((gnt2)) |-> req2);
assert_mined_5: assert property(@(posedge clk) ((req2 && state)) |-> gnt2);
assert_mined_6: assert property(@(posedge clk) ((gnt2 & reql)) |-> state);
assert_mined_7: assert property(@(posedge clk) ((gntl & gnt2)) |-> state);

4=

Bug Localization

(by Our Tool) B | sianel o | hint score | factor A | factor P | factord |
12 | countNTD_1 | 0.4475 | 0.1426 | 1.0000 | 0.1667 |
13
14 | countNTD_S | 0.4369 | 0.1190 | 1.0000 | ©0.1667 |
148 if (CoUntNTD_1 == 3'de) begin
149 serviceValue_w = inputvalue;
150 itenTypeOut_w = “ITEM_NONE;
Bug Fleng 151 serviceCoinType_w = 'NTD_5;
) 152 countNTD_5_w = CountNTD_5 + coinOutNTD_S;
(by Designers) 153 CountNTD_1_w = COUNtNTD_1 + coinOUtNTD_1;
154 coinOuUtNTD_5_w = 2'd0;
155 €oin0UtNTD_1_w = 3'de;
156 serviceTypeOut_w = ‘SERVICE_OFF; // bug

Figure 3.1: The flow of guiding designers to do bug localization with our tool

3.2 The Architecture of Our Framework

In this section, we will provide an overview of our framework, which is composed

of four major parts as shown in Fig. 3.2.

1. Preparation Phase—Configuration File: The primary goal of this phase is to
configure the settings for the subsequent phases. To start, designers should set the
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Configuration File I

Assertion Miner

| Code Analyzer | Valid Assertions

Assertion Filter

I

Config file re-setting

4

HH

" DEBUG
f——
yes DONE
Suspected Assertions II
1 Pass all patterns ? I:l Third party tool
I Bug Localizer | D Flow of our work
ﬂ T - Flow for designers
ﬁ Input/ Output file
Bug Fixin — e
Bug Localization Result J_ g g [l Intermediate file
-_/_

Figure 3.2: The overview of our framework

configuration file, as shown at the top of Fig. 3.2. This file contains crucial in-
formation for our tool to build the verification environment, including the path to
the DUV, the module name to be verified, the clock signal name, whether the reset
signal is negative or positive edge-triggered, and other more complex settings. The
configuration file template is shown in Fig. 3.3, with detailed explanations provided

in Chapter 4.

. Assertion Generation Phase - Assertion Miner: With the configured settings,
our objective in this stage is to automatically generate numerous valid assertions to
comprehensively outline the operational scope of the DUV. The definition of valid
assertions will be clarified later. As depicted in Fig. 3.4, we first use the third-party
tool SDM to align output signals between the DUV and the reference model. Subse-
quently, our tool extracts and preprocesses the necessary information. We then uti-
lize another third-party tool, HARM, which automatically extracts assertions from
the DUV based on simulation results provided in the configuration file. These ex-
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1 A

2 “duv": null,

3 “top": null,

4 "clk": null,

5 "rst": null,

6 “rst_n": null,

7 "parameter": [],

8 Usim_dir": null,

9 "rtl_file_list": null,

10 “ref_model": null,

11 “ivalid_signal": [I],

12 "ivalid_phase": [],

13 "ivalid_controlled_signal": {},

14 "input_signal_not_in_input_pattern": [],
15 “read_in_cycle": null,

16 "input_constraint": null,

17 "read_in_cycle_for_multi_ivalid": {},
18 “pattern_num_in_one_sim_round": {},
19 "input_constraint_for_multi_ivalid": {},
20 "ivalid_activate_constraint": [],

21 “adapter": {

22 "userOut2flowOut": null,

23 “flowIn2userIn": null

24 }

25 "ovalid_signal": [],

26 "ovalid_phase": [],

27 “ovalid_controlled_signal": {},

28 “verification_assertion": [],

29 "harm_template": [],

30 "duv_to_ref_model_output_name_map": {},
31 "testbench": null

32 1}

Figure 3.3: The configuration file template

tracted assertions are integrated into the DUV and subsequently analyzed by another
third-party tool VC Formal. This tool categorizes the assertions into proven, falsi-
fied, and vacuous states using formal verification techniques. From these, we select
assertions in the proven state as our candidates for valid assertions, focusing only
on correct signal implications relevant to the DUV for our bug localization process.

Further details will be elaborated in Chapter 5.

3. Assertion Validation Phase—Assertion Filter: In the Assertion Generation Phase,
we produce many valid assertions as candidates, but they are not necessarily correct
according to the reference model or the spec. Because the DUV may contain bugs
relative to the reference model, assertions generated from the DUV’s simulation
results may also be flawed with respect to the reference model, even if they appear
correct for the DUV. Therefore, the primary goal at this stage is to further filter
and validate these assertions to determine which ones are genuinely valid for both
the DUV and the reference model, and which are suspected, being valid for the
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Configuration File II

|
v

Assertion Miner

> Parse & patch assertions
Extract cared signal Patched SVA file II
Generate HARM tcl & template Generate VC Formal tcl D Third party tool
D Flow of our work
l l — Input / Output file
VC Formal [ Intermediate file
|

Valid Assertions II

Figure 3.4: The detailed flow of Assertion Miner

DUYV but failing against the reference model. Our algorithm retains these suspected
assertions for the final phase of bug localization. The rationale behind this approach
will be discussed in Section 3.3, and the detailed algorithms for this stage will be

explored in Chapter 6.

. Bug Localization Phase—Bug Localizer: Before proceeding, let’s discuss the fi-
nal results we will provide to designers. As shown in Fig. 3.5, we offer two types of
guidance to assist in debugging. First, the Sorted Hint Signals (left figure) lists a few
signals, sorted by the likelihood of a bug appearing in the control path conditional
statements associated with these signals. Second, the Suspect Control Paths (right
figure) highlights specific code sections under suspect control paths for designers

to check in sequence.

Referring back to Fig. 3.2, after obtaining the final assertion candidates from the
Assertion Validation Phase, we use the filtering information of signals in the asser-
tions’ antecedents to calculate a hint score for each signal. The higher a signal’s
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hint score, the more likely a bug is present in its control path, forming the basis of

the Sorted Hint Signals guidance.

Additionally, with the aid of Pyverilog, we extract the abstract syntax tree (AST)
of the DUV. This allows us to identify line numbers, signals, assigned values, and
other control path information. By combining this structural information with the
signal hint scores, we can pinpoint Suspect Control Paths for designers, directing

them to begin their debugging efforts there. Detailed explanations will be provided

in Chapter 7.
2 Bug Localization Suspect Zone s
3 155 - LINE -> 131 ~ 166
156 - RTL CODES ->
4 w
5 %k HINT Result #x T N tservicavalue >= “VALUENTD_5
2 1 = NT0_5) begin
6 —-> The score is calculated by 3 factors s iy oy
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Figure 3.5: Demonstration of bug localization results: Sorted Hint Signals and Suspect
Control Paths

3.3 Relation between the Design and Assertions

In Section 3.2 (Assertion Validation Phase), we noted that assertions in the proven
state from VC Formal would serve as our valid assertion candidates. In this section, we

will explain the relationship between the DUV, the reference model, and these valid as-
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sertion candidates to clarify the rationale behind this choice.

As depicted in Fig. 3.6, we assume the state space of the DUV is represented by
the black circle (though we cannot precisely outline this space). The state space of the
reference model is represented by red circles, which may overlap with the DUV’s space.
The overlapping area indicates shared functionality: starting from the same initial state
and given the same input set, both the DUV and the reference model will transit to the

same next state, producing identical output results (from point 4 to point B in Fig. 3.6).

For the assertions mined from HARM, we verify their correctness regarding the DUV
using VC Formal, which categorizes them into proven, falsified, and vacuous states. Here,
we focus on the proven and falsified states. Assertions in the falsified state (green circle)
do not encompass the entire DUV state space, as a falsified status in formal verification
means the DUV eventually reaches a counterexample for the assertion. Consequently, we
cannot guarantee the relationship between the DUV and the falsified assertions, so we do
not consider them as valid assertion candidates. However, assertions in the proven state
(blue circle) consistently cover the DUV state space. Although we cannot determine the
relationship between the reference model’s state space and the proven assertions’ state
space (as shown in the left and right parts of Fig. 3.6), we can still utilize the proven

assertions for the bug localization process.

If there is a bug in the DUV, starting from the same state and given an input set,
the DUV will transit to a different state compared to the reference model. For instance,
starting from the point 4 with a given input set, the reference model should transit to the
point C, but the DUV transits to the point D. This unexpected behavior might be caused by

a bug. Therefore, we will further examine this unexpected behavior using the waveforms
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of assertions in the proven state that intersect with the unexpected waveform. Detailed

explanations will be provided in Chapter 6.

State space State space

®)

O DUV space O Assertion (P;) space
O Reference model space O Assertion (F;) space

Figure 3.6: The relationship between the DUV, the reference model, and assertion candi-
dates

3.4 Assumptions to the Design

In this section, we will outline the key assumptions underlying our algorithm with
respect to the target DUV and its corresponding reference model. These assumptions are
critical for ensuring the accuracy and effectiveness of our bug localization tool. Under-
standing these foundational premises will provide clarity on the conditions and constraints

within which our tool operates.

For the DUV, the following assumptions are made based on its description language,

circuit type, functionality, and input-output ports.

1. The DUV should be implemented in Verilog or SystemVerilog: In our imple-
mentation, most random simulation processes use the open-source third party tool
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Icarus Verilog as simulator. This tool primarily supports (System)Verilog applica-
tions and has limited support for VHDL and other hardware description languages.

Therefore, our tool handles only DUVs written in (System)Verilog.

2. The DUV should be a sequential design: In our work, we will not address the
bug localization flow in combinational designs, as another algorithm, called Engi-
neering Change Order (ECO), is used to identify and correct rectification points in

combinational DUVs. This topic is beyond the scope of our discussion.

3. The DUV and the reference model should perform the same task: The refer-
ence model serves as a golden reference during the verification process. Ensuring
it matches the RTL design allows for accurate comparison and validation, helping
to identify discrepancies and bugs early in the design cycle. Besides, consistency
between the two ensures that simulations in our flow provide meaningful insights

and effective bug localization.

4. The DUV should have the same input ports as the reference model: In our sim-
ulation process, we assume that the DUV operates on the same input pattern as the
reference model. This means both should have identical input ports, including the

width and order of each input signal.

While for the reference model, We do not require it to have a similar structure to
the DUYV; instead, we treat it as a black box that operates on the same set of inputs as
the DUV and outputs the expected results. The reference model can be implemented
in any language, from hardware description languages like SystemVerilog to high-level
languages such as C/C++ or Python. Additionally, we do not expect the reference model

to follow any naming conventions related to the DUV, nor do we require it to match the
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DUV’s time series cycle-by-cycle.

1. The functionalities of the reference model should satisfy the spec: The reference
model encapsulates the intended behavior and functionalities of the design. Ensur-
ing the RTL design matches the reference model guarantees that the final hardware

adheres to the specified requirements and behaves as intended.

2. The reference model is considered bug-free: The reference model serves as the
gold standard against which the RTL design is verified. If the reference model
contains bugs, it cannot provide a reliable baseline, leading to incorrect conclusions
about the RTL design’s correctness. Hence, considering the reference model as
bug-free is essential for reliable verification, efficient debugging, and trustworthy

simulation results.

3.5 Basic Categories for RTL Designs

To meet the needs of our tool, we categorize the RTL designs into several aspects,
each corresponding to specific parts of the configuration settings which will be discussed

in Chapter 4. The following sections will introduce the specific cases we need to address:

I. Input:

* Whether there exists (an) input valid signal to indicate the readiness of
input data: In certain designs, there may be no input valid signal indicating
the readiness of input data, whereas other designs incorporate at least one input
valid signal that can be set high to indicate the validity of the input data. The
sample waveforms in Fig. 3.7 illustrate different scenarios: from top to bottom,
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they depict cases without an input valid signal, with one input valid signal, and

with more than one input valid signal.

Hugo_thesis_bug_localization > input > arbiter2 > - duv_pass.vcd

BE e
10ns 20ns 30ns 40 ns 50 ns 60ns

M testbed.clk ) I e e I e B e R O B

1[]  testbed.rst ) :

—_—

UL testbed.reql 1 | | I R B

UL testbed.req2 B :

UL testbed.gntl 1 ] [ ] |

Ul testbed.gnt2 0

Figure 3.7: The sample waveforms illustrating the input valid signal

* Whether the data requires more than one cycle to input: In certain designs,
input data is processed in a single cycle, indicating that the input valid signal,
if present, remains active for only one cycle, as depicted in the top one of
Fig. 3.7. Conversely, other designs input data over multiple cycles, as shown

in the center and the bottom example of Fig. 3.7.

* The spec defines constraints between input signals: In some designs, cer-
tain input signals must adhere to constraints outlined in the spec. For instance,
input points might need to be non-collinear. These constraints will be spec-
ified in the configuration file discussed in Chapter 4, and we will utilize the

third-party tool VCS to handle these requirements.

* The format of input patterns provided by the designer to the DUV differs

from the format defined by our tool: In our tool, we establish a standard-

34 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

ized input format where the order of input signals in the pattern follows the
declaration order in the DUV. Detailed guidelines will be provided in Chap-
ter 4. However, variations in the designer’s input format, such as different
order of signals in input patterns, may lead to errors during random pattern
generation and automatic input to the DUV. Therefore, in Chapter 4, we will
discuss an approach akin to the adapter used in UVM architecture to address

this challenge.

2. Output:

* Whether there exists (an) output valid signal to indicate the readiness of
output results: In certain designs, there may be no output valid signal indicat-
ing the readiness of output results, whereas other designs incorporate at least
one output valid signal that can be set high to indicate the validity of the out-
put results. The sample waveforms in Fig. 3.8 illustrate different scenarios:
from top to bottom, they depict cases without an output valid signal, with one

output valid signal, and with more than one output valid signal.

* Whether the results requires more than one cycle to output: In some de-
signs, the output results are generated in a single cycle, meaning the output
valid signal, if present, lasts for only one cycle, as depicted in the bottom one
of Fig. 3.8. Conversely, other designs output results over multiple cycles, as

shown in the center example of Fig. 3.8.

3. Clock: In our work, we focus solely on synchronous designs due to the limita-
tions of the open-source third-party tools we use. Consequently, we do not handle
designs that involve different clock domains, clock gating, or other asynchronous

techniques.
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Figure 3.8: The sample waveforms illustrating the output valid signal
4. Memory:

* The DUV contains SRAM: SRAM in an RTL design is used for high-speed,
temporary data storage and retrieval, contributing to efficient data processing
and control. Sometimes, the DUV will use SRAM to temporarily store a series
of inputs for later use. The block diagram example is depicted on the left side

of Fig. 3.9.

* The DUV contains DRAM: DRAM in an RTL design is used for large, cost-
effective data storage and buffering, supporting various applications that re-
quire extensive memory capacity and temporary data storage. Sometimes, the
DUV will interact with the memory to frequently write and read data. The

block diagram example is depicted on the right side of Fig. 3.9.
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testbed.v

testbench.v

Figure 3.9: The block diagram example of the DUV containing SRAM (left) or DRAM
(right)
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Chapter 4 Preparation Phase :

Configuration File Setting

In this chapter, we will delve into the detailed parameter information required for
the configuration file, a crucial component for setting up our tool. We will cover each
parameter in depth to ensure that readers understand their significance and how to properly
configure them (Section 4.1). Additionally, we will guide the reader through the process
of setting the configuration file using our user interface, making the setup process intuitive
and straightforward (Section 4.2). By the end of this chapter, we expect that the reader
will have a comprehensive understanding of the configuration file parameters and the steps

necessary to configure them correctly.

4.1 Configuration File Parameters

In this section, we will introduce the 27 parameters in the configuration file, catego-
rized into five groups. Some parameters are mandatory, such as the path to the DUV and
the clock signal name, while others are optional, depending on the properties of the DUV,
such as included RTL files and constraints for input signals. The introduction will proceed

with an overview of the five categories, and examples of these settings can be found in
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Chapter 8.

1. Design information:

* -duv: (mandatory) Designers should provide either the absolute path or a rel-
ative path (relative to the root directory of our tool) to specify the location of

the DUV.

* -top: (mandatory) In the verification process, we often employ a divide-and-
conquer technique by verifying submodules individually instead of verifying
the entire design starting from the top module. Therefore, designers should
specify the particular module they intend to perform bug localization on and
provide this information in the corresponding parameter. Our tool will treat

this module as the pseudo top module.

» -clk: (mandatory) In a sequential design, the clock signal is essential as it
governs the behavior and validity of other signals. Designers need to specify
the clock signal name here, since the clock signal in different DUV's may not

follow common naming conventions such as “clk” or “i_clk”.

» -rst/-rst_n: (mandatory) In a sequential design, a reset signal may be used
to initialize all internal or output values. This reset signal can be either posi-
tive or negative edge-triggered, activating on the rising or falling edge of the
clock signal, respectively, and corresponds to -7s¢ or -rst_n (“_n” standing for
“negative”). However, during verification, we typically distinguish the reset
signal from other functional verifications. Therefore, we require designers to

specify the reset signal name so our algorithm can appropriately ignore it.

» -parameter: (optional) In the DUV, some constants might be predefined us-
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ing the keyword define (e.g. define INT _WIDTH 8) or declared directly in the
module parameter list (e.g. module top #(INT_WIDTH = 8)). If any parame-
ters are used in control paths (e.g. always, if, case statements), designers need

to list them here so that our bug localization algorithm can ignore them.

 -rtl_file_list: (optional) For the DUV, there might be additional RTL files,
such as submodules or memory files. However, the third-party tool Pyverilog
requires that the input file be flattened, meaning other RTL files cannot be
included directly in the DUV. Therefore, designers need to compile a file list

that includes all these additional files.

» -ref model. (mandatory) In our tool, we need a spec to determine whether
the DUV’s behavior is correct. Therefore, designers must provide a reference
model to serve as the spec. To ensure generality, designers should supply a
script file in this parameter to execute their reference model. The command
and arguments should follow the format: ./<script file> <input pattern>

<output result>.

2. Simulation information:

» -sim_dir: (mandatory) The third-party tool SDM matches the output signals
between the DUV and the reference model based on the simulation results’
waveforms. Asintroduced in Chapter 2, SDM requires the files “duv_pass.vced”,
“duv_fail.ved”, “golden pass.csv”, and “golden_fail.csv”, generated from the
DUV passing and failing patterns, respectively. Designers should place these

four files in a directory and specify that directory in this parameter.

* -adapter: (optional) The concept of this parameter is similar to an adapter in

UVM. Since we cannot ensure that designers’ input pattern formats for the
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DUYV and the reference model, or the output result format from'the reference
model, will always match our tool’s format (introduced in Appendix A and
B), designers should provide a converter. This converter will translate their
formats to our tool’s format and vice versa. Specifically, we need an adapter
that converts from our tool’s input pattern format to their input pattern format
and from their output format to our tool’s output format. This allows us to
generate input patterns, execute them on their reference model, and retrieve

the results for our bug localization process.

3. Supplemental information to enhance bug localization:

* -verification_assertion: (optional) While our tool can automatically generate
numerous assertions as candidates for bug localization, designers can enhance
the results by providing their own verification assertions. Since designers have
deeper knowledge of their own designs, their assertions can improve the ac-
curacy of bug localization. These provided assertions will also be filtered
through our process and used in the bug localization phase. Note that our al-
gorithm requires these assertions to be written in SystemVerilog Assertions

(SVA) and to be concurrent assertions with implications.

» -harm_template: (optional) As discussed in Chapter 2, the assertions gener-
ated by HARM follow a predefined assertion mining template (the details will
be introduced in Chapter 5). While our tool employs well-tuned parameters
for automatic assertion mining, designers, possessing deeper insights into the
DUYV, can enhance this process. They have the flexibility to introduce ad-
ditional LTL templates, propositions, or ranking metrics to guide HARM in
generating more contextually relevant assertions for the DUV.
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* -duv_to_ref model output name _map: (optional) This parameter addresses
a limitation in our tool. Occasionally, the third-party tool SDM exhibits insta-
bility in matching output signals, resulting in mismatches where certain DUV
output signals may erroneously correspond to reference model output signals.
Therefore, until the SDM algorithm is enhanced, if designers encounter er-
rors such as segmentation faults in our tool, it is likely due to incorrect output
signal matching. Designers can mitigate this issue by specifying the mapping
between the names of output signals in the DUV and their counterparts in the

reference model.

* -testbench: (optional) Our tool can automatically generate a testbench for the
DUV using the information provided in the configuration file. However, this
automation does not apply when the DUV involves DRAM due to the com-
plexity of interactions, which cannot be standardized for testbench generation.
Therefore, designers are required to directly provide their own testbench to fa-

cilitate the bug localization process.

4. Input valid signal:

* -ivalid_signal: (optional) If the DUV has input valid signals indicating the
readiness of input signals (Fig.3.7), designers need to list these in this param-

eter to enable automatic testbench generation in our tool.

* -ivalid_phase: (optional) If the DUV has input valid signals specified in -
ivalid signal, designers must also indicate the value or phase at which these
signals are activated, usually 1. This typically means that when the input valid

signals are high, the input signals are ready.

* -ivalid_controlled_signal: (optional) Sometimes, there may be multiple input
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valid signals, each controlling different input signals. Therefore, it is neces-
sary to map each input valid signal to its respective controlled input signals.
This mapping enables our tool to precisely control the input data in the auto-

matically generated testbench.

-input_signal _not_in_input _pattern: (optional) In our process, we generate
constrained random patterns to simulate the DUV, excluding the clock sig-
nal, reset signal, and input valid signal, as these are used in the testbench to
control the simulation. However, as shown in Fig. 4.1 (a), there may be addi-
tional input signals that neither control the input data (input valid signal) nor
constitute the input data (input signal). These signals, such as i module en,
i_matrix_ num,andi mem_rrdy inthe block diagram, indicate module or mem-
ory readiness or act as counters. They are used in the testbench and should not
be part of the input patterns. Therefore, designers need to specify these signals

to avoid generating random patterns for them.

-input_constraint/-input_constraint_for_multi_ivalid: (optional) As shown
in Fig. 4.1 (b), input signals sometimes need to follow constraints specified in
the design specification rather than being purely random in our flow. For
instance, the value of the four-bit signal “i op mode” Fig. 4.1 (b) should
be in the range from O to 8. To address this, designers should follow our
provided template, as depicted in Fig. 4.1 (c), to create an input constraint
file written in SVA format. The template is straightforward: declare a class
to write constraints inside and initialize the class in the top module. This
information allows us to use the third-party tool VCS for constrained ran-

dom simulation. The difference between these two parameters is that if there
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are multiple input valid signals, the input signals controlled by each input
valid signal should have their own input constraint files specified under -
input_constraint_for _multi_ivalid. This is because input valid signals control

their respective input signals independently.

-ivalid_activate constraint. (optional) As shown in Fig. 4.1 (d), sometimes
the input valid signals must adhere to constraints specified in the design spec-
ification, such as certain signals not being high simultaneously. Therefore,
designers need to provide these constraints in SVA format. These assertions
should be written as concurrent assertions with implications, similar to those

specified in the -verification assertion parameter.

-read_in_cycle / -read_in_cycle for multi_ivalid: (mandatory) To automat-
ically generate the testbench, designers must specify the number of cycles
an input valid signal needs to remain high to input data. In some DUVs,
there may be multiple input valid signals, each functioning independently.
For example, in the last figure of Fig. 3.7, the input signal i op mode, con-
trolled by i op valid, lasts for one cycle to read an operation, whereas the
input signal i in_data, controlled by i in valid, lasts for 2048 cycles to read
all pixels in an image. Therefore, if the DUV has multiple input valid sig-
nals, designers should specify the read-in cycle for each under the parameter

-read_in_cycle for multi valid.

-pattern_num_in_one_sim_round: (optional, the default value is 1) Some
input signals require several patterns to form a meaningful action, which we
refer to as “pattern number in one simulation round”. For example, in Fig. 4.1
(b), the input signal i op mode determines the DUV’s operation, and the spec
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mandates that the first operation must be “load image (4’b0000)”. If we sim-

ulate this input signal with just one random pattern under the given constraint,

the simulation would repeatedly load the image and then terminate, which is

unproductive. Therefore, we can set this parameter to 100, indicating that after

loading the image, 99 additional random operations can be performed in this

simulation iteration. These 100 patterns collectively represent a “meaningful

action”.

Block Diagram

i_op_mode

Meaning

testbed.v

4’60000

Input feature map loading

4’50001

Origin right shift

4’50010

Origin left shift

4’0011

Origin up shift

4’60100

Origin down shift

4’60101

Reduce the number of channels for convolution

4’60110

Increase the number of channels for convolution

4’b0111

Perform convolution in the display region

4’1000

Output the pixels in the display region

constraint] mode = %d", spe:
it constraint] en

spec.
= %d", spec.en);

mode

)i

(b)

7. 1i_op_valid stays only 1 cycle.

8. i_in_valid and o_op_ready can’t be high in the same time.
9. i_op_valid and o_op_ready can’t be high in the same time.
10. 1_in_valid and o_out_valid can’t be high in the same time.
11.i_op_valid and o_out_valid can’t be high in the same time.
12. 0_op_ready and o_out_valid can’t be high in the same time.

(c)

(d)

Figure 4.1: The examples illustrating the configuration file parameters

5. Output valid signal:

 -ovalid_signal: (optional) If the DUV has output valid signals indicating the

readiness of output signals (Fig.3.8), designers need to list these in this param-

eter to enable automatic testbench generation in our tool.

* -ovalid_phase: (optional) If the DUV has output valid signals specified in -

ovalid signal, designers must also indicate the value or phase at which these

signals are activated, usually 1. This typically means that when the output

45

doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

valid signals are high, the output signals are ready.

» -ovalid _controlled_signal: (optional) Sometimes, there may be multiple out-
put valid signals, each controlling different output signals. Therefore;. it is
necessary to map each output valid signal to its respective controlled output
signals. This mapping allows our tool to accurately retrieve and compare the

correct output pairs between the DUV and the reference model.

4.2 Setting the Configuration File through User Interface

Designers can configure the settings manually by modifying the template according
to our documentation, or they can set the -guide for config file flag in the command to
activate the user interface, which guides them through the configuration file setup step-

by-step. In this section, we will present our user interface for the configuration file setting.

As depicted in Fig. 4.2, when the user interface is activated, a greeting message Start-
ing guidance... appears, signaling the start of the process. At each step, a progress bar
informs designers of the remaining parameters to be set. Below the progress bar is the
current parameter to be configured. For example, in Fig. 4.2, the parameter -duv needs to
be set and will be stored as a string type in our configuration file. A description provides
the parameter’s meaning, and the number of arguments that designers need to provide will
be indicated in the amount section. Additionally, an example is provided to avoid am-
biguity. Finally, we specify the state of the parameter: some parameters are mandatory
(e.g. path to the DUV, clock signal name), while others are optional (e.g. included RTL
files, constraints for input signals). Once all parameters are set, the configuration file is

automatically generated, and our bug localization tool begins its process.
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Starting guidance ...

Progress: [>

parameter : -duv
- type
amount
— description
- example
- state -
(please type) > |}

string

1

absolute/relative path to DUV
input/arbiter2/arbiter2.v
must provide

Figure 4.2: The demonstration of the configuration file user interface (start setting)

Note that for parameters marked as must-provide, the interface will prevent designers

from proceeding if no input is given (e.g. pressing enter without typing anything), as

shown in Fig. 4.3. Once the current setting is provided, we can move on to the next

parameter.

In addition to the string and int types, our settings also include vector and unordered map

types. Simply follow the guidance and parameter examples provided. For instance, in

Fig. 4.4, the -parameter will store an array of strings, allowing designers to input each de-

fined variable in the DUV one by one. Similarly, the ivalid controlled signal will store

mappings between input valid signals and their controlled signals; designers can input

each mapping pair sequentially until all are listed.

In summary, once the configuration file settings are complete, all necessary informa-

tion for the subsequent phases is finalized. We can then proceed to the next phase.

47 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

Starting guidance ...

Progress: [> 1 3%
parameter : —duv

- type string

— amount 1

- example input/arbiter2/arbiter2.v
- state must provide

(please type) >

(please type) >

(please type) > input/test/test.v

[DEBUG] datal["duv"] : "input/test/test.v"

description : absolute/relative path to DUV

Progress: [=> 1 7%
parameter : -top
- type : string
- amount 3 il
- description : top module name of DUV (or to-be-verified module name)
- example : arbiter2
- state : must provide

(please type) > ]

Figure 4.3: The demonstration of the configuration file user interface (successfully set for
string or int type)

Progress: [=====> 1 22%
parameter : -parameter
- type : vector<string>
- amount :any
— description : parameter name in the module
- example : INT_W —> (press ENTER) —> FRAC_W —> (press ENTER) —> INST_W —> (press ENTER) —> DATA_W
- state : optional. if there're parameters, please input them one by one; if none or done, press ENTER to skip this part

(please type) > IDLE
(please type) > OP
(please type) > FINISH
(please type)
[DEBUG] data["parameter"] : IDLE OP FINISH
[DEBUG] datal"parameter"]l.size() : 3

v

Progress: [=== ===> 1 44
parameter : -ivalid_controlled_signal
- type : unordered_map<string, vector<string>>
— amount : key —> size of "-ivalid_signal" ; value —> at most all input signal (except for input valid signal)
- description : specify which input valid signal controls what input signals
— example : i_in_valid i_in_data -> (press ENTER) —> i_op_valid i_op_mode
-> "i_in_valid" controls "i_in_data" ; "i_op_valid" controls "i_op_mode"
- state : optional. if there're input signals controlled by input valid signals, please input their mapping like "<input_valid_signal> <controlled_input_sign

al>" one by one; if none or done, press ENTER to skip this part
(please type) > i_valid i_data
(please type) > i_op_valid i_op_mode
(please type) >
[DEBUG] data["ivalid_controlled_signal"] :
- i_valid -> i_data
- i_op_valid -> i_op_mode

Figure 4.4: The demonstration of the configuration file user interface (successfully set for
array type and map type)
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Chapter 5 Assertion Generation Phase

: Valid Assertion Mining from the DUV

In this chapter, we delve into the algorithmic process of generating valid assertions
for the DUV. The following sections provide a detailed exploration of the methods and
tools used. In section 5.1, we present a broad overview of the assertion mining algorithm.
The subsequent sections describe each component of our framework in detail, along with
the corresponding algorithms. These sections collectively aim to provide a comprehensive

understanding of how valid assertions are generated and verified.

5.1 Overview of the Assertion Mining Algorithm

After configuring the file in Chapter 4, we use the information provided by the de-
signers to generate valid assertions, as defined in Chapter 3. In Algorithm 1, we will divide
into three parts to introduce: preprocessing the DUV (Section 5.1), generating assertions
using HARM (Section 5.2), and filtering valid assertions as candidates with VC Formal

(Section 5.3).

First, we use the third-party tool SDM to match output signals between the DUV
and the reference model (line 1). Using the simulation result where the DUV passes
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Algorithm 1 Valid Assertion Mining Algorithm

Input: Configuration file

Output: Valid assertions

: SDM_ Output Matching()

Classify Signal Type()

Extract_Cared Signal()

HARM Tcl Generation(genTemplate=True)
Modify HARM Template()

HARM Tcl Generation(genTemplate=False)
Parse and Patch Assertion_to SVA()

VCF _Tcl Generation()

Filter Valid Assertion()

A AN A i e

(duv_pass.vcd) and the golden result of the reference model under the same input patterns
(golden_pass.vcd) from the configuration file, SDM’s main algorithm [33] converts the
output signal values from duv_pass.ved and golden pass.ved to binary strings, as shown
in Fig. 5.1 (a). This output value matching problem is then treated as an approximate
string matching problem (Fig. 5.1 (b)), utilizing algorithms like the Myers difference al-
gorithm to attempt matching. Considering the correspondence between signals, SDM ac-
counts for both one-to-one mappings and one-to-many relationships from the reference
model to the DUV. This is modeled as a set cover problem as depicted in Fig. 5.1 (c),
with a greedy approach employed to find the best match. Finally, the output signal match-
ing from the DUV to the reference model is obtained automatically after applying the

“SDM_Output Matching()” function.

Since it is impractical to ask designers to provide all input and output signal names,
our tool directly parses the DUV’s I/O port declaration to extract these names (line 2).
However, merely extracting this information is insufficient; we also need to filter out un-
related signals, typically most of the DUV’s internal signals. Therefore, we perform the
“Extract_Cared_Signal()” function (line 3) to exclude the clock signal, reset signal, de-
fined parameters, and internal signals not present in the control path (i.e., always, if/case
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DUV VCD Golden VCD Stringl:abcdabcd==> abcdab cd

VCD value VCD value

010 111 o11 .. (CESP 00 10 11 01..

String2:cbcabdcd==> <cbc abdcd

01 11 11 01.. €8P o0 111 011 .. = SOt
-" 100111 /- 101000 | 000111 -
00 10 11 01. 11,00 11 00. & = = )

(101111 \;’ 101111 | 101111 )' o1 | 101111 ) to11ir

(a) (c)

Figure 5.1: The illustration of concepts in SDM’ s algorithm includes: (a) sequential
matching, (b) approximate string matching, and (c) sequential matching in the set cover
problem

statements). This process retains only the input signals, output signals, and control path
signals for further assertion generation by HARM, focusing on behavior crucial to the bug

localization process.

5.2 Assertion Mining by HARM

After preprocessing the signals, we can generate assertions for the DUV using HARM.
HARM provides an option to automatically generate a basic template (line 4) by setting
the flag “—generate-config” in the command, as shown in Fig. 5.2 (a). Additionally, we
need the failing waveform “duv_fail.ved”, the clock signal from the configuration file,
and the module scope parsed from the VCD file by our tool. This information is used to
automatically generate a basic template for HARM, as depicted in Fig. 5.2 (b), guiding

HARM to mine assertions.
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For ved:

./harm --vcd trace.ved --clk clock ——conf path/to/newConfig.xml --generate-config @

For csv:

©

./harm -—csv trace.csv —-conf path/to/newConfig.xml —generate-config

(a)

<harm>
<context name="default">

1

2

3

4 <prop exp="state" loc="c,dt"/>
5 <prop exp="gntl" loc="c,dt"/>
6 <prop exp="rst" loc="c,dt"/>

7 <prop exp="gnt2" loc="c,dt"/>
8 <prop exp="req2" loc="c,dt"/>

9 <prop exp="reql" loc="c,dt"/>

10 <prop exp="clk" loc="c,dt"/>

11

12 <template dtLimits="5D,3W,15A,-0.1E,R" exp="G({..#1&..}|—> PO)" />
13

14 <sort name="causality" exp="1-afct/tracelLength"/>

15 <sort name="frequency" exp="atct/traceLength"/>

16 </context>

17 </harm>

(b)

Figure 5.2: The example of HARM's template includes: (a) the command used to automat-
ically generate the template, and (b) the basic template produced by the aforementioned
command

In Fig. 5.3 (a), we see that the basic template for HARM consists of three main
components: propositions (beginning with “prop”), LTL templates (beginning with “tem-
plate”), and ranking metrics (beginning with “sort””). Propositions are used to form asser-
tions by permuting with other propositions. In the basic template shown in Fig. 5.3 (a),
HARM considers all types of signals (input, output, internal) as proposition candidates,
which can be placed at “c” (consequent of an assertion) and “d¢” (decision tree operator

to be the state transition’s variable).

In our modification (line 5), we focus only on the “cared signals” extracted in line
3. This reduces the number of assertion candidates, thereby accelerating the process and
concentrating on signals crucial to the control path. The modified template is shown in

Fig. 5.3 (b).

For the LTL template, placeholders are used to fill in propositions. To generate di-

verse assertions, we include various placeholders such as “...#/&...”, “...##[...”, and “...
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&&...” to cover assertions with and without temporal dimensions (i.e., spanning multiple
cycles). For assertions crossing cycles, we use both “S” (sequential) and “R” (random) pa-
rameters to generate assertions that either consider or ignore the order of variables across
cycles. For example, “signal 1 ##1 signal 2” and “signal 2 ##1 signal 1" are distinct

under parameter “S” but equivalent under parameter “R”.

Other parameters, introduced in Chapter 2, are left untuned as they already provide
effective assertion mining results. Empirically, deeper temporal dimensions (parameter
“D”), more propositions (parameters “W” and “A”), and more decision tree candidates
(parameter “E”) do not significantly alter the mined assertions. We also do not modify the

ranking metrics, which sort the generated assertions based on their scores.

These modifications make our tool more general in generating assertions while fo-

cusing on possible bug behaviors.

1 <harm> 1 <harm>
2 <context name="default"> 2 FEONCERT MaNp="delauit™>
b 4 <prop exp="state" loc="a,c,dt"/>
4 <prop exp="state" loc="c,dt"/> 5 <prop exp="gnt1" loc="a,c,dt"/>
5 <prop exp="gntl" loc="c,dt"/> 6 <prop exp="gnt2" loc="a,c,dt"/>
6 <prop exp="rst" loc="c,dt"/> 7 <prop exp="req2" loc="a,c,dt"/>
7 <prop exp="gnt2" loc="c,dt"/> 8 <prop exp="reql" loc="a,c,dt"/>
8 <prop exp="req2" loc="c,dt"/> 9
9 <prop exp="reql" loc="c,dt"/> 10 <template dtLimits="5D,3W,15A,-0.1E,R" exp="G({..&&..}|-> PO)" />

' 11 <template dtLimits="5D,3W,15A,-0.1E,S" exp="G({..&&..}|-> PO)" />
10 <prop exp="clk" loc="c,dt"/> 12 <template dtLimits="5D,3W,15A,-0.1E,R" exp="G({..##1..}|-> PO)" />
1 13 <template dtLimits="5D,3W,15A,-0.1E,S" exp="G({..##1..}|-> PO)" />
12 <template dtLimits="5D,3W,15A,-0.1E,R" exp="G({..#1&..}|-> PO)" /> | |14 <template dtLimits="5D,3W,15A,-0.1E,R" exp="G({..#1&..}|-> PO)" />
13 15 <template dtLimits="5D,3W,15A,-0.1E,S" exp="G({..#1&..}|-> PO)" />
14 <sort name="causality" exp="1-afct/traceLength"/>
15 <sort name="frequency" exp="atct/traceLength"/> <sort name="causality" exp="1-afct/traceLength"/>

18 <sort name="frequency" exp="atct/traceLength"/>
16 </context> 19 </context>
17 </harm> 20 </harm>
(a) (b)

Figure 5.3: The comparison of the template before and after applying the “Mod-
ify HARM Template()” function includes: (a) the original basic template generated by
HARM, and (b) the modified template produced by our tool

At the end of the assertion mining process, we will run the command shown in Fig. 5.2
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(a) again, but this time without the “—generate-config” flag (line 6). This initiates auto-
matic assertion generation based on our modified template in Fig. 5.2 (b) After executing
HARM, we obtain the assertion log results, as shown in Fig. 5.4. These assertions are
based on the modified template’s propositions (considering only cared signals) and LTL
templates (“...#/&...”, “...##1...”, and “...&&...”). They are sorted by scores calculated

according to the ranking metrics in the template.

Next, we will convert the assertion log into SVA format and perform formal verifi-

cation on these assertions and the DUV to filter valid assertions.

123 [INFO] 03:27:35 - Message: Metrics filtered 0 assertions

124 7 ¥ v 3
125 | N | Assertion (Context : default) | final | causality | frequency |
126 |—ry 1 + ]
127 | e | 6({(req)} |-> gnt1) | 1.00 | 1.00 | 1.00 ]
128 I 1 | 6({(gnt1)} |-> reql) | 1.00 | 1.00 | 1.00 ]
129 | 2 | 6({(reql) ##1 (true)} |-> state) | 0.99 | 0.74 | 1.00 I
130 3 | G({(gnt1) ##1 (true)} |-> state) ] 0.99 | 0.74 | 1.00 ]
131 4 | 6({(gnt2)} |-> req2) | 0.97 | 0.86 | 0.65 |
132 5 | G({(req2 & state)} |-> gnt2) | 0.42 | 0.89 | 0.40 ]
133 6 || G({(gnt2 && reql)} |-> state) | .00 | 0.63 | 0.14 ]
134 7 | G({(gnt1 & gnt2)} |-> state) | 0.00 | 0.63 | 0.14 ]
135 8 | G({(gnt2) ##2 (state) ##1 (req2) ##1 (true)} |-> reql) | 0.o0 | 0.51 | e.09 |
136 9 || G({(gnt2) ##2 (state) ##1 (req2) ##1 (true)} |-> gntl) | 0.o0 | 0.51 | e.09 | i
137 10 | G({state ##2 req2 ##2 gnt2} |-> state) | 0.00 | 0.87 | o.07 ]
13 | 11 | G({state ##1 req2 ##2 gnt2} |-> state) | 0.00 | 0.83 | 0.07 ]
139 | 12 | G({(state) ##1 (state) ##2 (gnt2) ##1 (true)} |-> req2) | 0.00 | 0.63 | e.07 |
140 | 13 | G({gnt1 ##2 req2 ##2 gnt2} |-> state) | 0.00 | 0.57 | o.07 ]
141 14 | G({reql ##2 req2 ##2 gnt2} |-> state) | .00 | 0.57 | o.07 ]
142 15 | G({state ##2 state ##1 gnt2 ##1 !gnt1l} |-> state) | 0.00 | 0.95 | e.02 |
143 16 | G({state ##2 state ##1 gnt2 ##1 !reql} |-> state) ] 0.00 | 0.95 | e.02 |
144 17 | G({gnt2 ##1 state ##2 gnt2 ##1 true} |-> gnt2) | 0.00 | 0.94 | e.02 I
145 18 | G({gnt2 ##1 state ##2 state ##1 true} |-> gnt2) | 0.00 | 0.94 | e.02 ]
146 | 19 | G({gnt2 ##1 state ##3 req2} |-> gnt2) | 0.o0 | 0.94 | o.02 ]
147 | 20 | G({gnt2 ##1 state ##2 req2 ##1 true} |-> gnt2) | 0.00 | 0.94 | e.02 |
148 | 21 | G({gnt2 ##1 state ##1 gntl ##2 true} |-> gnt2) | 0.00 | 0.92 | e.02 |
149 22 | G({gnt2 ##1 state ##1 reql ##2 true} |-> gnt2) | 0.00 | 0.92 | o.02 |
150 23 | G({(state) ##2 (!gnt2 && state) ##1 (gnt2 & state) ##1 (true)} |-> state) | 0.00 | 0.91 | e.02 ]
151 24 | G({(state) ##2 (req2) ##1 (gnt2 && reql) ##1 (true)} |-> gnt2) | 0.00 | 0.85 | 0.02 |
15 25 | G({(reql) ##3 (!gnt2 & gntl && state) ##1 (gnt2)} |-> reql) | 0.00 | 0.84 | o.02 |
15. 26 | G({(reql) ##3 (!gnt2 & gntl & state) ##1 (gnt2)} |-> gntl) | 0.00 | 0.84 | .02 I
154 | 27 | G({(gnt1) ##3 (!gnt2 & gntl && state) ##1 (gnt2)} |-> reql) | 0.00 | 0.84 | o.02 |
155 | 28 | G({(state) ##¥2 (!gnt2 && gntl && state) ##1 (gnt2) ##1 (true)} |-> state) | 0.00 | 0.84 | .02 ]
156 | 29 | G({(gnt1) ##3 (!gnt2 && gntl && state) ##1 (gnt2)} |-> gntl) | 0.00 | 0. | e.02 |

Figure 5.4: The example of the assertion log file generated by HARM

5.3 Formal Verifying Assertions by VC Formal

After generating numerous assertions using HARM, we must verify their validity
through formal verification using the third-party tool VC Formal. To start, we need to
prepare the DUV and the mined assertions in a compatible format. We do this by calling
the function “Parse _and Patch Assertion to SVA()” (line 7), which parses the assertions
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from the assertion log file shown in Fig. 5.4. These parsed assertions are then wrapped

in SVA format and appended to the end of the module to be verified (i.e: the top module

specified in the configuration file), as illustrated in Fig. 5.5.

input clk, rst;
input reql, req2;
output gntl, gnt2;
5 reg state;
6 reg gntl, gnt2;

always @(posedge clk or posedge
8 if (rst) state <= 0;
9 else state <= gntl;
10 end

11 always @(*) begin

2 if (state) begin

1 gntl = reql; // bug

14 // gntl = reql & ~req2;

15 gnt2 = req2;
16 end
7 else begin
gntl = reql;
gnt2 = req2 & ~reql;
20 end

21 end

// mined assertion

24 define true 1
25 assert_mined_0: assert property(
1: assert property

26 assert_mined_

7 assert_mined_2: assert property
assert_mined_3: assert property
assert_mined_4: assert property
assert_mined_5: assert property

1 module arbiter2(clk, rst, reql, req2, gntl, gnt2);

rst) begin

// golden

@(posedge clk) ((reql)) |-> gntl);
@(posedge clk) ((gntl)) |-> reql);

@(posedge clk) ((reql) ##1 ("true)) |-> state);
@(posedge clk) ((gntl) ##1 ("true)) |-> state);

@(posedge clk) ((gnt2)) |-> req2);
@(posedge clk) ((req2 & state)) |-> gnt2);

assert_mined_6: assert property(@(posedge clk) ((gnt2 && reql)) |-> state);
3 assert_mined_7: assert property(@(posedge clk) ((gntl && gnt2)) |-> state);
33 assert_mined_8: assert property(@(posedge clk) ((gnt2) ##2 (state) ##1 (req2) ##1 (" true)) |-> reql);
34 assert_mined_9: assert property(@(posedge clk) ((gnt2) ##2 (state) ##1 (req2) ##1 (" true)) |-> gntl);
35 assert_mined_10: assert property(@(posedge clk) (state ##2 req2 ##2 gnt2) |-> state);
36 assert_mined_11: assert property(@(posedge clk) (state ##1 req2 ##2 gnt2) |-> state);
37 assert_mined_12: assert property(@(posedge clk) ((state) ##1 (state) ##2 (gnt2) ##1 ( true)) |-> req2);

Figure 5.5: The example of the DUV with patched assertions

Next, we will automatically set up the script file based on the design information

provided by the designers and the DUV with patched assertions to execute VC Formal

(line 8), as shown in Fig. 5.6. We will use the command “check fv” to perform formal

verification and “report fv” to generate the verification report. This report will indicate

whether each mined assertion is proven, falsified, or vacuous with respect to the DUV.

Finally, we will obtain the formal verification report from VC Formal, as illustrated

in Fig. 5.7. This report details the verification status of each mined assertion, indicating

whether it is proven, falsified (with the specific depths or transitions required to detect the

counterexample), or vacuous (no antecedent signal is triggered). As discussed in Section

3.3, we will retain only the assertions that are proven with respect to the DUV as our valid

assertions for the next phase (line 9).
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set_fml_appmode FPV

## Setup Specific to DUT

set design arbiter2

## Compile & Setup

# Compilation Step

read_file -top $design -format sverilog -sva -vcs {input/arbiter2/temp/arbiter2.sva}

# Initialisation Commands
sim_run -stable

sim_save_reset

## Proof

check_fv -block

## Reports

report_fv -list > input/arbiter2/temp/formal_result.txt

report_fv -verbose > input/arbiter2/temp/formal_result_verbose.txt

quit

Figure 5.6: The example of VC Formal setup

1

2 Summary Results

3 Property Summary: FPV
d || ||
5 > Assertion

6 - # found

7 - # proven

8 - # falsified

9

10 > Vacuity

11 - # found

12 - # non_vacuous
13

14

15 List Results

16 Property List:

17 | | —

18 > Assertion

19 # Assertion: 93
20 [ @] proven

21 [ 1] proven

22 [ 2] falsified
23 [ 3] falsified
24 [ 4] falsified
25 [ 5] falsified
26 [ 6] falsified
27 [ 7] falsified
28 [ 8] falsified
29 [ 9] falsified

: 93

1 87

: 93
: 93

(depth=12)
(depth=10)
(depth=26)
(depth=12)
(depth=12)
(depth=8)

(depth=8)

(depth=30)

(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)
(non_vacuous)

arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.
arbiter2.

assert_mined_0

assert_mined_1

assert_mined_10
assert_mined_11
assert_mined_12
assert_mined_13
assert_mined_14
assert_mined_15
assert_mined_16
assert_mined_17

Figure 5.7: The example of VC Formal report
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Note that if designers provide their verification assertions (assumed to be golden)
via the “-verification assertion” parameter discussed in Section 4.1, we will prioritize
assertions in the “falsified” state from VC Formal as our valid assertion candidates for
bug localization. A “falsified” assertion indicates that the DUV does not satisfy the golden
spec, necessitating further investigation into the assertion, as illustrated on the left side of
Fig. 5.8. This makes it a strong candidate for bug localization. Conversely, a “proven”
assertion merely indicates that the assertion’s state space includes both the DUV and the
reference model, as shown on the right side of Fig. 5.8. When a bug is triggered, there’s
no reason to question a “proven” assertion for bug localization, so it will not be used as a

candidate.

State space State space

O DUV space O Assertion (P;) space
O Reference model space O Assertion (F;) space

Figure 5.8: The illustration of the state space relationship among the golden assertion
provided by designers, the reference model, and the DUV

In summary, during this assertion generation phase, HARM generates assertions
based on the simulation results provided by designers, encompassing both the blue and
green circles (state spaces) in Fig. 3.6. VC Formal then filters these to retain only the blue

circle (state space) assertions, which will be used as candidates in the next phase.
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Chapter 6 Assertion Validation Phase :

Suspected Assertion Screening

In this chapter, we aim to validate the assertions generated in the previous phase and
identify those that are suspected for bug localization. The process involves constrained
random simulation to ensure that only relevant assertions are considered as final candi-
dates. The following sections will provide a comprehensive exploration of the methods

and algorithms employed in this phase.

6.1 Overview of the Suspected Assertion Screening Algo-

rithm

This section provides a high-level overview of the algorithm designed to filter sus-
pected assertions. We will introduce three functions in separate sections, as their underly-
ing algorithms require detailed explanation. These sections, from Section 6.2 to Section

6.4, will cover these functions in depth.

In Alg. 2, we present an overview of the Assertion Validation Phase. Starting with the
valid assertion candidates generated from Alg. 1, our goal in this phase is to classify these

assertions into three categories: golden, failed, and invalid with respect to the reference
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Algorithm 2 Suspected Assertion Screening Algorithm

Input: validAssertions, configuration File
Output: Golden / Failed / Invalid assertions
1: for each A in validAssertions do
2 if only internal signals in A then
3 Mark A as invalid
4 continue
5: input Pattern < Generate_Assertion_Pattern(A)
6 ref Result <— Hit Pattern_to Ref Model(input Pattern, False)
7 duv Result < Generate_Testbench_and Hit Pattern(input Pattern)
8 state <— Compare_with_Ref Model(A, input Pattern, duv Result, re f Result)
9: if state == golden or failed then
10: Mark A as state
11: else if state == invalid then
12: anotherTryAssertions.push_back(A)

13: ref Result < Hit_Pattern_to Ref Model(input Pattern, True)

14: duvResult < Generate_Testbench_and Hit Pattern(input Pattern)

15: for each A’ in anotherTryAssertions do

16: state’ < Compare_with_Ref Model(A’, input Pattern, duvResult, re f Result)
17: Mark A’ as state’

model. Assertions in the failed category, which are valid for the DUV but fail against the
reference model (representing the spec), will be identified as suspected assertions. These

will then be input into the final phase to be mapped back to the RTL code.

First, we will check the validity of each assertion A individually (lines 2-4). Since
the reference model is treated as a black box, we do not impose any constraints on its
internal implementation, aside from its input and output ports. Consequently, the DUV
and the reference model typically do not share any internal signals. Under the assertion
template assert(<antecedent> |— <consequent>), if an assertion mined from the DUV
consists entirely of internal signals in both the antecedent and consequent, we cannot use
this assertion to connect with the reference model. This makes the assertion invalid for

our bug localization process, and it will be categorized as “invalid”.

Next, we will generate constrained random patterns based on the value range of the
antecedent signals (line 5). These patterns will be applied to both the reference model
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(line 6) and the DUV (line 7). Finally, we will compare the results at the transaction
level and extract the waveform of the assertion to determine if it is suspected based on
the output result (line 8). The assertions will then be categorized as “golden’, “failed”, or
“invalid” state with respect to the reference model. The detailed processes for these steps

are elaborated in Sections 6.2 to 6.4.

For assertions categorized as “invalid”, we cannot determine if they are golden or
failed under the current input pattern. Therefore, we will give them another try (lines 11-
12). These assertions will be collected, and a one-time purely random simulation will be
performed using a similar process (lines 13-16). The only difference is that if the asser-
tion remains in the “invalid” state after this additional simulation, it will be definitively

classified as “invalid”.

Finally, assertions categorized as “failed” after filtering will be passed to the next
phase, where they will be used to localize the suspected bug zones in the RTL code for

designers.

6.2 Assertion Pattern Generation Algorithm

In this section, we will explore the algorithms referenced in lines 5-6 of Alg. 2, specif-

ically Alg. 3 and Alg. 4.

In Alg. 3, given an assertion in the implication format assert(<antecedent> |— <con-
sequent>), our goal is to generate an input pattern set that maximizes the likelihood of
observing waveforms that satisfy the assertion’s implication when applied to the DUV.
The key concept of this algorithm is to satisfy the range of input signals specified in the
antecedent of the assertion and then observe whether the DUV behaves as expected ac-
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Algorithm 3 Generate Assertion Pattern

Input: assertion

Output: inputPattern
1: assertionDepth < Parse_Assertion Cycle(assertion)
2: if has given input constraint then iter < 1

3: else iter < max(1, %)

4: antFExpected < Store_Antecedent Expected Range(assertion)

5: consExpected < Store_Consequent Expected Range(assertion)

6: for ¢ <— 1to iter do

7 if has given input constraint then

8 input Pattern <— Generate Pattern with_User Input Constraint()
9

else
10: patternLength < 0
11: for each sig;, in inputSigs do
12: if sig;, is input valid signal then
13: continue
14: if readInCycle == 1 then
15: windowSize < assertionDepth
16: else if readInCycle > 1 then
17: windowSize < readInCycle
18: else
19: windowSize < readInCycleMultiIvalid[controlIvalid|sig;,)]
20: for cycle < 1 to windowSize do
21: if (sig;, not in the antecedent) or (cycle > assertionDepth) then
22: randPat <— Generate Pure Random_Pattern(sig;,. width)
23: else
24: if rangeCon flict then
25: randPat <— Generate Random_ Pat in_Range(cycle)
26: else
27: randPat <— Generate Random Pat in_Intersected Range()
28: input Pattern[sig;,|.push_back(randPat)
29: patternLength += windowSize
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cording to the consequent.

Before delving into the algorithm, we first illustrate the core concept to aid under-
standing, as shown in Fig. 6.1. The “assertion depth” or “assertion’s crossing cycle’ men-
tioned below refers to the number of cycles an assertion spans to represent a complete
implication. For example, assert(a ##1 b |— c) has a depth of 2: starting from a at cycle
0, after one cycle (##1), if b occurs, it implies that ¢ should happen in the same cycle, thus
crossing 2 cycles. Generally, an assertion can be divided into two scenarios: (1) and (2)

in Fig. 6.1.

In scenario (1), the intersection of the value ranges for each antecedent input signal
(regardless of whether the signal spans multiple cycles) is not empty. For example, con-
sider input signals a and b. The value range of a across all assertion depths can be from 1
to 3. For b, the intersected range of “b0 == 1" and “(b > 1) and (b < 3)”1s “b == 1". As
illustrated in the table for case (1), we list the input pattern range that will be randomly

generated for input signals a and b across cycles 0 to 4 based on the assertion example.

In scenario (2), there may be a range conflict in the antecedent input signal (assuming
a is an input signal). In this case, we will generate a random pattern that satisfies each value
range on a cycle-by-cycle basis. For example, as shown in the table for case (2), we will
generate a random value for a within the range a == 1 in the first cycle, and within the

range “(a > 3) and (e < 5)” in the second cycle, and so on.

Note that we initially consider only input signals when generating patterns, as our
goal is to increase the probability of producing the assertion waveform in the simulation
results. After feeding in the generated input patterns, we will observe the appearance of

the assertion waveform and then take all types of signals into account, including input,
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output, and internal signals.

Returning to Alg. 3, we first parse the assertion to determine its depth (line 1). Then,
we set the iteration count empirically (lines 2-3) to balance between runtime efficiency and
result quality. Subsequently, we parse the antecedent and consequent to extract the value
ranges for each input signal at every cycle within the assertion depth for the upcoming

constrained random pattern generation (lines 4-5).

For each simulation iteration, we first check if designers have provided input con-
straints. If constraints are available, we use the third-party tool VCS to generate con-
strained random patterns based on the input constraint file specified in -input constraint
in Section 4.1, incorporating our tool’s range constraints as soft constraints (lines 7-8).
If no input constraint file is provided, we follow the previously explained process with

Fig. 6.1, resulting in the input Pattern for the subsequent simulation.

(1) If a signal's range in an assertion DOES NOT conflict
-~ just randomly pick a value within lower & upper bound
- e.g. assert{((a >= 1) &% (a <= 3)) ##2 (b == 1) ##1 ((b >= 1) & (b <= 3)) |-> (c)}
cycle 0 1 2 3 4
a 1-3 1-3 1-3 1-3 1-3
b 1 1 1 1 1
C any any any any 1
valid 0 0 0 0 1

(2) If a signal's range in an assertion DOES conflict
-~ follow the assertion's input constraint (assertion length = window size)

- e.g. assert{(a == 1) ##1 ((a >= 3) && (a <= 5)) |-> (c)}
cycle | 0 1 || 2 3 | (window-based, one after one)
a | 1 3-5| | 1 3-5|
b | any any | | any any |
— e o |—
C | any 1 | | 1 any |
valid |_0__1 |1 9o_ |

Figure 6.1: The illustration of the concept behind the “Generate Assertion Pattern Algo-
rithm”

After generating the input patterns, we need to feed them into both the reference

model and the DUV. In Alg. 4, we address the considerations when inputting patterns into

63 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

the reference model. Initially, to filter assertions, we use Alg. 3 to generate customized
input patterns and apply them to the reference model (lines 5-6 in Alg.-2). For the sec-
ond filtering phase, we perform purely random simulations (line 13 in Alg:2) instead of
generating patterns based on each assertion’s condition. Thus, we set a boolean value
“Random = True” in Alg. 4 to directly generate and apply random patterns to the refer-

ence model.

In Alg. 4, if “Random = True” is specified, we initialize the random pattern length.
For DUVs with one-cycle periods without input valid signals, we set the pattern length to
match the designers’ provided golden_fail.csv (lines 3-4). For DUVs with multiple-cycle
periods, we set the random pattern length to the maximum transition from 0 to 1 (i.e.,

activation) among all input valid signals (lines 5-6).

Each input signal already has corresponding patterns, requiring slight modifications
before applying them to the reference model. If there are output valid signals in the DUV,
we generalize by feeding the input pattern to the DUV at every cycle, including during
calculation and output result processes. In lines 19-24, we insert an input buffer into the
DUV’s pattern by duplicating the input at the end of the pattern to ensure the DUV does
not prematurely read the next input set during the calculation stage (Fig.6.2). This allows
us to apply the original pattern to the reference model and the buffer-inserted pattern to

the DUV, ensuring that the read-in input can be matched.

Finally, the input patterns are first processed through an adapter to convert from
the designers’ format to our tool’s defined format (line 25). The specifics of this for-
mat are detailed in the Appendix. Using the script for the reference model specified by

the “-ref model” parameter in Section 4.1, we execute the command ./<ref model> <in-
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put_pattern> <output result> to obtain the golden result for the input pattern (line 26).

The output result is then passed through the adapter again to convert it back to our tool’s

format (line 27).
ovalidDuration (cycles between activated ovalid signals)
clk . . ‘ .
o_valid 3 ; ; :
o_data | : ‘ |
ovalidinterval ovalidinterval (cycles that an ovalid signal is activating)

- maxOvalidInterval = (ovalidInterval;)

max
i€ovalid signals

— maxOvalidDuration = max (ovalidDuration;)
i€ovalid signals

Figure 6.2: The illustration of the concept of “output valid interval” and “output valid
duration”

6.3 Automatic Testbench Generation Algorithm

In addition to applying the input pattern to the reference model, we also need to ap-
ply it to the DUV and compare the results between re f Result and duv Result. We do not
require designers to provide a testbench, as this could be inconvenient and may not align
with our generalization standards. Therefore, we propose Alg. 5 to automatically gener-
ate a testbench based on the designers’ settings in the configuration file. The categories
for RTL designs in Section 3.5 and the configuration settings in Section 4.1 support this
algorithm, ensuring it is generalized and capable of generating complicated blocks, such
as input and output valid signal control conditions.
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Algorithm 4 Hit Pattern to the Reference Model

Input: input Pattern, Random
Output: refResult

1: waltdNum < # (input valid signals)
2: if Random then

3 if # (input valid signals) == 0 then
4 patternLength <— csvLength
5: else
6
7
8
9

patternLength <— Get Max_0-1 Transition Num_of All IvalidSigs()
. else
patternLength < (patternLength from Alg. 3)
. for each s1¢;,q:q in tvalidSigs do
10: if # (input valid signals) > 1 then

11: New an input pattern file for sig;yqiia

12: for j < 1 to patternLength do

13: for each sig;, in inputSigs do

14: if (sig;, 1s ivalid signal) or (sig;, is don’t care input signal) or (sig;, 1s
not controlled by sig;,q1:4) then

15: continue

16: if Random then

17: randPat <— Generate_Pure_Random_Pattern(sig;,. width)

18: input Pattern[sig;,|.push_back(randPat)

19: if # (output valid signals) > 0 then

20: dupTime < (2 x mazxOvalidInterval + maxOvalid Duration)

21: if (# (input valid signals) < 1) and (no given input activated constraint)
and (no given testbench) then

22: if (j + 1) % readInCycle == 0 then

23: for k < 1 to dupTime do

24: Append the last input pattern to the end of input Pattern|sig;,]

25: Convert input Pattern format by the adapter (flowln2userin)
26: Hit input Pattern to the reference model

27: Convert re f Result format by the adapter (userOut2flowOut)
28: return ref Result
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Algorithm 5 Generate Testbench and Hit Pattern

Input: input Pattern
Output: duvResult

1:
2
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:

20:
21:

22:
23:
24
25:
26:

27:
28:

if has given testbench then

Execute the given testbench under input Pattern
return duvResult

. else

dupNum < (2 x mazOvalidInterval + maxOvalid Duration — 1)
if readInCycle > 1 then
dupNum += (readInCycle — 1)

Ofs_Timescale and Define()
Ofs_and_Patch_Included File()
Ofs_Module Sig Memory Declaration()
Ofs_and_Initialize Counter_and Flag()
Ofs Ved Dumping and Indata _Memory()
Ofs_Instantiation_of the Top Module()
Ofs_Clock Reset Generation()
if (has given input activated constraint) or (# (input valid signals) > 1) then
for each sig;,q;4 Without constraint do
Activate sig;,q1:q first when the reset signal is not active
Deactivate sig;,q1i¢ When reaching readInClycle
Activate sig;yaiqg When countOvalidDone == # (output valid signals)

for each sig;,q;4 With constraint do
Set_Counter_for Constraint(sigiyaiid)

Ofs_Input with _Ivalid Controlling Block Setting()

Ofs_Output_with_Ovalid Controlling Block Setting()
else

Ofs _Load Data_Task()

Ofs_Wait_Ovalid Task()
Execute the generated testbench under input Pattern
return duv Result
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In Alg. 5, we first check whether designers have provided a testbench in the config-
uration file. If a testbench is available, we execute it using our standardized command
format with the input Pattern generated in Alg. 3 to obtain duv Result (lines 1-3). If no

testbench is provided, we automatically generate one.

Initially, we set the dupNum for the input buffer as explained in Alg. 4 (lines 5-
7), and then write the basic information to the testbench file (lines 8-14). This includes
timescale, variable definitions, testbench module, register and wire signals, counters and
flags based on the DUV’s category from Section 3.5, VCD file dumping, memory for

storing input data, instantiation of the DUV’s top module, and clock/reset generation.

Subsequent blocks, such as “load input” and “wait for output”, depend on the DUV’s
category from Section 3.5. For multiple interacting input valid signals or input activation
constraints determining dependency or limitations between signals (as shown in Fig. 4.1
(d)), we divide the input valid signals into two groups: those without constraints and those

with constraints.

For the former group, which has no dependencies, we ignore the ordering of these
signals and use a flag and counter to control their activation (lines 16-19). For the latter
group, the dependency between input valid signals dictates the ordering of i fcondition
declarations for the counter and flag in the testbench’s control block. We extract signal

dependencies as shown in Fig. 6.3 and initiate the for-loop from the leaf node to the root

node (lines 20-21).

Finally, after appending the control block for input valid and output valid signals
(lines 22-23 and line 26) and the task for loading input patterns (line 25), we execute the

generated testbench with the input Pattern to obtain the simulation result duv Result.
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-> e.g. ivalid_2 |-> ivalid_3 - (a) = (dependency) ivalid_1 -> ivalid_2 —> ivalid_3
e.g. ivalid_1 |-> ##1 ivalid_3 - (b) —> ivalid_3
e.g. ivalid_1 |-> ##1 ivalid_2 - (c)
e.g. other_sig |-> ivalid_1 - (d)
—=> ivalid_2 = ivalid_1 = ivalid_3 =0
-> by (a): ivalid_2 = 0 ; ivalid_3 =1
by (b): ivalid_1 = @ ; ivalid_3 = 2
by (c): ivalid_2 = 1 ; ivalid_3 = 3 (due to "ivalid_2->next is ivalid_3")
by (d): ivalid_1 = @ (because antecedent is not ivalid signal)

Figure 6.3: The illustration of the signal dependency among input activated constraints

The algorithm might seem abstract, so we provide examples to illustrate the generated

testbench results.

Fig. 6.4 shows the basic declaration of the testbench, referenced in lines 8 to 14 in
Alg. 5. In Fig. 6.5, lines 25 to 26 of Alg. 5 are demonstrated for a DUV without input
activation constraints. Before reaching the specified pattern number, the while-loop con-
tinuously loads input data and waits for the calculation until the output valid signal is
activated. In the do load_data task, input data is read by extracting the pattern based on
its order in the DUV declaration (detailed format in the Appendix) and signal width. The
count Dup variable is used to skip the remaining input buffer if the DUV finishes out-
putting early. In the do wait ovalid task, the while-loop executes until all output valid
signals are activated, ensuring all results are outputted. This prepares the system to skip

the rest of the input buffer and get ready for the next input pattern set.

In Fig. 6.6 (lines 15-23 in Alg. 5), we first parse the input activation constraints to

determine the required cycles for a signal to go high after another signal is high. This
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information allows us to extract the dependency of the input valid signals; as shown in

Fig. 6.3, and set counters to activate signals after the specified number -of cycles. Once

the input valid signals are set to control the input data, we define tasks fordoading input

data and waiting for output valid signals until all input patterns are fed in.

After generating the testbench, it can be executed to obtain the simulation result in a

VCD file, which will be used in Section 6.4 to compare with the reference model’s golden

result.
1 “timescale 1ns/100ps 33 alu u_alu (
2 ‘define CYCLE 10.0 // CLK period 34 .i_clk(i_clk),
3 ‘define HCYCLE (°CYCLE/2) 35 i_rst_n(i_rst_n),
4 “define RST_DELAY 2 36 .i_valid(i_valid),
5 37 .i_data_a(i_data_a),
6 ‘define INFILE "input/alu_cvsd-hwl_bug_inst-101/temp/duv_in.dat" 38 .i_data_b(i_data_b),
7 “define DUV_OUTFILE "input/alu_cvsd-hwl_bug_inst-101/temp/alu.vcd" 39 .i_inst(i_inst),
8 40 .0_valid(o_valid),
9 module testbed; 41 .o_data(o_data)
10 42 )i
11 reg i_clk, i_rst_n; 43
iz reg ]f;";]liqid " L) initial $readmemb(’INFILE, indata_mem);
3 reg [7: i_data_a; 45
14 reg [7:0] i_data_b; 46 initial begin
15 reg [2:0] i_inst; 47 PAT NUM = @;
16w id; R g1 o
g i T;VZ]‘“’ - a8 while (indata_mem[PAT_NUM] !== 19'bx)
wire : 0_data;
- 49 P = P, M ;
18 reg [18:0] indata_mem [0:4000]; AT’NHM AT :l'
19 50 $display("PAT_NUM = %d", PAT_NUM);
20 integer cycle; = e
21 integer countDup; 22 1
22 integer PAT_NUM, pat_num_idx; 3  fnitial begin
23 integer indata_idx; 2 1_ctke=10;
2 55 i_valid = 0;
25 integer count_done; £ i_data_a = o;
26 integer flag_o_valid; 57 idata b = 0;
27 58 i_inst = 0;
28 initial begin 59 i_rst_n = @; # ("RST_DELAY x "CYCLE);
29 $dumpfile( DUV_OUTFILE); 60 irstn=1;
30 $dumpvars(); 61 end
31 end 62 always begin #(°CYCLE/2) i_clk = ~i_clk; end

Figure 6.4: The example of generated testbench (basic declaration)

6.4 Results Comparison with the Reference Model

So far, we have obtained the input Pattern, duvResult, and re f Result. In Alg. 6,

our goal is to determine whether the given assertion is suspected of containing a bug by

comparing the results between the DUV and the reference model. We will classify the

assertion as golden, failed, or invalid to indicate its status for the final bug localization

phase. If the state is golden, the assertion holds true for both the DUV and the reference
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64 initial begin

65 cycle = 0;

66 indata_idx = 0;

67 pat_num_idx = 0;

68 countDup = 0;

69 count_done = 0;

70 flag_o_valid = 0;

71 while (pat_num_idx < PAT_NUM) begin
72 // load input

73 do_load_data;

74 // wait ovalid

75 i_valid = 0;

76 do_wait_ovalid;

77 countDup = 0;

78 // next

79 cycle = cycle + 1;

80 pat_num_idx = pat_num_idx + 1;
81 end

82 $finish;

83 end

85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100

102
103
104
105
106
107
108

110
111
112
113
114
115
116
117

task do_load_data; begin
i_valid
i_data_a = (indata_mem[indata_idx] >> @) % 256;
i_data_b (indata_mem[indata_idx] >> 8) % 256;
i_inst = (indata_mem[indata_idx] >> 16) % 8;
countDup = countDup + 1;
indata_idx = indata_idx + 1
@(posedge i_clk);

end endtask

task do_wait_ovalid; begin
while ((count_done < 1) && (countDup !== 4)) begin

if ((o_valid == 1) && (flag_o_valid == @)) begin
flag_o_valid = 1;
count_done = count_done + 1;

end

if ((flag_o_valid == 1) && (o_valid == @)) begin
flag_o_valid = 0;

end

cycle = cycle + 1;

countDup = countDup + 1;

pat_num_idx = pat_num_idx + 1;

indata_idx = indata_idx + 1;

@(posedge i_clk);

end
// skip all duplicate buffer pattern
while ((count_done == 1) && (countDup !== 4)) begin

countDup = countDup + 1;
pat_num_idx = pat_num_idx + 1;
indata_idx = indata_idx + 1;
end
end endtask
endmodule

Figure 6.5: The example of generated testbench (load data, wait ovalid task)

108
109
110
111
112
113
114
115

always @(posedge i_clk) begin
cycle = cycle + 1;
// activate ivalid signal
if (count_for_i_op_valid
count_for_i_op_valid
i_op_valid = 1;
end
if (count_for_i_op_valid == @) begin
if ((o_op_ready)) begin
count_for_i_op_valid = count_for_i_op_valid + 1;

1) begin

end
else begin
count_for_i_op_valid = 0;

end

end

if (count_for_i_in_valid 1) begin
count_for_: _valid = 0;
i_in_valid = 1;

end

if (count_for_i_in_valid == 0) begin

if (((i_op_valid) && (((indata_mem_1[indata_idx_1] >> @) % 16) == @))) begin

count_for_i_in_valid = count_for_i_in_valid + 1;
end
else begin
count_for_i_in_valid = 0;
end
end

137
138
139
140
141
142
143
144
145

147
148
149
150
151

// start loading input
if (flag_i_op_valid
if (count_read_1
i_op_valid =
count_read_1
flag_i_op_valid = 0;

1) begin
1) begin

end
end
if (i_op_valid == 1) begin

i_op_mode = (indata_mem_1[indata_idx_1] >> 0) % 16;

flag_i_op_valid = 1;
count_read_1 = count_read_1 + 1;
indata_idx_1 = indata_idx_1 + 1;
pat_num_idx_1 = pat_num_idx_1 + 1;
end
if (flag_i_in_valid
if (count_read_2
i_in_valid
count_read_2
flag_i_in_valid = 0;
end
end
if (i_in_valid == 1) begin
i_in_data = (indata_mem_2[indata_idx_2] >> 0) % 256;
flag_i_in_valid = 1;
count_read_2 = count_read_2 + 1;
indata_idx_2 = indata_idx_2 + 1;

1) begin
2048) begin

pat_num_idx_2 = pat_num_idx_2 + 1;
end
// finish
if ((pat_num_idx_1 == PAT_NUM_1) & (pat_num_idx_2 == PAT_NUM_2)) begin
$finish;
end
end
endmodule

Figure 6.6: The example of generated testbench (has input activation constraint)

71

doi:10.6342/NTU202403664



http://dx.doi.org/10.6342/NTU202403664

model. If the state is failed, the assertion is suspected to contain a bug and will be our
candidate for the final phase since it is true for the DUV but false for the reference model
(spec). Assertions classified as invalid will not be considered, as their status regarding

the bug cannot be determined.

In Alg. 6, it’s important to understand some key concepts. The algorithm addresses

two scenarios: DUVs without output valid signals and DUVs with output valid signals.

In the first scenario (DUVs without output valid signals, lines 1-31 of Alg. 6), we
typically deal with a one-cycle period DUV since there’s no output valid signal to control
the output result. Consequently, the output data in every cycle is relevant. Ideally, if the

DUV is bug-free, its results should match the reference model’s results at every cycle.

We begin with the given assertion (e.g. “reql |— gnt1” as shown in the top-right of
Fig. 6.7). Since this assertion is verified as true for the DUV by VC Formal, we need to
compare whether its implication holds true for the reference model. Note that we disregard
internal signals of the DUV in the assertion when comparing waveforms with the reference
model because the reference model is treated as a black box. It only concerns itself with

the correctness of the output results, not the internal operations of the DUV.

Moreover, we do not assume any naming conventions between the DUV and the
reference model’s output signals; instead, the output signals will be matched by the SDM
algorithm discussed in Chapter 4. In this scenario, the DUV and the reference model share
the same timeline. When an input pattern set is fed in, both the DUV and the reference
model will output the result in the same cycle. We can then verify each assertion’s im-
plication using the input signal values (as shown on the left side of Fig. 6.7) and output

signal values (the right-middle of Fig. 6.7 for the DUV’s waveform and the right-bottom
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Algorithm 6 Compare with the Reference Model

Input: assertion, input Pattern, duv Result, re f Result
Output: state (golden = 1, failed = 2, invalid = 3)

1: if # (output valid signals) == 0 then

2: assertionDepth < Parse Assertion_Cycle(assertion)

3 ant Expected < Store_Antecedent Expected Range(assertion)
4 consFExpected < Store_Consequent Expected Range(assertion)
5: found + False

6 golden < False

7 for i < 1 to patternLength do

8 satisfy < True

9: for j < 1 to assertionDepth do

10: for each ant in ant Expected do

11: lower Bound <— ant.second[j].first

12: upper Bound <— ant.second[j].second

13: goldenV al < name2Bin Result[ant.first][i + j]

14: if Out _of Range(goldenV al, lower Bound, upper Bound) then
15: satisfy < False

16: break

17: if satis fy == False then break

18: if j == (assertionDepth — 1) then

19: found < True

20: for each cons in consExpected do

21: lower Bound <— cons.second[j].first

22: upper Bound < cons.second[j].second

23: goldenV al <+ name2BinResult[cons.first][i + j]
24: if Out_of Range(goldenV al,lower Bound, upper Bound) then
25: golden < False

26: break

27: if golden == F'alse then break

28: if found == False then return invalid

29: else

30: if golden == True then return golden

31: else return failed

32: else

33: Extract Waveform_Timeline(isDUV FailVCD = True)
34: Extract All Ovalid Output(isDUV FailVCD = True)

35: state <— Heuristic_Method_for Assertion Filtering(assertion)

36: if state == failed then return failed

37: if Check Assertion_on_Simulation_Trace(duv Result) then

38: Extract Waveform_Timeline(isDUV FailVCD = False)

39: Extract_All Ovalid Output(isDUV FailVCD = False)

40: state <— Heuristic_Method for Assertion_Filtering(assertion)
41: return state
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for the reference model’s waveform) as needed.

For example, in the 16-th pattern, when reql = 1, the DUV’s gnt1 is 1 as implicated
by the assertion, but the reference model’s gnt1 is 0, violating the implication.: Therefore,

we mark this assertion as suspected or in a “failed” state.

1 01 [INFO] 03:27:35 - Message: Metrics filtered @ assertions
2 01 !! N H Assertion (Context : default) !! final H causality | frequency 1!
3 10 ii 0 'H' G({(reql)} |-> gnt1) ii 1.00 i\' 1.00 ii 1.00 '\i
| 1 | 6({(gnt1)} |-> reql) | 1.00 | 1.00 | 1.00 I
4 01 | 2 | 6({(reql) ##1 (true)} |-> state) | .99 | o.74 | 1.00 I
| 3 | 6({(gntl) ##1 (true)} |-> state) | .99 | o.74 | 1.00 |
5 00
6 00 . * 120| ns 13(3 ns 140 ns 15—015
] 1 r tbed. clk S I _— |
8 21 U i.reql ' |
9 o0 U bed. req2 -
10 11| |UW il |
11 oee| |U ot - L § | 1
12 00 Ul biter2.state
13 01 p
14 01 . 12|ns 13|ns 14ns 1.5ns 1.6n
15 11 Ul root.gnt_1_next 1 : :
16 11 Ul root.gnt_2_next ) '

Figure 6.7: The example of comparing the results between the reference model and the
DUV (no output valid signal)

In the second scenario (DUV's with output valid signals, lines 32-41 of Alg. 6), the ref-
erence model outputs results in the same cycle it reads the input data. However, the DUV
spans multiple cycles for calculations before outputting the result, making cycle-by-cycle
comparison impractical. Therefore, we use the concept of UVM’s monitor and scoreboard
(Fig. 6.8). The monitor detects the DUV’s output result when the output valid signal is
activated, and the scoreboard pops the next output result from the reference model to com-
pare with the DUV’s result. This approach addresses the timeline mismatch between the

DUV and the reference model.

Fig. 6.9 illustrates this concept. The top part of the figure shows the DUV’s wave-
form, and the bottom part shows the reference model’s waveform. In this example, the

74 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

output valid signal of the DUV is serviceTypeOut. When serviceTypeOut == 0, the
output result is valid (indicating the FSM state is o f f in the DUV). When the first output
valid signal of the DUV is activated (highlighted in red in the top figure), the DUV ’s output
signal values (e.g. itemTypeOut, coinOutNT' D 1, coinOutNT' D _5) at that cycle are
compared with the first output result of the reference model (red block in the bottom fig-
ure). Similarly, when the second output valid signal of the DUV is activated (highlighted
in purple in the top figure), the DUV’s output signal values at that cycle are compared
with the second output result of the reference model (purple block in the bottom figure).

This method is called “comparison at the transaction level”.

TB_top

Active agent

Sequencer }_.l Driver

Analysis port
Analysis imp

e— DUT

Reference model
Scoreboard :
and compare logic

Analysis imp
Passive agent
Analysis port
Monitor

Figure 6.8: The concept of comparing the results between the reference model and the
DUV using UVM’s monitor and scoreboard (has output valid signals)

® O == ® ~ 3 =

After comparing at the transaction level, we determine the state (golden, failed,
or invalid) of the assertion (lines 35 and 40 of Alg. 6). The concept behind this state

categorization method is illustrated in Fig. 6.10.

At the top of the figure, we first extract the waveform that satisfies the given assertion
in the DUV’s simulation result (duv_fail.vcd in line 33 of Alg. 6; duvResult in line 38
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Figure 6.9: The example of comparing the results between the reference model and the
DUV (has output valid signals)

of Alg. 6). We assume the range marked “assertion” in Fig. 6.10 satisfies the assertion’s
implication. Next, we identify the previous output valid signal that was activated right
before the beginning of the assertion’s waveform (prev) and the next output valid signal
activated right after the end of the assertion’s waveform (next). These points are used to
determine the assertion’s state (lines 34-35 and lines 39-40 of Alg. 6). Note that prev and

next activated output valid signals exclude the assertion’s waveform.

The bottom of Fig. 6.10 explains the rationale behind choosing these two points.
In RTL design, when a waveform satisfies an assertion’s implication, it indicates that a
specific condition or event has occurred during simulation or verification. This means
that the behavior related to that assertion meets the specified criteria, either confirming

expected behavior or highlighting unexpected situations that need further inspection.

Using the transaction comparison technique mentioned above, we compare the results
between the DUV and the reference model at prev and next. The assertion’s state is
determined as follows:
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* If the comparison result pair for prev and next is (T'rue, True), the assertion is

marked as “golden” since no unexpected behavior occurs.

* Ifthe comparison result is (T'rue, False) or (False, T'rue), the assertionis.marked
as “fauled” (suspected) because unexpected behavior is detected when passing through

the assertion’s waveform, warranting further analysis.

* If the comparison result is (Flalse, Flalse), the assertion is marked as “/nvalid”
since the DUV’s behavior is consistently unexpected, making it impossible to de-

termine its relevance to the assertion.

If there is no prev (i.e. from the beginning of the DUV’s waveform to the assertion’s
waveform, no output valid signal is activated) or no next (i.e. from the end of the asser-
tion’s waveform to the end of the DUV’s waveform, no output valid signal is activated),

we consider the comparison result for prev and next as “T'rue”.

In Alg. 6, we first extract the waveform from the provided duv _fail.ved. Since the
assertion is derived from this simulation result file, we can find at least one segment of the
waveform that satisfies the assertion’s implication (lines 33-36). Next, we use HARM’s
feature to check if the assertion’s waveform appears in our constrained random simulation
result (duvResult). If it does, we proceed to further analyze assertions that cannot be

conclusively identified as suspected (lines 37-40).

After determining the state of each assertion in Alg. 6, we retain the assertions in the
“failed” state as suspected bug candidates and proceed to the final phase of our process:

Bug Localization in RTL Codes.
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State space
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O Reference model space
O Assertion (P;) space

Figure 6.10: The illustration of the concept behind the “Heuristic Method for Assertion

Filtering Algorithm”
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Chapter 7 Bug Localization Phase :
Bug Localizing in RTL Codes

In this chapter, we begin with an exploration of the Bug Localizing Algorithm in
Section 7.1, where we discuss how our tool maps suspected assertions to specific RTL

code lines. This mapping is crucial for pinpointing the exact location of potential bugs.

In Section 7.2, we introduce the Hint Signal Weight Formula, which prioritizes sig-
nals based on their likelihood of being related to the bug. By assigning weights to these
signals, we can guide designers to the most promising areas of the design more quickly

and efficiently.

Finally, in Section 7.3, we present the bug Localization results and debug hints for
designers. This section consolidates the findings from the previous sections, offering clear
and concise debug hints. These hints are intended to help designers focus their efforts on
the most suspected control paths, thus significantly reducing the time and effort required

to identify and fix bugs.

Through this chapter, we aim to equip designers with the tools and methodologies

necessary to tackle bug localization with greater precision and confidence.
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7.1 Mapping Suspected Assertions to RTL Codes

Having generated suspected assertions in Chapter 6, our goal now is to use these
suspect assertions to map back to the DUV’s code and localize the potential bug positions

for designers. We will record the hint information in the output file F'inal Bug Zone.txt.

Algorithm 7 Bug Localizing Algorithm

Input: suspectedAssertions
Output: Final Bug Zone.txt
1: duvStructurallnfo < Extract_AST()
2: for each A in suspectedAssertions do
3 for each C in allControl Paths do
4 if Check Antecedent in_Control_Path(A, C) then
5: hintSignals < hintSignals U (the matched antecedent signals in A)
6: suspectCandSets < suspectCandSets U C
7:
8

hintSignals < Sort Hint Signal Weight(hintSignals)
. suspectBins < Categorize Suspected Bins(suspectCandSets)

Before proceeding, our algorithm for mapping suspected assertions back to the RTL
lines is inspired by [1]. In that paper, the authors also use their algorithms to filter sus-
pected assertions, and in their final step, they employ static analysis to map these suspected
assertions back to the design. For each suspected assertion, their goal is to check whether
any antecedent signals in the assertion are in the control path, where “in the control path”
is defined as : (1) The sensitivity list or right-hand side of the assignments in the always
block, (2) The conditional statement of if block, (3) The case condition statement of case

block.

If the antecedent signal of an assertion is located within a control path block, that
block will be flagged as a final suspected control path potentially containing the bug. To
facilitate efficient debugging, the authors have categorized these suspected control path
blocks into four bins, prioritized in descending order of likelihood that they contain the

80 doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

bug. These categories are intended to guide designers to the most probable bug locations
first. The four categories of suspected bins are listed below, and the categorization method

is illustrated in Fig. 7.1.

1. SuspBin;: Matched if blocks within matched always block in the suspected
control path: These blocks are given the highest priority because the nested i f

blocks within always blocks can significantly narrow down the bug location.

2. SuspBins: Remaining matched if blocks in the suspected control path: These
blocks have a lower priority than SuspBin, as there is no multi-level hierarchy of

control paths all pointing to the potential bug location.

3. SuspBing: Remaining matched case blocks in the suspected control path: case
statements typically cover broader ranges in RTL codes than ¢ f statements, making

the identified bug zone within a case statement less precise.

4. SuspBins: Remaining matched always blocks in the suspected control path:
always blocks cover the widest range in RTL codes, thus having the lowest priority

for bug localization efforts.

Let’srevisit Alg. 7. First, we will use Pyverilog to extract the structural information of
the DUV (line 1), including the begin and end line numbers of each control path block (e.g.
always, if/case statements), the signal names in the control path’s condition statements,
and so on. This structural information, referred to as the abstract syntax tree (AST), forms
the foundation for our analysis. Next, for each suspected assertion, we will check whether
the antecedent signal of the suspected assertion is present in any control path of the DUV. If

it is, we will store the antecedent signal in a set named hintSignals and the corresponding
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Figure 7.1: The example illustrating the categorization method described in [ 1]

suspected control path in a set named suspectCandSets (lines 2-6). After traversing
all suspected assertions, we will sort the hint signals based on our metrics (discussed in
Section 7.2) to provide guidance for designers (line 7). Additionally, we will categorize the
suspected control paths into four bins using the method explained above, which will also
be discussed in Section 7.3 (line 8). Finally, we will generate the F'inal Bug Zone.txt

file based on hintSignals and suspect Bins to guide designers in their debugging process.

7.2 Weighting Hint Signals

In this section, we will introduce our metrics for ranking the suspected degree of hint
signals. For each hint signal, we will evaluate its importance in relation to the bug from
three aspects: Assertion candidate count (factor 4), Parent dependency (factorp), and
Distribution (factorp).
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V# suspected assertions that contain Sig;

factor, =

(7.1)

D Sigichint signats V1 suspected assertions that contain Sig;

For factor, we consider the magnification of the suspected degree of each signal
after two-level filtering for assertions (Chapter 5 and Chapter 6). If a hint signal is more
related to the bug, its unexpected behavior in the assertions containing it will have a higher
probability of passing our suspected assertion filtering algorithm in Chapter 6 than other
assertions. Thus, as shown in Equation (7.1), the general idea for this factor is to calculate
the ratio of the number of suspected assertions containing the hint signal to the total number
of suspected assertions. This represents the magnification of the suspected degree of each

signal.

Our formula incorporates some modifications for accuracy. In the denominator, we
sum up all the numbers of suspected assertions containing hint signals rather than directly
using the number of suspected assertions. This approach takes validity into account since
there may be many assertions with antecedent signals that are not hint signals of interest.

Including these assertions could dilute the score of factor 4 with meaningless data.

For both the denominator and numerator, we apply the square root to the number
of suspected assertions. This adjustment is necessary because our focus is on the hint
signals rather than the assertions themselves. An assertion is composed of propositions,
each involving a numerical operation on a hint signal (e.g. a > 1, b == 0). Since our
assertion candidates are generated by HARM, and as discussed in HARM’s paper [29],
the worst-case scenario for mining assertions is exponential in relation to the temporal

and proposition sizes. Therefore, the dimension of a hint signal in an assertion should
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theoretically be logarithmic with respect to the number of assertions. However, the paper
also mentions that in practical scenarios, the worst case rarely occurs-due to heuristic
methods that select a small set of possible decisions at each level of the decision tree.
Hence, instead of applying a logarithm, we opt for a square root to avoid overly pessimistic

calculations.

m

1
torp = % = # control_branch (7.2
factorp H # hint signals in control_branch;’ " control_branch (7.2)

For factorp, we consider the hierarchy of control paths. Imagine a scenario where
a hint signal sig; is in the sensitivity list of an always block, within which there is a
case statement with several states and another hint signal sigs in its condition statement.
Additionally, inside the case statement, there is an ¢ f condition with hint signal sigs in its
condition statement. Intuitively, it is less precise to tell designers the bug might be in the
control path containing szg; (always block) or sigy (case statement) compared to sigs (if
block). Therefore, to reduce the importance of a hint signal that spans a broader range, we
penalize it by calculating the reciprocal of the depth (number of other control paths) under

the control path containing the target hint signal, which constitutes its factorp score.

Before proceeding, we need to introduce a term used in our tool, illustrated in Fig. 7.2.
In Fig. 7.2, we use the line numbers of each control path block to form a dependency graph,
where a child node represents a control path contained within its parent node control path.
This nested always/if/case statement structure is termed a “control branch”, which is a
path from the root node to the leaf node. The root node must be an always block in the

DUY, and all control branches extending from the root node form a “control tree”. A
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DUV might be composed of several always blocks, so all control trees combined form a

“control forest”, constituting the DUV’s architecture.

In the formula, we not only apply the reciprocal to the hint signal’s score, but also con-
sider that a hint signal might appear in several segments of control branches. Therefore, we
calculate the geometric average of the scores for each segment of control branches for the
hint signal, as the geometric average is used to find the average among ratios. We aim to
differentiate between hint signals with or without hierarchy. Specifically, the score differ-
ence between (# hint signals in control_branch; = 1)and (# hint stgnals in control_branch; =
2) should be notable, but the gap between (# hint signals in control_branch; = 2) and
(# hint signals in control_branch; > 2) should not be too large. Thus, we apply an

additional fourth root to the factorp score, with (1)7 — (1)3 22 x ((3)5 — (3)

A B C D

LYW suspect candidate type = always -> line: 84 ~ 170 . .

-l suspect candidate type = case -> line: 96 ~ 169

[l suspect candidate type = if -> line: 121 ~ 167 I

[Pl suspect candidate type = if -> line: 122 ~ 129 root

[l suspect candidate type = case -> line: 131 ~ 166

|38l suspect candidate type = if -> line: 134 ~ 144

[ell suspect candidate type = if -> line: 135 ~ 141

"l suspect candidate type = if -> line: 147 ~ 164

|

suspect candidate type = if -> line: 148 ~ 161

Figure 7.2: The illustration of the concept of control branches in factorp

# control paths that contain Sig;
# control paths in the DUV

factorp = , S1g; € hint signals (7.3)
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Lastly, factorp is an intuitive metric. We consider the distribution of a hint signal
within the control paths of the DUV. If a hint signal is present in more control paths, it is
more likely to be associated with the bug, as it is distributed across a broader range of the
DUV. Therefore, we directly calculate the percentage of control paths that contain the hint

signal relative to the total number of control paths.

hint signal weight = o - factora + - factorp + v - factorp (7.4)

Thus, we define the formula to calculate the suspected degree (hint signal weight)
for each hint signal in Equation (7.4). This formula is a weighted sum of the three factors
discussed earlier, with all factors normalized to a range from 0 to 1 to eliminate the effects
of different units or scales. Consequently, the hint signal weight will also be a real number
between 0 and 1. In the formula, the weights «, 3, and y correspond to factor 4, factorp,
and factorp, respectively. Empirically, we set o« = 0.45, § = 0.35, and v = 0.2, which

aligns with our approach.

Firstly, factor 4 is given the highest weight because our tool emphasizes assertion-
based verification, and the previous chapters’ algorithms focus on filtering suspected as-
sertions. Therefore, magnifying the impact of assertions is crucial, justifying the higher
weight for factor . Secondly, factorp is also significant because hierarchical penalties
are important for the accuracy of the final bug localization results. For example, in an
always block, if a case statement contains many states, and within one state an i f state-
ment determines operations, the range of the case or always block is too broad compared
to the 7 f statement. Hence, hint signals in the case or always blocks should be penalized

to reduce their importance. Lastly, factorp is assigned the least weight. While it is logi-
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cal that a hint signal distributed over a broader range in the DUV is more likely to contain
a bug, this is not a critical indicator for debugging. It is a probabilistic issue, so we do not

prioritize this factor heavily.

After calculating the hint signal weight for all hint signals, we will sort them in de-
scending order to guide designers in debugging, which will be discussed in the next sec-

tion.

7.3 Bug Localization Results and Debugging Hints for De-

signers

In the end of Alg. 7, our tool outputs a “Final_Bug Zone.txt” file for designers, pro-
viding hints to guide them in debugging the most suspected parts. In Fig. 7.3, we initially
provide a priority list of hint signals, ranked by their hint score calculated in Section 7.2,
to direct designers in searching the related control paths. For example, designers can first
investigate control paths containing the hint signal “s data_a”, which has the highest hint
score in our algorithm. As shown in Fig. 7.4, designers can use the suspected control paths
extracted by the algorithm in Section 7.1 to focus on those containing the hint signals from
Fig. 7.3 in order. For instance, with “¢_data_a” prioritized, they can search the extracted
control paths with “;_data_a” in the condition statement, leading them to quickly locate

the bug.

In Fig. 7.5, we provide optional crucial information for designers who wish to under-
stand the score calculation for the three factors. For example, the information for “Factor
A” lists the number of suspected assertions containing each hint signal in this phase. For
“Factor P”, we provide the hierarchical depth for each hint signal, as explained in Section
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1

2 Bug Localization Suspect Zone

3

4

5 *% HINT Result sk

6 —> The score is calculated by 3 factors

7 —> The higher the signal's hint score is, the more suspect the signal's control path is
8 (the control paths of the highest score signal can be checked first)

9

10 | signal name | hint score | factor A | factor P | factor D |
11

12 | 0.2496 | 1.0000 | 0.5000 |
13

14 | i_data_b | 0.5139 | 0.1975 | 1.0000 | 0.3750 |
15

16 | o_data_w | 0.4659 | 0.1186 | 1.0000 | 0.3125 |
17

18 | i_inst | 0.3827 | 0.1131 | 0.7071 | 0.1875 |
19

20 | i_valid | 9.3115 | 0.0179 | 0.5774 | 0.1875 |
21

22 | o_data | 9.1410 | 0.2855 | 0.0000 | 0.0625 |
23

24 | temp_multiply | 0.0875 | 0.0000 | 0.0000 | 0.4375 |
25

26 | mod_reg | 0.0250 | 0.0000 | 0.0000 | 0.1250 |
27

28 | o_valid | 0.0205 | 0.0179 | 0.0000 | 0.0625 |
29

Figure 7.3: The example of sorted hint signals provided to designers
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>5555555555555555>5>S>SSSSSSSSSSSSSSSSSISIISISSSSSSSSSSSSSSSSSS>>>>
=S aa——...- -

Suspect rank no.1 : matched "if" block(s) in matched always blocks

(1)
- LINE -> 51 ~ 53
- RTL CODES ->
else if(i_data_a[DATA_W-1] == 1'bl && i_data_b[DATA_W-1] == 1'bl && o_data_w[DATA_W-1] == 1'b@) begin
o_data_w = 9'b010000000;
end

(2)
- LINE —> 60 ~ 62

- RTL CODES ->
else if(i_data_a[DATA_W-1] == 1'bl && i_data_b[DATA_W-1] == 1'b@ && o_data_w[DATA_W-1] == 1'b@) begin
o_data_w = 9'b010000000;
end

3)
- LINE -> 91 ~ 97
- RTL CODES ->
else if(i_data_a <= $signed(8'b11000000)) begin
o_data_w = 9'b000000000;
end
else begin// 1/4x+1/2

// o_data_w = {1'b@, (i_data_a >>> 2) + $signed(8'b00010000)}; W golden —> arithmetic right shift (pad with sign bit)

o_data_w = {1'b@, (i_data_a >> 2) + $signed(8'b00010000)}; // bug —> logical right shift (pad with @s)
end

Figure 7.4: The example of the suspected control path containing bugs
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7.2. Lastly, the information for “Factor D” shows how many control paths in the DUV

contain each hint signal.

31 >
. 54 xx Factor P Info (Parent dependency) sx
32 *x Hint Formula s 55
33 56 -> The list of hierarchical depth for each cared signal
34 -> hint score = 0.45 * (factor A) + 0.35 x (factor P) + 0.2 * (factor D) ot -> depths of "o_valid" = 0 (not in suspect control path)
. ‘ 58 -> depths of "i_valid" =3
35 —> factor A = Assertion candidate count ’ wi inst"
59 -> depths of "i_inst' =2
36 —> factor P = Parent dependency (hierarchical score) 60 -> depths of "o_data_w" =1
37 —> factor D = Distribution 61 -> depths of "temp_multiply" = @ (not in suspect control path)
38 62 -> depths of "mod_reg" =0 (not in suspect control path)
63 -> depths of "i_data_b" =1
39 64 —> depths of "o_data" =0 (not in suspect control path)
40 *x Factor A Info (Assertion candidate count) #x 65 -> depths of "DATA_W" =1,11,1,11,11,1,1,1,1
41 66 -> depths of "i_data_a" =1
67
42 —> # total failed assertion = 658 68
43 —-> # assertions contain "i_data_a" = 195 69 %k Factor D Info (Distribution) sk
. . N 70
44 —-> # assertions contain "i_data_b" =122
) R 71 -> # total control path = 16
45 -> # assertions contain "mod_reg =0 7 > # control path contain "o_valid" =1
46 —> # assertions contain "temp_multiply" =0 73 -> # control path contain "o_data_w" =5
a7 —> # assertions contain "i_inst" = 40 74 -> # control path contain "o_data" =1
18 M " tain "1 valid" 1 75 -> # control path contain "i_valid" =3
- assertions contain "1_vallf = 76 -> # control path contain "i_inst" =3
49 —> # assertions contain "o_data" = 255 77 -> # control path contain "temp_multiply" =7
50 —-> # assertions contain "o_data_w" = 44 78 > # °°“”°t path contain "mod_reg" e
79 -> # control path contain "i_data_b" =6
= ; in " id" - _data_|
51 > # assertions contain "o_valid =1 80 > # control path contain "i_data_a" -8

Figure 7.5: The example of the information used to calculate the score of hint signals
provided to designers

In summary, our tool significantly narrows the search space by focusing on the cru-
cial control paths, guiding designers to prioritize their debugging efforts. This approach
drastically reduces the burden on designers, minimizing the need to observe testbench re-
sults, inspect dense waveforms, and employ other techniques to locate the source of the

bug.
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Chapter 8 Experimental Results

In this chapter, we present the experimental results to evaluate the effectiveness and
efficiency of our bug localization tool. We begin with a brief overview of a blind test
case study, comparing the debugging process and effort required using our tool versus a
traditional designer-led approach (Section 8.1). Following this, we demonstrate the tool’s
generalization and applicability by showcasing additional demo cases (Section 8.2). Fi-
nally, we provide a detailed analysis of the results, including metrics such as time and
memory usage, the number of assertions generated and filtered, and the identification of

key signals in the debugging process (Section 8.3).

8.1 A Brief Overview of the Blind Test Case

In this section, we will use a DUV to illustrate the typical debugging process a de-
signer follows without the assistance of our tool. We will then demonstrate how our tool
can enhance this process. The outline is as follows: first, we introduce the specification
and bug of the DUV; next, we detail the manual debugging steps a designer would take;

finally, we show how our tool guides the designer, highlighting the advantages it offers

Design: Vending Machine
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A vending machine, depicted in Fig. 8.1, is designed to sell items to buyers. The pro-
cess involves a buyer selecting an item and inserting coins into the machine. The vending
machine should then dispense the selected item and, if the amount inserted exceeds the

item’s price, return the appropriate change to the buyer.

clk — —":’L coinOutNTD_50 -~ b
reset I 3 . in . cacuaion
+ COInOUtNTD—lo ::::esgtgfr:ri uut‘::.lr;sethe
coinINNTD_50 —22] 3 coinOUtNTD_5 costomer fpdiiy

S NIEo _;L Vending —'}L coinOutNTD_1
coinInNTD_5 —%|  Machine

coinInNTD_1 —]
—;L itemTypeOut
itemTypeln —;L —;L serviceTypeOut

BUSY:
calculating
the change
tothe
customer

Figure 8.1: Spec of Vending Machine

Bug: Initial Change Calculation Error—Logical Flaw in Determination Process

Initially, when the buyer inserts coins to purchase an item, the vending machine de-
termines whether the total coin value provided by the buyer is sufficient to cover the cost
of the item. If the amount is insufficient, the vending machine should return nothing and
reset. However, as shown in Fig. 8.3 (b), the DUV has a logical flaw: the machine in-
correctly returns nothing and resets when “input value < item cost” instead of the correct

condition “input value < item cost”.

Debugging Process of a Designer

In this scenario, Jimmy Yang, a junior in our lab with experience in designing and
debugging Verilog projects, attempts to debug the DUV. Fig. 8.2 illustrates his debugging
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process. Given the DUV, the reference model written in Python based on'the spec, the

testbench to simulate the DUV, and both pass and fail patterns, Jimmy follows these steps:

1. Imitial Analysis: Jimmy checks the debugging messages printed by the testbench to
identify which patterns begin to fail, the input pattern at the bug-triggered cycle, the
output result of the DUV, the golden result, and the preceding patterns to understand

the correlation.

2. Speculation: Using the patterns and output results, Jimmy speculates about the
incorrect behavior. For example, when a buyer pays two dollars for an item that
costs two dollars, the golden result should be to dispense the item without change,
but the DUV outputs no item. He suspects all RTL code blocks related to item
output and change calculation, which encompasses a significant portion of the RTL

code.

3. Waveform Analysis: To avoid interference from other RTL code blocks, Jimmy
delves into the waveform of the suspected RTL blocks in FSM order, examining the

behavior of each internal signal related to change and item output.

4. RTL Code Examination: After identifying signals with unexpected behavior in the
waveform, Jimmy checks the corresponding RTL code for logic errors and attempts
to fix the suspected part. He then simulates the failed patterns again to verify if the

issue is resolved. If not, he repeats the process for other suspected RTL code blocks.

This debugging process takes Jimmy over half an hour, involving trial and error on

each suspected RTL code block and speculating on waveform behavior.

Guidance by Our Tool—Configuration Setting and Bug Localization Result
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Initial Analysis

Speculation

Waveform Analysis

RTL Code Examination

|

Attempt to fix the suspected bug location &
Verify if the patterns now pass ye

DEBUG
s DONE

Figure 8.2: The debugging process from the designer’ s perspective

After Jimmy successfully identified the bug, we demonstrated our tool for him. We
introduced the configuration file setting, which Jimmy set up himself'in just a few minutes,
as shown in Fig. 8.3 (a). By executing our tool, we identified the most suspected hint signal
“inputValue” within 10+ minutes, with 96% of the time spent on Synopsys VC Formal.
The control path containing this hint signal was ranked highest and was one of Jimmy’ s

initially suspected RTL code blocks related to change and item output, shown in Fig. 8.3

(b).

With this guidance, Jimmy can skip most of the debugging time spent on observing
waveforms and speculating signal behavior in unrelated RTL code blocks. Instead, he can
focus directly on the suggested RTL code block and locate the bug in just one iteration, as

illustrated in Fig. 8.2.

This case demonstrates that our tool effectively reduces the number of irrelevant parts
considered by designers, directing them to focus on the correct debugging path. This

drastically reduces debugging time and alleviates the burden as the scale and complexity
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of the DUV grows.

1 Ao
f P f

2 "duv": "input/real_case/vending_real/reducedVending.v", | signal name | hint score | factor A | factor | factor 0|
3 "top": "vendingMachine", | inputValue | 0.4882 | 0.2331 | 1.0000 | 0.1667 |
B "clk": "clk",
5 "rst": null, | countNTD_S | 0.4174 | 0.0756 | 1.0000 | 0.1667 |
6 "rst_n": "reset",

N b | servicevalue | 0.4167 | 0.0000 | 1.0000 | 0.3333 |
7 parameter": [],
8 "sim_dir": "input/real_case/vending_real", | serviceTypeout | 0.4109 | 0.1481 | 0.7071 | 0.2500 |
9 "rtl_file_list": null,
10 "ref_model": "input/real_case/vending_real/ref_model.sh", | coinOutNTD_1 | 0.1206 | 0.2310 | @.0000 | 0.0833 |
11 "ivalid_signal": [],

N N | coinOutNTD_5 | 0.0627 | 0.1024 | ©.0000 | 0.0833 |
12 ivalid_phase": [],
13 "ivalid_controlled_signal”: {}, | coinInNTD_S | 0.0560 | 0.0873 | 0.0000 | 0.0833 |
14 "input_signal_not_in_input_pattern": [],
15 “read_in_cycle": 1, | itenTypeIn | 0.0500 | 0.0000 | 0.0000 | 0.2500 |
16 "input_constraint": null,

. | coinInNTD_1 | 0.0477 | 0.0690 | 0.0000 | 0.0833 |
17 "read_in_cycle_for_multi_ivalid": {},
18 "pattern_num_in_one_sim_round": {}, | itemTypeOut | 0.0407 | 0.0535 | 0.0000 | 0.0833 |
19 "input_constraint_for_multi_ivalid": {},
20 “ivalid_activate_constraint": [], | countNTD_1 | 0.0333 | 0.0000 | 0.0000 | 0.1667 |
21 adapter": { | exchangeReady | 0.0333 | 0.0000 | @.0000 | 0.1667 |
22 "userQut2flowOut": null,
23 "flowIn2userIn": null | serviceCoinType | 0.0333 | 0.0000 | 0.0000 | 0.1667 |
24 },
25 "ovalid_signal": ["serviceTypeOut"],
26 “ovalid_phase": [0], (1
- LINE > 123 ~ 130
27 "ovalid_controlled_signal": { _ RTL CODES —>
28 "serviceTypeOut": ["coinOutNTD_5", "coinOutNTD_1", "itemTypeOut"] // if (inputValue < serviceValue) begin // too few money for the item // FE golden
29 Y, if (inputValue <= serviceValue) begin // too few money for the item // [FoulH bug
. M " servicevaluew = inputValue;
30 verification_assertion": [], itenTypeOut_w = *ITEM_NONE;
31 "harm_template": [], exchangeReady_w = 1'b1;
32 "duv_to_ref_model_output_name_map": {}, end else GERY
33 “testbench®s null servicevaluew = inputValue - servicevalue;
exchangeReady_w = 1'b1;

34 } end

(a) (b)

Figure 8.3: (a) Configuration setting, and (b) final bug localization result of Vending Ma-
chine

8.2 A Brief Overview of the Demo Cases

Design 1: Arbiter

An arbiter (Fig. 8.4) is designed to manage the allocation of a shared resource among
multiple systems. When a system wants to occupy the resource, it sends a request to the
arbiter. Based on its current state and the availability of the resource, the arbiter decides
whether to grant the request. According to the specification, the arbiter can only grant
a system’s request if no other system is currently using the resource, ensuring fair and

orderly access to the shared resource.

Bug: Resource Preemption in Multi-System Environments

A critical bug was identified in the DUV where the arbiter improperly grants access
to “system 1” regardless of whether other systems are already using the resource (Fig. 8.5
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(b)). According to the specification, the arbiter should only grant a request if no other
system is occupying the resource. However, in the DUV, the arbiter grants “‘system 1~

access whenever it sends a request, leading to resource conflicts and interruptions.

Configuration Setting and Bug Localization Result

The configuration setting provided by designers in our tool is shown in Fig. 8.5 (a).
Using this configuration, our tool automatically identifies the most suspected signal caus-
ing the bug. The bug localization result, displayed in Fig. 8.5 (b), highlights the state
signal as the primary suspect. Designers can then focus on the control path involving this
signal to quickly identify and rectify the bug, streamlining the debugging process signifi-

cantly.

Grant

Requests e Resource

Grant

Figure 8.4: Spec of Arbiter

Design 2: ALU

An Arithmetic Logic Unit (ALU) performs various operations on input data based on
a given instruction set. In this DUV, the ALU supports 8 distinct operations as illustrated in
Fig. 8.6. These operations range from basic arithmetic to more complex logical functions,
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1 o
2 "input/arbiter2/arbiter2.v", | signal name | hint score | factor A | factor P | factor D |
3 “arbiter2",
4 | state | 0.6000 | 0.3333 | 1.0000 | 0.5000 |
5
6 reql 0.2000 0.3333 0.0000 0.2500
7 "parameter": [],
8 “sim_dir": "input/arbiter2", | req2 | 0.2000 | 0.3333 | .0000 | 0.2500 |
B nrelfile_list": null, t1 0.0500 0.0000 0.0000 0.2500
10 "ref_model": "input/arbiter2/ref_model.sh", I on I e Io. I e I o. I
- ivalid_signal": [1, | gnt2 | 0.0500 | 0.0000 | 0.0000 | 0.2500 |
12 "ivalid_phase": [],
13 "ivalid_controlled_signal": {},
14 "input_signal_not_in_input_pattern": [],
1 read_in_cycle": 1, Suspect rank no.1 : matched "if" block(s) in matched always blocks
16 "input_constraint": null,
17 "read_in_cycle_for_multi_ivalid": {},
18 "pattern_num_in_one_sim_round": {}, (1)
19 "input_constraint_for_multi_ivalid": {}, — LINE —> 12 ~ 20
20 "ivalid_activate_constraint": [], — RTL CODES ->
21 "adapter": { .
22 "userOut2flowOut": null, if (state) begin
23 "flowIn2userIn": null gntl = reql; // [FEGEH bug
2 h // gntl = reql & ~req2; // [Fhd golden
25 "ovalid_signal": []

- ! nt2 = req2;
26 "ovalid_phase": [], 9 qsi
27 "ovalid_controlled_signal: {}, end
28 "verification_assertion": [], else begin
29 "harm_template": [], gntl = reql;
30 "duv_to_ref_model_output_name_map": {},

nt2 = req2 & ~reql;
31 “testbench": null 9 q ati
2 3 end
(a) (b)

Figure 8.5: (a) Configuration setting, and (b) final bug localization result of Arbiter

controlled by specific instructions.

Bug: Incorrect Application of Arithmetic and Logical Shift Operations

According to the specification, instruction “101” in the DUV is responsible for per-
forming a piecewise linear approximation of the Sigmoid function. One of the formulas
states that when ¢ _data_b is between —2 and 2, the approximated Sigmoid result should be
“0.25%1_data_a+0.5”. However, ¢_data_a is a signed value, and the bug arises because
the DUV incorrectly uses a logical right shift for the “0.25 %7 data_a” operation (Fig. 8.7
(b)), which pads the Most Significant Bit (MSB) with zero instead of using an arithmetic
right shift that pads the MSB with the sign bit. This error leads to incorrect results when

t_data_a is negative.

Configuration Setting and Bug Localization Result

Fig. 8.7 (a) shows the configuration settings provided by designers in our tool, which,

in this scenario, includes consideration of the DUV’s input valid signal and defined param-
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eters. After applying our tool, the bug localization result is displayed in Fig. 8.7 (b). The
tool highlights ¢ data_a as the most suspected signal, guiding designers to examine the
control path containing this signal. This targeted approach enables designers to quickly

identify and correct the bug.

i_inst [2:0] Operation Description

000 Signed Addition o_data=1i data a+i data b

001 Signed Subtraction o_data=1i data_a-i data b

010 Signed Multiplication o_data=1i_data a*i data b

011 NAND o_data=(i_data_a-i_data_ b)’
Testbed 100 XNOR 0 data=(i data a @ i data by’

T 101 Sigmoid o_data=o(1i_data a)
110 Right Circular Shift See 111_HWI1_note.pdf
o_data=min (i_data a,i data b)
111 Min Ifi_data_a=i_data b,
o_data=1i_data_a

Figure 8.6: Spec of ALU

1 {
2 Sy put/alu_cvsd-hwl_bug_inst-101/alu.v", | signal name | hint score | factor A | factor P | factor D |
B .
4 -
5 | i_data_a | 0.5623 | 0.2496 | 1.0000 | 0.5000 |
6
7 ", "FRACW", “INSTW", “DATAW"], | i_data_b | 0.5139 | 0.1975 | 1.0000 | 0.3750 |
8 : "input/alu_cvsd-hwl_bug_inst-101",
9 "rtl_file_list": null,
10 “ref_model": "input/alu_cvsd-hwl_bug_inst-101/ref_model.sh", | o_data_w | 0.4659 | 0.1186 | 1.0000 | 0.3125 |
1 "ivalid_signal": ["i_valid"],
12 "ivalid_phase": [1], L
o T controlTela i T T | i_inst | 0.3827 | 0.1131 | 0.7071 | 0.1875 |
14 "i_valid": ["i_data_a", "i_data_b", "i_inst"]
15 h | i_valid | 0.3115 | 0.0179 | 0.5774 | 0.1875 |
16 "input_signal_not_in_input_pattern": [],
17 "read_in_cycle": 1,
18 "input_constraint™s null, | o_data | 0.1410 | 0.2855 | 0.0000 | 0.0625 |
19 “read_in_cycle_for_multi_ivalid": {},
20 “pattern_nun_in_one_sin_round": {}, | temp_multiply | 0.0875 | 0.0000 | 0.0000 | 0.4375 |
21 "input_constraint_for_multi_ivalid": {},
22 "ivalid_activate_constraint": [],
. wadapters { | mod_reg | 0.0250 | 0.0000 | 0.0000 | 0.1250 |
24 "userOut2flowOut": null,
» “flowin2userint: null | o_valid | 0.0205 | .0179 | ©.0000 | 0.0625 |
26 h
27 "ovalid_signal": ["o_valid"],
28 “ovalid_phase": [1],
29 “ovalid_controlled_signal": { @
30 "o_valid": ["o_data"] - LINE -> 91 ~ 97
31 % - RTL conEs >
2 meriticstion assercion 1, Tt o e
33 “harm_tenplate": (], ed ’
34 "duv_to_ref_model_output_name_map": {}, else begin// 1/4x+1/2
35 “testbench": null /7 0datau = {1'b0, (IEHREAZA >>> 2) + Ssioned (8'b00010040)); g@ golden —> arithnetic right shift (pad with sign bit)
36 } o_data_w = {1'bo, (ildata_a >> 2) + $signed(8'b0001000R)}; // bug -> logical right shift (pad with 0s)

end

(a) (b)

Figure 8.7: (a) Configuration setting, and (b) final bug localization result of ALU

Design 3: Huffman Encoder
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Huffman coding (Fig. 8.8) is a technique used in lossless data compression, such‘as
storing information about the number of occurrences of each gray level in an image in this
case. This DUV is designed to implement the Huffman encoding algorithm, which outputs
encoded data for each number and a “mask” to indicate the valid bits of the encoded result.
The “mask’ ensures that bits corresponding to the valid length of the encoded code are set

to 1.

Bug: Variable Name Mismatch—*“code_length|0]” versus “code[0]”

According to the specification, the DUV should output both the encoding result for
each number and a “mask” to indicate which bits are valid in the encoding result. The
encoding code’s bit length is stored in code length array, while the encoding itself is
stored in code array. The bug arises because of a typo where code is mistakenly used
instead of code_length to indicate the bit length of the encoding code (Fig. 8.9 (b)). This

mistake causes the “mask” to incorrectly reflect the valid bits, leading to erroneous output.

Configuration Setting and Bug Localization Result

Fig. 8.9 (a) illustrates the configuration settings provided by designers in our tool. In
this scenario, the tool accounts for the DUV with multiple output valid signals controlling
different output results. It also adapts to situations where the input pattern format and
output result differ between the tool and the designer’s specification by using adapters.
Additionally, the tool handles cases where designers have specified input constraints in
the specification. To address the instability of the SDM, the tool provides output signal

matching information between the DUV and the reference model.

After applying our tool, the bug localization result is displayed in Fig. 8.9 (b). The

tool highlights current_state as the most suspected signal, guiding designers to examine
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the control path containing this signal. This targeted approach allows designers to quickly

identify and correct the variable name mismatch bug.
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Figure 8.8: Spec of Huffman Encoder

Design 4: GSIM

The Gauss-Seidel Iteration Machine (GSIM) is designed to solve a system of mul-
tivariate linear equations through iterative application of the formula (Fig. 8.10). The

solution converges over multiple iterations.
Bug: Unintended Sign Bit Omission Due to Typographical Error

In the calculation process, a buffer is used to store temporary values and needs to
store 16 bits using the notation [+:16]. However, a typographical error results in it being
written as [+:15], which unintentionally excludes the signed bit and can cause errors when

handling negative values (Fig. 8.11 (b)).
Configuration Setting and Bug Localization Result

Fig. 8.11 (a) shows the configuration settings provided by designers in our tool. In
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(a) (b)

Figure 8.9: (a) Configuration setting, and (b) final bug localization result of Huffman
Encoder

this scenario, the tool considers the DUV with multiple input valid signals controlling dif-
ferent input data. After applying our tool, the bug localization result is shown in Fig. 8.11
(b). Designers can start the debugging process based on our hint from the most suspected
signal, 7. They can quickly determine that this signal is insignificant and filter it out due
to only few data assignment within its control path. By delving into the control path con-
taining the second most suspected signal, col_cnt r, designers can quickly identify the

bug.
Design 5: Convolution Engine

The DUV is designed to perform convolution on a 2048-pixel image using a defined
kernel, as illustrated in Fig. 8.12. The DUV includes eight operations, such as shifting the

origin position and changing the channel depth to display pixels or perform convolution.
Bug: Origin Shift Error Violating Boundary Conditions

In the specification, the display region is a 2 x 2 window, with the top-left corner
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Figure 8.10: Spec of GSIM

i_matrix_num", "i_mem_rrdy"],

1 A

2 "duv": "input/GSIM_cvsd-final/GSIM.v",

3

4

5

6 "rst_n": null,

7 “"parameter": [],

8 "sim_dir": "input/GSIM_cvsd-final”,

9 "rtl_file_list": null,

10 “ref_model": "input/GSIM_cvsd-final/ref_model.sh",
11 "ivalid_signa ["i_mem_dout_vld"],

12 "ivalid_phase": [1],

13 "ivalid_controlled_signal": {

14 "i_mem_dout_vld": ["i_mem_dout"]

15 8

16 "input_signal_not_in_input_pattern" _module_en",
17 "read_in_cycle": 17,

18 "input_constraint": null,

19 "read_in_cycle_for_multi_ivalid": {},

20 “pattern_num_in_one_sim_round": {},

21 "input_constraint_for_multi_ivalid": {},

22 "ivalid_activate_constraint": [],

23 "adapter": {

24 "flowIn2userIn: "input/GSIM_cvsd-final/flowIn2userIn.sh"
25 Y,

26 "ovalid_signal": ["o_x_wen"],

27 “ovalid_phase": [1],

28 “ovalid_controlled_signal": {

29 "o_x_wen": ["o_x_data"]

30 Y,

31 "verification_assertion": [],

32 “harm_template": [],

33 "duv_to_ref_model_output_name_map": {},

34 "testbench "input/GSIM_cvsd-final/testbench.sh"
35 }

| signal nane | hint score | factor A | factor P | factor 0 |
[ | 0.4373 | 0.02¢6 | 1.0000 | 0.3810 |
| Eolent e | 0.4135 | 0.043¢ | 0.8409 | 03651 |
| i_module_en | 0.4099 | 0.0485 | L.ooeo | 0.195 |
| i_nen_dout_vid | 0.4088 | 0.0402 | 0.7418 | 0.484 |
| ewr | 0.4056 | o.0s11 | L.oseo | 0.9 |
| mat_ent_r | 0.4037 | o.07e0 | 1000 | o1 |
| i_men_rrdy | 0.403 | 0.000 | 1ooeo | 0.1746 |
| i_matrix_nun | 0.3955 | o.0164 | L0000 | 0.1905 |
| iter_ent_r | 0.3632 | 0.037% | 0.8009 | 0.1270 |
| earlyout_r 1 0.3463 | 0.0000 | 0.8409 | 0.1270 |
| state_r | 0.3124 | o.0410 | o.ses8 | 01270 |
| o_sen_addr | 0.1067 10.209 | 0.0000 | 0.0798 |
| o_x_addr | 0.0880 | 0.1602 | 0.0000 | 0.079 |
| ox_data | 0.0430 | o.0602 | 0.0000 | 0.0794 |
| o_proc_done | 0.0417 | 0.057¢ | .0000 | 0.07% |
1_nen_dout 0.0371 0.0471 | 0.0000 0.0794
| o_x.ven | 0.0292 | 0.0205 | 0.0000 | 0.079 |
| o_sen_rreq | 0.0159 | 0.0000 | 0.0000 | 0.0734 |
) y
Ce
s en dout Lt +: 261103 77
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Figure 8.11: (a) Configuration setting, and (b) final bug localization result of GSIM

101

doi:10.6342/NTU202403664


http://dx.doi.org/10.6342/NTU202403664

defined as the “origin” (highlighted in yellow in Fig. 8.12). Different operations, shown
in the left figure of Fig. 8.12, allow shifting the origin position to display or convolve
different pixel windows. The specification mandates that the display region must not go
out of bounds. This means that if the origin is at the boundary of the image width, it should
not continue shifting right even if the operation is “right shift origin”. However, the DUV

fails to adhere to this boundary rule (Fig. 8.13 (b)).

Configuration Setting and Bug Localization Result

In Fig. 8.13 (a), designers provide the configuration settings for our tool. In this
scenario, the DUV interacts with memory, such as SRAM, and includes controlling signals
with constraints that need to be satisfied between each other. We also demonstrate the
verification assertions that designers can provide to enhance the bug localization process,
particularly focusing on conditions in boundary conditions as regulated in the spec. After
applying our tool, the bug localization result is shown in the right figure. Designers can
use our hint to start the debugging process from the most suspected signal, “origin_r”. By

delving into the control path containing this signal, designers can quickly identify the bug.

8.3 Results

Our experiments were conducted on a Linux server featuring dual Intel® Xeon® ES5-
2630 v4 processors (10 cores each, 2.2GHz), totaling 40 CPU cores, with 125GB RAM.
The tools employed were as follows: SDM for output signal matching, HARM for auto-
matic assertion mining, Synopsys VC Formal for formal verification, Icarus Verilog and
Synopsys VCS for RTL simulation, and Pyverilog for parsing RTL code structure. Our
algorithm was implemented in C++ and compiled using G++ with -O3 optimization.
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s o - 5 " . . : o
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1 3
2 input/convolution_cvsd-hi3/convolution.v", 10| signal nane | hint score | factor A | factor P | factor 0 |
3 core", n
4 icle, 12 | originif | 0.4785 | 0.1829 | 1.0000 | 0.2308 |
s 13
6 14| sranceN_r | 0.4167 | e.0000 | L.ooee | 0.3333 |
7 15
8 16 | depth_r | 0.4064 | 0.0000 | 1.0000 | 0.2821 |
s input/convolution_cvsd-hu3/rtl_file. f 7
10 + "input/convolution_cvsd-hi3/ ref_nodel. sh", 18| iinvalid | 0.4029 | e.0151 | L.ooee | 0.238 |
1 ivalid_signal™: [i_op_valid”, "i_in_valid"], 19
:2 ""ﬂ:i:J"“* :“n, . . 20 | i_op_valid | 0.4029 | 0.0151 | 1.0000 | 0.2308 |
3 "lvalid_controlled_signal”: N
:;’ 2 display_depth_w | 0.3876 0.0151 1.0000 | 0.1538
2
;j % | sy s [ 0.3 oo | Lews o |
2
b 2% | sramAr | 0.3859 | e.0000 | 1.osee | 0.1795 |
2
0
b 28| firstdatar | 0.3808 | o.0000 | l.ooe | o0.1538 |
2
2
e 30 | op_mode_r | 0.3716 | 0.0213 | 0.8409 | 0.2051 |
24 “pattern_num_in_one_sim_round": { an
o Lo YOl 100 2| stater | 0.3374 | e.037 | 0.6 | 02051 |
pod n
27 “1input_constraint_for_multi_ivalid": 34 | i_in_data | 0.1774 | ©.3486 | @.0000 | 0.1026 I
28 “i_op_valid": “input/convolution_cvsd-hw3/input_constraint_i_op_valid.sv" 35
29 b 36 | 1_op_mode | 0.1082 | e.1950 | ©.0000 | 0.1026 I
30 “ivalidactivate_constrain 3
n “assert property (@(posedge i_clk) (o_op_ready) |-> ##1 i_op_valid)", 38 | o_out_data | 0.0722 | 0.1149 | 0.0000 | 0.1026 |
32 “assert property (@(posedge i_clk) ((i_op_valid) & (i_op_mode D) |-> ##1 1_in_valid)" 39
s, 40 | o_op_ready | 0.0357 | 0.0337 | .00 | 0.206 |
34 vadapter': { a
35 “userOut2flowdut": “input/convolution_cvsd-hw3/userOut2flowOut.sh* a2 ©o_out_valid | e.0301 0.0213 0.0000 | 0.1026
36 a3
B “ovalid_signal®: ["o_out_valid"], 44 | raster_scan_state_r | 0.0256 | 0.0000 | 0.0000 | 0.1282 |
38 “ovalid phase": [11, a5
2 “ovalid_controlled_signal’: { 46 | conv_state_r | 0.0256 | e.0000 | 0.0000 | 0.1282 |
40 ‘'o_out_valid": [“o_out_data"] a7
:3 LA 48 | o_in_ready | 0.0205 | 0.0000 | 0.0000 | 0.1026 |
am_tenplate”: (1,
43 “duv_to_ref_model_output_name_map": {}, i
44 “testbencht null,
45 werification_assertion”: [[ =
46 “assert property(@(posedge i_clk) (((i_op_valid) & (i_op_sode ##1 (origin_r == 6) ##1 (*true)) |-> (origin_r 2 LE > 235 ~ 236
a7 “assert property(@(posedge i_clk) (((i_op_valid) & (i_op_mode ##1 (origin_r == 14) ##1 (*true)) |-> (origin_r AT cones
48 “assert property(@(posedge 1_c1k) (((i_op_valid) & (i_op_mode #1 (origin_r = 22) ##1 (‘true)) |-> (origin_r if(origin_r(2:0] origine = originw + 1'41;  // [EEGE B, out of boundary
49 “assert property(@(posedge 1_clk) (((1_op_valid) & (i_op_mode ##1 (origin_r == 30) #21 ("true)) |-> (origin_r clse origin v = origin;

(a)

(b)

Figure 8.13: (a) Configuration setting, and (b) final bug localization result of Convolution

Engine
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The following tables present the experimental results for each DUV demonstrated
in Section 8.1 and Section 8.2. Table. 8.1 and Table. 8.2 illustrate the complexity of the
bug localization task, including the scale, number of control paths, and signals that de-
signers need to filter to identify the bug. Our filtering algorithm effectively reduces this
complexity by ignoring irrelevant signals and focusing on hint signals. By applying our
metrics to sort these hint signals, we provide designers with guidance on the top suspected
control paths containing the hint signals. Our approach consistently locates the bug either
in the first or, in the worst case, the second priority of suspected hint signals. Detailed bug

localization results are presented in Section 8.1 and Section 8.2.

Table 8.1: The Ranking of Hint Signals of DUVs in Section 8.1 and 8.2

DUV Hint Signals
- # Control Path | # Total Sigs | # Hint Sigs | Top-X Finding the Bug
‘ Vending Machine H 12 ‘ 26 ‘ 13 ‘ 1 ‘
Arbiter 4 7 5 1
ALU 16 14 9 1
Huffman Encoder 35 29 26 1
GSIM 63 39 18 2
Convolution Engine 39 55 19 1
Table 8.2: Design scale of DUVs in Section 8.1 and 8.2
DUV Scale
- # RTL lines (DUV) | # AND gate (AIG) | # Flip-flop (AIG) | Size
‘ Vending Machine 176 528 25 ‘ middle
Arbiter 22 10 1 small
ALU 133 40528 44 middle
Huffman Encoder 471 5934 338 middle
GSIM 918 132803 1341 large
Convolution Engine 501 188081 2702 large

Table. 8.3 illustrates the filtering process for assertions, detailing the number of asser-
tions at different stages. Initially, we use HARM to automatically generate assertion can-
didates, as shown in the first column of # Assertions section. We also consider designer-
provided assertions to enhance the bug localization process, though no user-provided as-

sertions were included in our experiments. In the first filtering process, we use VC Formal
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to prove the correctness of assertion candidates, retaining only the valid assertions for the
second filtering process. After applying our algorithm, the final count of valid and sus-
pected assertion candidates is shown in the last column, demonstrating our ability to focus
on the most relevant information to the bug. Table. 8.4 presents the computational time

and memory utilization for the third-party tools and our algorithm, respectively.

In Table. 8.4, we observe a runtime gap between the first three cases and the last
three. This is because the last three cases involve designer-provided input constraints,
requiring the use of the commercial tool Synopsys VCS for each round of constrained
random simulation. This significantly increases the computational time. Addressing this

limitation is part of our future work, as outlined in Chapter 9.

Table 8.3: The Number of Assertions of DUVs in Section 8.1 and 8.2

DUV # Assertions
- HARM Mined ‘ User Provided ‘ VCF Proven ‘ Our Final Candidates
‘ Vending Machine H 7758 ‘ 0 ‘ 466 ‘ 116 ‘
Arbiter 93 0 6 2
ALU 22882 0 1235 658
Huffman Encoder 56173 0 1468 1273
GSIM 22504 0 1939 1214
Convolution Engine 21677 528 1965 767

Table 8.4: Computational Time and Memory Utilization of DUVs in Section 8.1 and 8.2

DUV Time (s) Peak Memory (MB)
- HARM ‘ VC Formal ‘ Our Tool ‘ Total VC Formal ‘ Our Tool

‘ Vending Machine ‘ 5.94 ‘ 1003.59 ‘ 30.64 ‘ 1040.17 H 2929 ‘ 20.90

Arbiter 0.07 26.67 1.85 28.59 1246 5.08

ALU 44.30 1603.27 77.95 1725.52 6085 133.72

Huffman Encoder 894.50 9737.12 6624.34 | 17255.96 11773 377.11
GSIM 346.60 4771.13 2346.02 | 7463.75 7972 2479.38
Convolution Engine || 78.33 4298.08 5694.61 | 10071.02 9927 12234.20

To the best of our knowledge, there are few end-to-end bug localization tools similar
to ours, and those that exist do not open-source their tools or the designs and bugs they
use. Most other works focus only on parts of the phases we cover in Chapters 5 to 7.
Consequently, it is difficult to use a benchmark to demonstrate the accuracy of our bug
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localization. Therefore, in the following paragraph, we will reference claims from related

bug localization papers to show the relative accuracy of our approach.

First, we will compare with [1]. Our bug localization process, detailed in Chapter
7, builds upon this paper’s method of categorizing the suspected control path into four
“suspected bins”, which represent debugging priorities. However, this paper only narrows
down the bug location to a bin, which may still contain many candidate control paths. Our
work enhances this by further pinpointing the most suspected control path within each bin
by ranking the controlling signals by suspicion, which increases accuracy. As shown in
Table. 8.1, our experimental results can identify the correct bug position’s control path

signal in the first or second rank.

While the other work [26] focuses on designs containing instructions, such as ALU or
MIPS. Their approach involves training a multi-class classifier to locate bugs in potentially
incorrect instruction source code, using the “F1 score” as the metric to evaluate the ML
algorithm’s performance. In their experimental results, the F1 scores for each case are
less than 50 percent accurate. While this paper explores using ML techniques for bug

localization, their method is less general and accurate compared to ours.
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Chapter 9 Conclusion and Future

Work

As we conclude this comprehensive exploration into bug localization within DUV,
we reflect on the significant advancements made and outline the potential directions for
future research and development. This chapter is divided into two sections: Section 9.1
summarizes our key contributions and findings, while Section 9.2 discusses promising

areas for further investigation and enhancement of our methodology.

9.1 Conclusion

In our work, we aim to assist designers in bug localization within a DUV. Given a
DUV and its configuration settings, our tool generates numerous assertion candidates and
filters them to retain only the valid and suspected assertions through constrained random
simulation. These suspected assertions are then used to pinpoint potential bug zones within

the DUV’s code.

Our primary contribution is the integration of various third-party tools, each special-
izing in different tasks such as formal verification and assertion generation, into a com-
prehensive flow for bug localization. Additionally, we introduce methods for constrained
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pattern generation and assertion validation to effectively filter valid and suspected asser-
tion candidates, focusing on identifying the bug. This approach significantly reduces the
effort required by designers to locate potential bugs within dense waveforms and numer-

ous signals, thereby shortening debugging time.

9.2 Future Work

As we look to the future, several potential improvements could make our tool more

generalized and comprehensive in locating bugs.

* Enhancing the Stability of SDM: The open-source third-party tool SDM currently
faces instability issues when matching output signals between the DUV and the
reference model. To address this, we can improve SDM’s algorithm or provide ad-
ditional useful information to increase its accuracy. This enhancement could allow
us to eliminate the need for the -duv_to ref model output name map parameter
in the configuration file, which is currently used when SDM fails to match output

signals correctly.

* Improving Assertion Quality in HARM: The quality of assertions mined by HARM,
another open-source third-party tool, can be refined. HARM’s performance heavily
depends on the quality of the given simulation results and the assertion mining tem-
plate. By improving HARM’s algorithm and tuning the parameters in the assertion
mining template, we can generate higher-quality assertions for more effective bug

localization, regardless of the quality of the given simulation results.

* Reducing Computational Time by Minimizing Synopsys VCS Calls: Currently,
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when a DUV is configured with designer-specified input constraints, we utilize Syn-
opsys VCS to read these constraints from an SVA file and integrate them with our
algorithm’s soft constraints for constrained random simulation. This is necessary
because open-source simulators like Icarus Verilog do not support handling input
constraint files. However, our algorithm requires numerous simulation runs, re-
sulting in frequent calls to Synopsys VCS, which significantly increases computa-
tional time. For example, comparing the DUVs “Huffman Encoder” and “GSIM”
in Table. 8.2 and Table. 8.4, we observe that despite the former having a smaller
scale, its computational time is considerably higher. Thus, improving the handling
of designer-provided input constraints can drastically reduce computational time,

making the process more efficient.

* Expanding Bug Localization to the Data Path: Currently, our tool focuses on
locating bugs in the control path. In future work, we aim to utilize more infor-
mation from the simulation results to also delve into the data path. This approach
would refine our bug localization process, allowing us to identify bugs with greater

accuracy.

By implementing these improvements, we can enhance our tool’s effectiveness and
reliability, making it a more powerful resource for designers in the bug localization pro-

CCSS.
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Appendix A — Input Pattern Format

In our tool, we define the input pattern format used to feed both the DUV and the
reference model during constrained random simulation. As shown in Fig. A.1, we gener-
alize the input signals by only considering those that carry data, excluding the clock signal,
reset signal, and input valid signal specified in the configuration file. These excluded sig-
nals will not be part of the input pattern but will be used in the testbench’s controlling
statement. For the signals we do care about, shown on the left of Fig. A.1, we parse the
declaration order written in the DUV and place them in the input pattern file from right

(least significant bit) to left (most significant bit).

Designers typically may not be familiar with the input pattern format required by
our tool before they need to use it. As a result, their input pattern format might differ
significantly from ours. Therefore, we request designers to provide an adapter in the con-

figuration file to convert their input pattern format to the format compatible with our tool.
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O 0O N UL &E WN=

10

module alu (
input i_clk,
input i_rst_n,
input i valld'

input signed [7:0] i_data_a,
input signed [7:0] i_data_b,

input [2:0] i_inst,
output o_valid,
output [7:0] o_data

i_inst[2:0] l i_data_b[7:0] | i_data_a[7:0]

OO NOWL & WN

L
Vs WNRE

10
11
10
01
00
10
21
00
11
01
10
00
11
00
11

0111011101000110
1100011000110010
00100110(10110010
1110100001011001
01100100[11100000
10011110/10000110
00011011§01100100
0110100000110011
0111000000011111
1110110001011100
00100001(10011100
1001110000000110
0110001000011110
00011000(11011101
11000111/11000001

Figure A.1: The example to illustrate the concept of the input format
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Appendix B — Output Result Format

In our tool, we define the format for the reference model’s output results, which is
necessary for the third-party tool, SDM, we utilize. According to [33], in addition to
providing the DUV’s pass and fail simulation results in VCD files, SDM also requires
designers to supply the corresponding output result files from the reference model in CSV
(Comma-Separated Values) format. These files must be generated under the same pass
and fail patterns. The format is illustrated in Fig. B.2: the first row lists the output signal
names from the reference model, the second row specifies the signal widths corresponding
to these output signal names, and the subsequent rows present the binary string values of

these output signals for each cycle.

Similarly to Appendix A, the output format used by designers may differ significantly
from our tool’s output format, or the reference model may not produce a CSV file at all.
Therefore, we request designers to provide an adapter in the configuration file to convert

their output format to one that is compatible with our tool.
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O 00N E WN =

N = S = s e e e e
W oo NOOLE WNRES

CNT1_ref,CNT2_ref,CNT3_ref,CNT4_ref,CNT5_ref,CNT6_ref,HC1_ref,H
8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8,8

00101111,00011010,00001000,00000100,00000010,00001101, 00000001,
00110001,00001111,00001010,00000010,00001100,00001100,00000001,
00101001,00000101,00001100,00001000,00000100,00011110, 00000001,
00110000,00011010,00000111,00000011,00000100,00001100, 00000001,
00101010,00001010,00000111,00000101,00001111,00010101, 00000001,
00101001,00001000,00001011,00001010,00000100,00011010, 00000001,
00110001,00010101,00000110,00000010,00000110,00010000, 00000001,
00101001,00010001,00000001,00001000,00010000,00010001, 00000001,
00101010,00000111,00001011,00000110,00001110,00010100, 00000001,
00110001,00001011,00000011,00000010,00000111,00011100,00000001,
00110000,00011001,00000001,00000011,00000001,00010110, 00000001,
00110000,00000101,00001101,00001000,00001011,00001111, 00000001,
00101110,00001111,00000010,00000011,00010000,00010010, 00000001,
00101010,00011001,00000111,00000010,00001000,00010000, 00000001,
00101011,00000111,00001010,00001001,00000110,00011001, 00000001,
00110000,00010101,00000010,00000111,00000100,00010010, 00000001,
00101111,00010000,00001001,00000010,00001000,00010010, 00000001,
00101111,00010001,00000010,00000001,00001101,00010100, 00000001,

Figure B.2: The example of the output format in a CSV file
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