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ABSTRACT

De-identification, within personal data protection frameworks, aims to balance open data
usage and privacy protection. The Personal Data Protection Act allows public and private
agencies to use data for public interest, academic, or statistical research without consent if
the data is processed to prevent identification of individuals. Other regulations similarly
permit de-identification in place of consent. However, controversies, particularly around the
health insurance database, have exposed issues and deficiencies in Taiwan’s de-identification
regulation and system framework.

Conceptually, ‘“anonymization” and “pseudonymization” are both forms of de-
identification. Anonymization seeks to permanently eliminate data identifiability, whereas
pseudonymization involves using aliases to mask identifying information, thus obscuring the
link between the data and individuals. “Encryption” is often mentioned alongside
pseudonymization but differs fundamentally in its aim to prevent data leakage rather than
protect privacy. In practice, de-identification reduces data usability, is less effective on
unstructured data, and cannot completely prevent re-identification risks, necessitating
stronger risk assessment and control measures.

Comparative legal analysis shows significant differences between the EU and US
approaches. The EU sees de-identification as a protective measure with limited regulatory
relief. In contrast, US law explicitly outlines de-identification methods, encouraging entities
to de-identify health data accordingly. Once de-identified, the data is exempt from certain
regulatory controls. However, this model presents concerns regarding insufficient privacy
protection.
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Taiwan’s regulatory model limits citizens’ information autonomy by relying almost
exclusively on data de-identification as the primary protection measure. The standards are
unclear, leading to inconsistent practical interpretations and lacking legitimacy in
fundamental rights intervention. This study concludingly proposes the following reforms for
Taiwan's regulatory system: 1. Use a data disclosure model as the basis for setting de-
identification standards to gradually clarify the regulations. 2. Strengthen the notification
obligations of data users and control over the behavior of recipients of de-identified data to
prevent arbitrary use. 3. Enhance supervision through regulatory compliance audits and

preemptive relief channels to ensure effective implementation of policy regulations.

KEYWORDS: de-identification, data privacy, personal data, re-identification, informed

consent, GDPR, HIPAA Privacy Rule
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EREAAEMRETHOEFA B HAFAL ERIFAL > wlRADE
B BB ¥ o A H AR R T a9 M AT AR R B9 TR

% =38 HHAeAE A AR R B OR B SR R I F
F—R BATHAE MG ERES
BAMOMARRTBEALTH  ERACBATHGEFREA LD MR
FoRBABEZEL2HE I RFBATHCRA "TAAAZHE - HAFABR AR
Gnath— 4k EBIRE M FA B R HF WY RE B

B~ KB A RERE CRFEAH BETX - MBRERL A EH R
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FUEBRMEEY B ZEAZER | XEEXET@AE 3 K- F A

TR XA, RERA AR A RMRIELATEAN > BRERAS BEE

o

BE O ARAMMENHR ab  BES > LB EFEEA
BB 1995 4 E kMR 54 (Directive 95/46/EC) % 2(a)fk $244 4& %54 &9 GDPR
AR HFEBATHERS T A MN A H®A (identified ) =R T 4 3K 31
(identifiable) Z B AR ASEMT B M, - #Hib > RBABABTHIRE A @ (Article
29 Data Protection Working Party » BATF f§#% " WP29 ; ) 107 2007 “4t% Directive
95/46/EC Fiisthieh & A E (AT 4 T2007 FE AL, ) YE—FRNA > T LR
Bl REFE—BACTHRAFRE T HBEAER > $EH MK > @ T35, Al
REEFVRPATRAEGHE LR AR ETEREGE  THYT X AEXMERE
HMAEMB S ZEARNERZELY ; XERERE B HAZE (Information
Commissioner’s Office, ICO) # 2017 %544 &) GDPR 45 3] (UK GDPR Guidance and
Resources) ¥ » RIAF3%k%] (identifiability) M2 0AE L > & X —BAFHB LA
$17] (distinguished) BAR - 75 H A AR (singled out) H AR » %AEABP &R H>
TR T A B Z AR RES -
HBESNEHEAES  AAIBATHREXR S RAELE T THEAINBEAZIE R
( Personally Identifiable Information, PII) | # " RT3 7B AZ E R (non-PIl) | Z

B b BEPELWHATIRBEA BFRPIUMRE RENARITSE TR €

16 gk BB A& A% T 18/ 4 (Article 29 Data Protection Working Party, WP 29) =B % 1995 F & #H4%
A TR MMM > 7N 2018 £ 5 A 25 8 GDPR EXEwHh > KB BEERELE &
( European Data Protection Board, EDPB ) Ff B X © Legacy: Art. 29 Working Party, EDPB, https://
www.edpb.europa.eu/about-edpb/who-we-are/legacy-art-29-working-party _en (last visited July 15, 2024).
17WP29, Opinion 4/2007 on the Concept of Personal Data, at 12 (June 20, 2007), http://ec.europa.cu/justice
/policies/privacy/docs/wpdocs/2007/wp136_en.pdf.
8 What Are Identifiers and Related Factors?, INFO. COMM’R OFF. [ICO], https:/ico.org.uk/for-organisa
tions/uk-gdpr-guidance-and-resources/personal-information-what-is-it/what-is-personal-data/what-are-identifi
ers-and-related-factors/ (last visited July 15, 2024).
19 See e.g., Paul M. Schwartz & Daniel J. Solove, The PII Problem: Privacy and A New Concept of Personally
Identifiable Information, 86 N.Y. UNIV. L. REV. 1814, 1814 (2011).
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HRHERNREELER  XXELAUNEBRLRYRERRIKET LB X
FHt > AT RAREERER PI &9 ERA AT HEITHE & non-PII HEFR AN AR 498
FA %6, 18 5120 -

Hib > RELENARL > BRRBETETFARR_SEHREEHE AR
FREABRHMEEET  AMEEREBAIRZ TN EH L FHFRARREELE S

(ATHH TAEE,) ) ARBRLSRMA S RFETIR—BE  HllokBHin

-

BERTPAERBF ERES RERETEEIMLRE T EK BN BFTMEA
AIAERBZEBE 2L MBS RERARBONEINHINEETA A 8BE %
Z @A fets S e mp s e ik T BERMERNFEEA > BEDE A EA
BRZ i MARRBEBEARZENE  RNARRERXOREER ) K
HERAFEECHNHEAMAHEMERA TN ZRERAMAE  TSLRAALFEH
HEEERMBERINFEEFA BRAZEMMEMERETHRZAITARETRME %
ZHRE -

AW BATRIEE B AT K S E 692 0 B F B A H B A e300 M B3k
EHLILAT B IR FIA% - GDPR Lk § 26 BB A & 0 ARBZMBAZLTE TH
WAl RATHEEH R AL ARTTRAD A THRSEEAZ Y % (all

the means reasonably likely to be used) | #3ZMEABA H R > LR A EBAZTHGE

20 1d. at 1816.

IRIRGL  BAERZRE —BEAGTHRELEA B EL AT 067 & 5 8 B 95 (2016
F) e

2 SR IR(105) 7R 42 A F % 10503500370 3568 ©

BHlwB FHEBEZBENIDEETH 1110000748 3% (Hék) : "THNEHFEPIEBIENZ P HA
REANE #EBREETHNAS FRAERNFEBEA > BN EREEZHARE > & EHF P
MAEZ B EMEHER - ad - BEEHFX 0 FURMBEBINFECRAEGZARAEL > RIBEN LA
BEE 25F | ZAEZBATHER > AR EA ) 5 EBIA03)EEFTE 10303507480 35K
(8i4%) @ "THEBREBEFRFRHEHMEE > wBFUNABERMEY BN FTBEAE > HIEL
EATARZ AT PRERAAERE c MAREES L ATHERNA LT HER - ad - & MmN
BlAFRAAN > BB AREPBZBALTE  AAEEA o

1
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BREL  THFRARKRBHEEZFEY > REAHMAX LT M (hypothetical
possibility ) 2T 4338 %] h 45 B A 0 % B AR G B 5 ABAE MR AR T
A AR A TR R T AT TRE A A X ik ) X BB ¥ 7 > 3] F ok
BR8P A G 4 5 B 7B AN B 4426 -

HMERBEM T > REBEE 25 | X EEEET@AEIEZIREXFT
TFEEBREEZZAEHOBIMEATCES "FUAMBEFXBHINFEEA ) 282
B RREZZEMNATENMAAEN - BEFR ARG T EERAERA " H#
WA T T AT A BT 0 EFERARE 100 3538 4 BRI AT A A EHATE A
2 ZBVAA AT AHATEUEERMES XM ZEA > BRENEF AU
SZFEZAME > BHMFERFFTAZIFR "REAFEERTALEHE | Y £RHA
EHLE THERRLABERT  MEBNZHEMRFZ LRG> B LEUZET
Z@ A THREES 7R BEAETHES HRB - RE > BREINES

AN Z N By TR2E -

AR A RAALERIGHIAIMEHIAZIELRZER Yy @ EHZ KRB HH
BrAg BH LA A M TR € > REBEHR EH M — B AT AR F X4 B P 93k B 45 2 4B
A BB B RE  BHZ T BHEIARTHENMG A EEE > MARENA TR T RS
HEL LA REFEGBLEOSETHELE  HSRALUERBINMZEH4 MABAEIRETH
4324 € (reasonable chances) A HF TBAZZE » HFRILEER - TTE > BATHHBAARE
ZAb  — AT 0 RIBRSEIEL R 0 584 0 B 89 (20194 ) -
25 Opinion 4/2007 on the Concept of Personal Data, supra note 17, at 15.
2 Bi#> GDPR F &AM ey HIBAZE > FRARF=F - F—&F - F—-18 -
T RBAR(100)EEFH 0999051927 3k (Hidk) @ THBFFARNSZE =AM T > 153218 AT BHE
BEHNAFREREHETOELELABINFTBAL  BRLENE BXBAINZBALTH ) ERE NI
T BEMEMFEBLHEREL FRRAET AN EHE LA AMF I EHFFAZBATH
BEHNLEABAERAATBE  ZLLFTFRPBFUMBET XBHNZMBAZTH, -
B 2IbHIRIR 103 SE T HE 25598 (#idk) @ TR EEERE 2145F | RMERNZBAT
B BTSSR TRERS > ARBARXEHERME LR EXMEE > BIEAA B3
THEHRBESRERHR - @b  BEMBELEREMN - FH  ANE  KITHHNE—BHFELA A
LA EE T R ARBBEATHZAEANAZIXBY  EAERETHAESG BRAGRNEFE
RBFEMEE RS 2455 | AR BRI ZBATH > BRA T4 T - BH2Hk, AR | £
b FIEIR 103 FEIFFH 21238 A M I 3R o
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BT R RETH AR EE AR5 570 B o305 MR $e P48
R bTEINFAE - FHLAEBHEBR LI RATHINFEBEAZLEE A
A EBHBABRZE R -

FoR REWBIEABATHAEERBER BB I AR

MBAHCHERABEMRERLHGER  —AURFRERAEETHRMITES
LR EE > R BRI BT o R AR v 1B Ak HA 4 T VR A RIS AR

AT B A BA A R o WA > B E AT EATERIILR
2o M BRSO R R R AR E AR R e PUABAZE LUT > 4 300 M K08 AR AR
REMIPCIEB R ZIEENZEATH -

Bk HHE KRB EHEMT > BBHEEBRICH T RERBAZBLLE — TR
B BT BEROHNERERTANES - LB MR AL RN IRER
REMBEHAEGABZILZFEFY A—F @ BHEHEREM I A&+~ REL
HFEABTHETEIBIMERE X ABHZERALCBENIERRBREE A
FHBRIE  ARATHE > ATZERY REETRERIERG RS -

THE— {448 R%EICOM 2021 FAERZ "B &1L ~ BREILA S4B BT 15
FERBZE_F Wl HFELIEZ AR ) X R ZBWTENE  FUE
FREBTEIERINE . BB MR EATHRELR 2B A2MHE - B
— PR LTS TR ERE (BAEARNY) | PRHERETEIRE
ko UFE THE BT A 4E R 2 % (means reasonably likely to be used ) 3% H 45 &

A ERFIEIER » RTZE R AR AT EB R T AHBAT R ZPIE

P LR ABRAGZ 0 BN REME E KB HEAT @ A H A A B AR R R R @ R 0
BEREHN TEREERM BT XA R R EAZ R R MRAB R RZ
BRAZEFF X > AW IR ERB AR oM > FRIRMIL (3£21) » B 78-88 ¢

30 Paul Ohm, Broken Promises of Privacy.: Responding to the Surprising Failure of Anonymization, 57 UCLA
L.REv. 1701, 1738 (2010).

3! GDPR art. 1; GDPR 1. 3-4. # BB &% % 1 R T LR -

12
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LB BRI MR R = 0 A RSB T XA A 0 E3RAER sy RE R &
AT REERE T BIHFUFEEEA X R RITHA] ) R it
Bp & 3% B OR a0 B MR SR E R #0] (sufficiently remote) ~ =T 2 ML$LAT 5 2

ZRRE > MO BT R E AR AR GE -
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If an individual is...

A v v

likely to be unlikely to be
: T i ifiabl identifiable, as : ,
directly ndirecty idgﬁggagitl)i&; ik | | identifiability risk | | impossible
identifiable identifiable = : : ; to identif
is insufficiently is sufficiently Y
remote... remote...
...taking into account the means reasonably
likely to be used, with consideration of the:
« data and its environment;
* context, scope and purposes of the
processing; and
+ technical and organisational measures
applied.
With identifiability risk considered in terms of
objective factors, including:
¢ motivation;
e competence needed;
e cost and time required;
+ the available technologies; and
+ legal gateways and likelihood of their use.
(Likely) (Unlikely)
Y Y A4
Then the information is:
A A
Effectively Truly
Personal ;
ersonal data anonymised anonymous

Data protection law does not

Data protection law applies
pr : - apply...

but keep things
under review, as appropriate

B— : BATHEE T T 2 R 2 1A
FHR AR 1CO (2021) 32

321CO, Draft Anonymisation, Pseudonymisation and Privacy Enhancing Technologies Guidance, Chapter 2:
How Do We Ensure Anonymisation Is Effective? [hereinafter Chapter 2 of Draft Guidance] 9 (Oct., 2021),
https://ico.org.uk/media/about-the-ico/documents/4018606/chapter-2-anonymisa tion-draft.pdf.
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TR EEACE AR TS > S BT ANRRTH ZHBARTH
PR LM B E R ¥ 0 %4 GDPR 37532 b § 26 BB A 3R > GDPR R @A A E
4 &3 (anonymous information) * # R Zi#E A E M #ITH KX E &1L (effective
anonymisation ) & ¥2 > {& A} £ 4% (data subject) BT 4F 3705 > LB A B &
mAE LA RAEEY GDPR 2 @A #H -

% B2 B R T 46 82 F 1275 (Health Insurance Portability and Accountability Act
of 1996, HIPAA) 75T A f B Z A AMER B B X AR KD > AT R
#% % 2 2 & & & ( protected health information ) & &k & % 3% & % ( Expert
Determination ) 30k, % 2 # 4% X, (Safe Harbor) 372 7% & 5 X 47 £33 A1 > BrdE
JB AR T A8 AR M e 42 & B A (individually identifiable health information ) 3% >
=T #% HIPAA [R A RLRNPr 6 %, °

FERBET » RFFIR AT AT B S IE AT AR B 2o M AT AR A B A B R AT
AL > B B AR R ERINZFTBAZE > ZERTIEBBATH B &
BBEMEEAZEAY; o RBARSTHRRKA| AT ABE LR > 25 TEEHI

3 WP29, Opinion 05/2014 on  Anonymisation  Techniques, at 9 (Apr. 10, 2014),
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf.
34 GDPR 1.26 “The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer identifiable.”
3545 CFR §164.514(a)(b).
3645 CFR §164.514(b)(1).
3745 CFR §164.514(b)(2)(i).
3845 CFR §164.502(d)(2) “Health information that meets the standard and implementation specifications for
de-identification under § 164.514(a) and (b) is considered not to be individually identifiable health information,
i.e., de-identified.”
3 {5l 4o ik B ER(107) 3542 F % 10703513050 368 (#4%) © TR JEAFAR M ko iR A 2 BAEH
BREAM T AERINE MREZRT A B EERMERNZHCEAL  FIEBBAE
Mo BIFERAZBRAEE )  XhoEHR(103)EEF H 10303510410 3% (&idk) @ Thox@Em
H A ETC BH RS ~ B & ~ BB 2 B R A SR PR R EAT X AT E WAL
R CREENFREFA  BFRMEATHAEZER )  NESATATBMBERLAZ > 2K
W(106) 3B E FH 1060809377 %k (#isk) @ "HMAABRABCTAARACHKBIEAZETE
HBEM o AFE P HRBEABATH  ERESEBN T AERAIME (FlhoB BIEEAZ ML - 20t
BELZEMABARTR) » MAREL 2R X OR8N EHRMERI 25 TEAF - 2R3 5
Bk BEAE A > BIFERZZEARE, -

15 .
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A EFREHNEOBARN  ZEHIRBEE R LBMEAREZBATH &
S5k B b 60 R TR0 ) b R JE % BB A TR 2 AL I -

B8 WP RS BRENF &

F—IR LI BRBA R

EHAMAZMORERG > EZ2RAVEHNNETHABAG SRR ERL
oA EBRBHTENTRENATLSHUE S BAFABR - - F
MEZEMM  ARXREAARERGHELETRLALERT > TRReAMEZ P R
EodA - SR AE - BAERE - HEBN  FHHERBIMEFEANL =
HE% -

B E M BALL REARE LG FEY ~ BEMG > HBNELE 42
o~ WA E R R E R 0 B W X AR A AE B9 A 3R (identifiers ) A E R
(identifying data) 41 o # 3% 5| FRAFBA LB - fldo - B4~ FHBEFRK
AMANEFEHAE > ERUL—ATNNERS  BFAMEMNEZ TR S B MY
FRATAN WBFEEBRINEFTBANNETE L B A AR FR (direct

identifiers ) 2% A 43 %] F M (directly identifying data) ** ; X Bpff R #riZ b & 3879

ORBATBURR 106 FEATF 545 (85%) @ TEAHAHIUEDET > ERER > AUX2H
MASRERE TEATH, c mEAEAATHAZZ T XBHLE, FERTLERR - W RZEHN
FEEAR TEHAE, FE TEA BRECHA FRAERZANBAERMAAKLZ TEAATE
My MBEMHURZEFHEMNZAGRERAA  FTARAXMEE RZREL - 125 KRBT T XHAME
E¥ o BAFEERFGE - RER T AL M ERA TR (B AUR DB E R RS T R
ZiBE) WL EMMA TEATH ) BHE BIBKRAKXBELA TRE R THA ) WL
FAB B R HEERRZA -

4 4wt GDPR ABATMHERTY B K BLEABEARLL FUEEHEMGO BT NEL » BIERN SR

(identifiers) » H ¥ &8 (ERRA) #4 ~ FHEFR - EEH - ABRBRHBRARBEAZSY
B A2 AR O B XERAEEREEEE o GDPR art. 4(1) s.2. & X 4%  “an identifiable
natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.”

42180 25237:2017 cl. 3.21 (directly identifying data) “data (3.14) that directly identifies a single individual”;
ISO 25237:2017 cl. 3.21 (n.1) “Direct identifiers are those data that can be used to identify a person without
additional information or with cross-linking through other information that is in the public domain.” ISO

16
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i RREENZARRZOFBFFRETANE - BBE 4 T@ANAE &
FEBR o BREMELR - BARFERMEIEE - REATH R R IR B AME AL E R
SRR T IR RS BER AR AHMME 2B S REAR — T
Bhe B 0 Bl AR A R B ) 4 9% (indirect identifiers ) ~ P 43 %] & 3 (indirectly
identifying data) 2RI #7) 5% (quasi-identifiers) * °

# b » £33 A4t (de-identification) X FhAE B &9 » i E M T AL HLR ~ K
BERAFTEA (BHER) XHGREMG - BEAEE/LA® (International
Organization for Standardization, ISO) &# 2008 %] %E ~ &7 2017 FL&EER E 2
ISO 25237 " 2 | & 3% —{8 %1t (Health informatics — Pseudonymization) | > {4 4%
AT R A "R R F AR E R AR B e A AT B A 2 — ARATIES
2018 42 ISO/IEC 20889 " [& 44 3% 3% & A K 3Lt 35 8 44455 5 48 (Privacy enhancing
data de-identification terminology and classification of techniques) | * 7F3& 3% ¥ 7| 1t
Hrz F ok > RAEAR P EAAT AR A S ISO/MEC 29100 FEAAR R F R34
& » AR ISO/IEC 20889 2 & % @ KkplbHslr 45 " —#45 T % (dataset) AT
HALE) ik > B R BRARE AT/ R £ B e g R EY, o

£ FAZ & B H 4t % % (National Institute of Standards and Technology,
NIST) # 2015 4 A Bl PII &AMt A R3S > MEN T 8 HN E07)

L4k fiT 69 h e R B3R A ~ R AAL AT a9 18 RSP ER > DL & E A3 A (re-

25237:2017(en) Health informatics — Pseudonymization [hereinafter ISO 25237:2017], 1SO,
https://www.iso.org/obp/ui/#iso:std:is0:25237:ed-1:v1:en (last visited July 15, 2024).

43 Opinion 4/2007 on the Concept of Personal Data, supra note 17, at 12-13.

441S0 25237:2017 cl. 3.28 “data (3.14) that can identify a single person only when used together with other
indirectly identifying data”, cl 3.28 (n.1) “Indirect identifiers can reduce the population to which the person
belongs, possibly down to one if used in combination.” ISO 25237:2017, supra note 42.

45180 25237:2017 ¢1.3.20 (de-identification): “general term for any process of reducing the association between
a set of identifying data (3.14) and the data subject (3.18).” Id.

46 ISO/IEC 20889:2018 cl. 3.7 (de-identification technique): “method for transforming a dataset (3.5) with the
objective of reducing the extent to which information is able to be associated with individual data principals
(3.4).” ISO/IEC 20889:2018(en) Privacy Enhancing Data De-Identification Terminology and Classification of
Techniques, ISO, https://www.iso.org/obp/ui/#iso:std:iso-iec:20889:ed-1:v1:en (last visited July 15, 2024).

17
doi:10.6342/NTU202401988



identification ) FIREX 3f3m & o A RMEZ N EBPRA » FMALRAZIETA UL
AEEREL > XHREHPOHBEARI EMZIAEMITE ~ FAIIEEFY ; BRI
REENABEMARE  BHABIMLELFEREE > MAFRE—RARE
BESOTH (W TFTHE =) - BYREBAZAEHMGERER > Flio @ K
A fERBEE > SHEMNEREAEMYBINEA R B —aEL0 > REE
AR WA R ME R R > KA EHA BN FTEEELEERTBEANKE
B EBAIMLRMER > PRBKEBATHOBINLE  CHAE— PHITER
v A AL B AR &

Bk ) SR e v 3%

Gy RIEREE LG 1 RAL CidsE
= BAZIH  REEHEH  ABERR A A
BAZE# BAZEH Z Hok

<

£ F R0 T2 A
HoAZ 3 R A2 B

B = Eoksa
%k AR @ Simson L. Garfinkel (2015) 4 » R K084 %

47 Simson L. Garfinkel, NISTIR 8053: De-Identification of Personal Information, NIST 1 (Oct., 2015),
https://nvIpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf. /& X % @ “De-identification is a tool that
organizations can use to remove personal information from data that they collect, use, archive, and share with
other organizations. . . De-identification is not a single technique, but a collection of approaches, algorithms,
and tools that can be applied to different kinds of data with differing levels of effectiveness.”

® Id. at 5-6.

YId até.
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% —#% L8Rt - B LI RB LB
FEAL - ELIEFBEILZRAE EHLARMEDRAMLE @ LAL T
WIFIRAE > MARRFERZEAR - KARA TR ARKBMT @y A K » Hb=18
WEBLABATR G > UMEALELETH T » ARELEZ L EHRICLRE
R ERAE T XBAEF LB A -
B0 #ISOAZE 4T E & RE > 1SO25237 A X 3|AME ~ B &1k ~ RIBE L 4E
SR & & A B 44t (anonymization) 35 "B AE M AT R T BILe) B 0 (R
EHEBABRERENEEEERRBEMET SFT » HER B EBMRE R
0 5 F#AME (de-identification) 45 " i D 38 5] Bk 2 B0 £ 88 BT 2 B B 6042 4T 18
2z — MBS | B 41t (pseudonymization) & T —FHF F e E B ALEA - ¥
FEHRET N ERE BB R 0 XA TR XA M R — RS AR
% 2 R ILB%ES2 ) 5 ISO/IEC 29100 A £ A #2330 80 - 8 &1k 45 [ 4% PIL + a9 3803
BB L A4 F (alias) BARGG— R H K3 > BRMETRARA > RE
LB Z BRI BB AR TR REEUIIZE A F B BB L KT
B AR ER G TR
HIb FBRE > ERML SR EAARNE LIt EILERATRE > 235
BEGEHNERETEAZMBYE > UERERBRNBAREEZEHAER

S01SO 25237:2017 cl.3.2 (anonymization): “process by which personal data (3.37) is irreversibly altered in
such a way that a data subject can no longer be identified directly or indirectly, either by the data controller
alone or in collaboration with any other party.” ISO 25237:2017, supra note 42.

S11S025237:2017 ¢1.3.20 (de-identification): “general term for any process of reducing the association between
a set of identifying data (3.14) and the data subject (3.18).” Id.

521S0 25237:2017 cl.3.42 (pseudonymization): “particular type of de-identification (3.20) that both removes
the association with a data subject (3.18) and adds an association between a particular set of characteristics
relating to the data subject and one or more pseudonyms (3.43)” Id.

33 ISO/IEC 29100:2011 cl. 3.22 (pseudonymization): “process applied to personally identifiable information
(PII) (3.7) which replaces identifying information with an alias.” ISO/IEC 29100:2024(en) Information
Technology — Security Techniques — Privacy Framework, 1SO, https://www.iso.org/obp/ui/en/#iso:std:iso-
iec:29100:ed-2:v1:en (last visited July 15, 2024).

S Id. atcl. 3.22 (n. 2).
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o BE AL EBALYE D AL B MG ERAEZE > BLHILARFHEENEES
WAk > BRI M LER TR ALAT AEE > KX/ EHR LA B
AZER > B A ISO ZEHNE LT & PAAMAe " AT & B8N
B At —RBHM - 8 XBRENBOBMSAFRE > WAL A R E RSB
TR ENB A IR EIRA AT AR ESES - BREILAI AT BRI R
bR EE 0 B ARBRN LR E RN T E N EREIEE RS
EBATIZ MR REEE T ERELNTHIMER EHELRERE 2
FRBAZTREMN  HEFETHEINELILHRE -

MELILh B AL 25 > TH—FFZBE M - THA S FHRAMTAARZ K
WATIM - BELAERMAE T £ ) HFEEANEHAEHREMG  REBENESX
WAL - B BH > denk ~ ERFBEIRFRAENE B FRRC RE R
EEENR T e b R84 P e AR BT o B G AL BT R A LR G L E R 8 603K

BER EEHFAEREAABZENEMORETETERS ) THE 1L
EREF 0 BEALE RFE B R T A FIMAXIMIB > mAMBRI FINBRE T
T A58 (separated) ° W X M4 BAF e iR & 48 ZHE (referenced) *° 5
AR BECBEMLEREZI T2 E®RIE (FBESL) RE > NiRA T
(traceable anonymity ) o B LB LT At S R X AR » TLBTF

B = Bl w9 6 B A4 0 5 -

55 Garfinkel, supra note 47, at 3.

% Rose Tinabo et al., Anonymisation Vs. Pseudonymisation: Which One Is Most Useful for Both Privacy
Protection and Usefulness of E-Healthcare Data, INST. OF ELEC. AND ELEC. ENG’R [IEEE] 2 (2010),
https://ieeexplore.icee.org/stamp/stamp.jsp?tp=&arnumber=5402501.

57 Andreas Pfitzmann & Marit Hansen, Anonymity, Unlinkability, Unobservability, Pseudonymity, and Identity
Management — A Consolidated Proposal for Terminology (v0.28), TU DRESDEN 6 (May 29, 2006),
https://dud.inf.tu-dresden.de/literatur/Anon_Terminology v0.28.pdf.

58 Tinabo et al., supra note 56, at 3.

9 Johannes Heurix et al., Pseudonymization with Metadata Encryption for Privacy-Preserving Searchable
Documents, IEEE 3011-12 (2012), https://iceexplore.icee.org/stamp/stamp.jsp?tp=&arnumber=6149189.

60 1d. at 3013.
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Anonymous

Individual characteristics

B=: EBLgitiireREME
%k A B Rose Tinabo et al. (2009 ) 6!

?
a<

Pseudonym

Individual characteristics

B RGBT R ER D
%k B Rose Tinabo et al. (2009 ) 62

— R E WA BT e B BT X B FE
A INF oL B B BA 6 & R A AL e B X R e Bl R 0 m B — B EL B WA
B EARE ARG EFIEAIRT T - BEREIE - BE RFZBAMLy EAET 7% LA
—H AR Bk RERFREHEEXRRREARZBTATATIREA  RAHMNE
R ERRE ZIERB G > 1F AR X EBMIEHE#ES - Bk KRR LA L

%! Tinabo et al., supra note 56, at 2.

02 Id. at 3.

S RBAKKEEFFE 111 FEHFE B RARBIARNERLE B 6 M FERKTERLRE
1N EEHFE BEFARSRRAERLEL > B 67
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PR T e B e Fo R E BATHUE » TRRBE I B o E AT @ EA TR N 2R
B AR FE o

ha AR ISO/IEC 18033-1 /MM X X & » & — T H& (reversible) B &k #in
WAz FREREE L E A B FHIXF (ciphertext) R4 B RN A (plaintext) AT
i UBRBNGANEN wEHTEEEEBBERN > wEREREAAZGFLEAT
HBAHFEFBHXFEATHAFE (decryption) * EmFARNEEHA KRR LT HE
(readable) #975 K% o B BB GAL BT EF R A LRM » B A — BB EHN
BOF R HERKE L > MBS R A EIARE A AR TR S A 0 3 R0 o

R BN EZHRETRRAD ERBE RN REHREZBTERT > Uk
FEHABAGE O ERER PR ESEP T ER  DREEHNAEMERAEZF
A% FHib B REBAIMCESEB O LB FAARE » XA RMT ERHL
# U %18 Adt (depersonalization) | > HBE ZILRMEILZ T X » HRRERE
AR EARGEENE  SEZHHREFOGTLZEN T TRINBEAG TR S
MER A -—HENREHENIE > 5 AR EN BN ZHILARTE NN
R BRAERHEOZAREER  BRAXRENERNE  InETRGHE LR
—RARERABARNER FTTARALEHEREFPEAETE - HRBYERN

%4 ISO/IEC 18033-1:2021 cl.3.11 (encryption): “(reversible) transformation of data by an encryption algorithm
(3.12) to produce ciphertext (3.7), i.e. to hide the information content of the data.” ISO/IEC 18033-1:2021(En)
Information Security — Encryption Algorithms — Part 1: General, 1SO, https://www.iso.org/obp/ui/#is
o:std:iso-iec:18033:-1:ed-3:v1:en:term:3.20 (last visited July 15, 2024).

5 Agencia Espafiola de Proteccion de Datos [AEPD] & EDPB, 10 Misunderstandings Related to
Anonymisation (misunderstanding 2) (Apr. 27, 2021), https://www.edps.curopa.eu/system/files/2021-04/21-04-
27 aepd-edps_anonymisation_en_5.pdf.

6 Jd. (misunderstanding 2). BX 2 GDPR #3052 4 F Br 38 m Z 8 JE B & £l » 12T 15 A — M fr &by =
B HFABREFE=F -F—H - -F=A - F—%-

67 Heurix et al., supra note 59, at 3012.

8 Amitai Richman, Pseudonymization Vs Encryption: Understanding the Differences, K2VIEW (Aug. 25, 2023),
https://www.k2view.com/blog/pseudonymization-vs-encryption/#How-Pseudonymization-Works-Preserving-
Privacy-Through-Data-Anonymization.
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mEGNEFA R FTRBREFRETRIALNETUER - BTEF R
FTHEF2GEIHBHMFERRA " HETFIHUARPEEL LR AT AEL A —
TREZEMEN  UREAZIALELHEHEWE BREFHET > FULAHEE
MAERE ) o BRWNHBMFTHREMFNMEN 1135 6 A 27 B AEZBERE
RABMEER "HE ) ARAAZEZHNY FEETHEMER TEIBRAHR
TFXMHEL, X284 BRAETFTHREZH -

F_R FBICH T ARERTHRER
F—R FRAZHWAELR

FHIC T RR S BIERETAMAR - BHLAFS O R0 F
BEEEHEBANEHAEASLR  BHEEG - EF R LT ZHBENRY ETINETS
Wi RRBGHFRLT ARET > FRBEBHEENEROHER  RERF R H#RF
ARy EfodeR] o L AEKM G ey EMAME TR T X -

BK % WP29 72 2014 4 H B St MAEHA G EALET Y (UTH#H "204 58
RE ) RMRETHELILTARAREREErAMAE - F— RENKLXER
RERBERE P AN~ L3 (BPREHR) » HEHEEHEFHRAFL
EHEREERHHR G P RITRLEET > b T oo B A KL
(Randomization) & # % [&447% (Differential Privacy) 72 ; % — KRIEA & B EH M %
BEsAL > ko BT U RE M E > A X FRERE EM OB STRA > o
BMEME TR TR — L AREREL WREETHETHEHES —%

CEFRESMGEERGEELRA A2

NEEE B4

THREAARREREARAR BN EGEBFRAZ BB AR P R ERARE - MR R R R
METHFOREE N B ERXERE - B EEe ID o BFREGRBETRENER
ERBERAZHERARRAEWETHEEHELARTFER - FHRBERRERE IR oay 2
g FRAGUEFwRE - F & F-R - F K

2 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 12-16.
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REGEEN  WBEFTANIEINLTREaS %% % (Aggregation) fv K B ZAEZ
(K-anonymity ) %73 BB F —RBEEER > UREZE HEAEEE EERNE

REN EERRRSEHAERHEA -

1. K 4% AL #% (Randomization )

FEAALSU A R R B BAE TR B BANE (value) > KRS T
ey R M (veracity) @ FEMONERAHER > WA TETA LS EANFHMEY
B AZ BN REME »itb— R BITRZBEAF K —BEHNEXIET A
—IEEMNAN R R ERE 0 F P FIRIERER (inference risks) 892 R -

AEBBAEL > ERXF @5 wTF#E (Noise Addition) $ F#: (Permutation )
B REAT - D THEABAERGREETHG B - FIHE - FERFR N FMHZ
ART » RNEEZHERNBE B P wANBEEMAED ; BRAZ A TEET O —HREH%
BA S RRFAERRBOBEANE > MAKE —BTHE PHEEHBMEEEKGHME
AR (swap) @ Bl BERETHATFASS SBBALHETIRFL > F2R
BHAEWEE I AR BEZT  SEHAEANTEN EBE 8208 T HERET -

2. £ &% (Aggregation)
TEE XM TREE) > RIEBFRLEHORNBE AL ELS LB REL >

hofmd8fE ~ PFIHME C RARMA C ROAME > RRE X DE RS EFT o Sk S

3 Id. at 16-19.

MAHEH - MEE TR RIAZIBATRERAIMCT & > THEZ 34 50 B 24 (2016 F) -
Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 12.

P~ mEAE (3£74) 0 R 24

6 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 13-14.

B~ MEAE (3£74) 0 R 24
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8 (aggregate statistic) SRR A BB HE R L RBEHN 2% FeBEEME—W T

AR dbEREREALZ > B RGHR -

3.K B %4E% (K-anonymity )

K B Z1EZ &k T & & Latanya Sweeney 4 H 1998 8451 % 2a X F AT i 49
B EAAREF R > Sweeney 1R BERMMBRXBEEHN FEFANLEL -
FRMAFEEBI AN ERR UM E R ER B LB R BERAEKRED
BERMERHAMENR  CRESLHEENWREZETNTRMELER LY
HRAAA - ¥ K BELAERGIRE R A 88 M E8] BT A £ 69 B35 E
Fé—g °

K BELERGRE  THEBREAPEABYEHOIFIRETER - BFRIE—F
RMEEREY A —FMHN AL FFHH 150 20 BB E 64 MTHRERALL
o BFEMNAEG P EFRA R LR BTG S S EHMALEAL 150 207
64 N A BRHEABREAFHKEACE R RR AL BRSO LHR
BEMHLTAAELEREY  MEZERLEFUEBERGLH T > Frozs il
B R BB ERS o Hib > Sweeney HE AKX XK AN E PO EHEH—
RENARENE  BE®T  RARTHETEEMAIENEEGTHE —SHEE
HEM ZTEHEFENXERA KA KEASK KEEHE P HFES4EEMELA
BHEHOENERR S > FHILIBECRER > BRSECLBH A HREAR

EEAGERTTAN—F -

8 Ohm, supra note 30, at 1715.

7 See generally Latanya Sweeney, K-anonymity: A Model for Protecting Privacy, 10(5) INT’L J. UNCERTAINTY,
FuzzINESS & KNOWLEDGE-BASED SYS. 557 (2002).

80 Id. at 558-59.

S EBM R BABRIBMEARE REANEGEEF 7548 B34 (2019F) -
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Jr BB 4% 4F £ & 48 A4tk (Generalization) ¥4 #]|% (Suppression) # &
BATRIE  EEMEER K ERTHBAR - ZALEZIH K BB N SR
Bl BB FE A REMEE > EFERENMEITHRAHIFENETHE | £
Kkt THEBHE* (Rounding) BB ERGSEEMAELAXTHAE AL E
Bl 0 RAUTAI/E I %4 (Top- / Bottom- coding) &9 X > #& B84 o4 T4 BE 3
BB RN BONA LA o dphliR AR &5 &8k4r 4] (Record Suppression) #|i4x 8 —
T (fpakfd) ~ B3Rdp#Hl (Field Suppression) ° BPMIFRSLRPE B R &9 %85 » AR
#E (Masking) BHREME T LG E R FIRFEHES -

4. £ &4n% (Differential Privacy )

E IS Fn kR G ke B9 £ F Cynthis Dwork 7 2006 47 3% i 89 & kS A0 4%
0 ST E A E (statistical database) AERAAZE) » EZ R AL EFEE TH
WREB AT HA T > T BT TEARRRL B RGRRY LR TR T E LM
RAEFT R R BEAZE R LHEGEALT  SLEBEFFEERONEERETCABEE
GAES > EHERF BB BRREMNENWMELER > Foh HF @A EEER -

ENBREREBANZRTZORN  FEHNENES I AT ERITZLAT
- -THAKBENBEARGEHRTEZAKY Dif D AEEZ—EALEWENE
& 0 BAN— BRI B % (randomized function) K > 4 $eRl & TAEFTH THE & 4 4
BHLERBEAS Y HEXKAKALERE DiFe Dy ¥ E AR H & RaymEAME
CHREE T EARENRE - S HMAR ) ATELFEHE T EHE > SR —

RomEg - MaaE (3£74) 0 B 240

8 25k~ S EM 0 AREEZEHNZBI QAR RIT R ¢ RIEH ISO/MEC 2nd WD 20889 : 2016-
05-30 > B3 MZ L@ > 224548 B8 (2016 %) -

8 See generally Cynthia Dwork, Differential Privacy: A Survey of Results, in THEORY AND APPLICATIONS OF
MODELS OF COMPUTATION 1 (Manindra Agrawal ed al. eds, 2008).

8 1d at1.

8 Id. at 2.
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EHAEBBAFENEREREIAREL  ERERCEI VIR ELEREE
AREB DI RDy dotb—R > FAAEEFINEAFERX RO AE -

Pr[[C(D;) € S] < exp(e) x Pr[K(D3) € S|

NEREERR L THa AR E X (interactive) #IFR Z X (non-interactive )
MAEEAERAEX REABAZHEALLERFTEHRENN @ > EAH (user) MEH
B (database) % EH 4t Eu9ds 4 (query) % > & " 4 % (curator) #4ERA #
HFHOENH L AN RO DR (response) wAEFZ )5 MIE BEITEE ; R
BEXABEXNZERASE R L ERERTHNRESL  FHEEKENEEBERELY -

5. GAN A& & & # %
GAN A R B E R B BHEHIUA R4 (Generative Adversarial Network, GAN )

ZERBREEN > RELE R EHRS KB (synthetic data) BURR 46 R A&

W

RO HAR - RESREMNEHCHARBEN - R SR EFBIT 24 00 F ok

mf

}

C MR AE R R TR LR E BRG]

T

GAN i A £ AR AHM R A ER (4 KM%, 7 TE3 ML | & iamibs
W35t BB XA FEIR B AR T B ANS - AROBAARLTEE &
RS BN GAN AR % (generator) &4 —8 &R EH > B GAN 45 %
(discriminator ) %42 & H 604 A B # SR 4 B R HEAT PR 0 HOHR B AT A 00 B B
PREMGEFRE GAN A5 HEAMA RO ERE R REE GAN 425 5 ey 913k
Bk o

Yid atl. 28F > REALE B A SNEAL T ML EMEMH > AEME 0 2158 6% > B 78 (2018
#)

BREFBHRERRA > A EH (synthetic data) ° 2020 % 10 A > https:/stli.iii.org.tw/article-
detail.aspx?no=6 4&tp=1&d=8532 (&% #IE B 1202457 H 158) -
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17 [

HEER

Z : GAN Uit & 6 R B FH 2 3R 1F A
ERRR  FHEF (2021) ¥

g L6y TRk 0 GAN AR B RE GBS AR  REBAREZ AR T
BRFERGT oMM ERRGA KRB B EEGRAZMAEY - RE T EHKi0
FREIRE 2017 42 0 B4R A GAN A & B REE B B R L8 be e - O 3048
Bl XEBMRAER B E SN ER > IR F FHRSEE AR GAN &
R RERE M TARERILE > BEARDES - BREHFR T EK S B
BEMREFBITHEMAE L  BHAESANETHER/RZEER » HNE SRR -
FiBE Py AR R AR o

Bt o M EMAIE S IR AR MM A » F WA BB A B B
B3 8 A B 0 R IE R R AOR R 0 T Tk Rk AR H BRI L - W e A
FAREE G AT RS EMKEL  EERRBAREHIETORE £ FEHG R
B 48 R 1 Ao RS S R AE A 2 A0 B Ao T R A 0 BARISECR B8 T ROy ok

O FgEP o ATHERA T EAARERE T BRI HERFDRFHEALERE P S 2021 F10
A 18 B https //trh.gase.most.ntnu.edu.tw/tw/article/content/247 (& i%£#|% 8 12024 7 A 158) -
NEZEH [# KBEZE GAN &I ELSRE > BABESLE] THRE 3 BB H %
iThome 2021 # 5 B 21 B - https://www.ithome.com.tw/news/144539 (&% %% 8 2024 & 7 A 15
B) °

O ) k3% o

92 5] k3% o
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UEP AR EARERFARR - A THFLERETHEFEA G SRR

BF = > BREFEHAEE -

B3 WAL ERHRARL

ﬁﬂ

I BMTE R — BB TEETHIEN - BHAEEQE M EH
(data subjects) REL BRI > @K RFUEHELSETERENE (dataset) * &
FOSFLEANBINENR BZERERTERINCRETE%Z > €A4E — 0
FOAMANEROMBEMNE > WHFALRARBEEHE > —BERREER (FfEA
BRAPTAEGEA ER) > A —EREEA B AERE BRI ERE > 2R
ZEEBIMCZEOFMBERE > AIeRARREHER TN RELTER - GebE %
REAER MR B REFRE N T AZBEMEM W% (Data Use Agreement,
DUA) #4537 ¥ B R EREL 212428 % =F (Trusted Data Recipients) * %%

HAHBEEHIMLREZYNERENH T RARER -

Trusted
Data

Data use

i agreeme ini
Alco L & | Dataset & Dataset 9 : ecipient
Bob |— & with P thought to
B i & have no
Sl B WUZ?aa & personal
el o data . Unvetted
Published Data

Data Subjects Recipients

B WAL REN R AR
Bk B Simson L. Garfinkel (2016) %3

93 Garfinkel, supra note 47, at 9.
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F =] WS EE FRAER
F—R FHNCHETREANBRBEBE

BB EAD R AT BN A RBURAT BGE R LR AL BOR 61
FEARAREEMMBRRAABRERNTAAGBRINET R AR FHRE R EALE
B AomERAL  REEBTETHNEET T ZF > M &ER P 5HFE
BB AR Ae BB AR (utility) BeIZ AT X -

BRAREEETHNAANEELAET EARERZHESMS B & > ENERAME
TR EMRIE > M AMCAE GBI BERGT o T AN - KR EE X
ZEZREAHGSKIE A K BELZEEREFHSARMENERE & BRI
FA—REZ > BEFEMENTRAIKEHNEEFHEI ~ B HIL 0 2B L4
AL B E T HABE Rl FEHAOBMAE N Z QS - B ZLeyF e
EMETARF T HOERCR G AR E - QB ETERGTAR > KOEHFE
FEy A AB A RITH 40 -

FEMALEBUR ~ 20 RAARETF > ETER U mAALEE ARG RETX - Z3FE
MEBILW B BHOBLEZLRETRANHNRELENGELLZE - &
o MABEM XY RE B EITIEL  CHRTHEZIEREMNETREEE R A
¥ ho s R EAF L EE > B eE B AR AL X B A B MG szt Lagda
BltE BN BRI E  RAITASHBEHMEBENRS Ko EBEH Y
RBAHBmBE -

£AMbe B SRR BR TR T OARBAT OB R > Bt kT %H
BERT oI ATRTHFUARAZEREEAMEGREME > AIATHMERL L
EERAZHIICI AR ERZFER K -

9 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 16.
% Id. at 14.

30
doi:10.6342/NTU202401988



B =3 HIEEHRIL TR T £ 3 b o) 47 B 3%

REEAZRIBAPLE > THETHALZART TRRETALHBILE
(structured data) FvJE #5486 E# (unstructured data) - &HLEH LTI A LB HE
%% (organized) ~ Hh & £t (predefined) ~ 5 5 itk B F B &P RpA
(decipherable ) &) &HHHARI - fl4o : FA& T K PN QAT A AR L4k 540 T B £ 777
B ER ; FEBILEHAZZHE R MANEZLIFRFETHPERTRAGEX ~ R
AR 2RO BEAER > flo B1E - BERETHMF - ABEXFIEMUE RE
THERGXFMEFE -

ARTATHE » F Ry 3 AE a1 £ 7 X 0 30 B a0k BT AR R
UHEARAFIRINX > @R EBAEL TABKRE (detection) ;| FHR AR Pk
BIER o REBEBHERT U "B (masking) | - TR GNF B a9t
AFMEET i UBREHTEBREEFXBABITRE - 2O ES - B R
R IFAK M F B ERPATE R EREBETHEAETRMELESEHE
8 b B3RS o BT > RBESI U LA X AR RIFERI T X 2R > IF
BRI E R KRR E Q) A EHEILE Ry =210

AR AAEHNERICER 0 ZHIFLBRCET R ET IR BEFS - £8
HALER Y THREZRALBARNENAEE TN IR RS BHEARIE
MR B A RBEG B ARFRER (Bl @ R FE = BMEARIH M
FBEMANT WHRAANBBREZE )  RAFFEBLERT  SEHE

% Structured Versus Unstructured Data: What'’s the Difference?, IBM (June 29, 2021), https://www.ibm.c
om/think/topics/structured-vs-unstructured-data.

97 See Mary Shacklett, Structured vs Unstructured Data: Key Differences, DATAMATION (Nov. 23, 2023),
https://www.datamation.com/big-data/structured-vs-unstructured-data/.

B Id.

% Glossary: Unstructured Data, RESOURCES.DATA.GOV, https://resources.data.gov/glossary/unstructured-data/
(last visited July 15, 2024).

100 Robert Heeg, Possibilities and Limitations, of Unstructured Data, RESEARCHWORLD (Feb. 20, 2023),
https://researchworld.com/articles/possibilities-and-limitations-of-unstructured-data.
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Btk ~ BHE R LEAXERAERFL - WA R EAE ORI B RBARZ
T BEEHAAZEMSBNEAE (Flo T Xk AKE (Addison’s disease) | F &
W BRBRRBABABL TURIG)  BAEFRTERETHNE T HATRIKE A
At IE AR AT H] BT 100 > S AEAF IR ARAL B AL BATIIZAAREMBA T X
TR 38102 o

BE o AR ETRBAUF  RTXFHEN  BE - AT RESHER
74 (mutimedia data) RIRF > TFT AE2 A =T #AME A B9 B B30 > #40 © Google
Map 8987 % AL T AE I B AL NG9 SNR - BEARERH 5 £ B4 TEAKRIF IR
Friche h 2B ) R - SR E R AR TBANELET NS - AENETHE
% BAEHEZMNER (high dimensional data) > B AZF SR L > 4L
SRS TRMEREGRS  FRENRBEARBLIN ARG RENKETRS A€
BEHEBRSOEERNFGHEZRIO; Jbsh > TR AE LA ET B EME
fir b B AR RG] BRI B E T T e A R B E R BRI TS
B AR AT Ee)— RHLH - st RN IEEHBILBER M T > AAEEER AN

EFHAMET BN ARREAEHBHROTE > BENEELTRIAETH R

106 o

101 Emily M. Weitzenboeck et al., The GDPR and Unstructured Data: Is Anonymization Possible?, 12(3) INT’L
DATA PRIv. L. 184, 188 (2022).

102 Fadi Hassan et al., Anonymization of Unstructured Data Via Named-Entity Recognition, in MODELING
DECISIONS FOR ARTIFICIAL INTELLIGENCE 296, 297 (Viceng Torra et al. eds, 2018)

BHET > BHEB R BN 0 APRE 428 ' 39 (2009 F) -

104 5] k2% ; Garfinkel, supra note 47, at 32.

105 Garfinkel, supra note 47, at 33.

106 Weitzenboeck et al., supra note 101, at 189.
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B8 MBI A e EFNBA A
% — 3R TR EHWA
F—REFBHAZAND
% # #% 3 ( re-identification ) * X # & T A% 3 4, X T X B £ 1t
(deanonymization) | > A3 BB PR E O£ ERILBE PR IR ~ BEROEA
A ER U EAREBHNERBESRERABYZIRAFBREI® HH
ICO £ pasfey T B 44 B EMAERRE R A (Anonymisation: Managing

Data Protection Risk Code of Conduct) | X#F » R EHB|A L £ 4 » A BH L

FHHANAROGFLE > EERRADTBICHERG BRI K B
fEAT — AL WMAEEM T EAPER LR ERGBINREAR > FHEHARBEE
EEMTHAEZIERNT - @R EEHCEEHINCRE > MBEARTL2HABIHZ
FEE AR - BFBEOTRME > SHENEROS 5 B ANRLBRENRI B R
BTREME  XEBA BN EBICE A & " %A EKR (residual risk) 10 -

B_REBRBELHENBRNEAEL
RTFZEAELRAGELEHAER T AHBHEEE EFEALHETXER
LRI AR BN EXBAZAFABTHEBL > BT RAIE IR > &L

BHRELRFZEZER -

107 Garfinkel, supra note 47, at 9.

108 Info. and Priv. Comm’r of Ont. [IPC], De-identification Guidelines for Structured Data, at 2 (June, 2016),
https://www.ipc.on.ca/wp-content/uploads/2016/08/Deidentification-Guidelines-for-Structured-Data.pdf.

109 ICO, Anonymisation: Managing Data Protection Risk Code of Conduct, at 6 (Nov., 2012), https://ico.org.u
k/media/1061/anonymisation-code.pdf.

110 Michele Finck & Frank Pallas, They Who Must Not Be Identified—Distinguishing Personal from Non-
Personal Data Under the GDPR, 10(1) INT’L DATA PrIV. L. 11, 35 (2020).
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LR BB RER
— B FE 4 4 & Latanya Sweeney 89 % > £ 1990 W B AT E R
AT EREAEARZPEEABRABI ZFAR N > BFTHIE 87%8 %
AR X 3% ERARTEBLEMAME ~ WA fo 4 B IR ® - £
HBEOMRT > LA THEZwfMERAMEMETENRY - FEMBHZEN
8 842 A% B (Group Insurance Commission, GIC ) 2% M BUF# A B R £ 4B
#£4 135,000 & A B R B L LWL REZREIRELZMARE R E
EFAEERAN .
GIC BEREEREMAT > CAMRKES -~ uthoit R 2HERABR EAH
o e A BHEl - BRI R - MR s8R M R Bk LN AR A T AR
@113 o {2 Latanya Sweeney 4747 4 1 i M SR AT A B B R B2 4 M E 4 518
EPAARZIMSL ~ buk ~ HFRER - BABRPMHFERE N 8 GIC BdH
TR EMRILLEE > RERDEBR AR PARTH RN k&) BRask -1

2.AOL AR FER

FoAAFHAE AL 2006 F 8 A 0 AR AR FRISEREHE America Online
LLC (AOL) ## 65 ¥ %M P &£ &0t =18 A W48 2000 ¥ £694 B4 F 08|
FrthEM ~HAERMEENARERESERETREA - 2HYEHRAR

1 [ atanya Sweeney, Simple Demographics Often Identify People Uniquely 2 (Carnegie Mellon Univ., Data
Priv. Working Paper No. 3, 2000).

2 1d at2.

113 Ira S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91(2) WASH. L. REv. 703, 711 (2016).

114 Sweeney, supra note 111, at 2.

1S puplic Comments: August 2006 — FTC Complaint About Search AOL Data Releases, WORLD PRIV. FORUM
(Aug. 16, 2006), https://www.worldprivacyforum.org/2006/08/public-comments-ftc-complaint-about-search-
aol-data-releases/.
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Bas P E IS @B RRNEFRLHk S a - e R LA HLMA
P T AE A 14 T AR SN B4R AT B RI6

AOL £ HEHATAMEN P28 ~IPat 8% (AHE) HA T RS A
WRBGTXEZR > BEARERTHARERAZEE > EREENAG B GHE
Btk REMEREAMEIHELEBEHFERNEARAT—BERBEHKIRGA
F oo BPfE AOL ©iPrfE i &) TR EAT 3801 > R ey Z - N AR P ES
M FHEFNERRETRENEZEBNRELEE@EE  HOURARBEHNFEA L
BWEE T HRBIBE -

ARG EEETERETR > BEAREFRECMERIEERS AN > HAEH
#TFERA ~ T60 REFBEA, ~ "THBRBE,, ~ "HEEMAMBEHRYE
A em ) ~ T EHG BN Shadow Lake Bty & 2 B | S F s F ¥ -
HREHBIR 41774 RPHEFTHSL > 150 E B 62 ROFEF - FELEE BMAE
B~ RZ=Z8/ 0 BEREF LENFHEMA LA YRR AN o

3. Netflix & &0 L8800 £

% AR F A RIARE £ 4 2006 4 > Netflix AR AL EHHE & soeh Bt o EARM
REEMERE > REY 50 B ETHMA P4 1999 2 2005 FHMALE 1 KE0E
It sk AE AL E PR IR E N o Netflix FRAFEL G BT LA EHR
EFEARENR  EEMALGKERNEIZXIT  IREHAZESAL L -
B e BRI SR WA KPR P LR ER AL AR GEHE T AR
RER > BEHHABREREETERIMCR S -

116 Michael Arrington, AOL Proudly Releases Massive Amounts of Private Data, TECHCRUNCH (Aug. 7, 2006;
9:17 AM), https://techcrunch.com/2006/08/06/aol-proudly-releases-massive-amounts-of-user-search-data/.

7 Michael Barbaro & Tom Zeller Jr., 4 Face Is Exposed for AOL Searcher No. 4417749, THE N.Y. TIMES
(Aug. 9, 2006), https://www.nytimes.com/2006/08/09/technology/09aol.html.

18 Arvind Narayanan & Vitaly Shmatikov, Robust De-Anonymization of Large Sparse Datasets, in 2008 IEEE
SYMPOSIUM ON SECURITY AND PRIVACY 111, 118 (2008).
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#k M > F4% Arvind Narayanan #= Vitaly Shmatikov H 4L 4& %, & #7 A 2 R A7 T 542
24 R Netflix BHE O EHEER T » Ao (Internet Movie Database,
IMDb) LG EHIF LSBT R - £ 50 LATEHA IMDb B T3Fo ey /A P
¥ BPA 2 &M P T Netflix 695 #A 4 FH ¥4 #3870 & R Arvind
Narayanan #v Vitaly Shmatikov 89#FF %4 R%EH > A ERBALH Y - R L8N E
oo BBRPEZA S S T RA LR ENRLE > M TR UAEHNAI Netflix #
H BN ER B R0

P ZAEGIBERY > BREBACER PHARFANSEBEATR AE
thRAIE T A G ; bk FJEE] Paul Ohm AT#BLE 24 " L% BPiE S (Release-and-
Forget) | MEAXFAEE » K H3F 2 EMREELHF L EMAbR oy F M 2k
B (HRELAH RETFTEAIMMEACABNNNERAE) £ EREHEH
ME - BRABHEKRBREHLOPE - SREKF T BITERICARER L 94
AEEHLETHFR  BRAFTLAFSBEARE  AARTHAEN R G EE
FR12e

R LA AEHENRNGE I AL ENRNIEEABRL - T T FEA
BAFA > RRBEERINCERFEXTRFADERE - AR LB F > BAX
MBALBRARBAFLEBETBNZART » T HOERNLY TR ETEN
WAL plhe D RBRE BRI E ST RTINS FACREREW R
BBREFEAREZERERS  RAANLHARIFMBEEB Y ERER

DUA #9355 BE M ey Ak B H 5122

9 1d. at 122-23.

120 1d. at 120-23.

121 Ohm, supra note 30, at 1711-12.
122 Garfinkel, supra note 47, at 10.
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% =R EAHA SR

EERBRPEFET-RRARAZT > ERFLLFREBLAFENR - B
REXRBREZSEETE  RIFREAMMBAGRKEEN > 3510 LEHBHTAEKN
O E M TRTHRRGEELLE -

F—Ak BEAR

%2 ¥ (linkage attack) ZIEAF A F R EH - 2H B ME LB B R
(auxiliary information) EATIL¥ @ HHFEEAREE LHBILERE PO £k
B2 dbEF A M EAN S S Fo LB AT o ey AOL ~ Netflix v GIC
BAAFH AR AT H T FAFREHTIEEE F AR LR

B A ANELER - RAHMEEMEBIORE R - BB IE® TR P A
SHGERETNA > B MRS Bk o

)40 £ Netflix £ ¥ » Netflix FTFEH A P 370 ER 0B B RE T35 F R
iMDb 483k E AR &30 B3R o E ER TSR ey mmtt > SRR AAEMEH
X8 (AP PARENERAS (ERNIFLERE) A EH — LR 4
B > Bk 0 BP4Z Netflix &% A P & F0 & 25 AT X3 AL IR 22 - 1743 48 &y iMDb 48
b Eay A B RE BB E DL Netflix IREH PR FrLBFTROBEAS
&4 A M2 AL iIMDb fv Netflix oy Haeg B %370 425k o 44 M 4T 4o 3% 18 A Y

HEDZBA O RAT -

123 Rubinstein & Hartzog, supra note 113, at 711.

¥ doi:10.6342/NTU202401988



X4 e GIC £ > 32K GIC ©H BREN T4 & ~ dbabfoit & 22255 F 307
B3P LML 0 12 Latanya Sweeney 1 17 #83% R &2 4 M > £ GIC BAR T AR
EEHMME (wTEEL) » ROV ELBRENLEFBNEA > GbiFoH i
A GE R R BRI

Medical Data Voter List

B RO B R 5 e R R B 44
Z# &R © Latanya Sweeney (2002) 124
PR B TAH AR RCEN A By R AR BB H BB F R
PRREMREE > AABRERIEIE AR R EREGFCHBETE > Sh#EH
B P H A BB AR R Ry R A T AR SR e R UL R BT IR R e 1B A
I TUBE - KM ZRER - LEEZATFRERH 2B RHEFE  RQEE
RGBT ES > FEREFRARTSOMBEHNE N T UAMPBRRBE > HpRA
BlEr RS EMNTREEN AR EHBEE M HEMEITALR R 2 ER ST

124 Sweeney, supra note 79, at 559.
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HAAMREH > BREFTERNBEFFLRL > BHORT LR EREZ S T ok
el EEREFERERTHA

F_RBERR

A REERENEENBIN TR R ZMB L ER (pseudonym reversal) * &
Br A B de 6 2 BAe Bl ik AR S AR 0 R RIS R BA B ARAE R 0 F
REMERS »HBE - PR RBEAE LB ETRFENRECER G X H LT

o B G ALEAMT ) — KRBT R R M - BT RR MR B AT A AR 69 K55 F0 A7
KRG EREZ MR > Bk TEARBERGFE 22X - wEHEX
B HZ N R WEARGE M AR A E R B MEATERR

EFmE > BREELAEX WERKARGBHEEERHITE > ¢HRBLEHY
REZFARNIP R EZITER NG BLARE » EZEIATIHAINCSNH
T BEGUET DUA EZLHFT XA E ~ RA[HH LRI E o9 B RAT
Boo R o S5 T AERESNR 0 REEMGORFARRCIRM G F = APTR
B PP ARRARENER -

FEAMBEBRBLAICEN G ESRE  RANRSE - FEEBLVEALF K
(REA SHEE R AR ) ~ BN TRIFE » UARAURKREEHOBEZHNE
BRhEREAG - sbsh MEBRLEANKELS R AMHEXREYEBLERZR
% o HRTEALPTHE R 0 BB K20 0

125 Garfinkel, supra note 47, at 10.
126 Garfinkel, supra note 47, at 17.
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$ =30 EH A A ey 3% H
F—R FHEILEARLEHEALAR
EMHINBELEREAARALCERT2ARAB L 0 A LB B & Microsoft
Facebook * Amazon ¥ KA E R N HBATHOELREZT BEAHEA

&
&5
g
ba

5

FOEMRE ~ Fat) TR THAETILHE - 28 A HMEBEMR
FHEtiE e d T 0 AR B AT HAME A BRI

BRI EBBRANTRICA MO ERER  £20 TBLLTR ) F4F
TR A E EHMAHA E WA R R ITEIS D TN 2R A LR el &
AL REHETRBEER - %RAY . A8 TR HHENE R B LM
B BIENFRABNARGEREBAE  ROFETRHEBABLEIRENEES
Roosbsh o BAIWYEELHDIBR > RMEERE T HHETX BEHETE
BALREHMAL > MARE A BTN — TH L ERE LR T2 EFHIEZKE
N0 BFBEMEFNEETA TS TENBLILBEL %R BHE L2
B AFIE AL R R oM A2 R 1842 0 MR R — Bt RE GLAF AR R 2R

R B E A Bl RS LR ER R R Tl e

B EHEA BRI
HEEENBNGEABEAITEHBALARE MG EBDE £ EE LR
HAET BBF > BP/AR B E B4 WAL T B R TIF A HRE K AR E 5389 o B
BB 0 EE PR E AR E AR R G A A A

127 Patricia S. Calhoun & Patricia M. Carreiro, De-Identified Data Exception in HIPAA Poses A Litigation Risk,
STAT (Apr. 16, 2020), https://www.statnews.com/2020/04/16/de-identified-data-exception-hipaa-litigation-
risk/.

128 Rubinstein & Hartzog, supra note 113, n. 18.

129 See id. at 709.

130 See Ohm, supra note 30, at 1744, 46-48.

31 Woodrow Hartzog & Ira Rubinstein, The Anonymization Debate Should Be About Risk, Not Perfection, 60(5)
COMMC’N ACM 22, 24 (2017).
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AEMHBINAROBDERFT L EMBANARORAET > BREIRE A

S
4
8

BAENLELAHEM - —RFTAENBINARY BT > FRAKRBERERE B
MREFEENHEBEE 2 AU T ARBREEEL
(1) % BAMR (prosecutorrisk) : 15 £ HEH Tho X BAILEN F o4 X
—FEBAGERZEET @ RERERPZBE/bHB TN EEMFZEARE
WACE R P EIEA 9T Ag 2 o
(2) # Mz A (journalist risk) : 1445 HIFH AT R 08 £ WA EH P
A H IR A A 6 B R 0 AP A AT A PR T E R AR AT — A8 B SRAY T AE
cIBAWERT  ARFBITENB A BB BEFALRHHEEL LM
A TR RAE R R A fa AR AR e T BRI .
(3) 78 ¥ % Bk (marketer risk) : £ FRT > BIRE R H#A1b
ERTRBEOTRENR > BEMTHERERME & HEEAHKERIEET R F
THBEF RN L L SHERS - Bk THEZRBRMENL A 5V ekl
EMTHEEEELEBE  TREEHRINGE ML LR > THELRRLRD
3 o
BH—Hd@m o HENEREIREOEHIE  ERBRFEES LA GRS AR
T HZ W ERORA AR 0 AFAFB P - BEIRA  mERTARRE ERAE
#4% 8 (Information and Privacy Commissioner of Ontario, IPC ) 7 BURF # i A &
FonB ) ERE#E > ARABUGTRBRZE MR 2N B2 2016 Friikd T&

HAL BB E 71835 9] X (De-identification Guidelines for Structured Data) | ° 4%

132 Fabian Prasser et al., The Importance of Context: Risk-Based De-Identification of Biomedical Data, 55(4)
METHODS INFO. MED. 347, 349 (2016).

133 Id. at 349.

134 Khaled El Emam et al., Protecting Privacy Using k-Anonymity, 15(5) J. AM. MED. INFORMATICS ASS’N 627,
628 (2008).

135 Prasser et al., supra note 132, at 349.
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AR AL B RHEAT RSB R B RS 54 % 0 P 0 IPC B A 13805
AL 8y B 3 5% B e S B R A8 AT B AR 09 ST R R A A5 130 B A RAR T R &
P B P14 - AR A T B 4538 8 & 38 708 Bk 2 I B 137 o

EEBEARSHLES R A HABLIEARBETIHOT AN
(availability ) Fo ¥ i siR# 2428 > 3% IPC RN F—FTHBALETETHEER
UANE s FAMBRARAMMBAZED ) m > ETHES EHNBINRERFIEY XL
P REEETANHMRAEE ERNREERNE - EHERNSZE - TN
FAREEAHENERTRREANGERE - ERNBERTALEAREINEE
FARATAEREIREIHRE (BARFRER) RABTHEIRATAATAE
AANE R LA T RIB F R EEER FEF0 -

X 4o @R % &b % 22 B (European Medicines Agency, EMA) 4t # AR A B % & &
BR RIRE B A A BUR 0 AR AI R e SN BRAE 5] ST T R AR 0 A B ROR Ao T A
FRHEA AR R EET > ABREALACTKEEFET > FTHERRLHAY
TR T ALY REBRRFPERFEBTHE ENBNRRIIEZ XL B
R EBAMCE BB EER R E o 4 EMA ©IRA TR &R f2 B A
EREENHERIXLLAHN  EEMNAHRRILAHGHERNT » BEIEEEHG

136 De-identification Guidelines for Structured Data, supra note 108, at 9.

37 1d. at 10.

138 IPC 3%‘%« BE|ANCRF LS AMEIHER  — ~ REBAHM 9B B X (Determine the Release
Model) ; =~ #EH A a3 AT 5 (Classify Variables) 5 = ~ 3% & T H2 00 ZH A R
P94 (Determine an Acceptable Re-identification Risk Threshold) ; @ ~ #7 2 & #} &% ( Measure the Data
Risk) : & ~ # 2 H 88K (Measure the Context Risk) ; 7 ~ 3t E % 8 &% (Calculate the Overall

Risk) ; 4+ ~ #ATE M X 3AML (De-identify the Data) ; A\ ~ 345 E #4692 A (Assess Data Utility )
/O %iﬁ? #2455 # (Document the Process) © Id. at 6-20.

139 Id. at 7-8.

140 I1d. at 10.

141 Bur. Med. Agency [EMA], External Guidance on the Implementation of the European Medicines Agency
Policy on the Publication of Clinical Data for Medicinal Products for Human Use, at 43 EMA/90915/2016
(v.1.4) (Oct. 15, 2018), https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/external-
guidance-implementation-european-medicines-agency-policy-publication-clinical-data-medicinal-products-hu
man-use-versio n-14_en.pdf.

142 Id. at 70.
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B REA A o SRR T BN T B EMAA R RAZE 0 s BAHMERNAEN
WA ETRRBE > BHFEBREY - NFAMZ2HEEIEE ~ IR6] T M8
R o T He 6 EAT R R AR BRI S K

=3k EHTIA) R o He o E G

PPN ENRN BB AEAMBER > CEBB ENBANRRITREYESR
PEo R AN AMEMMATERN > EREMRINARERY LEA R
By Fo F AR R BG4 -

P2 HERELIREANRRCEAMEL RMAALALIEF B > 3ot
SEEUTERFIE R AR X G A ML BT RUMTEL XEFELE AF - MEZE T > @B
FHRBFEELE—BEEEHERF > MEAIULT ARG Y > AMEB £
BRI P AT LR AMAC AT @B X BAMEE  HORARKETH AR
ATHE ~ IEH A EMRIR o 19

sLOh 0 HEAE ARG T ATAT TR EIA R R D e F A e 0 2l R E
ey E > BAROBE AR TR ST H B > BREARPERYETAHL
RE S ~ tLH S G N Fo s A AR AR 0 T BCE BT B A R B R 48 1B 3R
Bho Bk ERFZEFHAREANAGBERMERREZIE AT > R IEFHEU
o ERE AR AT T E WG TR -

193 Id. at 40.
144 Anonymisation: Managing Data Protection Risk Code of Conduct, supra note 109, at 18.
145 Ohm, supra note 30, at 1725.
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B & L EWALR G E & ey P

FHEIMER R REMNABARZHBREANETHRERS R —RER
AL~ FREHIE o RAUR » AR B MR ERBIERT > AMRA R 2R
BEBERIMCRIE  FBRRXEFFBHFTBAZE ZRE - B E R R R

EHBRRRETE > BT BB MR E R EASE » /58 ¥ B E &
ATER R -

Tl At AT FIE AR ERA SRS B R OB EHE > EUE—ERE
HENT & LRI ETREFBTHE BT > BN TROGIELIRE
MR EEREFZAARBE LEAETHGTRAMET oM EmER > Bt 28
SHELE > FemERERL > AREEAGRL > XWICMHIBEZ RABRRK
B R IR ERBACIRE » ST R B RIFBATA A A - & RBEAT & B HE
ZAFBEHRE A @ EHNCERME R LEE A LB RME > AL AR
BRE - DVEBXBAROFLEHCTH  BREZBRESHEZH LR - ARG
P e BN 0 AT R R o

Y WAL RE R A L AR ERME AT E  ARERKE
Hemn@ERRMTZINEN  BEAREABREMERBHT T AES > £
MBA ARG B A ERE B R EQERIIRREEFH > CHUREE ZAMEN X
WA E AMOE S - Hib FELERNEATE > LRFENF TR REBBEH
FB o~ AR BACAE Bk — 09 [E AR AT E Bl R RS 0 B AT B2 A
AR E AR - B AR AR ~ @HZEAMRE -

WEEmMZT 0 AFRRA LB BB AT RN E 0 AN EREA
BAMERTRELENBEMZERR  BTEAETRERLSIER LA o 23K
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FMEHN BT O RBRHE > ARl T A % B E A AR 0 Bl AR BRI
R EHEEZERNNENEZ T T -
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F=F HELER  WEEENLH R R MR X

¥ — 8 8% GDPR F &£ # At &%

GDPR A7 2016 4 4 A 27 Bi@i > B 2018 4 5 A 25 B A& #bFAe iE X B
1995 SO EMIREE L FARGHERBAMZEERERG - £HALTHER
NE A2 @AMMGE > & GDPR f£&EmME L35 TH Al (regulation) | 2 /8
%o Hit RAARCLCABRNILEIRFARABER > AEABRNAEZELLESTE
BN E ARG R A1 GDPR R+ KA K EHF 52 % EG4%%K (opening
clauses) @ BHHEELCERAHEZANZF@EL R - MAXY - Bk REXMAE
fR#EME AL GDPR 1A £ B R BAESR > 27 GDPR TR 242 B8 & £ 4v

EHEE MAALRBECBERNBEEZIHRAT -

$—ATBL R TBELE BMAZXES

GDPR ¥ # kA S A EHAL—3F > mARX TEL | #2 "BE ) HERER
Bl £#MACAR E ORI L F > K& MBI GDPR F 89 R B HL 46 T Ao o) iE 2R
Al - GDPR % 4(5) #4418 %4t (pseudonymisation) & % A& " —HEHEEF X >
BEAATHERHBECRNIBTRAELT > BAR PR EZENMEE O EH
ER; B EIMLBE S ARSE BB LAk E2 3k 0 AR ZE A
BMHBEKFE ZCHBAN R THBRINZFECBA ) ¥ 2HESL > BELILE KK

2T GDPR AUH9RIN A B3k G F 26 B P A A HATBE L B REITHRA M

146 THE EU GENERAL DATA PROTECTION REGULATION (GDPR) A COMMENTARY 10 (Christopher Kuner et al.
eds., 2020).

47 LUk AS FEILER ET AL., THE EU GENERAL DATA PROTECTION REGULATION (GDPR): A COMMENTARY 16-17
(2018).

148 & X & © “‘pseudonymisation’ means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional information, provided
that such additional information is kept separately and is subject to technical and organisational measures to
ensure that the personal data are not attributed to an identified or identifiable natural person.”
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2> £ &TE % Z N (anonymous information) A& 45 " IEH M7 CA& A & T 433
BZBAZER IFRARL—EREZ  CRYRAEZABINLEEHEINZIES
REZFEM, 1

R REHEN L > GDPR $32 d A %A BELEMNIFBATH A&
GDPR&ERASLEN - HNE L EMMREZFZHE R € %2 GDPR ZHH0 bt A
o BMNOELEAT L2092 GDPR REB N A THESHAMAE MR T > BE
fLAl$2 GDPR &y A AT &M > EMEEETBREICREY B G > LANBFKRE R
FRENEH ERTRRENEAR  URAEAFEEHEE R ELBTHLE
PR AR F 8 AR BIA T A8 L4 3 JE A BHERAEAT H 40 ToRHR 6
ZIRATE L -

B WP29 R ERE T A AsE L - B E1LEIEE» GDPR M
RTHELILiiE  EARABECOERELRN THRIK, BHEEATHE
P B M ey 4 (linkability) > MIFREHRE? - sk > KB LILZEA
R BANAFE S E BRI BAGRA A R BEAZ S o 0 W LR T4 AT
Rl #:37%) (indirectly identifiable ) #4%F 2B AZ E 3 BN EAE 2 ik - M
HARAZERA o

BB & i fo i g B4 GDPR AT A T R T BTE 525 ] » T4

2 M3 € (European Parliament) 4t% GDPR ¥ % (GDPR Interservice Draft'>* > T #%

149 & X % * “anonymous information, namely information which does not relate to an identified or identifiable
natural person or to personal data rendered anonymous in such a manner that the data subject is not or no longer
identifiable.”

150 GDPR r. 26.

51 GDPR 1. 28.

152 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 20.

153 Opinion 4/2007 on the Concept of Personal Data, supra note 17 at 18

154 GDPR ¥ % (GDPR Interservice Draft) 14 BRI K ¢ T2 3] 7% 24 & H R # 42 R (Directorate-
General for Justice and Consumers, DG JUST) #2011 % 11 B 29 B A/~ A » B % RIS > REAY
HEEpRAMN 20124 1 A 25 B £ % ° Kuner et al. eds, supra note 146, at 4.
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"GDPR Proposal ; ) 8933 XM ¥ 0 ERFKTREIAEFERTS

BRI 3%k € € 8545 % 3% B (Member of European Parliament, MEP ) Jan Philipp
Albrecht #£ 4 GDPR ¥ €49 £ £4k % B (rapporteur) ° Jan Philipp Albrecht % # 2013
1 A 8 B4t¥ GDPR Proposal * mMERMBHZE G FTH AR~ FHANBEZE S
( Committee on Civil Liberties, Justice and Home Affairs > F4#% "LIBEZ &€ , ) #® &
T—HEEHBEREZE (T4# " Albrecht Report ; ) > & P A XB L T H
(pseudonymous data) tb—#769 B 485 - #1R4& (pseudonym) &35 ¥ 7B S| N
BRI RALSRA AN THHEHFERBEAZIAERI  EAFTREIFT
B A 4TAZE (single out) | '5°; B.& B4 (anonymous data) Z#EA > B & R FAA

EHRERRERAL M EMNBES > HEEIREZILE R RO Z R ABT
BEHEIEBRELEZ/HTMBAP BREZ -

W% LIBE £ B &/ 4 a3k 2 £k A (compromise text) A %8 Albrecht
Report i R AN % » i —F X EZMEEMA " REABBI TR MAER  BERE
Bk Efota 8k EH AR B RFFEN > EAFRSRES LB E R
ZHEATF 0 PR R AR EBEAZBATH ) YT AE LA FF ERRIT GDPR
B AGEEHNMB L LR T RAXFE -

4 EHRAE © GDPR TR G ILay o) ae 27 Pp ot o A HR A - BB OB
BT QABRA B RA TR R ERANONERS BB B EHG
BERGERANAR  Af > BBREICZGEREH LIBHEGAIIETRTHS

155 Eur. Parl. Doc. (COM 2012)0011 (2013), at 65 (Amendment 85) (“‘pseudonym’ means a unique identifier
which is specific to one given context and which does not permit the direct identification of a natural person,
but allows the singling out of a data subject”).

156 Jd. at 16 (Amendment 14) (“This Regulation should not apply to anonymous data, meaning any data that can
not be related, directly or indirectly, alone or in combination with associated data, to a natural person or where
establishing such a relation would require a disproportionate amount of time, expense, and effort . . . .””)

157 Bur. Parl. Doc. EP-PE_TC1-COD(2012)0011, at 99 (art. 4(2a)) (“‘pseudonymous data’ means personal data
that cannot be attributed to a specific data subject without the use of additional information, as long as such
additional information is kept separately and subject to technical and organisational measures to ensure non-
attribution”).
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O BRESTEOGEMNERNRNES ~BE > RF BB EILE A AR
BERNE > EmMEEHZEERERG S > B4L GDPR % 405) 64 € 2 R4
ShE IR FHARAE 0 AR E M BB 0 B R 0 Bk 0 R AL B D B R R
M AT B BN B R 2 e eE o

AEZTF > £ GDPR XHEREF » BL B ML REA R EEN
Hom & RIFFRER ERZABRAG BEBIFRMBANS > AL ERLEBE
REAMEHYERNE  LRBEREDEAAGERANBZAT @ oo d 5 TEA
MG ERZAEE  BREZ

DRI EARBI G EM BB FMH (FEMBEHAEMNE - AOL £A Netflix £) 4
Bl A RGBEEM T > ZMEEH T RARA B OKE -~ FEEMAARRY X
BAET ik (B~ AR RBERARL S ~ dbht ~ &R 2BEE W L) > £ GDPR
BRIIRET > HEB N BREEHEHMOSLE  EFHEEOE RN £
BIFPAERGERREHEE  EREHLEREIROS 2 HEAREANHE R
LB R PRERBEZELAELER B E4TERELNEN O BUFE
MABXBREMEE  APpEBHFIETEERTFEEL TS 2 ER
A2 » % % KiE% GDPR THE S ERAZE > RBESIAEHE 260 BEERT
Z B4 E3M 0 #AmEB 7 GDPR FayBAE A -

F_RABEERGFE

B & ERayH B SR TEATRIE > hit L FF7 GDPR Ml
BT EM - EILRET > BLANMMAMRENRERE  WAEA -
BAREES T 0 AARBEEAIRE R BN A A A OE TR L F AR

BB A B AEITE ZALRFE » BAKE a9k £ GDPR M0AT & K ay38km)

158 Ohm, supra note 30, at 1738; Chapter 2 of Draft Guidance, supra note 32, at 12.
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PIAEAZ E LA T » AR AR RS EIAE ZEHREFCEBATH  RAELE
Mo ZBHRREITHA AT GDPR KA > T A HER -

F—HRBLAEROHED

GDPR 8933 R %30 4% B &k 2 18 & 473 % B € (European Data Protection Board,
EDPB) HREZLKFHREHAMBAMRLEMG > EREABRIMEZEH > BEAHK
ARTEE ~ HAEARAH TG R EE GARE > £ T @ AP 33800 Bl i 5 5
BT ARSOBHME B LEEIFFEED ; sbsh - GDPR HAEA F R4 3E JE & B
TRHMZAREI REZ I HE G AENRES RARRMEGEE > JFARBER
EEA A RBEA o sk 0 GDPREFR ZRERAEE] - RE AT T L RARZ AT
/T FREBINBFETBAZTRELE A HEBLEHYLEZRE -

GDPR sLik3 e 5 26 BhPP A AR > ARCMBAR T THBA N BELEE
BHEEH REMZ AP A T 463248 A 2 % (all the means reasonably likely to be
used) ; X WP29 &9 2007 FEREFLE—F %A > SHEAAMRILEOGTRME
(hypothetical possibility ) 4FA$E5] H 45 EMEA » & R AW A B4 0 BN E
B A 89 B R ) R AR 3R By AN FA62

FET X ABARE NG FIBTAE 1O s X8 B RRAER B AR

BAEEMNZFERMAN > MALSHEMEMA BRI AMALALER LA

159 EDPB, EDPB Document on Response to the Request from the European Commission for Clarifications on
the Consistent Application of the GDPR, Focusing on Health Research [hereinafter EDPB Document on Health
Research] q 47 (Feb. 2, 2021), https://www.edpb.europa.eu/sites/default/files/files/filel/edpb_replyec que
stionnaireresearch_final.pdf.

160 GDPR r.4.

16! GDPR art. 1.

162 Opinion 4/2007 on the Concept of Personal Data, supra note 17, at 15.

1S SR B BB N BH NS > PAENH BTN BRBRENAEEAMNEFALLEN
WEREXER  BEFRE - @b bR EN MBI B EAZES EREEA - A%~ B
MAERMGEE b TREATHZIAREM  AEAHBREEZ TR G ERARE
FBAFAHRR » AL BRE O —BARE S THREN PRITHE - Ll ERRABNEHFMEA - B
b R E BN AT BA B 0 LR SRR R T A B s G 3R A AR A A B FIBTARAE 0 SRR AR
MAETR EBATE - AR H MM AP EBRREEy  FRLEEM  BMATEREEM
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FEBTHE » FERABRLEFAME M, TTRRbEEAZ T L) MIRERANAE
RETHREME A T R > b AT T % 26 BPRARA > " THEGEERZI I L £
REELEELSHINAAFHER AR A LELBEAMER E TRA AF MK
B DA ABHEREM PEESTREERREE - 2L EEELE > F
T L E#EH AR 43 (unreasonable amount) #) A A ~ 85 fl Fu iy R 464538 7] 45 < 18
A BIIEB AT R A48 A e B ik 16 o

Mz > £ GDPR WREEHT ELEMNAMBMATHNZAR £ > JHEA
EHMEBBLEN  RIFAKR HATABL MG > BpEAREA L3k
B % 26 B5 A MAE A FE R 20 FIBTAR 196 o gk 0 £ GDPRB9IRET » BE &
AMEEMTALHNMEMAMNE  HEFEBTRAEEAZI T X BEHAAS

BEZHETBEA THEX -

F_ BELILBTA BT OREK
&% GDPR ##RE ZILFEEAfEEGAEFZHKEM (open data) #I%L
O BHERERRERMROGERFIES  BLENRETHIEEEAYGER MR
B # % AR R AR > SRR EE TR TN E S kAT 0 BN EE LRI
BT ES S R RANT R URRE LIEERF 6% nE £ BAME A
EE ST -
AL 0 WP29 2 2014 FEREWANEB 6 RESHETHLF LEHIME

BT 92 R Ao FRBBAT A7 > REBEMIZEEERRRXFETHRE LT > BEE

e TEAEH ) R RE st 0 RABERLHEMAE 41 810 7 98 (2013 ) 5 L A8 KEE
HATEATREEZABRT B RBMES - RAZFESR 29 £ 28> A 8 (2017 ) ; 58
£ BEATHRE A BT 0 A B RFIER O 308 0 F 101 (2014 ) o

IR TR (3£24) P R 13-

165 Case C-582/1, Breyer v. Bundesrepublik Deutschland, ECLI:EU:C:2016:779, q 46 (Oct. 19, 2016).

166 EDPB Document on Health Research, supra note 159, at 11 ( 45).

167 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 3.
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BRAGEARZEET L I HREREETEM ST RXRAFHERERR
BREMKNE IR EHE > FAEHEEHES GDPR HE & 7 AT £ KK EAR
£ GDPR & B MM FN R AL ERLE F 5 84047338 T — 8 & BAEBAT 2
ERIGE > AL GAI EM R BAMTOERRET » REHF RGEAMRE > 8F
FAAE T E LA M ERBAZE Al CARBENZEEZEA—BERZHSLFR
# e

2014 FERZEARNA > T, REBELKETRAE PR EFTEAG L
LR F B RUAF B BAZEZHME > £O5HEBAET (single out) ~ %
(linkability ) Fodf3% (inference) Z7BEMRA F %108 - d gk » WP29 {242 i X351k
HAT L AR RBE BB LRI EE R HARDEBERERLTARTHAE
B %1t (effective anonymisation) :

(1) 2% R AMBFEBAZAAE REXTREEHNEFEFE LR
AR BERETRHEHZGMBAZS > BEAATHR P BRI o BpI R - By
BEBBREEMNERMAEETHLL EMUNGBERNR > 25 ARIELH M

RN R P N ZBAN G o MZBEEHERTREL AR -

(2) B4  F5446 - BHAMAETBARBTEHBEZSMEEN > FHE R
AEHPRE—BHRR > BUAH AT HEAMIBAZSE 5 FZBEARDEHI H R
171 o

(3) 3% A ARMNE TEAZ &5 T MAF A et > 134 P IET - 55 -

HERTBERAEAMZBANEEHFURFE - RomE  F—EAHARMERER

168 Id. at 10.

19 Id. at 11.

170 Data Protection Guide for Small Business: Secure Personal Data, EDPB, https://www.edpb.europa.eu/sme-
data-protection-guide/secure-personal-data_en (last visited July 15, 2024) [Hereinafter Data Protection Guide
for Small Business].

171 Id

172 Id. at 12.
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WH MM BB MG ERE  BETA 20 RE 25 RO B U E Y RYM 0 A B
FbFo k7] BN S Ao Gy 1F DT 0 AR T DA sm 45 B AL T A JE AR A4 R E
SLBP A i m ey BROT 817 o FI BT R T A MR B A SRR AT R  BF 28
B EE S B BN T MR K21 (generalised) MR TEEHE ~ R
BRI —EMEFTALEABRABEMBMOR BREN  URAERZASHA XA 42
MATERFOEEET N (A HERE) $174

B BLEILRBEFEHERTRAARZIAG T X B-LAEF——RAERE

RIEB o REMBARBEHEFETCEBFECBA S EEMTHRSELEER PYLEN
BBEEEZBMEAN URFEHRBREZHBEHNEPHBEAMZBAGHFREE
AT &3 o

2014 & R EHH E 2 A BT 69 ARBR 04 & RE 0 F R e 3R b Bty
P BRAAR AR AR LA REATE R  FAREH A B R

SRS AR R o Bk 0 WP29 &AL H W ERERL  BL
fe4 e e HR I L B BB R e M & > R BRHME R 5 50 T o) OB R 32 5 ok AF
AAHARE > BB F CAEHEARBAGEM T % NEBREARGE ZI2L
Rt CBAETHELILEIEL—REGES > EHEEZRBEEN "THY
BPPES | BIMRIEE 0 MAR T ETERFEFIES  URREFELILRE
1B #2500 A M6 -

173 Data Protection Guide for Small Business, supra note 170.

17% Chapter 2 of Draft Guidance, supra note 32, at 7.

175 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 23.
176 Id. at 24.
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REMBAZE | REMGALLE | RENFARS

AL BB ? R ?
& %1t B ] |
( Pseudonymisation ) 7~ = P
Ao T8 R

)=} =] @.

(Noise Addition ) 7~ (May not) RREHLE
Rk

)= a @.

( Substitution ) 7~ 7 AREHFL

& %% (Aggregation) /
K B % 1E% & 3 3
(K-anonymity )

L % thtk
% &
( L-diversity ) & 7 RRE A
E I Anik U S ko
( Differential Privacy ) HAT q AT AT
¢ 7% % ¥ (Hashing) /
. y S & RR A

12324t ( Tokenization )

k— 0 BAILA AR R i s R
ToRHAOR © WP29 (2014) 1770 KER R ENEE Y

£ =R BEICHRELRE

ARATPRIE > B AL ER By AR THE&, > Mk TRk BAZTHE
AEHTHEMELQRR B EILEIFMEAFESA GDPR RETHILZ ERREEX
MR EG BER TATASEN (PEREEERES) BT, ABAR

FHRE R F 2 F BT — .

177 Id

4
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UTHEENBRBEFFNAEYB LT 2HEE > B mithBmiibh
GDPR TR E A ~ W 7 2 ERA LS EEEHE  URATHERAS LT HY

@A B

% —#% &HA GDPR W B EILF HehRE

WP29 49 2007 $ ERE FREMBE LR T RLAOER > RAKF TR Pt g - H
4 B HAfo bk F B ARG B AR EH 5 (code) B v LB RIBF 4 ER
#1269 EH# (key-coded data) 7SI & B8 A 649 BA B3k 7] B N CAR IR #k 0 BP T 8 £ 4
AMRBR ARG N B RIFEEE o FTBAMERZED -

1% 89 2014 £ E A Z A HMB G BT B EERE > AR 2@t
& B B A4 E (encryption with secret key ) & X m FEH 4] ~ 2ERJ K
(hash function) Fu4%321t (tokenization) 3|5 AR L AL ey FLE W17 o o LM
BN Ak A KBGHATiBE > LARZUAEHRMMBA AR ETRNERE &
PR BE N E R G RQIRM ~ T ABETEIRA 0 45 % 3R LTI
MR EBERIRABDETREFAFT > #loi§ "Hello, b—FAFAHH
SHA256 + T# 4% " 10412375520728980495627208923307217150057402816369478
709346449899807316016551 ; sb— 2564 T F P &4k A A8 ; AL F RN 28k
T ARGEZPEAFTFREIHERFMMOABR > EEREBE & ho K

#| (one-way encryption) 2 ZiEHA &3] %% (index function) % ELH- 3|35k 8 4% 4 A&

178 Opinion 4/2007 on the Concept of Personal Data, supra note 17, at 18

179 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 21-22.

180 Data Protection Guide for Small Business, supra note 170.

181 SHA256(Hello) = 104123755207289804956272089233072171500574028163694787093464498998073
160165519 - AEPD & EDPB, Introduction to the Hash Function As A Personal Data Pseudonymisation
Technique at 5 (Oct., 2019), https://www.edps.europa.cu/sites/ default/files/publication/19-10-30 aepd-
edps_paper_hash final en.pdf.
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A8 A2 H e AZ 32 E (token value) MABRARJR 45 B AHE!S -

WP29 R A B LM H ik R > AAIMAEBEE LR F R F B0
R HERFH—EREEENRB MM (attributes) * 4o @ 4G ~ B4 B EASMLE
SN BELGHBHBFIRAZHR > REFBEREHOHR Bh4E A 0 R 3R Uk
HMIERRAERFEEERELAERIMOEBELEMHRES - BRARA "wE |, &
"B, > ABUHAREB YL BRARALENERE "wE A -HERLE
FEanEe s BAERANBHAR - R/ B E X Fa@E -~ FREER
BRENE > AFRBRAESIOERREFHGEL BEXIT > TELL, 899

A ABBHEERB MR T ERMBAMGRE - DR E GHE AR 2
KB &S .

FoRBLEIERH B EREHE
BAACE M IES] ~ BARERRERGR Y @) 24 0 B8 L7 GDPR % 24
e~ F255A0E 24 TF  EREMIZEEERELRBTEMERFZIHER
FOR
RENBATHZER  HREFABORIARTRERR LR EIRER

186 > GDPR % 24(1) R EEMIEEHEAL ST REYMLYE - £E - Hrha
o RAREESLTHRNMEZHRAGE | > ERBM Evad L8 % H%

(appropriate technical and organisational measures ) * M #{FH B R E & A H1E

GDPR Z R 8% K o

182 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 21.

183 Yash Mehta % ° % #12 3% > BAHRRAL @ BRI E M 6987 % 7% > CIO Taiwan > 2022 % 10 A 17 B >
https://www.cio.com.tw/data-tagging-a-new-way-to-mask-data/ (F&Z#E 8 12024 57 158) -

184 Opinion 05/2014 on Anonymisation Techniques, supra note 33, at 29.

185 Id

18 GDPR r1.75.
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FRE G 24455 B — AR EZME > R2SHRR X R AMIRE R ARIEETH
ERRENERE Y X 2T ERREYBE T LB TRBSIE T LA
Mk Lk > SR A MR MEERERAZET  RETHEMEA (F 25(1)
) 3 sbsh o BRIEE H TR TG e BT LA Rk LR 0 AEAR TR R ey 4E
$ 25 AEXBEKXT (by default) %7 Z M T B FoL ZHENGEE AR
(%252 #) » BERIETHE KRB 25 RARHAATEIEZHKI -

% 32(1) HAIRRTEMIZEETERES > BRAS ERA LM - BATRA -
EHMREZIMET BN ERRE > BHROSWERRBLICEN  BEHRZEERARAAH
Z 38 By L Ae a8k Bk o

SLR B2 F & > GDPR &5 & XBRA #5158 » Rl AR T EE 26T £
Fota @k LB EHEZ RA 2 F 245 ER2EREAREETRIBNIEFTAEE -
% 24 15X FEMRA (accountability) t9 BB A F » M T2 R A HEL LA LRE
GDPR &y R AR FL 6y sh » AR T BERIEEH A 2B AB T LB FB21Y > B
My Efoda 8k EAE ARG E R B e > E R AN WME) c ERBEHREEHYSEMN
(lawfulness) 10 ; A& X T » # 32 G4 HIRTHRZE2RAR » BRTEEFHIE
4 M8 A BB ey % F H (confidentiality ) ~ % % M (integrity ) #= 5T A

(availability) > B & EMEENRIE ~ Hk - BRAALERERBGF T W FE

o

B 191 <

BT F B % 25Q) % F T 782k (by default) | B8 &% > 3¥ B EDPB, Guidelines 4/2019 on Article 25 Data
Protection By Design and By Default, at 11 (] 40-41) (Oct. 20, 2020), https://www.edpb.europa.cu/sit
es/default/files/files/filel/edpb_guidelines 201904 dataprotection by design and by default v2.0 en.pdf.
188 5% & T AL R P& 10,000,000 BX U R AT — B FEAEKRFL LR E 5 X =X ATHE & © GDPR art.
83(4)(a).

139 Kuner et al. eds., supra note 146, at 25 (“The principle of accountability enshrined in Article 24 GDPR . . .
the principle of accountability places responsibility firmly on the controller to take proactive action to ensure
compliance and to be ready to demonstrate how it has done s0”); FEILER ET AL., supra note 145, at 142-43.

190 [ _UKAS FEILER ET AL., supra note 147, at 160.

1 GDPR 1. 83; id. at 160-61.
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T T Lo gk E ey g R | — 34 GDPR MR EFHEE HR
EDPB 4t % 25 #hAmam 255 X v ARA » T Bl Lo &k E g8 3 iRk
W PRI SR ERE > TUREMEMZEEETREBEMNRETH TIE > Tk
IR FiR12 > HBEABTHABLILREFLZE P —BTERY T % Z2RF
Mizgt AMm T R X RE RN > EDPB R e ayE A L BaAHEHR
BAEFFEZERBEAF ENEMIRERR > RECH RS @ 6y ity L sk Lk
R Sl

b 2545465 X P A IR B BT S X B ARER R AT RIRAT B9 IR
FiEFBATES  APERBHETEFRBMEER B E RN ARFME R E
A= RFAZ TR B F 25 45465 XTHEFRAETH & DMMOR R E BT
T AR A TR A AT RERA BN RSB PTERE
HMREYBY  BAFRRAIFBRINFECBAZZETH  EHEEH R ERR
EMBRFEHELL S MAEREBNRZEN  AEFEHABLILZRE
UEBREEHERYGRTRRY; BHETETERXETHRRE G1Ley NI
F-Aoknt 0 BAEAREE LAbfo MR 12 60 B R g4 E 373800 AR 0 3 JEAT 48 B
BRI > AR EI R ZET  ENAESEEERRA AIREREAT

92 Guidelines 4/2019 on Article 25 Data Protectzon by Design and by Default, supra note 187, at 6 (9 8).

93 bz gh 0 i @B A TR ARG Atk B T SR B A S ABAL (structured ) #5 X - £ B R X RRAT A

ANTHREMGRZBRZ - LA KA A ﬁ%%€m~ﬁ%%%%%ﬁw%%‘%%lﬁﬁm%%i
(cyber hygiene) 89 s3] ~ ZABANENELLER LS - BBLHNHEEZREHNRELRE R

H R T B R MEBRIE © Id at 6 (19).

194 Id. at 7(Y 14) (“Article 25 does not require the implementation of any specific technical and organizational

measures, rather that the chosen measures and safeguards should be specific to the implementation of data

protection principles into the particular processmg in question”).

95 % 25 R RARZEMMERINEM S ZAMRA (Transparency ) ~ & &M R R
(Lawfulness ) ~ 2~-F MR A (Fairness) ~ B &M #]/& A (Purpose Limitation) ~ & # & NL/R Al
(Data Minimisation) -~ ##E B R (Accuracy) ~ f7E%M 4|8 B (Storage Limitation) ~ 7% ik

% MR Al (Integrity and Confidentiality ) > JA R %% &R Al (Accountability) © Id. at 3.

196 Id. at 20 ( 72).

7 Id. at 21 (1 75-76).

198 Id. at 25 (4 82).
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F Aot £ (logs) BEBIBARI - wFEMBLILRE  UBRAIIREET S
FR 2 A A 190 o

B BAACRE R R A R ey A 14
oA RIBECERERRE 6 GATRCZEERELSEZHEN > FAT
Sy bR FRZMRAAREENE > BEBE 5 KERATARERIZ R
# o B 41t GDPR RLIHIE T ey shse € Ao IR » TTH# GDPR % 89 144 B 4F
BREMRETE MR > BIZIFRE S~ F 615 - % 95 A MR T MR AT

BEREFAMAUTHER CZ B MG BITERERR

o

% 89(1) MR AN AL G - FERE LA RS AL MABAETH
REH  BERFREENEZEASG - # A 28 %1% % 4% (appropriate
safeguards) * MR EHRIMEERMNZER - XATH ELHMB N T/ITZHEN
HAEMORERERRE  EUAREHBLILREEZRELLE2 T A2 -
BAEFERXBREARA > B 89 AM T IR BEIH I AMEE R AT By bkt A
; EDPB # 2019 F4t# A A K B 9B B E A 4T %8 M GDPR M€ X 4 41

FHOMBEANBEIEREXFT (RTFHM REARBOEEMF, ) » wHE

199 Id. at 26 (4 85).
0HEH SIDEE N TAE — AR E XA E - HERE ALK Z B TEBH TR AE
BREARAFRABAATHEN EBBTEANZFTARTR > ABAEANL T X BTEREE
AS % 156 BB 0 ZXEAMEEHF CFAE > UAHEH ERBETENZIFATERLABY
AT BFCABRREE R > BEFEANUALNEHE - HERE AR RSN B YA
BRI WRERTARANERE * GDPR RALMATRALNEAE - HERELAR RSN BHZ
HRT B EHEITE SR > dit %%$ﬁx@%ﬂﬁ&zw%ﬁ%mz@§%m’iﬁﬁ
REE L1 > BEFHEER L > B LIt BRGILE A RMEAT & KB E 366918 % /%% 5% ° Kuner
et al. eds., supra note 146, at 1247.
EmmﬁomoiﬁﬁﬁﬁmfF%ﬁ%ﬂ“mmaﬁémﬁﬁ Ak AEF P TAERALHRAES
B EATHEAR > AEREREHETE ZLRIE > AANEH &/ MUR B FoF4 R4 R Al - EDPB,
Guidelines 03/2020 on the Processing of Data Concerning Health for the Purpose of Scientific Research in the
Context of the COVID-19 Outbreak [hereinafter Guidelines Scientific Research in COVID-19 Outbreak], at 10
(1146) (Apr. 21, 2020), https://www.edpb.europ a.eu/sites/default/files/files/filel/edpb_guidelines 202003 hea
Ithdatascientificresearchcovid19 en.pdf.
201 Kyner et al. eds., supra note 146, at 1245.
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ETEREEELRREANABE RITREAE R TAKRBE 89(1) #Ra)MR IR
PREHIEI AR RE M RBEERETAZSZFE (BRENERRAE - AR
TRORGHLE - EFEERBHLE - ARETHERRMEAZERA B2
F -~ AR DBPITBA LB AT AL E) » BABREHE 9Q2) hATHRE
R E 28 % B 4202 o

stsh - EDPB 3% 3B G Ibfn B £ 1Lty Tk » B &K T 2H%R GDPR MRIATR
FPEMEEEORELEALAHBTNRER  BEBAIEANRERARETHEIRZ
R o Bk F 89 Mhhnd ko R B RBMh L - EDPB A2 BAA K B 49 B E M 0 2
BEHFMARFEREAF AR BERREENZIET T > A £ GDPR % 13
B 14 PR TFERNEEHEZENE RS RETEAARRAZEZHENR
0 A8 B 2 F dy AR B 5L B R AK FRAR0S o

BAILERBLILER2HE > BEEARALRERIETHRRBE 135REF 14
B2z RE > HEAFEE BT ARMERERN > SR B EHA WAEE R E2 48
B3 AEARE AN ATl X R A A] 0 {2 EDPB A& Ll Ry XM 7 3 A 5 5] 31w 2]

206, EEHEEELTUMBELELEZ A B BEAZRESHAANFLHE B G
ZBEIMER A EIFERAETELETAZR BN ERREE N EEHX

\

AT AN R LB Z R A B > 45453531 5B 14(4)(b) K2R E AR EWHRE

202 EDPB Document on Health Research, supra note 159, at 12 (9 54).

203 1d. at 12 (1 49).

0GDPR W54 EH o AREG TN ERAEAATH (% 134)  2kawk (M#E) REEA
B# (F 14 &) mAERE - 148 > GDPR K BMEA T HHRE R Lyt - 6 &ERE > 16

%38 H8T (2018%) -

205 EDPB Document on Health Research, supra note 159, at 9 (4 32); Guidelines Scientific Research in COVID-

19 Outbreak, supra note 200, at 8 (7 29).

206 EDPB Document on Health Research, supra note 159, at 9 (9 34); Guidelines Scientific Research in

COVID-19 Outbreak, supra note 200, at 8-9 (1 33-40).

207 B X %  “the provision of such information proves impossible or would involve a disproportionate effort,

in particular for processing for archiving purposes in the public interest, scientific or historical research purposes

or statistical purposes, subject to the conditions and safeguards referred to in Article 89(1) or in so far as the

obligation referred to in paragraph 1 of this Article is likely to render impossible or seriously impair the

achievement of the objectives of that processing. In such cases the controller shall take appropriate measures to
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89(1) f&i EARE I Z AT T > B4 (making the information publicly available )
FEHMAREEN IR B RF HRRKRZ - A B8 3 GEERE
BEZ LW EHRELRZFRIMER > Bib > Z2EHERNABEREL 2 AL
BP@AEANE 80 24k BY  EAERE 89(1) 4 ERZBLILE/RE®
13 B SMFRIE R LR G EH EH A F MRS R TR

B BB aREURAIE 5(1)(0b) RART  BATHZIREB QRS - H
RSk FAEHEETARMAEBNIIZEREE M 89(1) HATRA LA

CHERBEEARRGAIT B AZEMRRIE > REERAAHBERILLE B YR

E\\«

%- (incompatible ) ° B# 48 %R Al » GDPR LA B ARH > L REBATHR
REANRBRUAREBNE  ATHAREZBNLALETHENRELREBHZER
T oA AL BEMRESRBRAEMNERZIEE > RAI LAKRE 64) 145
MEZERAEFRITHAEEZAE?Y AR EA BN E RBREILFES
R4k MmE S(1)(b) sk F A A48 XM E (compatibility presumption) Z #,

A ENE QG B MAME X R REELARUAREBHHEE -

HAE 5(1)(b) iE4a 5T 28 A - EDPB Rl A %A LALR EHE 89(1) 1%
ZIEREPEEZATRT > 513431 F 5(1)(0b) 2R BERAF LA R B 4k
MR > ARMAEBEWAAMAEN MAERBAORIEN!  ENABET

%

TR BT bR AR EX I 0 AR AR RS E R > EDPB Bl &k~ A BEBZIE

protect the data subject’s rights and freedoms and legitimate interests, including making the information
publicly available.”

208 EDPB Document on Health Research, supra note 159, at 9 (9 35).

209 GDPR 1.50.

2I0GDPR # 6(4)hMERA TR KL @Kﬁﬁ'(@ﬁ%%ﬁﬁﬁﬁm%ﬁFﬁﬁzﬁ%m%ﬁ
4 (link) ~ (b) W AREBATHZY FHRS > LA THERAAHZESLEZMMG () BAT
‘Hzfif"" P REBE IERE 0GR EZHERMEE  (d) EFRETREHEHEIRELORRY

s () REA Bk E XML ILEBEIREL M -
a1 EDPB Document on Health Research, supra note 159, at 6 (9 20)
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8935 3] XA B E # MR AY2 - K@ 0 EDPB A EHT K B 9= JE X4 ¥ &K HEE
B B#31 % SO BHEEARETHANFHELAEB 2B REE > BARE
BARE BRI ZEZH 9Q2) RBRFh &k A B A B EEHE A
REBTHZAFEEARD ) RAR > HNHRMEE AR 89 (B WX PRI - 17
BBRBIMASLEE S 92) X IE—B R Fd > BEETZ 0 ¥E S(1)(b) Kk TN
Z R BIEHRRIRRS Otk FAREHEMEE 2 AR AH > BEHNGE -

PR > E3BMbiEsE £ GDPR T &9 R » ik Ik 2 ARAE R AF A ho st Bkt

EHEFREBEZRFEE  F 8 GARMKB LR T ERZSATTNRZL R

B EMAE GDPR $=F P HA 24T - 5 89Q) M EATRMAE - B Lot
ARG B MREMBMATH A > RARE G B BRFUAILERZF RS B EH-T
B 154k (EB#) ~F 1otk (REH) ~ F 184 (RFEEHE) ~ %214k (E
BRIENE ) XM S REBATHALNNEA B B o 0 F 89(3) KX HELF
bl Z A > BB 1S4~ F 1645~ F 1846 ~ B 21455 R as % 194 (ZE -
MR RIRF R I B £ F5) Fo B 204% (BH-THHE) -

BARARPENAL 0 B 89(2) 1&Auf 89(3) KM B RKRLBATHAS 89(1) 14
REEWBLICRE LT R EREREZIGNET  THRAHAEATRAMSE - B L5
RGPt E2ERREENLREEN » UL EZ T AREEREH L
ZAER  ERNEBET RGN EAKR EOHEENT 0 ARHEN I OH A R
REAeCHZCERAH N EERLNEMERBRARZ AL E -

FwWRAEBETRMOYEHR
W Eiey3m T4 >0 /£ GDPR B9MEHIE T » B LI THRIMEETHE L
BIEESIEZERERRANVWEZRAGRE MR THRRAXNE ST HBFEBEAL

212 14 at 6 (] 21).
213 14, at 7 (] 22).
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Mg AHELEM > BPTHA GDPR A E s EHEEHENARHHE
BITELILRE > UFEEMNK M FRRARAZER - BEME B LA
B &1e4£ GDPR FERIF B AER > HARTEMIEE P REEZ BRIRE
ATEAS > UHEREHNREEHHAGEE > BREEHN B8 GloRA -

GDPR % 58(2) #4 T B % # M (supervisory authority ) 244 E# F& (corrective
powers ) ° FFERECEFIRE Z FAT A0 FRME T 0 #E4% GDPR 89 A 284G o 5 Rk
FEERBLICRELICE R EIREHIE > TRAFKETHENREZEH A E K GDPR
HEZ TR - BEEMMBI R @ T E S BREHHH E% (warnings) 25 4
FAEEHE > BOANTELEZEEZRFOTEELY MIABRETERRES R

RIZFH > A B AL T HA R P LR R O A B MR B2 #4564 GDPR R &2
REEFYHERAAMRPHE R Z RS 2T OAERANZEFRLE  BF
MR AATH B RHE B H R A 4 1 &3 (reprimands ) 219 5 SRR £ E R Z
EHEH 0 BH AR Ll 8 EHE220 0 £ F 83 4RAT R X BB S E MR MUAT B
g2 o

% 83(4)(a) HREBFHALE » BHIEEH B RRSE 255 ZHE » AR RMEHEIK
RAOSMBEICHEZILZEETREHEE BT H RREHZ KRS 32 h2R

g

Moo B B LA A EBATHZE LS &S TR 10,000,000 &k T K AT —

244X GDPR % 51(1) 452 2 » B BB EXEEZ Y —EEEREXIHIIE TR A REHLS €

a B3N GDPR #lE a9 A A E A PAT » DRETHREZH TEAGERERE & UAREEA
AHEERBEBE N ) B d773# - GDPR art. 51(1); GDPR r. 117; EDPB, Opinion 39/2021 on Whether Article

58(2)(g) GDPR Could Serve As A Legal Basis for A Supervisory Authority to Order Ex Officio the Erasure of

Personal Data, in A Situation Where Such Request Was Not Submitted By the Data Subject, at 3-4 (] 1) (Dec.

21, 2021), https://www.edpb.europa.cu/system/files/2022-01/edpb_opinion 202139 article 582¢g gdpr e

n.pdf.

215 GDPR art. 58(1)(a).

216 Kuner et al. eds, supra note 146, at 946.

217 GDPR art. 58(1)(d).

218 GDPR art. 58(1)(f).

219 GDPR art. 58(1)(1).

220 GDPR art. 83(2).

221 GDPR art. 58(1)(b).
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HFELRELERO NI ATHH S XHNERE FHRIRERSE 582) 15
P32 9 B SR B M BRI BE IR S 2 0 BB AR B iR B FT R S 20,000,000 BX
AR — @ FEELRELSEHZAE»Z WX THIAE (F 83(5)(e) &~ % 83(6)
%) -

FE M B IRIFL > TES 477 AAE A #ESR GDPR M1 8 R & AT F
B Rmo A BEEEREFTEEM AERISEECHN AL ER > KR
ARECFI B IR A EZAFE LT » BB AL T AR AR A ERB B R 222 S

g L B o b gl 1223

B £B%  HIPAA RARR

%A B B AT %A do Flek 8 GDPR A% B A @A) By (& Aafo BRI SE - A
WIS R B E > X B & B HIF] (sectoral) SR EAABMENFT LRI ~ tH AR R A
(ERZBAETNR S5 5 TR IEAF B ARRE R flhe 1 1974 FRA
# 7% (the Privacy Act of 1974) MBI BT HAME L L PEATH K E ~ %3 -
A Ao %4572 5 2000 Fh 2B E 5 % B & (Federal Trade Commission, FTC) #] &
A RELEEBEALRBATRZ L EH LIEAMERHE K (the Children’s Online
Privacy Protection Act, COPPA) 226 ; B F £ 4 KRAF Z RN T LHF £ 8 Lok 7

CFRGE A E AR BRI R KR F 5 A 1%3% % (the Family Educational

222 pawet Hajduk, The Powers of the Supervisory Body in the GDPR As A Basis for Shaping the Practices of
Personal Data Processing, 45(2) REV. EUR. & COMPAR. L. 57, 69 (2021).

223 GDPR r. 129 (“each measure should be appropriate, necessary and proportionate in view of ensuring
compliance with this Regulation”).

224 Data Protection Laws and Regulations USA 2023-2024, ICLG.coM, https://iclg.com/practice-areas/data-
protection-laws-and-regulations/usa (last visited July 15, 2024).

2255 U.S.C. § 552a. Privacy Act of 1974, OFF. OF PRI. AND CIv. LIBERTIES, U.S. DEP. OF JUSTICe, https://www.j
ustice.gov/opcl/privacy-act-1974 (last visited July 15, 2024).

226 15 U.S.C. §§ 6501. Children’s Online Privacy Protection Act, FED. TRADE COMM’N, https://www.f
tc.gov/legal-library/browse/statutes/childrens-online-privacy-protection-act (last visited July 15, 2024).
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Rights and Privacy Act, FERPA ) 2?74 o

BRI o £ B 3 M A AR AR BRHR I 7T RS > 1 R 2 2018 4
#1370 2020 - 1 A 1 BEX AT AN H & H B4 473 % (the California
Consumer Privacy Act, CCPA) ~ Bp 2 % Bl & M & 3 — A& M 2 18 A & B AR
20 Ak T 0 FE G EAF BRRER I 0 B A BRI PT R LR A SO
4 5 M R 20 o

FEARF R E B3R WA RA S @ 0 A B BRI 3Lk Ao M Ik B AT RS
ERBEANGEREBOZER Bt BAT RN E RHE - £3K
FMEE R BFRERRE > AERHAEBICHENEEEIREBAIAR > ™
H P Al 1996 F 4] 2 2 4 B4R T 4% 1 $1 42 7% (Health Insurance Portability and
Accountability Act of 1996, HIPAA) > #&x3AMLe3E3 T ik ~ HIE Y RER R 4a
MELEHE  ABRTENREZENMETHRMZI TG LT ERBETERE
WAMEH E LB AR L EESHH LB -

Wit EREHEME S 0 KL HIPAA % X8 0 34300 HIPAA
T ayEBAMERE ~ WA B TIRET R > AAHELARLBDR TR @ L
BER R o Jboh 0 AR CCPA #u HIPAA £ & B EWALT @ > FAFAGRE

FAET R PAAR > hoW 237 2020 - 8 A 31 BIER @S 0 pe M KRN ESE 9 A 25

227 20 U.S.C. § 1232g. Family Educational Rights and Privacy Act (FERPA), U.S. DEP. OF EDU.,
https://www2.ed. gov/policy/ gen/guld/fpco/ferpa/lndex html (last visited July 15, 2024).

28 FREME A A TR ER L ZH R IR > T #5483 © Andrew Folks, US State Privacy
Legislation Tracker, 1APP, https://iapp.org/resources/article/us-state-privacy-legislation-tracker/ (last visited
July 15, 2024).

WRAFEREEZREG M HEHEARERCCPARLEZLRA > A1

BORWR 0 47 £ B HIPAA TEARE TR AR R ZEH B4 #FEREEN 34548 A 41
(2022 F) o

231 45 ho 55 39 @A HZ{—‘%E'Hbﬁiﬁ-‘ﬁkf:'HbﬂF“ REZ BB ERFEEHE OS2HMIAL B
654-663 (2023 %) B~ FEE AT HB A EEF R AR E T AR
A R ERRH 272 ,ﬁﬁ ' B 56-57 (2018 4F) ; 3kPR3. (3£7) ° B 234-238 -
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BEX%F CCPASER (AB-7133RE %) 32> R4 CCPA &) A §2[7 #2 HIPAA >
B R A RE AT 4% # 38 B (Federal Common Rule for Human Research Subjects) Fu a4
B % B3R %% (California’s Confidentiality of Medical Information Act, CMIA ) Z#,
TR > BHITHOASH I BALE A AR EITAZ B EER A
HIPAA £3%AMEMRE T A7 & - Bt > RFRRETH AB-713 3RiE RS R0 2 ¥

% AR RS~ RERTHEABR IR R RS -

% — 3R HIPAA AL A 69 38 A 50

HIPAAZ47& 1996 F %] € & BAAAML R BN B A ER > & BT A R o £ IR 3R
(U.S. Department of Health and Human Services, HHS ) # 2000 4 12 A %4 HIPAA &)
A8 (Privacy Rule) ° & HHS FX RAE# A E (Office for Civil Rights, OCR)
BEERAPIT > RABBATHRINZERERAZIMER - BE > ARFEFTFA
VERIMEAI G IEALAZ R » RIS FAZIEAM  ABEARRETNAEGRAZIBERT »

B p 2R RBERETHAKER TASLE ERREZRM -

HIPAA [ERRAGRIEHE L L > MMM (covered entities) R HE B £ B4
(business associates ) #7173 2 & & 3N (protected health information, PHI) X4
FiAoig HATA - ARBERE > IRLMBECSZREMEEITE (health plans) 498

T PR TR AT Bt B ey ¥ R E 1 (health care clearinghouses) BA R Af

22 AB-713 California Consumer Privacy Act of 2018, C.A. LEGIS. INFO. (Sept. 29, 2020; 2:00 PM),
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill id=201920200AB713.

B EREMMEERARA > N B EHFRAREESEZRTEZRRA 2021 £ 3 A
https //sth iii.org.tw/article-detail.aspx?7no=64&tp=1&d=8630 (&% %% B 12024 7 A 158 ) -

234 Health Insurance Portability and Accountability Act of 1996, Public Law 104-191, 110 Stat. 1936 (Aug. 21,
1996).

235 I}.S. Dep’t of Health and Human Serv. [HHS], Summary of the HIPAA Privacy Rule, at 1,
https://www.hhs.gov/sites/default/files/privacysummary.pdf.

236 45 CFR § 164.104(a).

66
doi:10.6342/NTU202401988



A UNEF I A AR08 AR B B3Ry B4 R R # 4% (health care providers) 27 ;
MEEBFRARIE DB REABEMERIE > AIRAENITA M PHI £ A F045
FEFBEAN ~ R B AT AR AR R RAKLHS -

Ptk B S E Al PHI > PHI B35 i X MR R LR ERE > UEF ~ 4
AR OBFEMEN K > BATEAT AR 6018 AT B30 M4 B R0 - HIPAA [
RBRAATHAESTBIIMETHER > 20 & TE&XIW|WIAZAEE TN (de-
identified health information) | # " A R&E# % (limited data set) | * & W& FE K4

£ AAdg & > £ HIPAA [EF6 8] T 0 51 43 K B 42 & £ &Y B 4] FL 46240 o

% =38 HIPAA &4 RA1AT R B K350 ik

HIPAA &AL R0 # %3301t (de-identification) 12 E 8y E AL > R FMER
i 0 E3 T RS AT ARE A AT A LR A 4F 218 A (no reasonable basis to
believe that the information can be used to identify an individual ) | Z K 88241 > JLBF3%42
BRERE K AHEATHRA M  JEB PHI» 7T %2 WA HIPAA AR 608 A 8
B o fedl Bt L HIPAA EARANAE AMTARMELMAIMET % > B T F R

% (Expert Determination) | #u " %2 %4 KX (Safe Harbor) | > AL XM EHKAE

27 A Mttt £ (health plans) ~ R B4t B3y + FI#AEFE 4 (health care clearinghouses) #v
Bt B R TSR AL H (health care providers) #93F 48 & £33 » 353F L Summary of the HIPAA Privacy
Rule, supra note 235, at 2-3 °

238 45 CFR § 164.103.

23945 CFR § 164.103; Summary of the HIPAA Privacy Rule, supra note 235, at 3 (“the Privacy Rule protects
all ‘“individually identifiable health information’ held or transmitted by a covered entity or its business associate,
in any form or media, whether electronic, paper, or oral”).

240 40475 T HE 6 N FAb N ok IR B RS Aofo EAMRE AR Z WA K -

241 45 CFR § 164.154(a). & X % : “Standard: De-identification of protected health information. Health
information that does not identify an individual and with respect to which there is no reasonable basis to believe
that the information can be used to identify an individual is not individually identifiable health information.”
MW ZREAAMART B TPITEHICR TS U REZ AR EBHERE TR FZ RIS %
# E # o HHS, Guidance Regarding Methods for De-Identification of Protected Health Information in
Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule [hereinafter
Guidance on De-identification of Protected Health Information], at 5 (Nov. 26, 2012),
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/De-identification/hhs
deidguidance.pdf.
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PERRLAETWE—FEZEB|AIETE > BPT 8 & A& Bz B8 AR
BB &858 HIPAA EA R0 A MAE A 08 5 2 &R 223 -

F—% FERR%

ERREFMENR > FEh—EAEHFEE o2 EF (expert) > #i8
— AR X Gt Ao AR R B R AT 0 SRR R B ARG LML 0 T AR
faHA 2 B d# (anticipated recipient ) B8 & & H 4 522 5T BUAF Z 73R 0 371
A B A Z B B IR E JE ol (very small) 942 224 o sbik 2 A 45 € A48
R T RMACT LR ERF > LRBAET 8 GHRIET O E BT %
REAREER R 27 XA FFERFE 0 B A4S HIPAA FEA R 69 & 3701t
R 5 4bsh o HIPAA BARAAEZR > BREZFLERG T FhoEREER
£7246 > % HHS 3% R EFF2 4297

OCR # 2012 4447 T — 47 HIPAA BARR] Z B H xeh 45 T (AT
# TOCR #58xX#F, ) " EVEEAMERAC 2 BB LT RO LY ER
PIRE > R Fw)BIERA > AN AEERMERN T A TTHER MBS - £
BENERELRLE > OCR &7 TAHKM ~ HPERAMBIEMAZART ZZIREEA
+ - OCR € X B4 HLXARMMATEEZZER > AT ARG LEREUARMEE
BB e sy B R85 > ATH B2 -

HBH > OCR X+ FARBERDBE N EETIAL B2 HILMAME
B B REARAF E ey IRAE 5B o OCR AT R B IeA2 5 7T o0 A AT S A8 5 B2

243 45 CFR § 164.502(d)(2).

244 45 CFR § 164.514(b)(1).

24545 CFR § 164.514(b)(1)(i). & X % : “Applying such principles and methods, determines that the risk is
very small that the information could be used, alone or in combination with other reasonably available
information, by an anticipated recipient to identify an individual who is a subject of the information.”

246 45 CFR § 164.514(b)(1)(ii).

247 Guidance on De-identification of Protected Health Information, supra note 242, at 12.

28 1d. at 10.

M Id at12.
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HER—  BRF R E B AL TR AR AR TR 2 VT AE P R R AR B AT 3RS o
TR BRI R A E BRI T o &R T SR BRI 43t S At
2 E IR 0 AR R E P AL R 24 B AR R -
BER= BSRAEBE L EBHESRESL SR ERITEAERSEA
WRAE SR MR B 3 T Tk o
FEERm  ERBRIPALRIDIAEE BT RG®A RS 0 R TR RS
EFHNZARE -
[ & BT R AT E ]
4 > ﬂ
>| 1#8h % M E AR EE X R RS
Al it A& E ( o re v )
W
—i B RAATHA L B 3F4 ]
HERAKRCBIETHNZIERE
[ BHE TR BT PR ER L0 ]
B\ BRI HEBERE
ZEk R OCR (2012) 250> ReFREns2e
250 14 at 13.
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# OCR & Hi ) 2 FFRAR » 5 FFARMBTARAERFR HA " IFFH
Ny WRE BERASARBE R RBRATRENFALBETHRER
W AR X REEABR A REET NS ERA T ZEHICAZE - ERER
PiiphBh sk Gy VE% > B @ ABBAETNG B HERBME > SHRER PRI E
WA ES > OCR 5 EXMH TR AFIBRFEEBT R &> &b sk
(suppression) ~ iZ4tik (generalization) ~ E# % (perturbation) & K B % 4E %2
(k-anonymity ) 232 e

BRAEFNEELEN AR HEBEEEFORESTH > REFIHES
KEATE B 9B RBIAED  FE LR Aball - KA ABEAREBHEL - F

FREFETHLRERFHRER > RRANERAZ AN IITRARS  BEFR
MAELRS » BREFEERGEHNZZRESH?S; ks B EH OCR 45 F 4
RIAIET > BERATFHERYNEAEN T  MAEFSEBZR > BAER
BEBERGEERTAM EFBINORRRETESL K T HGREAMERY T I
BN ) ZPIBAZE  E AR R ko AT B A B 0 MRS LS L
Fik X G TEREFD - SRR LR Z A EEEZREZOHITE LLHE

Bt o

F_R BRI
PR RRL K ZEBEXNBRERBAARL - ABWF S - ALET 0 R
BHRATRHBEMS  FPHEIBIMEZ E RS —RARKRRATET A BE

251 Id. at 18.
22 1d. at 19-21. BN LR ATIR R BATO M S fn 8 R332 > T H AR S —_F - S8 - F_E - F

-

=3K °

253 Nat’l Comm. on Vital and Health Stat. [NCVHS], Recommendations on De-identification of Protected
Health Information Under HIPAA, at 8§ (Feb. 23, 2017), https://www.ncvhs.hhs.gov/wp-content/uploads/
2013/12/2017-Ltr-Privacy-Deldentification-Feb-23-Final-w-sig.pdf.

254 Id

255 Garfinkel, supra note 47, at 23; id.at 5-6

236 45 CFR § 164.514(b)(2).
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AZ 18 BHEAN BN RBRER TSR B XRHEEEALR T# T4 & (have
actual knowledge) | % AR 18 B B MR EE N NTHEFRELHELE
VIR e Sl
HIPAA [EA MR P E A TR 18 AMA B ML S 1 L8 52 TH | T
WU BB 248 L T A BREMHEZHERRE (ZATHADESE
BaMERHHBEEIRAT =4 AIARELR) ;3. B4 88  AHKRBH LA
MEMARBALERLYBIMER (FES THE, ) » UARS 89 RXFHE
W4 TERS S ALARS 6. T FHMMH 7. SR 8 BRSNS
BREARZEASBIE 10, kP RS ; 11, FRBIES 12, LamBI 4580057 %
5% A ERRIRAS 13 K BB RSG5 5 14, 484k 5 15, @RI KA aEAS 16,
W BREAMBNEE 17, 2RIFIBERBAREGEMTTBEIBERL A
18, HACAEATHE 2R 7T 38 5 Z 5088 ~ BB ARAESE - U LB BN > HAKRESLF B
Sweeney W+ &9 # R ATR R » AR LA B (B M BB B ) a9k - RIF
FBRLEBRRENERLATRE 2010 943 R~ » &R 2B #7385 1E
BB B £ A2 RSN E R 6y E AR RS N7 0.01%-0.25% 2 F] 260 -
Bpf® S48 A5 M il 18 A MA B M5 X R HE T FRso & | R F A7
T EHIA] 0 H%E AN A HIPAA FEA R AR E 2 R B3 > #3L OCR 45 X
HRE— SR " HFrE ) &5 FR B AN (clear and direct) %018 %4E &
B T AR RGRA A AN BT SRR E BN ER LI E
BAMLe FRO 5 bsh 0 OCR TFA A ET > [ HEL & ) BF L8 RKMMEE

257 45 CFR § 164.514(b)(2)(ii).

258 45 CFR § 164.514(b)(2)(i).

259 Garfinkel, supra note 47, at 25.

260 Kathleen Benitez & Bradley Malin, Evaluating Re-identification Risks with Respect to the HIPAA Privacy
Rule, 17(2) J. AM. MED. INFORMATICS ASS’N 169, 169 (2010).

26! Guidance on De-identification of Protected Health Information, supra note 242, at 27.

1
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R B A LB T ERRA T ERARZIER? > mAAHAFELEBRN
49 T B4 & (specific knowledge) | 263
BEMET > BREBBEANEIL > HNAANER - MEORETH  #FEHK
BR—3% -~ ARG EBAMET & A L 18 ARG BT BHNZR
FABPARBERGR LR EE > KA REAE S BBFNEE D K A
ZHAIC TR FEE N SE C AABRYREBLER > REARBEETHHMHE -
MRS BEBEHEBIMEFT E > UL BEX —BERANSEMEE
T REEETRAHER BB R TN AN BRI AET BARR -

F=ZR FHICRRORT - AREHE

IR A E2045E HIPAA FEA R AT » A% PHI Ao X385 1L B3R 69 5 =
BA > BREXBRACRELIFTE & E»N PHI A KE » 246 s L FE
REBEHREN > BEMRFETRMZGEMHT  HOXRERBEREEFARER
WZTF > BRBITERFEE - i —4R > /£ HIPAA BRARRAGOREEHET - BRA
PREAMES > BINRA AT LRI - A RS TR E B 0 LT ¥ PHI
AR - BEGGISNFE > 2R A EREGTHRIER KA E R RS B oA
Z M (reviews preparatory to research) 2 ~ KR H 7 B 6445 A R IB & L4 X & 3
(research on decedent’s information) ¢ » RARFHARGEELEL A TRERLEFL

% B &2 % 5K (board approval of a waiver of authorization ) 267 °

262 Id. at 28.

263 Recommendations on De-identification of Protected Health Information Under HIPAA, supra note 253, at
6 (“this requirement does not refer to having general knowledge of studies and methods about re-identification
and risks, but, rather, it refers to specific knowledge relating to the particular dataset in question.”)

26445 CFR § 164.514(e).

26545 CFR § 164.512(i)(1)(ii).

266 45 CFR § 164.512(i)(1)(iii).

26745 CFR § 164.5123i)(1)(i).
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AREMENRENBY  REAAAFLIARERE » REBHEXE KRR G
a0 FREMBUARBRITRE  RERBERSEAEEAD - M

ST R TR ERMML - FE ol B BAZAAEE A8 o H 4850k 0 HIPAA S
AR A 2002 F AR RGBT 0 H3TH REMN A RHZ 2B X0 H AR
RRA AR ZREMEREAAL 2L RER B RRBELEZ ANREN -
BAR R AU HKT DUA ZATRT » 4 At B B4 A fudf E2 -

EEBOEHLE  AREMELERSERSR 16 B BARI BN > AR2BHEK
2 I8 FMA FHAALL > AFRGAMHNEN IR EZH AN T EIHE R (o
AFABAANRRABIME) > RREGIETERTHIN KB ~ HFHRNRE 5 L
g EMHEF @A ST S ARG R T ~ MR RIEZ B MR R0

M EREHNENEBIICLEERS BA R SRENEMNFHINART 0 &K
HIPAA FERMAIRE » SRR LBEAREMEGIHLEZ L DUA > HizE8 5
MBI E T AHBITH RIS - DUA WHENEEBMTALSY? 1. BiEHE
A4 DUA & T3 T 86 B SRR TIMER B FE 5 2. AT HBEREHE > B
B A DUA TR E IR RIBFEES ;3. 2 A BFRE A DUA 4
0 E b2 AE A AR FEEE R 0 BOR U JER & R SRR AT IR 5 4. JAREAR
HAREERGE =T NE B AZEMERAT AR RN AR 5. Z b Y
BB IR AR T FA -

sboh 0 2002 F R LRRAREIE M F A Kow 0 #7 DUA ERB X AFF X
ZR> TUHGLEEX BN TR AZ WAL EAEZTHITLEZRAE

268 Stacey A. Tovino, The Use and Disclosure of Protected Health Information for Research Under the HIPAA
Privacy Rule: Unrealized Patient Autonomy and Burdensome Government Regulation, 49 S.D. L. REV. 447,
457 (2004).

26945 CFR § 164.514(e)(1).

27045 CFR § 164.514(e)(2).

AR RRETARATREOM BT 0 A REME G EIRH BRSO 10%-60%2F
Benitez & Malin, supra note 260, at 169.

27245 CFR § 164.514(e)(4)(ii)(C).
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HERT  ZXRABREREIARENEHR A THIPZIARER » THFLRBRER
YEHREHZBIRZREHTHTX » BAEMAR K TABMOHHRR T -
LR B IR A 0 B B A ENE R R DUA Y E 8RB > R JE3% BRI TR
% HIPAA BRAA THREEN  TRAREABRITRBEFRGEA REHE 6]
FHMET FR HHS T &£ ZEAHHZEHEIHETRIFR > RAZEEIEIE
HIPAA BARRAGRILEH R - £EMFREFEHIRBRBELZFTRLT » TR
AR E TR REMAE - AH BRI EER DUA B94TH B T 3biF - A
BARBAMO L B ENBERE RO TS BRIGE L EE LT
W RAATH BT RMBE > BHEUR R BB ETME LG A TR

Z 34 > 3B HHS #4738 3R276 -

% WA HIPAA %3875 1b %] B eyt fo i 3
RBRATHRE  REXRBEERBIREEEZRCERREBHEIZT %
HArfRA 90 R B % A £330 B HZ > HIPAA EARRIR € 535 R EHK
HBHZBERZREERTARBEST X BTEAHEEREH - FT2 0 BATH
BAETFAAEMBHEAETHEREETE G HEBICE BT ENRI R
P AL E B R 0 HIPAA BARRAERA B R > SAKKBARETH
B HE S E DUA » REE T HBRENERERTAY ) Xs R kER LT ¥
BEATEBHERENBINZIEF  ERUYERETFAZIBRRE » FRAEMHRK
BRI BRBREZRYE > Z5EARENBIEENDEA PHI & » KR EGERF

273 Standard for Privacy of Individual Identifiable Health Information 67 no. 157 Fed. Reg. 53128, 53236 (Aug.
14, 2002).

27445 CER § 164.514(e)(4)(iii)(B).

275 45 CER § 164.514(e)(4)(iii)(A).

276 Standard for Privacy of Individual Identifiable Health Information 67 no. 157 Fed. Reg. 53128, 53236 (Aug.
14, 2002).

277 Guidance on De-identification of Protected Health Information, supra note 242, at 22, 29.

74
doi:10.6342/NTU202401988



B FETH 0 ABEX HIPAA BARFRRARIEZ FEMR M LS - 5 — % @ > HIPAA [E
HARBTARBREEHNGEFA > SNE O LB R BN > AEMMEE
HAH LR SRBEELGEHZHNCENETERAXBEN  HARERY
EMEFALEL -

R o B — B 0 BRI E BT RBEBHENYRE > XER

R FAREBBEARERZGEHR 7€ A TR EAE R EAT - B RKAATF

EE A BB GBI AR > T EEEMEBTEE 0 BIEE AKX EGRIE
7. @t > HIPAA BEARA T 2R FE 6 EFICERGEE > BeBBRHERRK
A BEBICHRE TN TRATAEMAE - EHBERERARE ZAEESR
F-REMTEMETEEER  TREARNREPBABRLYRE ) ERENH
RAAR BB P HER BRI L X BINCRE - REW MR
EERARHMEARYE  — AR R A THHEFARALRTYEMEL  HTRILE
MEFARFOHERTRITHEAL  EENEFALMREF ETRMA RFRK
7 e

4% i HIPAA FEAR A HIETE Efoshk - HHS #9350 RER X E 2R
43t % 8 € (National Committee on Vital and Health Statistics, NCVHS ) # 2017 4%

HeyR Xy > ARMAAMERERELT

1 ZEHEFLE MG BT

FAEFE MM ES 0 UR IR R T AR R Ao i ey B IR
NCVHS 32 A BRATAF R MAMCBRBPE TR E > N EARRLRYREDT A FRL

c b > NCVHS AZ B XM P FHAHNEIILENEE > 05X EER

278 45 CFR § 164.502(d)(2)(ii); id. at 9.

279 Recommendations on De-identification of Protected Health Information Under HIPAA, supra note 253, at
8.

280 Id. at 10.
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DUA #2477 X ~ &M MABF - HEBALET OB Ef R EER BITRE - A
AT H) E R 0 BR A R EAR B e A b A e 0 $ R R B R AR
i T

## » NCVHS 3% » HHS BFER PR bEh A B £ 84 BRHGE
Wl E BTN A EREFTHVZ R LAREREFAIFR o5 HE
EWAMCE ML GH/E - EAEH IR TATH » RS E R E Ry

B2A s A S S L T ) TR B8 .

2. &A% 4o KRB Au L WA T B AR

NCVHS .45 & > HIPAA AR XBAIMERE > AZARTRAET LS
ARRZER - BATMREEERIAAREETRERZAREN AT RORLE
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281 1d. at 13-14 (recommendation 2).
82 7

283 Id. at 16 (recommendation 11).
284 Id. at 16 (recommendation 9).
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286 Id. at 6.
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289 Id. at 14 (recommendation 3).
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292 CAL. Civ. Code. § 1798.145(c)(1)(A).
293 CAL. Civ. Code. § 1798.145(c)(1)(B).
294 CAL. Civ. Code. § 1798.146(a)(4)(A).
295 CAL. Civ. Code. § 1798.146(a)(4)(B).
296 CAL. Civ. Code. § 1798.146(a)(3).

27 CAL. Civ. Code. § 1798.148(a).
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301 Cathy Cosgrove, Top-10 Operational Impacts of the CPRA: Part 2 — Defining “Business” Under the Law,
IAPP (Dec. 22, 2020), https://iapp.org/news/a/cpras-top-operational-impacts-part-2-defining-business/

302 California Consumer Privacy Act Regulations, CA. PRIV. PROTECTION AGENCY, https://cppa.ca.gov/re
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