R 7 EHRKEFERREES A
7R 3w T
Department of Law
College of Law

National Taiwan University

Master’s Thesis

BK £ 5 0 AR R B 2R - BR £ AR IS A
BRI R F B AR RIE Ak ) 15 vk

Conflicts in EU-US Cross-Border Data Transfer Regulations: Prospects of
the EU-US Data Privacy Framework and Recommendations for Reforming

US Intelligence and Privacy Laws
3ERR

Ting Shuo Liao

WwEHR - HEF HE
Advisor: Yueh-Ping Yang, S.J.D.

FERE 114 F 10 A
October 2025

doi:10.6342/NTU202504586



X

1:|||I-

T=EKEBIEITEA]

2 V] = =

NHEEREE
BX & B IR AAIEAE IR 49 AT

BK £ B E A R R
B £ B HR RIS ARG H R
Conflicts in EU-US Cross-Border Data Transfer Regulations: Prospects of the
EU-US Data Privacy Framework and Recommendations for Reforming US
Intelligence and Privacy Laws

EEABNE

=/=

Kim X HEEEZE (257 R11A21090 ) 1EE] 1T
*ﬂ‘\&@rﬁ—iﬁﬁnﬁﬁm}ﬁméifﬁm e REBE114E£ 1083 H
B O - FFIEERR

AThESESE
ISEHE -4*—%%L
ONsES -

doi:10.6342/NTU202504586



SRS

BEABAE G IR SR BRIV E N O E L BN B

BT TR ) SBERIMATHBAEE L KT EN B 1990 /XA Bp 3514

P o BCHR R FE b~ B IS AT RS A fe 1 Ak R B AR AR B BCEAR I £

-

% B B Oy X8 KB A R AR AR A ) S S AR I B 1 o sbh

HARXAMARLERR W ERZZMBRE TSN EZRE > 22H BN

Bk el KRB RS T KGR REA LR FEREN  HEEE X

HEETOREFTERSZRELRNB AR HEIRER L THRE > URE

FE 3t 75 i 6 PR S EE o & B R SRR AL SL R IR AR F AR R BEARME )

YEES F TSR ¥ E S L sk d b R &R VSRS T

BCER A A M AR A R TN ERR K - £L2BWAMIERE WA E & X

i R E > VAR 77 Bk 15 1 Data Privacy Framework ( T4% [DPF ) #9842 & »

% BEAR B R A R R o AL A 5T X RBASHR > T m AREF AT

DPF X A& pr & EBATIRF > L F @ HMEIAOEE > AR X BB A HERL

PR R A B LR AT R o TR AR U AT R B RAT BURS N S 89T B 35 1% > R A R HH

EHL R F VORI E R BRSO M A S B EIRER A A £ B AR E

RMREHRBETEET MBI R AFRIZEE A LAMER - AL
Wb FREMBERIT —RREIRF AT KEISRFRE EREDHE

i

doi:10.6342/NTU202504586



REZZEBREBRARRNGZZ D —F @ AR AN B AR EBREN R
ERFP O REHEGEELALTHIEMFE LAZ R R Bl EZH AL S

PR AL L 07 o

BSET © SRR BTN BT RISH B MR B B — R

PRAFLA  BRE B HERERE  BRLE - A ER

i

doi:10.6342/NTU202504586



Abstract

With the continuous development of digital trade, cross-border data transfer has
become increasingly vital. Since the 1990s, the fundamental divergences between the
European Union (hereinafter "EU") and the United States of America (hereinafter "the
U.S.") regarding data privacy protection have been proven difficult to reconcile. The
regulatory approach of the EU is to prohibit cross-border data transfers in principle, which
creates persistent obstacles for U.S. entities to transfer data across the Atlantic Ocean.
Although the European Commission and the U.S. agreed on several data transfer
frameworks, the adequacy decision of the previous frameworks has been declared invalid
due to the extensive surveillance powers of U.S. intelligence agencies and the lack of
effective remedies. At the same time, the provisions regulating intelligence activities have
also evolved accordingly. This thesis examines past shortcomings and identifies the
necessary reforms for sustaining the current Data Privacy Framework. However, this
thesis also argues that the comprehensive reform in the U.S. remains unlikely under
current policy conditions. Referring to the Investigatory Powers Act 2016 of the United
Kingdom, this thesis suggests that if the U.S. remains willing to undertake certain reforms,
prioritizing reform of the Foreign Intelligence Surveillance Court's scope of review would
yield the greatest benefit. Conversely, it contends that the Court of Justice of the European
Union should reconsider its standards for data privacy protection with the aim of

alleviating transatlantic tensions over cross-border data transfer issues.
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REV. (forthcoming 2025) (manuscript at 7) (on file with SSRN).
3% ]d. manuscript at 6-7.
35 Gemar, supra note 23, at 494.
36 Id. at 496.
37 1d.
38 Decision 2023/1795, supra note 10, recital 144.
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ATBEEEHATE PR FREK > A8 B RIBE

On\

REATEYE - — 2 BAE R BiA

e

RBERZAZRERF > FPIRAFILE I o F A FME B NE (Intelligence Oversight
Offices at the Department of Justice) ABA4RNBMAECEE LT BAEAIE L EREF
» 33 FISC WA R £ B B & 44 EHAT A -

FISA % 702 & T X BBUR L2 BERMES > RERREKZ > BtileT
RERRVAPR I £ B AMEA) ZH 5290 0 A FH &R R F K BARL BEZRE
ZEH AR EATEHN —LREZ B SRR FRARRHRE Zop g kM o2
PriH % B AAE BESBERBUFMARHERIER LA ZZHY %H

ERBRZRZMA > FBEBUTERR — 4 P4 Rk o

% = 2024 549 % #74% #E—Reforming Intelligence and Securing America Act

LEEAGA 2024 5B T AEERAEE LB EE (Reforming Intelligence

and Securing AmericaAct » T#% [RISAA ) W & #3% 4 FISA % 702 4 - RISAA f&

HoramRb TEERE AL CR @B AT REAY
RRBEETEHMmE > I HERARSAAZAFBAREEZZRFE 2 ER LR

MBI G LB CAFTRRABRAGAFRBERZERL > ERMTARRILE 4

3 Id. recital 147.
40 See generally Gemar, supra note 23.
41" Chauvin, supra note 33, manuscript at 3-4.
42 Ted Barrett et al., Senate passes, Biden signs surveillance bill despite contentious debate over privacy
concerns, CNN (Apr. 21, 2024), https://edition.cnn.com/2024/04/19/politics/fisa-senate-negotiations/inde
x.html.
43 Chauvin, supra note 33, manuscript at 35.
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FISA % 702 &4 S B8 M 69 & 27 E% o 5 9 RISAA 4F31 FISA % 702 f& 2 B4

ol AR TRA RS > e T HFAZR LB G AR T AR E FISA £ 702

e ZFTATE L AR S H R AR B Ko A2 00 T 3 RAE T2 Mk A e 0 7R 13 Ao

BORPAA® o

FEES T VS R S ST SEL DL RS EY T pE

IR e > H 09 TR B B AR AT A RS A T > 3 B A M A BROE 2 T AR A AME

WREEARHGRE TEAGR G- EE L TREBZERELE > QA RRE

ES PO FRD UARERMEMATHABRTELBALILGBHES R -

EZH TR LG REMERNTERYE > BEAABALE B RE RV E L 51H

e e B AR A AR R AR > 12 £ B 8] R A R R ARG B R T

SESUATE SIRINRETE S 7 Vir s EE

1% > RISAA Bl 7 —18 FISA % ¥ £ B €% & FISA B# 4 A 2k 4 2

SEATENRRABATRE > BAA MM R FIRETEH > ABFHMERLENRE G {2

70 A Ao 2R BV LR -

R 5 > RISAA R XA2 B A40% FISA % 702 # X B H IS NEA > AP

RBH A o AR A AR L AR ERRAEAR BB AT KR A B

42 R CAB B ) R E IR ENEATIRA] > T AW R 5 AR AR EK K

4 Id. manuscript at 36-39.
4 Id. manuscript at 43-45.
46 Jd. manuscript at 41-43.
47 Id. manuscript at 46-47.
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BRK > HERERATHAY S > ARFH L -

% =38 Executive Order 12333——United States Intelligence Activities

AT A4 1233348 (Executive Order 12333 > T#% [EO 12333 ) 2B HAR%A

% (Ronald Reagan) & 1981 5 %2% > B AT BRI R34 /) L AR BURAE 2% o

EO 12333 {4 % B & & 5 — MR AL THAHAF A = F b LA BAT BURPTE R M) 0k

WAL B FHRBEFEETHE LB GARBA R Z2REITLEETEH > £8

RN BEAT AFIRIES > LI E R4 9B R 3R AMRUR A T BRI E 2 ) B

B Z B E B A E E B o MAMEB AR AL E ZAE > Al HEHEE AR T

Ao Bl S R R IR > HATEATRE C Y BB A M EBAZIAE? -

EO 12333 #2 FISA R[] » A REZHR%EET TER > ML LIEA G ERITES

o — IR AL LT WA SR A IR P B S SIR HER AR B 5 T NSA

WAL AR FR IR R [RE - RE -~ 547 HAELHRER

ASHE R B E AR B 89 IR R A SRR BIE > A BB R BP0

AR [ F AR HIRCE RR L TE) > 6K F R B g R ERHE > S

* 1d.960; 4TH A4 12333 AFHE %44/ (National Security Agency > F#4% [NSA|) A& #

MAEXBGERRZEEFRARZ » AR % HMAEES > Id 63; Exec. Order No. 12,333, 46 Fed. Reg.

59941 (Dec. 8, 1981) [hereinafter EO 12333].
4 Jaycox, supra note 22, at 62.

30 Id. at 61-62.

51 EO 12333, supra note 48,9 2.2.

2 1d. 2.3, %R R A A > EO12333 4 [Information | 2 A 5 > #EEME (3.8 | WABARES A Z o
33 Jaycox, supra note 22, at 75-76.
54 EO 12333, supra note 48, § 1.7.
S 1d.§ 1.7(1).
13
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REHXBEEFIHET T E GIEH Aebf ] 20 o

F IR T HRMEBH T RABRIE > LA T A TIRA > I T HIRA
MTARE - RB R EFTZRNE  HREEAEE AN RET FAREZIHTN 4
B R RRIFRE A GFSNETHFTRALIT A AFEBARBRLL2ITEZ
B A B bR IR T E ZF A I ASRAE S FE 3R A T RE AR A IR AR I A
ZAAZER BEEONFAEMELIAHR  SEMERAIAA HBRT
ZHF ABATREEELAR « ARREIATRT » EALHBHER XL A
F 23 MFO)BEIBASNBEFREIARFERIAN > AL GIERSE KA H EAL
AR A9 BL B AR 0 AT AT AT R AR R O B R ST AR T SRk
HEE S AR BHZIENR -

EO 12333 i T 4Rtk Al e 72 LA R ASATIN B R E 8 > b2 K E WA
MR FER I ) R A5 AT 4838 ) R PR o — R 0 RELT IR A
TAMEAFINE F R F AR T LSRN ENE RS RAKR B T AREZ
BHEM -

FERAERSE L EO 12333 2 MAmE Kz A ARA  EHEL N
THRFRBABBEREITMEMIN L R HF T AR FRAEH LT

IRERE > FREREFBMMBAIAEH - TR L B0 12333 2 @R E £

14§ 1.7(3).
ST 1d. §§ 2.3(a)-().
8 1d. § 2.4,
3 Jaycox, supra note 22, at 83.
0 I1d. at 90-96.
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B FISA 5 702 R 2 » B3 S A 0B S B A B A 4 S IR 2 B ey

%61 °

=

% =78 Presidential Policy Directive 28

Signals Intelligence Activities

% —%: PPD 28 2 #.5

2014 1 £ B4 %8 2% (Barack Obama) A#73% (Edward Snowden)
FIRO2H A 698 A 23 & T4 % Signals Intelligence #9534 (TH# [E%)) > &
B34 T ¥ % BUR354 28 %% Presidential Policy Directive 28: Signals Intelligence
Activities (T#% [PPD28 ) > A&k HHIH/ TAEH £ REEZAR > VAR KR F
kP AR 3 B AT RS o

PPD 28 & /24734 B % % B 15 MAKAR L B 14T A 4B AR HOE B M E AR
ZAEA HLARRE — ) 2B R ARG ERBAERAR T I E FH R
AAESLERE W ok R F REALBEFHERESH AL BEHEHR IR A
H~FH BRARNKA G EZAKFES -

PPD A <18 £ £ 493 5

61 Matthew Connolly, Will the EU-US Data Privacy Framework Survive Schrems III?, 27 TRINITY COLL.
L. REV. 87, 122 (2024).

62 Edward Snowden % — % AT £ B F 2 HMAZAECH > L4 2013 FB L T £ B H3agsk o) X0

42 B Y2t 4) o Edward Snowden: Leaks that Exposed US Spy Programme, BBC (Jan. 17, 2014), https://www.

bbc.com/news/world-us-canada-23123964.
6 Peter G. Machtiger, Fixing PPD-28: Implementation Issues and Proposed Revisions for Privacy
Protections in Signals Intelligence, J. LEGIS. & PUB. POL’Y 227, 229-30 (2020).
4 Id. at 231.
% Id. at 231-32.
15
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l. TREAFEFEIREE R P —3A3EHR (Signals Intelligence) Z B EEAH

i)

ERLSATE &~ A SR LML 4320 > BRI E E AR LIS AT
c RIFAIRIEE BREAUABNRA > AR A B FRIRIFIRB 4
1R s AR ETHEZ F 2AE o
2. HRABUBEE S IR AR RA——1F 8 KALBEE 5 IR A3 B
B AT 8 F 8 042 & B A RIR IR AL B e A IR A > AR TR A G R AL R
NRBEY e RABEREFRRERIAREBRAXT SR (DB H A XEF
WAPISHEZBR R LA G EATH R R EES o LML E F T8 5 Q- W R £
BREAMBOREE 5 QME A~ FH > KA XRAERGHERBEHEZB LA S
Frig e m g 5 (DEBL2BE s OOREBRLERRRY > A LA RAE
ANB 8 RA 5 AB(6)5 BRRRE » G468 ATl L4 B 6948 B 89 3k R Bk F Aw
WA > FARFEALAT BRI TAEREABERN» S RBLEL TH
ARFHERZALA B E AR
3. RERFARFERIAR—LBAFERBEFFH LR R FHE > TREL

BResEE AHER FE BB EGTTRBARGFT 7T #EE

8 Presidential Policy Directive -- Signals Intelligence Activities, NAT'L ARCHIVES, sec. 1, § (a), https://oba
mawhitehouse.archives.gov/the-press-oftice/2014/01/17/presidential-policy-directive-signals-intelligence
-activities [hereinafter PPD 28].
7 Id. sec.1, § (b).
8 Id. sec.1, § (d).
9 Id. sec.2.
0 Id.
" Id.
16
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JE IR 3R T B A9 ARAE > SEAR B3R A FIBTT

4. bR IR B AFE R ABHREHAIERZIRE A8 ¢ (a)
BURSRARE - RMEB AT RS Fo R 5 S A S EO 12333 MR ZZNF
T HEFFAR A A BRARIE > S B % 2 F A B ARER TAF & % REENBZE
T AR ARE AT DHERERZE T A RABRREIREAR R
PRA RO EBER A BB - AR EBERF £ 5 (b)E PPD 28 AL —F N >

R EFRAEN AN LN ARSI RS > R KA
2T ()L EAEAR G B AT E (Privacy and Civil Liberties Policy Official »
T#% [PCLOJ) > UBEREBIHHRE R ~ sl HFERFEME > AERH MM
B R Aaf2 770 5 (d) % B B # %% (United States Secretary of State > F 4% [ B 79 |) J&

WE—LHRERAFTWAMMIII T > EREEBAFREHISE -

5. A& F KA AR R — TR PR W3R R4 PPD 28 X 2 RKATE X3
fE3RETT o
6. — %R A——PPD28 X N 5 it RRBHEAKZEEMES - EFRBUTAER X

LM ML R B E R RIFREG A RAERAFS > PPD 28 i

2 Id. sec. 3.

3 Id. sec. 4(a).

™ Id. sec. 4(b).

5 Id. sec. 4(c).

76 Id. sec. 4(d).

7 Id. sec. 5.

8 Id. sec. 6, §§ (a)-(b).

17
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A EBFEY > it AR SRR LA A R

% — PPD 28 2 itJ5

B HAEHVURPPD28 XA ETAAKE LB EREG AN EBEFHS

FERGME AEERSEY - ARFRBA LA BEL T ERGEY

N AR L REKTRA AR B HRRE AT AR XY ERHF LB ALAREFR

PPD 28 & A48 £ A £ B RAFFA IEREARR Z5EE R

>

LHRGEENELEY > EEANAE S5 - G5 > PPD 28 #A- S T

(&

AT KA AREZ R &K > AR AR [HIRFIR | o b F RABELE R L F R

MM ZEERAAER - ST EHH X BO 12333 W& FE4R (Electronic

Surveillance) £ % 2 F &4 > 2 F £ X X BARKZ > 7 PPD28 R A # & ikt

E%: F"i%zgpjﬁﬁk\%%%/‘%% o

Fk o #e 2k PPD 28 "R ) KRB & o 12 R L RAEEAT KRBE K 9 I

£FaETHARREHEARETZIEY ; WA XAELEZIRFMEEA

AJE B E IR BUR AR B A9 RE 0 e AL HA IS R T HUE TR B9 KRR R

% > Ak R A PPD 28 Fribhe X IRAVEGHER T HA MM Z AR £ A IH

" Id. sec. 6, § (c).
80 Id. sec. 6, § (d).
81 Machtiger, supra note 63, at 233-34.
82 Id. at 233.
8 Id. at 234-47.
18
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B

AA > BB E KB REMRITHUAF R TN ET X0 BABRFL

KBRS - RAPPD2S T RASHMESE > BMEHEIHMELS RS > méf

HHRELAA KRB REZZRE > TAEEREE £ PPD28 R4 KIAAELE

Z A FARE AR o

S8 > A A AR 2 F R TR R MR & MR IR > SR AMEA

ZE R s AR R £% > R & EO 12333 = PPD 28 35 KA BAEZH & >

B 5B PR AR ARS8 2 8 R LRI & N BO 12333 5 2.3 M 23 >

HHAAMEB IS EAEL KL AL 5D BT EAE S F 4

SM§LIR% 0 PPD 28 {8 14 % KB AR B B R %4 X & K TATH6 I M s o R A > 7 5 3

T IRAAR AR N AR A AF ikt RE 24238 2820 7 5% 2ot 2 K - PPD 28 {£2 &

REBAZIFR R ERBREERARER AU ERERZEEES - Am o Bl

EXBEERH > HHRABAT/TEL RER 2 %L PPD 28 2 2 K3, f& gt > ok

FRRERBRE -

% =2 PPD 28 Z 45 4K

PPD 28 1%i% 7T R EX BUFBME M > 12 B H E R BB EMBHBEIEE S E R

84 Id at 249,
85 Id at 250.
86 Id at252.
87 Id at 253.
8 Id at251-52.
8 See id. at 253-56.
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/g Z 45 0 o PPD 28 B R R A9 £k B E B M2 R AR B A AR (
Joseph R. Biden Jr.) LB R%& 41 %4k 14 3% (National Security Memorandum on
Partial Revocation of Presidential Policy Directive 28) # PPD 28 2 5# 4} > (£8 T
BE IR IRORAL A Z 0 A BE N — R R AR AT BLh4 14086 (

THE [EO 14086 ) AR Z » B F Gk BAZEZ FREHIE S o

% 38 Executive Order 14086——Enhancing Safeguards for United States

Signals Intelligence Activities

% —#* EO 14086 2 3.3t
BRE £ B SAL A K2 2022 4 10 A 7 B %% 7 EO 14086 > JLi5 4R KAZ B 2
PPD 28 2 %K 5% > #4527 FISA B EO 12333 piig#Et9 R 2 ERMEH « L+ %
ZHRET HRREZ D AT REAEZ -
(@) /) 8 2 RIFIRAT % J& B AL AT B A4~ 5 MG o8 - RIE
AWM EFEAT > B2 BB EXARRERYG R Bt BREHELTFEITA 1M
B X ZETAHLRZ | BEFEZELER (Validated Intelligence Priority) | 1% > 45

BIRAEBEE PR [ EREIMEAFR] - GEFREEXAR

o

BRATS 0 3

9 Id. at242.
% Joseph R. Biden Jr., National Security Memorandum on Partial Revocation of Presidential Policy
Directive 28, (Oct. 7, 2022), https://irp.fas.org/offdocs/nsm/nsm-14.pdf.
92 Decision 2023/1795, supra note 10, recital 12
93 Exec. Order No. 14,086, 87 Fed. Reg. 62283 (Oct. 7, 2022) [hereinafter EO 14086].
% Id. sec. 2, §§ (a)(i)-(ii).
% Id. sec. 2, §§ (a)(ii)(A)-(B).
% Id. sec. 2, § (a)(ii)(C).
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44 % (National Security Act of 1947) % 102A #4973% £ 2 BAZ ~ B2k F I fuds it
4t #AE R H#AELMES (National Intelligence Priorities Framework > % #% %
IKAEDS) I X L ~ B EREZAE LRI ZEERY » EhHHRA
EXIF K B Hik#E R B (Civil Liberties Protection Officer » F4#% [CLPO|) < 3F
fEE R & > X EAGH A o
Oy g F T 2EAHBRL2ERAE ZAFREMRR X AR HREHE
EAF AL BAENA —ERSMEBAZRFWEFEERTHIEE? > Bk ML
AEAHNRARELLEFREAEMARER EREARARLEFZHANAHZIC.
% SN EO 14086 4 h 7T RAME A B BIZX AR » QT AR ARZAKR
A R ABRRZ TR AR R R AL T AE B ERIIRFESI TR
B A AR EMIES Y CLPO BATHE > IR FaH(DELEL S
FBAECQRAFTIIEXBEZ S URQ)RAFTEEHEITAAZIBRURNKE &

Lo S L B AR

7 National Security Act, 50 U.S.C. § 3024(%).

98 Zoran Dimovié¢, Analysing the EU Data Privacy Implications Resulting from Executive Order 14086: A
Legal Perspective, 16(1) LEXONOMICA 85, 102 (2024).

9 Intelligence Community Directive 204: National Intelligence Priorities Framework, OFF. OF THE DIR.
OF NAT'LINTEL. 1 (Jan. 7, 2021), https://www.dni.gov/files/documents/ICD/ICD 204 National Intelligenc
e Priorities Framework U FINAL-SIGNED.pdf.

100 Decision 2023/1795, supra note 10, recital 135.

00 EO 14086 M 1{% A Signal FHR » ¥ 3| AL [ 1FAEREERLEZ BAZ - See

generally EO 14086, supra note 93.
102 EO 14086, supra note 93, sec. 2, § (b)(i)(A).
183 1d. sec. 2, § (b)(i)(B).
104 1d. sec. 2, §§ (b)(i))(A)(1)-(3).
105 1d. sec. 2, § (b)(i))(A)(4).
106 1d. sec. 2, § (b)(ii)(B).
107 Id. sec. 2, § (b)(iii)(A).
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()71 89 RSB AL T A [ 4576 F& 745 1 3R & B o B A BOL Bl R RN > SB35 BA

THRAFZW &S o pbol o 5T A% A S 3 30 5 Bp i Ak BAREF > FARALA KA

RS MBI A KRR RE > LR S X T ke Bl DO R R R E R

A ERE AR R FR

KABEEIESFEBREAR O AHETRAIBH A HF T @A%

ZERBANBRAERGRBEF 0 b LB HBEE X IR BIZAE TE

MG bk AR BT RFRMHZ -

5 9N A G T A A E Z R FEE AT 0 AR RMEFE ARG R AR

1535 $ [ ~ TRA) T AATRE A 80 B VA B D5 E RIBAEA T BIREHF R E R ZE

B A BCRFEME ~ &3 KBRS A R0 B RE AR RS RME L KA T 5 3R

&ZARHE S UBARF FRESH L RS AHFRESH & @R AT ST AF 2o

(/AT T HAFRE M EHEATIER > A2 RKEA X B E LK (Inspector

General > T#% B2 & |) "CLPO U R A WEBAH I EBEZER > WHFEF £

B B E RATM IR LR AR TR A ARESR AR BRI AT B

» BBAT R BEBERA o CLPO X3 R HIFMARMEA # R ) 37T A& K IF A

R E 2 H A o R % S A > AR AR BRIEA R A

108 Jd. sec. 2, § (c)(i).
19 1d. sec. 2, § (c)(ii)(A).
10 1d. sec. 2, § (c)(ii)(B).
" 1d. sec. 2, § (c)(ii)(C).
12 Jd. sec. 2, §§ (c)(iii)(A)-(E).
13 Jd. sec. 2, §§ (d)(i)(A), (d)(iii).
14 1d. sec. 2, § (d)(i)(B).
15 1d. sec. 2, §§ (d)(ii)-(iii).
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2 R KRS E F LIS 0 CLPO R4 H R4k 4% EO 14086 P 4 2 4780 % 5| A8k 110 » M

A — B LR o

P

FHZEERF T FmARAS > AETEE R OB RZATHRESEZ S
KA NEERFHERE B FRZABMAT A 318 L S0 R IGE & 248 HHE 56
o gz [ SMBR | A4 g a AR EkEHBHT LEFHRIRFIFRAE
HEEIE A HFTEA R R BB RS A%  SRBERRHEBAIBAT
MREEERE PEARARZIHIEMEMmAARELZRZIBARA A" o4&
HRZIARFOGMBERZIALEBRFERFREBZIERTAHLE G L RWE
£ BEABAZ AR o EHRFFHIR (1220 RK"20 (Belief Test) | » Bp HFAMEF &
BARE A AR RCEREMELR > BH LTI RBFABATRIENATA
Pt 2 335 0 Bp T AR T A MR o

F AR Z RS AE A B S AR HE 0 AL —Ed CLPO %
2R mAEH G ASBERZAAMEEP— O 2T R R
ZHEF—BRERIRUATREL R —— [FERABERAEMBEZIERS

% RA [CLPO # 8 7 HRIVEF MBI R 2 P il de LT LUHFHARH

16 74 sec. 2, §§ (d)(0)(C), (d)(iv)
17 Id. sec. 3, § (a).
18 Jd. sec. 3, § (D(1).
119 Jd. sec. 3, § (b).
120 EDPB Opinion, supra note 11, at 51.
121 BO 14086, supra note 93, sec. 4, § (k)(i).
122 Id. sec. 3, § (c).
123 Id. sec. 3, § (c)Q)(E).
124 Id. sec. 3, § (c)Q)(E)(1).
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# % %% (Data Protection Review Court > F#% [DPRC |) # & L3 > 3 & 45 )k —4
H 3 #% F% (Special Advocate) £ 28 H 4| 35 VB ATAE 5 12° o R 558 Z A2 7 P IR
BHEFAZA BRATHH ETHERRFIBARZ LA ALEHERZTRLL-
DPRC B &y gl k¥ ke~ FE B H AR - FRAERBLENRATET £
B & (Privacy and Civil Liberties Oversight Board » F#% [PCLOB |) [ # #® A{E

127, S Z AR E D B CLPO L2 % 41280 DPRC ik & #4044 HE 7R

¥

BA#RD > TEHERBERFTYLERLEE > FiF DPRC 2% F % CLPO AR » R

I3 R AR 0 L R E AR 2129 o FBE > DPRC 4 R4k [ 8 A BB AT AT AT

#1> KA [DPRC BEHEN T ZREEHMIAZ] XM@Y

PCLOB # %t By 414 CLPO YA % DPRC i R B X R FHEMFETFEEL > 0

(WEREFERHREEZF QAS B B2 EH ()R EO 14086 i&

£ L B(4) CLPO ~ DPRC VA B 4i itk 2 & AE A 2L H K EO 14086 Z 4R 446131 o

F =& &

AKIHA EO 14086 BT T3 5 - B4 L AMMIEE THHRITEHNE

12 B AE A ARG WA 6 B BT o k0 A T LM — R 69 F AR

125 1d. sec. 3, §§ (©)(Q)(BE)2)-(3).
126 1d. sec. 3, § (d)(1)(C).

127 Id. sec. 3, § (A)(Q)(A).

128 Id. sec. 3, § (d)(1)(B).

129 1d. sec. 3, §§ (d)(ii)-(iv).

130 1d. sec. 3, § (d)(Q)(H).

B Id sec. 3, § (e)(i).
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FEAARE 0 AFBERRERLGEH > TRAIAKRGEGHERE - L FAFS
BB MR 4572 PCLOB - X3R5 B AE AR & FIRAT BN 89 A A 1 > DAL BB 2L
R o MBRAT B2 09 RH PP R4 REAGKOIHE S > T A BRI T £ > sbor Rk 2 48

BAFAIG ok RFRAIZOR L BT TREE

F = AT MRHES

BB AR IS AN A R AR A X — R AR @B 8 &L PTAER D 64
B A4 4y (Convention for the Protection of Human Rights and Fundamental
Freedoms > F#% [ECHR J) » vA B B B 3 K A4 4| & %133 (Charter of Fundamental
Rights of the European Union > F#4% [EUCFR ) - ECHR % 8 f& R it 7 A% Z [&F4
HoRE [ HRARAREREE LR AR LS E 843> @ EUCFR

F ik — R TIAAGFPREHEA - EUCFR % 8 #3152 ¢ [ 18 AHRH HE 4R 8 2

132 Perumal, supra note 5, at 104.

P BRBZHH ALY S0 ABLEH 0 AT AR RIS AR - BREARE AR
BRI R ARHAKEFRERFAE ATRAERI BRI AP RM X T2 el B A
AEARANEEE THIHRAFREETZIGE  F 8 HIMARTFRE > UL —F 58 AFTFK
130 2 90 B BF AR A % B R B A IR BT 30 B Ak S o 5 4T AR AR BRIE A BT E A
HeAM% CIEU /% & 2RI HERF A TRAT SARLARIMEA R L 2R EmEZHK
TR TARER R RAAE o BN S2 M6 % | SARIBL R H A RHEA ZIRA) A L B BB R
A AR L £ B FRBELEEATAIRERT AR % R0 ZRBIRFAE 4 ik R -

TSR AFEN K HEAR B IRR R —3r 5 2 KRB BB E A FRY 4 o Charter of
Fundamental Rights of the European Union, arts. 7-8, 47, 2000 O.J. (C 361) 1 [hereinafter EUCFR];
Convention for the Protection of Human Rights and Fundamental Freedoms, Nov. 4, 1950, 213 U.N.T.S.
221 [hereinafter ECHR].
134 ECHR, supra note 133, art. 7.
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FARR 6B AT A LB AR LA T AT RBRE > TAMIMARGRE

REAH R FM bk Rt A A EARELME L CHEEIETH A

WEREE o G 6 T8 B -

% —38 Directive 95/46/EC

I8 Fo35 42 BN B M #47%& B & (BEuropean Commission » T 4% [BR B# & & |

) B 6 B AMA A B R E B BB B A5 4 B BB R R ER B H A A A TS AAE

P R ARAAFE OB BAAARIAZ R PTHRA 69 F R B A T F AT R

BT~ Bl > A~ B URHTHAF R HIREZ ED o [RA045 409 F 15k

PRECE AR B B AR R R A IR AR > AR AR AT AR B B B dIRE

it B 3 5 AR 1

feAds S A AR F R U B AR —A4E 4> WA LR EHETA#EWRE

A8y FARRAL > AE B AR Ak BR Bk B B B AT R B BRI AAAE A AR o g A

AT SBEBE A Lk N A FHE A SE R SEEREE

WM T ERMUAEEMM S -

(& Aads A 93 58 B2 B > R A1 AZH (Personal Data) ' o fg

135 BUCFR, supra note 133, art. 8.
136 Reidenberg, supra note 13, at 732.
137 Id. at 732.

138 Jd at718-19; # 5 & ~ AR EA4E (2018) » <EUFF 2% # I &t GDPR X Al #4436 » & BB
16 £3#> B 150

139 1d. at 733.

140 Id

141 Directive 95/46/EC, supra note 6, art. 8.1.
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AR @ A K THA 4 (Identified or Identifiable) » 45| A& 3k Rk & ~ B
BRER S RERYGEE0 - TG R A 4 AEE - AR A FH F AR E R
1920 %40 R 32 (Process) i % 69 AZ# > R A L& F 2 Z A M 242 (Data Subject
) BIRAFER &' o

EFIE 4 B A AP S 256 > S EELETHEM A HETH
W 2 E AR BYEFIERAZ LA T IR A I L AR [ E R KE (
Adequate Level of Protection) | 7 T AE AT o JRBR MM E &R T BAB AR E K
BB R pEG (@ OHRT ) WABRIEL AL « ZH R8I Tk

HBEREREA A RHERE > ZHKETREBERIESF 26 Fa9H SR

~

BEAMEIRGAER T ABRTAREIRARTRHFELMAEHRLRZY L
BT B At RBATEN FEH RE ZH M BT EZRAAF At

5 REAE IR ERTL R AR E T LR E KA BT B0 AR AR TRAE B T
BRAZMAETRD S AREE IR Bl i@ g RS R BRI NEH

A7 &9 SCCs!™3 o

12 14 art. 1(a).
143 Id. art. 7(a).

Y4 Id art. 25.1; % & -~ AR > #7832 138> B 18-

145 Jung, supra note 14, at 8.

146 Directive 95/46/EC, supra note 6, art. 26.1(a).
4714, art. 26.1(b).

148 74 art. 26.1(c).

149 14 art. 26.1(d).

150 /4. art. 26.1(c).

15U 7d, art. 26.1(F).

152 Id. art. 26.2.

153 Id. art. 26.4.

w L »
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e Foth 241 £ B A AR B AEA] ~ B B R BURF RABE KR o Bk £ Bk

Z BRI AAAR B 69 AR BRI XS AR LARA B IR T B F AR

FEERAN EBE BB L ERM TS AEE LRA LMK THEAD BT

HEH NEENERSMELBOEFINRE - mAH G AZBEAEL

WA A A R > BRI B B 8 TR 3 60 T AR AL A ISR > 2

T T BRI 8 AR S0 o

% =38 General Data Protection Regulation

5 —% EARE

GDPR ZB #2018 55 A 25 B E X347 > AURKIE T EERIELSGH

A DU H I A IEAL I AALR T o AT K E W AT ) K RER AR 2016

F4 A 14 B ndk o & TR AR 2 e R SRR @B AT IRLA > = B T AR

9 EARS o

GDPR 1 % #L7] (Regulation) » A A #Z A FXEX) > HELHLEEN L

EALFFEATHB o W HER A B A RBRAE TR M R A % B ACF A MR

BAREH AR R E KA HE o GDPR A % & % 69 S B R BFJE 69487

154 Reidenberg, supra note 13, at 736.
155 Id. at 735.

156 14

157 Jung, supra note 14, at 10.

158 See id. at 10-11.

PR &M (2018) o CBRELFRHRE R AR ANES o KA 2 EFY > AT > B 166

160 14 at 12.
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B EARA O IR A A R KA £ BN B B E Ak Hle KB AR A W ER

4 (Commission nationale de l'informatique et des libertés > T 4% [CNIL]) 7#~2019 5

A % Google /&) 4t %2 GDPR & K69 Z AN » Rifl g 69 F A B2 il % 09k 218

AL B R E#H mR S A 5,000 EERTAYHI4510% ;5 4% 2023 4 CNIL A% H %

Google 28] £ Cookies #) ) & & a9 3F L » BB EIA Ko F) F o9 IE 25 %

B Bk Google s 1485 FHBRAINZ RO o sbsbF MM AR AEE

B 4 (Irish Data Protection Commission > F#% [DPC |) 4t¥# Meta % 7|3 7% A

> e A 2023 #4133 Facebook #= Instagram i R % K 05 & B &8, < R 5

Meta Platforms Ireland Limited ( F#% [Meta Ireland |) 3 4& 9 T B u o9 H48'14%

¥ o L HEABBAHILBE RN LR ERZTUALZRGET > TR GDPR A HAT

AR # L HER B A RAIEFAA £ FH PR > RA N84 RF R A28 A H 47

GDPR #9#L%6-% K > i K [ER45 0 AR L2 B AR I 708 F &R HF L

A BRI

B ERI A Z A

161 Id
162 The CNILs Restricted Committee Imposes a Financial Penalty of 50 Million Euros Against GOOGLE
LLC, EDPB (Jan. 21, 2019), https://www.edpb.europa.eu/news/national-news/2019/cnils-restricted-committ
ee-imposes-financial-penalty-50-million-euros_en.
163 Closure of the injunction issued against GOOGLE, CNIL (Aug. 1, 2023), https://www.cnil.fr/en/closure
-injunction-issued-against-google#:~:text=0n%2031%20December%202021%2C%20in,to%20accept%?2
0them%2C%20within%20three.
164 Facebook and Instagram fined €390m over GDPR breaches, ILN (Jan. 5, 2023), https://www.irishlega
l.com/articles/facebook-and-instagram-fined-eur390m-over-gdpr-breaches.
165 Jung, supra note 14, at 12.

29

doi:10.6342/NTU202504586



GDPR B 745 3 A AHME M Z IR A A BRI HE £ 23 T % 2% F -GDPR % 3%
Tk (R AL BISMAH | ZH 57 X% - GDPR % 44 #5 8 A £ 3
HEAMEIRTOEHEMES ZARAACERASE > IZEF ZHALER
SRR o W) SN RIBL R A 45 A T8 o

G2 > GDPR % 45 5% 3 A AE R MV T AR T > PERRAAHEL G AL
FZEAASIHEKRELE B BB EEREZZRAABKRL TG AT IETHMEAMR
HKESZFRTZRBLAMID T FHBARALZIARKLEHANREZE

BRI AE AR T RGR THELMBER BREAZGRE T HS  HAME

5

XRFEUBRBAE > QEMANEZE B BREZE A FEG ek itk

EZHATHIE S  REABIIZIEFE S UARAMBEBRAZEE « &£ F 2025 #

7 Aaks R EA+ AR RS » BN ZMEBE R > ARG

ﬂ\\\

(B #EEFARZBIMIAL? LAALA —EZIBMBEE -

GDPR % 46 14 7 Sh AL 27 il % PR #4536 (Appropriate Safeguard) Z 450 T

E2 N R PR 1 L AEBR B Z & H] T SCCs ~ BX ML A FHR S AR A R 49

166 Bl B > AT483E 18> B 119 o

167 GDPR #/B AZ# & & A 7T A 4 5] @A R THRMN Z B A A > L3k 2 G+ 242 - GDPR, supra

note 8, art. 4(1).
168 Id. art. 44.

169 4. art. 45(3).
170 14 art. 45(1).

T Id, art, 45(2); $hEE - KA > FTHB2E 1385 B 2021 o
172 Adequacy Decisions, EUR. COMM N, https://commission.europa.eu/law/law-topic/data-protection/inter

national-dimension-data-protection/adequacy-decisions_en (last visited Mar. 9, 2025).
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AR R WA~ AT TR URA R 8RB E'T 5 b5 49 B A g

BIIM3LE > ORI AHREE > URANRERA T EHE L BT

GDPR # SCCs $2#) & 1 9 53 8] (Binding Corporate Rules) 8% & %4 &

FARE LB R AR > Al RS AT HE BN R EHFERAA

g

ERRAZ S AR RBREARGERLLRFINF SR ARENIRES E S

é"]%;} 175

173 GDPR, supra note 8, arts. 46-47.
% Id. art. 49(1); 4] SMFEATE ARSI M .45

[(@)F A R A Jo R IE R 38 8 S13 8 PR FE 44 36 BT 5T AE & L X R R 12> TRk
B & ZIA R
(b i 20 JRAT S 28 SR 5 W] 32 40 SUR FH o F A% KA H AT R
FER A DA 3
(C) 2o 45 45 SUBAT T AT 01 4 B 4k B AR A SUEAZ M RATH 2R B ATH 45 2 2 4
B ol T2 A% 3 5
(d) % KA 5 576 228 5
()& I ~ ATAE RAFERAE ZIRPTL B2 4% 8 ;
OF R ZRA AR EERELFZLTRER AR IRRE AT ZA S TR E
BF 5
(@) AR5 BR B % Sk B WS AR LT A3 — A KR T A4 E M 1%
AL ) T 2y BT AR o

175 Jung, supra note 14, at 15.
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AFENBT EFBEFRFRGRE > BFRAT X @EE QT LR HRATE N

JRIZIAE S B2 BB R BURM R o EO 14086 A % R TEAEZ B E > HLEMA

B T R & > 2 R R F AR A S T AR AR HE 7 B KA R A SRR o

SO RFERNEE T BB A TR R AL R BT AR AR -

B E A B BB 2B SN B R SO E R F 20 A B SR P

% B &AL AAE R FE MR A SF AT @EE T CIEU &

THAREANR RS AR REPTR RO o KEMAS = FFmANE R =8

FHHEM R B EE R > A A CIEU 2@ #2 4 438 AT kg w69 i@ R MR-
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$5% REBZRITHBRHHRIRSE
AEM AR ANB R 2B MBARERERZIT NS > BFEMAARE

AR ERER T T T8 £ BFRERA CIEU #9647 RE T A 2169318 > LA ®
HZ M AATEFR o & Schrems I #2 Schrems II & ¥ > 78 947 CIEU & K 89 TR
KA DR AF R HIRATEHEATHH o

M5 > AEMNBRATH TR B HE—DPE > 3 547 L 83T w4 XM 69 2
Bl o Bl AT R AR FIME R B F PR FR > AP DPF £ &A% A L
HEZ AR AR R AZ R ERCIEU XERZMAFNAELELZR  EmoH

Fo AT 5% ST AR W AF R R e

xE

% —#p Safe Harbor Agreement

% —IA REBWREHE

BB RE > BRBHEGEAERIESH 26 G4 THERAKIZL > H—BER
HIAEE AR NIRRT & R AR E AR FEE 0 A T B RIERE S FR
FEABBELEZREGEMEEVREARTHEMELR KB LB FES £ B
7 A SR B 46 SRER A KH] 0 42 2000 47 A 8 A2 B8 — £ R A

A M EAARAMA > EHERARL L T HELMRLT (TAH [Decision

176 Tsai-fang Chen, Non-Discrimination Under the Most-Favoured-Nation Obligation and Adequacy
Decisions in the General Data Protection Regulation, ASIAN J. WTO & INT’L HEALTH L. & PoL’y 309,
328-29 (2023).
177 Reidenberg, supra note 13, at 738.
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2000/520) 78 o

RE2BHFE FEARBEFHEIRABEF ST 2BMAZIZ R URIFE

BREZRBETHERZIEN, FEBBEERZEBRINHGERBARIS L

&8 4 (Federal Trade Commission > F#% [FTC ) VA R# F RT3 5 4 i 4TH0E

90 A B LA AL R AR AR AR B T 60 FLE R BT 0 o

sbih kAR IR A% & B AR AT @ MR T MA BRI TREBWRE LR

B R AT A B E R

22 R LA R M R A

1.

% TIPS SiEx 1S F S St
B 69 ~ M 8 4 o X, T A A 8 F R B > 036 TTAE AT 148 5869 96 = 5 6 A 2
SEFM -

2. E¥FEHE LR

# BBEREAH IR AT I RRBEE =T >
RABAMBALRFSRMEEIF B 0> FAH BB TR T RAERBEEH
1 A AE > 3B B AR 2 b — R IR R 8 M L BUR o AME R E R B AN UK R R

RFERAGEBERBETH R F AT LR ZHE -

178 Commission Decision of 26 July 2000 Pursuant to Directive 95/46/EC of the European Parliament and
of the Council on the Adequacy of the Protection Provided by the Safe Harbour Privacy Principles and
Related Frequently Asked Questions Issued by the US Department of Commerce, 2000 O.J. (L 215) 7.
179 Tzanou, supra note 12, at 5; Gregory Shaffer, Reconciling Trade and Regulatory Goals: The Prospects
and Limits of New Approaches to Transatlantic Governance Through Mutual Recognition and Safe Harbor
Agreements, 9 COLUMBIA J. EUR. L. 29, 64 (2022).
180 Shaffer, supra note 179, at 57-58.
81 1d. at 61-62.
182 Jd. at 62-63; Jung, supra note 14, at 24-26.
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3. REMSH—ARNAFHF AR T EMAE =70 > R i LR
AARBA AL B4 TR S B RERZE = 7 A A8 K 69 [EAAPR R IAL o "R A % Rt
FRR ZRMOTMAFEWBRAFL =T ERBERAMBIFLE

4. ZERFE—F L E A AR R R REAA ~ RIEAT
FH B RRBIR -

5. FHZEAE—FTNREHBERTA X B REAB 064 A %2

3 3 HEAR TR 00 B RO R M AT o

6. TAHARKE—FZHMEEERETHIRFAESEERAB L EFF > R

ey
T

FEFRAE 8L 5 A B ) 69 AR RS BT AE AR 1 A9 B AT FAR AR LB > RAETRE &
R = A GG HEA]

7. BAT— A B T AR EF LR E SRR 2B WAL

QAERE R ST B A 35T B 35 649 18 R AR R > LB 5 R AE 09 R ST o sb e — B TE
TR RR 2R A 6 RS - MR A FRBRAGHET LT RA WA R
AL > VA B IE & P4 A% R AL {8 T [& A48 B R R w & A 8912 R % o A8 B R T R =L

HEAFEALE AL FHA -

%R REBWRIBE

B B RAA BRI WA B UG L AFR] 0 A T BRE S T LR BT
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AEE AW R A H o I E BRI NI A B R R 2 DAk L kiie'™s > thag

EARATIEAAIE A 09 L B B F R WA 2 B TREGH FRA N KRR %

B ARE 3| AL EBERRBIELSH RGBT > MR BT AR R

A B EARS o

ABMBIET IS LR R LR E TH S LW AHEN A

_;
UUT

AT E TS E 5 - B4 HEAREBMRERE  £84 FTC LA EBE L
i@ 3R (United States Department of Transportation) & #Z T #9443 > prAR % 444

ARRAEHEA o

\

FRo ABCE BN R LR AT A A AR AR R 2 Bk o EIRA

>

1R R B Ak o S AL BRI (2 R B2 A ARSI N AR B RET R e A

BB kY o g KIG M A VIR L TR NG R AR EH &K

HELHEEEETHY SBRALIAEBHERRLE -

Bt AR B B B T e 55 o pF K88 22 Bk

B &RFAE 5] 0 LB AE B AIAE S H BT L R F R LA AR R o o

sb— 0 FE NG M EEDRE AL LR FEREEG TR RR T

'8 R AASE SRR AR IR 1998 £ 10 B EMA S FRRALEZ2BMHALEZ > HAHRTA
e in & A I £ 4T o Reidenberg, supra note 13, at 733.

18 Id. at 739.

185 Id

186 Id. at 743.

187 Id.; Directive 95/46/EC, supra note 6, art. 4.1(c)
188 Reidenberg, supra note 13, at 743.
189 Id. at 743-44.
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M T B BBl > A B ER A HER A AR T 69 4h AR A TR AL TS 468

R Pl RFRAHEH ARLBAAHALE P ERALETR L& TR

LI HE 69 RUE R RAEA )10 o

LB B RABRA LR EME > AR ZERBMRAF = FTRE

MR AR AR O R RARA B AT AR R MY BRI AT 89 SRR SUF R A

BT B RBERH GBRE T GATRE A G I EEERE? > 4o

SE AR R R R A R BR PR iE B MY TS AR T K R 2Bk 2015 10 A

6 B B kR A E & % Maximillian Schrems v Data Protection Commissioner (F

# [Schremsl)) £PEE8H o A PIPRRA LB HAALLEFEHRMEG E RIAR

WH G UAA R HER AR EFHEA] > bR AR 2B MR REWEF LKL

W EEE G-

ZEBMAR ABZEAABNEE T AR A E 5 RIF L X B#HE

B HEH LR B RABRORME LT R LT RLEBWMANIEE KA

GRELE AR RBERES 5 EF AR A  EERBRIREER BB F

B F A B AT AL I B £ 2013 FARBEIIE R FH R BT

FArREFL00 F 2 ROR R 0 3EBR A 2013 F4E) T 2B WS IE 2 E 13 78

190 Id. at 744-46.
Y1 Jung, supra note 14, at 27.
1922000 O.J. (L 215) 16.
193 Jung, supra note 14, at 28.
194 Id. at 29-30.
195 Id. at 30.
1% Edward Snowden: Leaks that Exposed US Spy Programme, BBC (Jan. 17, 2014), https://www.bbc.com/
news/world-us-canada-23123964.
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16 SE S R A ) B B 3T VAR B % B8R o

BEABEAE AR A B AR RIS RN 2B E - AR EA
IRERM T T E A RRAS > {2 & # K AE £ Maximilian Schrems (T #% [Schrems
1) BRALZIFMTEEA TR 0 L Bk 6 8 R AL 2015 5 10 A 6 B 4K EX

BiEREEE -

% =38 Safe Harbor Agreement #j % =——Schrems I %

Schrems 1 £ 85 & &% — 11 5k B R H) 69 T8 fodk g% Schrems'®” > L&
BT RIR B AT AR L £ B A A KA A A I BAR ARG RS20 (
Planning Tool for Resource Integration, Synchronization, and Management > T #% [
PRISM ) > —fB A3 NSA /3£ B KA A o 8] 69 F 47 IR B N & 93]
2020 # 382013 4 6 A & DPC 32 i ¥ 3f > 4% 2 Facebook Ireland Ltd ( T 4% [ Facebook
Ireland |) # R [EAABBI AL T3k NSA B L R AN E £ F# > & &K DPC
# 1k Facebook Ireland # A & 4% £ £ B2P - 1% DPC R A A HH BT
Facebook 7.3 NSA AR A ET# > X BEREZ T2 MR A HE BRI HR

FEEATR T AL > B LR .

197
198
199

Jung, supra note 14, at 22.

Terpan, supra note 3, at 1056.

Jung, supra note 14, at 31.

200 Case C-362/14, Maximillian Schrems v. Data Prot. Comm’r, ECLI:EU:C:2015:650, § 28 (Oct. 6, 2015).
20 Tzanou, supra note 12, at 2-3.

202 g4

203 Id. at 3.

204 Case C-362/14, Maximillian Schrems v. Data Prot. Comm’r, ECLI:EU:C:2015:650, § 29 (Oct. 6, 2015).
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FFr g Schrems YA DPCE AW A E MM S F &R (TH [ %5 %Kk)) #47

o HEERRA LB FRBE EARAE S @ BAE 09 BRI AR HEA &%

AR FE2EFTRERANAERRZLEMA LA RS ZW AL R A -

sboh o £ B FARBLE R EAD AR > MR M EA B > DPC B

W ATIABL 0 5% TR 438 4 % 4k Schrems it k32 B F3 > 12 pb & 4F A5 5 ) 2

ABRWHHRZEREMBIREAR N WEIF LFHAEF L2 E CIEU 3t 42 FE 4+

3

FE G AR F % B 8 MR A 30 B AT AT IR o

CIEU £ X AT K TR E > ARBERIFLH ERT > BERAAEZGLER
THERAMRBZ > EERGEGTERANGB LEEREE L 2 FAM M &%k
2075 5 QM T F R £A2 @8 5 FRHR AR ARSI R P SR a9 HEA) 208 o

CIEU AATRIEFTHE—F EF RTEALMATERALA HERE T2
Fleg xRS AL T ERXEZH [EEAAE ) REKEN 2 pfgdm it > KT
AT b B R Z IS ARG A B B 69 AR AR A B AR o AT AR
Mt > CIJEU & Schrems I % ¥ it K& i AARE 6930 RAR B > (£1538 [E 04545 25 14
% 6 TAF AT B A AL 0 B E B [ FESR | A R AR > B R F) BT

A TREMAGRALEETARE KB G AR 2o

205 14, 49 30-33.
200 14, 49 34-36.
207 14,957

208 14 4958, 66.
209 14,91 73.

210 Id

211 14 971,
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EALELTREBRRETHEDS > CIEU BABALZHG R AL T RALTE

AT RALERAE > Bg @ AT BN 2] RAEFER AR EARENHE =

B LAABATRLIARENARR S UBEA L G AFB LA 54 THE LK

WA > AR EFHBE > BZBARAA R REERZ -

EA B RAVBAMH Z A KM CIEU 304 B RAEHH A S i RERIEF

1A 26 155 6 TN B R o A2 R —MBA 289 E AR HAR R R A L 8

Do CIEU 458 > A2 2B R B3R L AR TIAMFHRALTALR

(B RZ 4~ N EA S R PUER R MR TERFEH B CIEU — B FLFH

N

Foobh oy BB — A ~ & £ 7] 69 > sbAE S A R A 69 FRB) R & 1R #5% 2 EUCFR #

T %R o CIEU A4 > RAHZ G AR CEAL B L L ER® LS

BHFEITE RO EARA B FIHFEE  WEFEHRB TR IETFERILIAR

89 2 AREF] > ¥ CIEU #4382 & B ok X8 M 28 Rk B4R 38 o

& 1% CJEU X 4+ #f Decision 2000/520 % =& .k~ & R o LR A ZMHE % —AH

o BB R & T EMM HAE R T T R E AR R 6938 2

MREE T8 % IRA] > kAR R E TR F AR AR AR A ) AR AR B 28 A A

17, i RIEAA4E 489 2K > #ub Decision 2000/520 2 % =44 75 e % f2 2218 o %tk

22 14478,

213 14, 9 81.

214 14, 49 84-86.

215 See id. 99 84-94.
216 14, 4990, 95.

217 14, 49 99-103.

218 144104,

40

doi:10.6342/NTU202504586



F % Decision 2000/520 . % 1> 3 {5 @25 2 > 4 15 R T 42| » & Decision 2000/520

NPT T ar

%

FwIa &

FRUB > ZEBMAIRTLEAAHBLABRREER ZERLEHH

KRB R E S UBSPBAHMA LA ERAARA L LK TEOMAR LR

HA AT AR E R AW X B i A LA RS SR 46 AR R X

AP EGHERMRBTEIEZRZRARABOSREEL S > TRABXEEE AR

RIBEN P REEMARARBRZANFTEE Y TRTMRAL -

Schrems 1 £H| 2358 7T AEFRAFR > LA LR — 7T @ AFERRLL

ERABREIME > BT BRZA RN T IREE RS o R FERE

Schrems I &8 F I T &R T @ LHRBRZ @A ARREA T HABE 69 FHFF

=

AR R R B O E AR AL IEATE A AT R (E R AR

$.12F TERHEIE A AE (Essence) 'z & RAEK Tl A MR E > HEM

AR ARBABHZEBMAAT IPEBAHAE R HARRZLZL2FENIRER

FEBARRZRA > Bk FREUMAAFALE?  BALES > CJEU R#FF

ZF A ATE AR AR K R R 2R AR > B TAE R 2 B R A

219 14 49 105-06.

220 See generally Tzanou, supra note 12; Case C-362/14, Maximillian Schrems v. Data Prot. Comm’r,

ECLIL:EU:C:2015:650, 99 94-95 (Oct. 6, 2015).

221 Sara Gerke & Delaram Rezaeikhonakda, Privacy Shield 2.0- A New Trans-Atlantic Data Privacy

Framework Between the European Union and the United States, 45(2) CARDOZO L. REV. 351, 361 (2023).
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ALRA > A& F CIEU X3 ) B e b2 & i s A 69 B3R et - £ £ BiE

RFRIZAEFRAEE AR EEZNHORETHOFT T Z2BHAIALE

BEAEE LKA RLE  AEABUARIEZRKEAME LA RT R G > By

BIEMABRBIHFNZRL LA A FEERLC ARG EHIAENRL > RATHH

2% o

Schrems | EREAZEZBHALBRESL - A~ A SEURIEFBGHAZIE

RAT %~ S AR BB Bk - L FIRFAERBRILIT N B A A FH AR AR > 32 B A AR

HEF IREAZEZRS  ERD T MEREIMHATHEAEEZ FHEM S

0

Schrems 1 £ A& A4 FMZ K > 2 LM A BB tHET— 2 A8 > #45

ATEREOEZZ M e

xE

% —#& Privacy Shield

% —I0 [BAE AR TR
A AL EBHAME S LMK > FHERAHRE R £ 2016 F2 A
R AR &2 B R A E R A BRASE A 2016 £ 7 A 12 B

#ZFEEEMFE (TH [Decision 2016/1250) 223 o

222 Terpan, supra note 3, at 1046.
223 Commission Implementing Decision (EU) 2016/1250 Of 12 July 2016 Pursuant to Directive 95/46/EC
of the European Parliament and of the Council on the Adequacy of the Protection Provided by the EU-U.S.
Privacy Shield, 2016 O.J. (L 281) 31 [hereinafter Decision 2016/1250].
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0 £ H AL T A6 2> o

Ve 5 2 W3k A B AR S > fE48 8 Schrems ] %% > (B R E hAMER @ L
AEHBE  BARBEANGZ2BIWAME  BRBFHARRE RREG T X &
st X/ Schrems | FF AR AR %L > RARLEERERAMA » BAERLG
Wk T o BB RABEIMMBAG L T S RBEXINEEABRHIOER - LR F#R
HMERHERZ2MEFIR G RB AT A ARG MRA 24> AR AL

B EEBHR O URBREEFTEANEH A EREG S FERITEL - B BRY

224 Id art. 1.
225 Id. annex L.
226 14 annex 1.
227 Id. annex 111
228 14 annex IV.
22 Id. annex V.
230 14, annex VI.
21 1d. annex VI
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s EREREMAT  FBREBUFRLTHOETE —PFRE (
Ombudsperson) ¥ > YA4E A 69 % S M o % sh > BRE KB BUF & 2016 42 A 24
B 4] % & 8% % (Judicial Redress Act) » WABK FEXB AR A £ R < 3|8 £ B AR,
Bl % 69 £ B [&F43% (Privacy Act of 1974) #2234 o
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SRR A A F A LM m RRPS o

% —A8 Schrems I % # o BR 69 & K M2 4 1h SRtk Al 69 & IR A1 L & AR AR > 3
KREERMAEGH AN RELTH A RA 252 R &M S £ B ER
It A FE TRAD BORIGR A > 7T A TAHA 8] 5 % B B sb R R FEARAR AT A A9 TR

] F B e

232 Terpan, supra note 3, at 1051.
233 Decision 2016/1250, supra note 223, recital 116.
234 Terpan, supra note 3, at 1051.
235 See Tzanou, supra note 12, at 12,
236 Id. at 12-13.
237 Terpan, supra note 3, at 1051.
38 14
239 14
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M ARBREHREATROBE L EERE—FHRRE  BRAHEE A
Decision 2016/1250 + Z #42 R LBk 6952820 o B9 BRBHAE G AL T%
ERMAFLEREEE L LB W ERAFRHEN L w4 CIEU 15 8 3 F UHk3F > 12 42
RIZIEFEHAERRF BRAAZ G AL EREE LM BIERG WHER R AR K
HEAERRZ T o
F&Fo )G Whak o9 AH B9k — 1B A Aa A AR E A RARFE > mA—AEE L
ER AL 8 > AP EA (Annex3) ~ FTC 2% (Annex4) - % B i8¢
HEGEHERFE S T AWML AT B W3 (Executive Agreement) > 42 153k 44 B
#1938 8] ik¥R & (Assistant Attorney General) #9424 B % 3 Rk 2 2 B AR » &
R HE AT BUB RS o
FHRLE > BAREHEBGRARZLEBHANEN QR LA TEELE™M- %
FOR 2538 A [ A4 )5 W3k 3t Schrems [ 89 = J& 3 R %24 » 25 Bk % 5] CJEU &) 3] %
FEOMRTHEAROBRELSLZN TR E2FF L F 33 £ BERAHARER
RHFEMHERERE  EPNZRER REGELER L BMFEARF; 5 —F
CERBAMAMERENERELERL mMERAHE R EEEF RRAERE 5 EML

o BIEAE MBI A LA o Kb FERJE WA E MR A 2020 £

240 Decision 2016/1250, supra note 223, art. 1(124).
241 Terpan, supra note 3, at 1052.
242 Id
243 Id
244 Connolly, supra note 61, at 100.
25 See id.; Terpan, supra note 3, at 1053.
246 Terpan, supra note 3, at 1057.
247 Id. at 1058.
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7 B 16 B & %3k CIEU & 4 & 22 L3t & Data Protection Commissioner v Facebook

Ireland Limited and Maximillian Schrems ( F#% [SchremsIl]) % o

=18 Bk %kB——SchremsII %

Schrems I £ 1% > £ #% #4557 = DPC 3% > 7 Facebook Ireland % -~ R 5Bk

N 2 B R £ £ B 49 Facebook Inc. % £ 7 SCCs2% » Bp — £Ek A # % 4250

PEZ A% (T4 [Decision2010/87 1) 2! > it &K Schrems €#42 B K ¥ 7%

o Schrems #74% 7k Bp i #1k3E SCCs > M AKRE F B HMBHE AL E L TG F

H » ¥%E K DPC # ik Facebook Ireland #% & #H& # £ Facebook Inc.>>3

W 7 A% Schrems & £ 7k& % A L& SCCs = Decision 2010/87 = F Mt » #&

DPC £ 2016 45 A 31 B FRALFEF AR UM S FERA KL EE CJEU

BATRATHEDY mESEEEA 2018 55 A 4 B %44 % CJEUDS ©

— X ERAHSEERZIAL

248 PRIVACY SHIELD, https://www.ftc.gov/business-guidance/privacy-security/privacy-shield (last visited
Feb. 25, 2025).

249 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLIL:EU:C:2020:559, 4 54 (July 7, 2020).

250 Commission Decision of 5 February 2010 on standard contractual clauses for the transfer of personal
data to processors established in third countries under Directive 95/46/EC of the European Parliament and
of the Council, 2010 O.J. (L 39) 5. [hereinafter Decision 2010/87]

31 Wk % — PR K > % —PR A% Commission Decision of 15 June 2001 on Standard Contractual Clauses
for the Transfer of Personal Data to Third Countries, Under Directive 95/46/EC (Notified Under Document
Number C(2001) 1539), 2001 O.J. (L 181) 9 p#t4& o

232 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, 9 54 (July 7, 2020).
253 14 455,
254 14 457,
255 14
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Z BB & o CJEU 8% > PPD 28 (¥4 & K% e | ZTHE
W% IR TR R A oL TROR) St R K% Rl 2Pk S PR ) R R 8 B R0 o
S EREMAE > FRREIZAUAREFERGEREMEG L ERE
e S R F0% AR b AR A i R A A BR AR BT AE HTBR B A K G R
PRIEE R BE KA o 5 4h > w3k B R Lok 3k EUCFR % 47 45 P71 & Rk %
) MEBLHARAE [ 8k LA B AT AR P20t o
MFERRETHEELEZME R —REAAMEMES B L TRKZE

HBUR B A AR AL R AR Z 2B —REZN > BREGMMEERFTE

256 Gemar, supra note 23, at 500-01.

7 UPSTREAM 34445 NSA B8 ER A ER L B BEAR AT CRMAETAZ I - Case C-
311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems, ECLI:EU:C:2020:559, q 62.
258 Gemar, supra note 23, at 499-500.

29 14 961,

260 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, § 64 (July 7, 2020); PPD 28, supra note 66.

261 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, 9 64 (July 7, 2020).

262 J.S. CONST. amend. IV.

263 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, 9 65 (July 7, 2020).

264 Id
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Bthd > AFLROELHED I BRAZERZERY?
A L e IO T TS R PR STy P
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265 1494 66.
2%6 14967,
267 Decision 2010/87, supra note 250, art. 4.
268 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, 9 67 (July 7, 2020).
29 14 9 68(1).
270 14 9 68(2).
714 9 68(3).
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ik £ B2 %513 E EUCFR % 714 R % 815 Pk F 244272 2
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6. R4 SCCs M4 2 % = B XA M > A4 £ 3| B354 LR BEUCFR # 25 f%
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AIG A 26 55 2 AT BRI A PRET o
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FEs 1M EARKERATEFZ? FRAEHAERER B G REHEY?
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272 14 4 68(5).
273 149 68(6).
274 149 68(7).
275 Decision 2010/87, supra note 250, recital 11.
276 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLIEU:C:2020:559, 9 68(8) (July 7, 2020).
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277 1d. 4 68(9).
28 14,4 68(10).
29 14,4 68(11).
280 14 4 71.
1 14, 49 77-79.
22 14 972.
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283 Id
284 Id
25 14,9 73.
26 14, 49 74-76.
287 14, 49 80-86.
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288 [, 49 82-89.
289 14 49 91-92.
290 14494,
21 Id. 495,
22 14, 49 97-100.
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3 1d. 99 107-08.
294 14 4 112.
295 J4. 4 113.

26 Kpe+e s 4% (Exceptional Cases) | & 58k ° Decision 2010/87, supra note 250, recital
11.

297 Commission Implementing Decision (EU) 2016/2297 of 16 December 2016 Amending Decisions
2001/497/EC and 2010/87/EU on Standard Contractual Clauses for the Transfer of Personal Data to Third
Countries and to Processors Established in such Countries, Under Directive 95/46/EC of the European
Parliament and of the Council, art. 2, 2016 O.J. (L 344) 100.
298 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLI:EU:C:2020:559, 4 114-15 (July 7, 2020).
299 14, 99 116-18.
300 74, 49 119-20.
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01 74 94 129-30.
02 74 €0 13133,
303 74 €4 134-35.
304 Decision 2010/87, supra note 250, Annex, clause 5(a).
305 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLIL:EU:C:2020:559, 9] 141-42 (July 7, 2020).
06 14, 4 144
07 1. 9 145.
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ECLIL:EU:C:2020:559, 9] 164-65 (July 7, 2020).
315 Decision 2016/1250, supra note 223, recital 140.
316 14 recital 136; Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLIL:EU:C:2020:559, 9 166-67 (July 7, 2020).
317 Case C-311/18, Data Prot. Comm’r v. Facebook Ireland Ltd & Maximillian Schrems,
ECLIL:EU:C:2020:559, 9 174-77 (July 7, 2020).
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ECLI:EU:C:2020:559, 4202 (July 7, 2020).
328 Gerke & Rezaeikhonakda, supra note 221, at 369-70.
329 J. Trevor Hughes & Angela Saverice-Rohan, I4PP-EY Annual Privacy Governance Report 2019, EY
xix (2019), https://f.hubspotusercontent20.net/hubfs/525875/IAPP_EY Governance Report 2019.pdf.
330 Miige Fazlioglu, IAPP-EY Annual Privacy Governance Report 2021, EY 4 (2021), https://papers.ssrn.c
om/sol3/papers.cfm?abstract id=4227244.
31 Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for
the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council (Text with EEA relevance), 2021 O.J. (L 199) 31.
332 Id. art. 4.
333 Gerke & Rezaeikhonakda, supra note 221, at 371.
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34 Id. at 385.

35 Id. at 394.

336 Alex Joel, Necessity, Proportionality, and Executive Order 14086, AM. U. WASH. COLL. L. 1, 8-12 (May
2023), https://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article=1101&&context=research&
&sei-redir=1&referer=https%253 A%252F%252Fscholar.google.com%252Fscholar%253Fh1%253Dzh-T

W%2526as_sdt%253D0%25252C5%2526q%253De0%252B14086%2526btnG%253D#search=%22e0%
2014086%22.
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VAR PRl R AR LR B b BN R A& TATZ AT B b R AR 2
ZRBEFEREIMGEAFRAHBRFAREGIYEIHBGFFHEH > Bz
FEEAEH LB SBRAXER LA BT UM AFBRRLERFL &
1A AF k4% & B & (European Data Protection Board » F#% [EDPB|) 7F ] & st
B o e A B SN > LB ELPRA TR EZEHZAE > 74 EO
14086 P #, & AFRIF MR L L R BB AR R FRF A 5 @ 69— T A AR
F8 o b ¥ AR CJEU b R AL A 77 X RA8 % sboh > £ BAA 4 & B ALt
R A| 2 2R & CIEU Z fR A% 69 T A2 R X > % B 8 7546 (United States Department
of Justice) ¥ AT &M A £ B ERE/THE MARBRENRT S XIRETEE
#1235 EUCFR ¥ Z bk AHEA] > £ B 20 B H & £ NSA M35 A A BB

AB B AR A

37 Gerke & Rezaeikhonakda, supra note 221, at 385.
38 Id at 394-95.
339 Joel, supra note 336, at 12-18.
340 EDPB Opinion, supra note 11, at 31.
341 Pedersen, supra note 19, at 227-29.
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e BB R R LB RS A > B A LARE A AT (AL E AR IF A 69 P R

B 4] B A AR K 69 G340 - EO 14086 + #. & DPRC Z & F K43 B Bk 341 £ B 5UF

342 Id. at 225-27.
343 EO 14086, supra note 93, sec. 3, § (d)(1)(H).
344 Gerke & Rezaeikhonakda, supra note 221, at 399.
45 14
346 Id. at 397.
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347 EO 14086, supra note 93, sec. 2, § (d)(D)(A).
38 Id. sec. 2, § (d)(iv).
349 Pedersen, supra note 19, at 229-30.
350 Gerke & Rezaeikhonakda, supra note 221, at 398.
351 Id.; Connolly, supra note 61, at 112-13.
352 Pedersen, supra note 19, at 236.
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353 Meta Ireland # A7 & %4 A7 it 2 Facebook Ireland - Gerke & Rezaeikhonakda, supra note 221, at 372.

354 Id
5 Jd at 373.
30 1d,
64

doi:10.6342/NTU202504586



B ANEA LG R GIRBREEARF £ R HREEZATA > — A 8K
AY O BIE—(AEHERE L EE— DPRC > LR Ik B R IAHEMH SR

R B R BRI FD

DPF X @@ #2 5 €452 2 EDPB $ 2 A L E R -2 25 B KL B 17 3
LR &EHRFR > LI BRI R A7 A IE R AT 8 ZEIH RERARZGHA

4 FE RMRE o BAT DPF 2 R MR E M R EH £ 8 2L E@E &k
IHE R RR B FEIE LI RN HERF T EIPIZERLEAS LA

KA ELI5FBME > ATHARESHZ -

—# EDPBX &R,

-1
Y
E .

EDPB 4 4% GDPR % 70 # % 1 JA(s)#% > A AR B R LG4 T@E LHER
MG E ZARHEARE > BETERARZ G AT TELUHRTZE L EDPB &
TTAE 5 AR A E R0

% m 2 EDPB 28 % DPF 69 & R 31 1% 45 Wy 2654 A L A48 1362, W 218 & CJEU

BT E AR NF AR B AT A IR M8 T VA BB 2 A AL BUB AR A 69 R T > DPF f

357 Id. at 374-75; Trans-Atlantic Data Privacy Framework, EUR. COMM’N (2022), https://ec.europ
a.eu/commission/presscorner/api/files/attachment/872132/Trans-Atlantic%20Data%20Privacy%20Frame

work.pdf.
38 %% GDPR % 93 #7169 & FIEHERANEZ G X% B & - GDPR, supra note 8, art. 93.1; see

generally Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February
2011 laying down the rules and general principles concerning mechanisms for control by Member States
of the Commission’s exercise of implementing powers, 2011 O.J. (L 55) 13.
359 Gerke & Rezaeikhonakda, supra note 221, at 386.
360 GDPR, supra note 8, art. 70(1)(s).
361 See generally EDPB Opinion, supra note 11.
362 Id. at 11.
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363 Id. at 23.
364 Id. at 23-25.
365 14
66

doi:10.6342/NTU202504586



BBERE A REZNEAE A BHIRLIBAGRRRZIECHBEITRS

il MR R E R A MR B E A SAER R o ZAPTE ST B

ERAREZEFAT A PHARRFAREGAZX I RAPLE - nR B R LG

KRR B EZ R IEIEAZRGTRFIRE > & &2 A &R EO 14086

% A EFE PRI ZH T 0 HABA PTERIPEREEFRE > mIEBAISZRA

— AL LA o

R BEERBARE > BFEZREREIFANADCETH LORAE

Y (2)3A F T A S 2 M 18 A B A LR EAT A - UEQG)FZREFRTAE (Likely)

Bl RAEGER R GG > I T8 A AR AT R BORT 0 £ AN E RN

H— A RERERZIBEAREFEITAZF3HR PR B FISA % 702 2 F3% > 8%

WAHELFRBFUARET AR EABRREERIN SRR FEHHUAENTEEER

HE =3 o i DPRC RUH & 4243 A 013K 3B R 2 RIZFAE A T O 83w

I g SRR, T 32 AL BUR 2 PI42372 c DPRC 69 %2 % B e R 44 24 4% 2 S0 B3R

WE &N ¥R KB A (20 AR A AT E 48 0 o R T 3G ARRE & R

RAWEF| EHZ &% 403t > EDPB 13 #75- DPRC 2 7% 2 ] JE VA B R ALK

366 Id. at 11.
37 Id. at 50-51.

308 dp i 5) £ B & & » FISA S FISC #t/8 242 5 ~ EO 12333 R FARM 424 ~ EO 14086 A% &

MR F ~ LR EAEABM AN ~ 4 > BURIRAEZAFF 5 o EO 14086, supra note 93, sec. 4, § (d)(iii).
369 EDPB Opinion, supra note 11, at 50-51.
370 Connolly, supra note 61, at 113-14.
371 Chauvin, supra note 33, manuscript at 12-19.
372 EDPB Opinion, supra note 11, at 51.
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373 Id. at 51-53.
374 Id. at 3.
375 Id. at 20-21.
376 Commission Implementing Decision of XXX Pursuant to Regulation (EU) 2016/679 of the European
Parliament and of the Council on the Adequate Level of Protection of Personal Data Under the EU-US
Data Privacy Framework, EUR. COMM’N (Dec. 13, 2022), https://commission.europa.eu/document/downlo
ad/e5a39b3c-6e7c-4¢89-9dc7-016d719e3d12_en?filename=Draft%20adequacy%20decision%200n%20E
U-US%20Data%20Privacy%20Framework 0.pdf
377 EDPB Opinion, supra note 11, at 15.
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384 EO 14086, supra note 93, sec. 2, §§ (c)(iv)(B)-(C).
385 EDPB Opinion, supra note 11, at 31.
386 Id. at 45.
337 Id. at 46-47.
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390 EDPB Opinion, supra note 11, at 48.
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396 Opinion 01/2016 on the EU — U.S. Privacy Shield draft adequacy decision, EUR. COMM’N 1, 26 (Nov.
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402 Jd. at 53-54.
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404 Adequacy of the protection afforded by the EU-U.S. Data Privacy: Framework European Parliament
Resolution of 11 May 2023 on the Adequacy of the Protection Afforded by the EU-US Data Privacy
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VER B LT VAR il i o B9 BB R R s k¥ > Bud FISA % 702 f5x

B AT AR AL £ B AR AN A7 R 2l R RR R > T UK £ B 7 30 FAT B

e BB L2 R > AR AR AR

—B %h—BEnNEE

B AR E R A A T AR AL I BUR AR R S A A 3

STVAIE S BRRE VA BB A o AT AR S AL HREE P FH > F % XA

¥ Tk E X F EABIGER IR B EREEI L F > {2 KL TREH R A

333 Lydia Rudden, Fragmented Data Privacy Laws: Time for Federal Legislation, 2025 B.C. INTELL. PROP.
& TECH. F. (forthcoming 2025) (manuscript at 4-5).
534 Id. manuscript at 3-10.
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REREAARAZRENGNELEEERTRILAZBE > LARTRELLLETE

F oM E BN B LT HIEFEN > EHAETHIEREER A LN A EZ R4

ZEETRE T AR A 45 > Bl dw HIRAT W R REATRT £ 0

AT F R B ANE AEAL TT VUH R A X P SRR E R — B B

FEAERBMNZHBE AR R BN N ZEE > HERBIRAEE TS AP &

HEHEPTZ IR ERE > ¥R T &S HERKR > bR F) X AL5 % R T AE

B

%«
&)

PR3

)3#%

BB ZH XN o T T ARk A F A AR AR 5 BRI B R K

A% AR 5 B3R B XN R AT A R o IR 0 TR A K E TR A

BHXAMRA AR B ARG ZORRA SETRERBERSN > R

1% B 3 5 R BAR L AR AL A S B A ARR T AR R R F AR

PR o R E LIS T AR BB AT G Bhy ik KL AN T AE B ATHRIR

GDPR ¥ # X 5424 o 5 4 DR L TREGBAEFMEEBKRARL —RIAL

R REBE AB R X B KGRA > LB AR R AR R T A — AR A

o % B TR B B o

FZB REHERGTHEEARE

% GDPR #9h & > LB A KA HALBATHIBRAIERLIEIRS

Bt AR 6 A IR AMR A A A T ARBE N B H L — 9 AR A o A R A MR

535 Jamision, supra note 527, at 119-21.
336 Rudden, supra note 533, manuscript at 9-11.
537 Id. manuscript at 12.
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FLIERR 6 KR A R LR TR A IR Ao B HAL 89 IR > A2 3k B AL ST 1A

HBRFHEAR  Rfn o 5 KRR R IFGHE £ B AL KEAM o sboh o B

FREMBRLERTAL TERLEFE > BRXIANRBEBWELS FELRISE

=558,

BARAMEAREEIEREOS—FRMA N > LA TERA A B EH W

A o B AT AR B4 S ERRERREA > 54T RIRMEA

B AREA MR HRA MO T BRUEF - mARET @ £RAFH

RBEF BB HIATH AR ZEZIFERNT > BERE BT AAGRFFRAMELLEAL

FHAR AT K (& ALHE A AR

W AT T > 2 B HERBBE AT AR TREEZ O HE ZREHF A

BRI RS > sLikFF LIRAE 2% DPRC 22 &R S ABIKAFRFIE 540 > &

AEAEWMZ 2R EE T ZHAE RIAH IR E FER > FRA SR AR

ZBEREA —BHANF R > AR AT R BA SRR B 4 o

% i/ ¢ }ﬁ/fi.%%

f 2024 5 > £ B [EA4E05% (American Privacy Rights Act » F4% [APRA))

WAL o IEAE T B R B IE AL HARF AR E Y APRA R R ERAGR B

538 Jamision, supra note 527, at 119, 121.
339 Perumal, supra note 5, at 122-23.
540 othar Determann et al., American Privacy Rights Act - A First Glance at the US Congress's Newest
Comprehensive Privacy Bill, 6(4) J. DATA PROT. & PRr1V. 1, 8 (2024).
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23 XF o ARAHEANFARZRBRGEE -

APRA # A 73# % GDPR #if%& > 122 47# KM GDPR 174 £ % > #ldwe
APRA I %4 A 4 %42 & (Opt-out) ##l > % F & EFHA > 122 GDPR
ARIF AT EF m A (Opt-in) #4272 o 3bsh > APRA R4 % BB N FTA 694
o 84 % FTC prgseidk ~ Em¥A B8 a8 > LA RRFHER AL
%543 o

W £ BE XS TEEE > IR KRR T B BUT A GG T &0
BEMNBAREERMIERZIMES) > EBRT AR EEZ NG H E£I75P -
APRA FRIUR AP M % 69850 7 KXo A2 R A 3R o1 DA AU 338 A N i > ) do A B
B T2 H ST A MAE R B RIS A0 34 o gL 3T T RE & #1420 N 69 AR % s Bk
B o A RN NI REAE 2R G 0 AR R AR M o

AL R % > APRA #f £ B 89 T RHRHKEA E &y 69 F Bh > 12 2 3 RAE T EH R

ASAT TR B35 © B 5L > 3R APRA FRER T BEFR AR L0980 - 22 A

MUAPRA & R E 23 B > R A B4~ A4 A 38 £ B & £ 7% 09 Maria Cantwell » 24 B Ao ¥ R

H%®E > R A RAHE ¥E B € %4 Cathy McMorris Rodgers £ F]32 & » Id. at 19; The American
Privacy Rights Act, CONGRESS.GOV (May 31, 2024), https://www.congress.gov/crs-product/LSB11161;
Senators, UNITED STATES SENATE, https://www.senate.gov/senators/index.htm (last visited Aug. 8,
2025); Representative Cathy McMorris Rodgers, CONGRESS.GOYV, https://www.congress.gov/member/c
athy-rodgers/M001159 (last visited Aug. 8, 2025); Satwik Dutta & John H.L. Hansen, Navigating the
United States Legislative Landscape on Voice Privacy: Existing Laws, Proposed Bills, Protection for
Children, and Synthetic Data for AI, ARX1v 1, 1 (July 29, 2024), https://arxiv.org/abs/2407.19677.

542 GDPR, supra note 8, art. 6(1)(a).

SN A AR 4R SRR BUKAA 4000 B % U ELK B ABUK A =B AR © See Dutta & Hansen,

supra note 541, at 1-2.
344 U.S. CONST. amend. X.
35 U.S. CoNnsT. art. 1, § 8, cl. 3.
346 See Determann et al., supra note 540, at 15-16.
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P s RO A B R PR G a9k A L a9 AN - ok > CJEU 218 & F)ik

T RF@MEREBEENTHFEAKE > @ APRA 324t CIJEU RiF 49 b st R 2
% Iz GDPR A8 #9283t » CIEU A% T X 38 5 6938 %) APRA 473 # GDPR 1% #)
FH o TAREEH APRA 8 EAERFTENELMRRAL - REb > A5

#+ DPF 456934 L > APRA TAE4R-4EE G698 & ©

=8 N&

AFMET XEZERE CJEU PIATHRENZRARET G > UABHHRE
FHIEAPRHE REPTAE R RO ER o BAZHEREIMANEE > KLRL > T EABGE
893 4 A(1)# EO 14086 Z N Aoy Nkt > G4 R R E BAR ~ o 2B bp| R A
Z %X > #2 DPRC #9# .45 > WL R (2)#& % DPRC 4 ¥ 6955 st % » L & DPRC
T 0 A M AR o

EROBARBEAIERER L HLAELEZRGFTRBRFET RS £ 24
ek £ BT TG Z T > APRA BB R AL RFFERIE -

TR ERRHREGESERAT Y 22 £ REBURKREN A — RBEIE# -
BT A FHEDPF BFARMIEENETFH FHCEEFTERLAEE 12
RAESHFA LS ki3 CIEU P T HiRM » KRAETEAT KA R ED
AERE FHNAMFERRLZ2GFERBEEZTR AR AFEEEBHRERE @Y
BRSO NELE X AETREA ) ©
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FET RESEAFo—EEHE CIEU KRR & @8R

£ B B EP R KK FE——FO 14086 14 A F B H KB 5H > Mg 2024 4+
NE&EE2RAKTHEEY > EEEBRIGHE 0T 2 UARERZANEFE X
0 E ARG e R D MEFE — st o

stsh > 414 TikTok Pr31 X B R 225 > £ BRI HE M bR

&

H oo BN @ AATE A 14117 (TA4% TEO 14117)) 444 2 H K (Country of

Concern) T AEX# B £ B ASLRKAR A B BT % Sk 2 4538 B B AT IR H) > 455 B2

Al BATHI R ZRE » Ko mB REEREZHE T B0 EE S EHREHR
Preventing Access to U.S. Sensitive Personal Data and Government-Related Data by

Countries of Concern or Covered Persons VAR 4] £ B A X 2 #RAB AT HH L B HFF

WTO) 23| ¥ %45 % 48 Btk B Ao T H AL 2 52550 « Wk TR, » £ B

EEEC SV ES ST L ET R TR S eSS TS LRSS

R R R SLIG TN & PTIEE P AR AR o

547 Maureen Chowdhury et al., Congress Certifies Trump s 2024 Election Win, CNN (Jan. 7, 2025), https://e
dition.cnn.com/politics/live-news/election-certification-trump-01-06-25.
548 See generally Exec. Order No. 14,117, 89 Fed. Reg. 15421 (Feb. 28, 2024) [hereinafter EO 14117].

9 WHLA A AT EO 14117 69 — A R EHLA) > Z b FolRAI S48 2 B KRB AEAITH R EH D o 4
FERB P B~ ARBEH S AF # ARFEERR  FEALRRZHFTZEAREHE > AL
EhABZBARBENG A% @45 % A o Preventing Access to U.S. Sensitive Personal Data and

Government-Related Data by Countries of Concern or Covered Persons, 90 Fed. Reg. 1636 (Jan. 8, 2025)

(to be codified at 28 C.F.R. pt. 202).

350 Wanxiu Xu et al., Global Data Governance at a Turning Point? Rethinking China-U.S. Cross-Border

Data Flow Regulatory Models, 55(106061) COMPUT. L. & SEC. REV.: INT'LJ. TECH. L. & PRAC. 1, 6 (2024).
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F—8p FBREUFH L

KT R BARB AR R AT R 0 B RAT M X B E AT A9 L3 o £ EO 14086
M RERER > FARGEFHE T EFE ? KHMH AT E TR A M i

WM AR RS L -

F—IA WFRAAE )

HTERABUE AR NERTEBEEARITBEPTINGE XA HARES
B ¥ > 645 FISA % 702 #5024 B EO 12333 £ 38X #AT R FTHRARZIMHAS - %
RIURAE L RAAZ s LR AR E L A B WA L TRE 4 £ N F AR &
A2 EBRETUBRRAEASAREHE I ER EAERAREARGITZE

% oo LA FHA L ETRE S R #B CIEU 2 B fF > AT R B E o

% =38 5 BURF B N BUR

A DPF HA£XBEZHEHE > URBKRBIEL MBS 2 A H > &
B #7 DPF 4 % &7 IR X B8 E > 34 212 BB I H 48 AT 452> {2
RN L9 A L JEA L @ EAT o BAENE A 2025 52 A 18 BEA TATE G

L1215 RETHRAHB L EERMEGENEA D WFATATREYE FTC 1K

551 Ben Wizner et al., Trump on Surveillance, Protest, & Free Speech, ACLU 1, 1-2, https://www.acluma
ine.org/sites/default/files/trump _memo_surveillance protest and free speech.pdf.

552 Brian Hengesbaugh & Lukas Feiler, How Could Trump Administration Actions Affect the EU-US Data
Privacy Framework?,1APP (Feb. 26, 2025), https://iapp.org/news/a/how-could-trump-administration-action
s-affect-the-eu-u-s-data-privacy-framework-.

553 34744 % % [Ensuring Accountability of All Agencies | » Exec. Order No. 14,215, 90 Fed. Reg.
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¥ GDPR % 45 #4% 2 % b ZAfRHF AW > A$4T DPF R AIZAE A2 LRI
TONEXE 325 L AT HMMER A &R o
RHAPCLOBZ R B  NEBATZLAARIEMGIAR B IIRTF - B
% PCLOB s BAEHAMR 4] > 3k L MBRA A F3k > 514 790 o A3 2025 5
8 A > kAl 4k > PCLOB {£4] T — % & B > sb 3 HAT AR AL 18 A% IR 4] o
EDPB R BX M 3h %435 % 4278 38 PCLOB #9 B2 B ) AE5% » 3t Bk 34 7T AL JER £
BT SR RARFNDE -
f2 ¥ DPF #9384 £ > )5 BUF TRE & 3 LB AT RMH53T o #lw 2 B4 A
44557 (The Heritage Foundation) Bp 33 % BX 3 $17 % B & FH0h 28 AR T 38 5 14 3
REHEEN R TAMEAREIE HARBEARUBZMEN - TREFBE R M

B ok ES8 o JhAE G A E BB R R B R A M TR R AR R

10447 (Feb. 24, 2025).

554 Hengesbaugh & Feiler, supra note 552.

355 Id.; D.C. Federal Court Rules Termination of Democrat PCLOB Members Is Unlawful, HUNTON (May
22,2025), https://www.hunton.com/privacy-and-information-security-law/d-c-federal-court-rules-terminat
ion-of-democrat-pclob-members-is-unlawful; BOARD MEMBERS, https://www.pclob.gov/Board/Index (last
visited Aug. 21, 2025).

336 See supra text accompanying note 392, 393, 403, 495, 501, 503.

3T £ B B4 A 2% (The Heritage Foundation) % % B — 4174 N BRI B R XA 4% > w4

BB FARRRT K E 4% S TR HA £ BB L R HERAE — 22X W% - ABOUT
HERITAGE, https://www.heritage.org/about-heritage/mission (last visited June 17, 2025); Trump
Administration Embraces Heritage Foundation Policy Recommendations, THE HERITAGE FOUND. (Jan. 23,
2018), https://www.heritage.org/impact/trump-administration-embraces-heritage-foundation-policy-recom
mendations?utm_source=chatgpt.com.

558 Ted Bromund, The U.S. Must Draw a Line on the EU's Data-Protection Imperialism, THE HERITAGE
Founp. (Jan. 9, 2018), https://www.heritage.org/government-regulation/report/the-us-must-draw-line-the-

eus-data-protection-imperialism.
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[EBAEARY | 2 A Ra g Emfe N S EmBE TSI FHRRABY

=38 & BUR S HIFBUR

N B 9B BRI T A — @ o £ BO 14117 % > £E &kt
HEBERL WAL THELRARZALE > B 7 T4 K THAMATH AR
SR AR B B A B4 B R AR R A0 0 R W RA R L R — & 2

% B 4

fo

BURZ R aHE > T TR A 4T3 P B 35 B 43 3 B AHB &) BT &
LB A BRI

8 2025 )& BUT XI5 BRATH AR, > ZFEEHRNTREAIIZS KT
FAR ARG D MR AR T o P MBI &) R L FE AR B R AR GG AL
¥ i%x% (Digital Markets Act » DMA) P R X BEE 2R > & BUF LA & IR
MR E > 2 @R A HARATFHFFE AT A8 TR B

Fo kB A M RRBLAE R B £ B AR A

559 President Trump's America First Priorities, THE WHITE HOUSE (Jan. 20, 2025), https://www.whitehous
e.gov/briefings-statements/2025/01/president-trumps-america-first-priorities/.
560 Xu et al., supra note 550, at 6.
561 Id. at 9; Wanxiu Xu et al., Whose Victory? A Perspective on Shifis in US-China Cross-Border Data Flow
Rules in the Al Era, THE PACIFICREV. 1, 17-18 (Feb. 5, 2025), https://www.tandfonline.com/doi/full/10.108
0/09512748.2025.2462239%abstract.
62 Divya Sridhar, Trump Administration Playing Truth or Dare with EU-US Data Privacy Framework,
INFOSECURITY MAGAZINE (May 5, 2025), https://www.infosecurity-magazine.com/opinions/trump-eu-us-
data-privacy-framework/?utm_source=chatgpt.com.
63 Will Oremus & Andrea Jiménez, Trump's Push Against Foreign Tech Rules Could Backfire, Critics Say,
THE WASH. PosT (Feb. 27, 2025), https://www.washingtonpost.com/politics/2025/02/27 /tramp-data-eu-tec
h-regulations/?utm_source=chatgpt.com.
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Bsh o EF AT BOER > RT B RIGBUS T ) SEF B %

YLy B R 5 2 PR A BCFR TR AL PR S X MR A A — 3 e R 69 R 0 EO 14117

TR A RBERTAETT AL ~ &8 5 69T % B A REMAZTHM > BT

FRM R ESHEAT A LEHE REZERRERAR M ALY EIHERTHRE

GHAFGER R R IR AR TRAALYESRERIFR £ E

BEEHESHERERHFZZIRARARBORBAZ HOLETH BT A BAmX > @

b 35 FER B A £ B SRR AR B B R T IR IR AT M X A E A R R T

2452

A &

NEBUTHEARRARATLRASFNEE > 2R LE N BT HaR S L

HAB NATBUAM ¥ AR HBEL W EE R RS0 E TRERE

MEABITAE o AL LG, > NS 3 R RIRIE A4S DPF 942 2 > B BAF LR

23 CIEU 424 31 —F A b THEAGE -

EEIBR L NECLHALHZIBARLEERE > mitd T HE A MR

#o sk @SR T EER B AM A IR A B BASL I A RA F R 2 8

HALEAH — R R AGHEA L T £ S ARG R NS0 RR

THRAENEE > KAERRALE A H o

564 Xu et al., supra note 561, at 5.
565 EO 14117, supra note 548, sec. 1.
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AXRA  EARNERAEBERGEE > LEARFHL 3R &R P
FREFTARFFE SN A 7> KUK E8 o T4 B ZEATRE > A5 £ B 3R
ERELC B R ARG B FEEREHR AREFTAFREE—F

Fe B SAFRFAER By ©

AE B HRER AR R

% =8 EBTARMAES

% B AR B AR ATEN B AL S A B £ EBA > Mkt —Bp A E o s

3 2 2021 4 F KR hEK S50 2 % > BI4A % il ) GDPR % £ 69 4] ML » 45
PR B BRI S RSN > MR B AR T LSR5 i B A 4
TR T Sk B @ 6938 LSR5 s AT 3 SR 2 B 9 R AR M4 - S E A
LB XA 2B 5 R ARG AL > FIRE A8 5 5| 3R Hh B 22 ) 38 R 09 45 42~ )
i R R R AT S AR W R AR L RS E8

PLi X BB A FRAM ARG SRR LA MER > Ao EERLCHE

366 Council Decision (EU) 2020/135 of 30 January 2020 on the Conclusion of the Agreement on the
Withdrawal of the United Kingdom of Great Britain and Northern Ireland from the European Union and
the European Atomic Energy Community (Text with EEA Relevance), 2020 O.J. (L 29) 1; Council Decision
(EU) 2020/2252 of 29 December 2020 on the Signing, on Behalf of the Union, and on Provisional
Application of the Trade and Cooperation Agreement Between the European Union and the European
Atomic Energy Community, of the One Part, and the United Kingdom of Great Britain and Northern Ireland,
of the Other Part, and of the Agreement Between the European Union and the United Kingdom of Great
Britain and Northern Ireland Concerning Security Procedures for Exchanging and Protecting Classified
Information, 2020 O.J. (L 444) 2.
567 Commission Implementing Regulation (EU) 2021/1772 of 28 June 2021 Pursuant to Regulation (EU)
2016/679 of the European Parliament and of the Council on the Adequate Protection of Personal Data by
the United Kingdom (Notified Under Document C(2021)4800) (Text with EEA Relevance), 2021 O.J. (L
360) 1.
568 Commission Implementing Decision (EU) 2021/1773 of 28 June 2021 Pursuant to Directive (EU)
2016/680 of the European Parliament and of the Council on the Adequate Protection of Personal Data by
the United Kingdom (Notified Under Document C(2021) 4801), 2021 O.J. (L 360) 69.
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RBRAMRBEZIBEAREFRIN LI LZE BRSO MERAAE FRZARLERE

% —Ia FBIHRENR

RREILEERE L ELARAEH S EE (Investigatory Powers Act 2016 > T#%
[TPA |) 3% o TPA 440 2 H7- B A H M BIERE A 9 E > A BIITE L Tk Aa

CRBHEAE - LB R B AR R A R 635 270 o

—3 B

IPA K #% %4 [# F 42 (DoubleLock) | #9/F# % > FEHABNE KE

(Secretary of State) 2%4~4k°"> (Warrant) > i @3 8] 75 % B (Judicial Commissioner
) PR o

IPA St #HE N &~ B A A AR K Z R4 FH 69 [I4AF (Acquisition) | ~ [ £F

¥ (Retention) | # [ &£ B (Examination) | 3 A % £ L e EZ K> B AFE &

BHA LB BILH RAIZE BT bt A B ST > N KEFTREY

SERBMAEMBEE SR BAY AR EFREL > BT AL RA I RIGH

69 Investigatory Powers Act 2016, c. 25 (UK) [hereinafter IPA].
570 Lorna Woods, The Investigatory Powers Act 2016, 2017(1) EUR. DATA PROT. L. REV. 103, 103 (2017).

T BRAS B Z Ak B 3RS B 3R & (Scottish Minister) £ # o A A KW H > A T AR AN E
Z 3 & H £ 5 IPA, supra note 569, §§ 21-22.
R T BB AR > A HH AR EM  RRLEE S SR EHRMEAT A RS (Class

BPD Warrant) - Id. §§ 204-09.

573 14, § 23.
574 See, e.g., id. §§ 15-23, 102-04, 136-40, 204-05, 208.
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BAE T o

IPA 3% HE 4+ b DB KA ART0 o TPA 9 4T ST AR, /2 5 =30 577 < IPA
A ST S I BURFS R E 13 & AR 09 B AHEAT A o S AR TS 345 2
A~ AR SLE — R AT HE” o I A H e E £ A5k (Targeted Examination
Warrant) VA R Z 8543k (Mutual Assistance Warrant) 330 o

IPA &9 5 B30 5532 HE AT S 69 H3 R AT AT I8 o SH PRI AL R IR
FEFM A8 R AR EATIAR > BRF(DERFTH ~ QBB A ~ AECHEAT H
CH M o

BT A EMER AU o TPA R A KA R E 0 T R4t B AN E R o
IPA 89 % 5530 55 — % T RHLF AT SN TR 89 XBMABATE S WA e

B AN ZX R KRB FE A (Secondary Data) %€ o % = 5 A% 3, 5w & 4 K ALAR AT

575 See, e.g., id. §§ 24-25, 109-10.

576 Cian C. Murphy, State Surveillance & Social Democracy: Lessons after the Investigatory Powers Act
2016, in THE CONSTITUTION OF SOCIAL DEMOCRACY 413, 420 (Alan Bogg et al. eds., 2020); Tristan
Goodman, The Investigatory Powers Act 2016: A Victory for Democracy and the Rule of Law?, 2018(5)

THE BRISTOLL. REV. 2,5 (2018); £ IPA + 4 i Z A 2& A A, (Interception) » £ &% [ #EZ A4
PATH AT 2 > ARIBAZ 49 I B4 0 ) AR R 3 12 8 (T8 R 9 B 09 AT ] o 1d. § 4; see,
e.g., id. § 15(1)(a).

577 IPA, supra note 569, §§ 15-36.

S8 14 §§ 43-48.

9 1d. § 17.

WO S E B A RGIS A B AN TETEEZ AR RS RGIERBEEAR LB > (DER
SN SRR SR 091 3 ~ QAR B SN B B~ RAQ)RBE A ML EFATORIARERKAZ LK

1d. § 15.

8174 §§ 99-135.

W ZBEROIEART A  WEAERNEZEHRF o 1d § 100.

583 14§ 99(2).

384 Goodman, supra note 576, at 5.

85 IPA, supra note 569, §§ 136-57.

WO KRB E ARG A LEA > SAFHEAR ~ B8 Mo B 5 b S 2R N A8 B ZF A o 1d. §§ 136-
37.
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TR FUAERERBTEB(D)BELFFA IMEMERTH ~ QEA A RFZ
FA S ARQB)BFE LA RN BT ZEF D o F =& Al R A R M AR LT
A 0 S AT M R A R AR RV o

IPA 895 L34 R R4 HE (4G | 91 [ £8] ) XK ZM@MAZH £ (Bulk Personal
Datasets) > & #69 [ BT | BTl S EmME 8 TR > RRRAHR T ZAFHR
% #ui% (Intelligence Services Act 1994) Z 4 R#L 2> o M A S EE T RAERZN
FAANRT E REH TR R LEZNM KE K2 — L8k #5833 & (Scottish Minister
) BHZAHK?

HARAE TN ZR > 2L LA IPA T AR BEFEERFTRFY
SER MAHRBEENZETESLS  KAMFL VAL EZELEH R EX F
ERBEGENE RE MR EES (BB FX) ¥ E AL CIEU ARER
MAME KR FIBIELE T AR BB RA CH LRGBS BTl

A KA

87 Id. §§ 158-75.
58814, § 158(6)
589 14, §§ 176-77.

PR o AL KEMATH AR (Class BPD Warrant) VA B 4 A8 AFK#+44K (Specific BPD

Warrants) o gb4h > % 3569 [MAAETH (Personal Data) | 2 & %2 GDPR 48 F] © Id. § 199-200,
204-05; Data Protection Act 2018, c. 12, § 3(2) (UK); GDPR, supra note 8, art. 4(2).
1 David Anderson, Independent Review of the Investigatory Powers Act 2016, SSRN, 9 3.15 (June 14,
2024), https://ssrn.com/abstract=4833577.
392 Intelligence Services Act 1994, c. 13, §§ 5-6 (UK).
393 IPA, supra note 569, §§ 23(1)-(2); Judicial Review, CTS. & TRIBUNALS JUDICIARY, https://www.judiciar
y.uk/how-the-law-works/judicial-review/ (last visited July 22, 2025); Mariette Jones, Double-Lock or
Double-Bind? The Investigatory Powers Bill and Freedom of Expression in the United Kingdom, in
CYBERSURVEILLANCE IN A POST-SNOWDEN WORLD: BALANCING THE FIGHT AGAINST TERRORISM AGAINST
FUNDAMENTAL RIGHTS 3, 11 (Russel R. Weaver et al. eds., 2017).
394 Woods, supra note 570, at 103-04.
395 Id. at 104.
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I AN ERBEAFELRIMN > FEATARFER@BRLZE ~ (b)

AR E R EICE ~ AR(C)H B A EFEA £ IR TRREGH H AR B4

BHRY > RERR A FRATHFFRERZEA PIHE -

—R BATH BB REE

IPA A E st 2 AL 4 H £ B (Investigatory Powers Commissioner) € &

F B BURBBAT I B E Y > AN &R - A RRAEFHa AR R

TBAEIF VA dRMRERE - AEEIRBAAEQAZHS FRE (

Investigatory Powers Tribunal) #2338 > S4T30 [ & R453% ) £ H [$HAEMAE

HRE KB EIRA | WBRITAHETER o

BEEAHNREGAER BN E A ER B ERZASEZERMES L2

SBAHBRAERMEG S RE > B EAZFEMRE > A KAERITAHRE LI R

RHEERB - QER BITEHFIFNEAEHE) B MUK RS
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