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Abstract

The modern identity systems face significant challenges: authentication vulnerabili-
ties threaten user security, centralized data storage is susceptible to large-scale breaches,
and key services monopolized by large organizations create power imbalances. These is-
sues not only jeopardize individual rights but also impede the development of a digital
society. This research aims to enhance the system design of ” Autonomous Identity” to
fundamentally reshape digital identity management. It focuses on three areas: identity
authentication, data management, and credit scoring. We propose a decentralized solution
that transfers control of digital identity from large institutions to individual users, signif-
icantly enhancing user autonomy. A proof of concept based on OurChain successfully
demonstrates the feasibility of the Autonomous Identity system. This study posits that the
Autonomous Identity system has the potential to transform digital interactions, paving the

way for a safer, fairer, and freer digital society.

Keywords: Autonomous Identity, Authentication, Certification, Privacy, Blockchain
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