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ABSTRACT

With the rapid development of the digital economy and e-commerce industry,
businesses are collecting and utilizing vast amounts of personal data. While this practice
enhances operational efficiency, it simultaneously increases the risk of data breaches,
posing significant threats to consumer privacy and financial security. In recent years,
Taiwan has witnessed a surge in high-profile personal data leak incidents, revealing
critical deficiencies in the current legal framework regarding liability attribution, damage

recovery, and institutional design.

This study explores the civil liability of e-commerce platform operators in the
context of personal data breaches through a three-pronged approach. First, it examines
the structure and judicial interpretation of Article 82 of the EU General Data Protection
Regulation (GDPR), focusing on the presumption of fault, compensability of non-
material damage, and principles for calculating damages. Second, it systematically
analyzes twelve Taiwanese court decisions involving data breach cases, highlighting
divergent judicial approaches to negligence, causation, burden of proof, and scope of
compensable damages. Third, it evaluates the regulatory requirements under Article 27
of Taiwan’s Personal Data Protection Act and its implementing rules, discussing the

ambiguity and compliance challenges faced by businesses in practice.

The research finds that while Taiwanese courts generally adopt a presumption of
negligence, they show substantial inconsistency in assessing causation and damages,
resulting in significant legal uncertainty for businesses. In contrast, the GDPR provides a
clearer and more stringent liability framework, emphasizing legal certainty, compensation

for emotional distress, and preventive governance. Drawing from this comparative
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analysis, the study proposes several reforms for Taiwan’s legal system, including
clarifying security obligations, introducing Data Protection Officers (DPOs) and Data
Protection Impact Assessments (DPIAs), strengthening incident notification
requirements, enhancing the civil compensation regime, and establishing an independent

regulatory authority.

This research aims to offer practical guidance for e-commerce platforms in
managing data breach risks and to contribute concrete recommendations for future
reforms of Taiwan’s personal data protection regime, striving to balance consumer rights

protection and digital industry development.

Keywords: E-commerce platforms, personal data breach, civil liability, GDPR Article

82, damage compensation
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5> Council of the European Union, “General Data Protection Regulation ( GDPR)”, Consilium,

https://www.consilium.europa.eu/en/policies/data-protection-regulation/  (last visited Apr. 7, 2025).

¢ activeMind.legal, “When Does the GDPR Apply to Non-EU Businesses?”, activeMind.legal,

https://www.activemind.legal/guides/gdpr-non-eu-businesses/ (last visited Apr. 7, 2025).

7 Palo Alto Networks, “What Is the California Consumer Privacy Act ( CCPA)?”, Palo Alto Networks

Cyberpedia, https://www.paloaltonetworks.com/cyberpedia/ccpa  (last visited Apr. 7, 2025).

8 IBM, “What Is CCPA?”, IBM Think, https://www.ibm.com/think/topics/ccpa-compliance (last visited
Apr. 7,2025).
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13 General Data Protection Regulation, Art.83.
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