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Abstract

Attack campaigns are typically documented across multiple Cyber Threat
Intelligence (CTI) reports, each providing only partial and fragmented descriptions of
adversarial activities. Furthermore, CTI narratives often employ heterogeneous, context-
dependent language that differs substantially from the canonical representations of
techniques in the MITRE ATT&CK framework, making direct semantic alignment
unreliable. This fragmentation and semantic mismatch hinder automated construction of
coherent attack campaign life cycles.

This work proposes an automated framework leveraging Large Language Models
(LLMs) to construct comprehensive attack campaign life cycles by constructing
campaign progression from fragmented CTI evidence through incident-scoped reasoning,
structured event extraction, technique alignment, and multi-source synthesis. Rather than
directly mapping sentences to techniques, we decouple malicious activity identification
from technique-level alignment by introducing an LLM-based annotation filter that
identifies concrete adversarial actions attributable to the focal incident using contextual
reasoning. Extracted events are transformed into structured representations and
subsequently aligned with MITRE ATT&CK techniques through combined closed-world
and open-world labeling stages, followed by evidence-grounded validation.

Using TTP-labeled events, our system infers temporal ordering and causal
dependencies to construct multi-phase campaign life cycles. To overcome fragmentation
across intelligence sources, we further introduce an LLM-assisted synthesis module that
integrates life cycles derived from multiple reports into a unified campaign
representation. A case study demonstrates that constructed campaigns exhibit event
coverage and causal relationships consistent with established life cycle models,

iii
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illustrating the feasibility of automated campaign construction from heterogeneous CTI
narratives. The proposed framework advances automated CTI analysis by moving beyond

technique identification toward coherent construction of operational attack workflows.

Keywords: CTI Report Synthesis, Attack Campaign Life Cycle Construction,

Malicious Event Identification in CTI, Attack Campaign TTP Labeling, Al-Assisted

Cybersecurity
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Chapter 1. Introduction

An attack campaign, as defined in the MITRE ATT&CK framework [1], refers to a
collection of intrusion activities conducted over time against common targets and
operational objectives. Understanding the life cycle of such campaigns is critical for threat
hunting, incident response, and strategic defense planning. In practice, however,
information describing an attack campaign rarely appears in a single comprehensive
source. Instead, evidence is distributed across multiple Cyber Threat Intelligence (CTI)
reports authored by different organizations, each capturing only partial and
complementary observations. Analysts must therefore manually correlate fragmented
intelligence to construct the overall attack workflow, a process that is time-consuming,
inconsistent, and difficult to scale.

A fundamental challenge arises from the narrative nature of CTI reporting. Reports
are written primarily for human analysts and employ heterogeneous, context-dependent
language that often differs significantly from the abstract and canonical technique
descriptions provided by structured frameworks such as MITRE ATT&CK [1]. Malicious
behaviors may be described implicitly, distributed across multiple sentences, or expressed
through operational details that share little lexical overlap with ATT&CK technique
definitions. Consequently, approaches relying on direct semantic similarity or keyword
matching frequently fail to capture attacker intent, especially in incident-scoped analysis
where contextual reasoning is essential.

A further complication is that CTI reports typically mix incident-specific
observations  with  background analysis, historical campaigns, defensive
recommendations, and attacker capability descriptions. Sentences referencing malicious

techniques therefore do not always correspond to actions actually performed in the focal

1
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incident. Without careful filtering, automated extraction systems risk incorporating
irrelevant or cross-campaign activities, resulting in inaccurate campaign constructions.
Reliable construction thus requires identifying malicious activities that are both concrete
and incident-attributable, followed by structured reasoning to infer temporal ordering and
causal dependencies among them.

Recent advances in Large Language Models (LLMs) have demonstrated strong
capabilities in contextual reasoning, information extraction, and multi-document
synthesis across diverse domains [2], [3], [4], [5], [6]. These developments create new
opportunities for automating CTI analysis beyond traditional similarity-based or rule-
driven approaches. However, directly mapping CTI narratives to ATT&CK techniques
remains challenging due to implicit descriptions, contextual dependencies, and
inconsistencies across reports. Moreover, existing work typically focuses on sentence-
level technique classification or entity extraction, and rarely addresses construction of
coherent attack campaign life cycles or synthesis across multiple intelligence sources.

This work addresses these challenges through an LLM-driven framework that
constructs attack campaign life cycles from fragmented CTI reporting using incident-
scoped reasoning, structured event extraction, technique alignment, and multi-source
synthesis. Rather than directly mapping sentences to ATT&CK techniques, we decouple
malicious activity identification from technique-level alignment. Our system first
performs incident-scoped malicious activity extraction using an LLM-based annotation
filter that evaluates sentences together with local context to determine whether they
describe concrete adversarial actions attributable to the focal incident. VValidated events
are transformed into structured representations capturing action semantics and supporting
evidence, forming an intermediate abstraction that enables reliable downstream

processing.
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Extracted events are subsequently aligned with MITRE ATT&CK techniques
through a two-stage labeling process. A closed-world stage leverages curated technique
lists commonly provided in CTI reports, while an open-world stage performs unrestricted
alignment across the ATT&CK knowledge base. An independent validation stage then
resolves competing candidates using evidence-grounded reasoning, selecting mappings
supported explicitly by textual evidence or proposing alternatives when necessary. Using
the resulting TTP-labeled events, our system infers temporal ordering and causal
dependencies among activities to construct coherent multi-phase campaign life cycles.

Because individual CTI reports typically provide only partial campaign perspectives,
we further introduce an LLM-assisted synthesis module that integrates life cycles derived
from multiple reports into a unified campaign representation. Through a demonstration
case study, we illustrate how extracted events and inferred causal relationships align with
established life cycle models, demonstrating the feasibility of automated campaign
construction from heterogeneous CTI narratives.

Compared with prior work, our approach differs in several important ways. Existing
efforts commonly perform sentence-level technique classification or rely on surface-level
semantic similarity between CTI statements and ATT&CK descriptions [6], [7]. Such
methods often misclassify descriptive or historical content as incident activity and
struggle when malicious behavior is expressed implicitly or across multiple sentences. In
contrast, our framework introduces incident-scoped filtering to ensure extracted activities
correspond to actions actually performed in the incident, separates event extraction from
technique alignment to improve robustness, constructs campaign life cycles through
temporal and causal reasoning, and synthesizes life cycle information across multiple CTI
sources to address intelligence fragmentation. These capabilities move beyond technique
identification toward automated construction of operational attack workflows.

3

doi:10.6342/NTU202600249



The contributions of this work are summarized as follows:

1. Incident-scoped malicious activity identification.

We introduce an LLM-based annotation filtering mechanism that identifies
concrete adversarial activities grounded in incident context while excluding
descriptive, speculative, or cross-campaign statements.

2. Robust ATT&CK technique alignment framework.

We propose a multi-stage labeling and validation strategy combining closed-
world, open-world, and evidence-grounded reasoning to improve reliability in
mapping extracted activities to MITRE ATT&CK techniques.

3. Automated life cycle construction.

We develop a method for inferring temporal ordering and causal dependencies
among malicious activities, enabling systematic construction of multi-phase
attack campaign life cycles.

4. Multi-source campaign synthesis.

We demonstrate that campaign life cycles derived from separate CTI reports
can be synthesized into unified representations, overcoming fragmentation
across intelligence sources.

5. Practical life cycle coverage demonstration.

Through case study analysis, we illustrate how constructed campaigns exhibit
event coverage and causal relationships consistent with established life cycle
models.

Prior research has explored automated CTI information extraction, ATT&CK
technique classification, and attack knowledge graph construction [3], [6], [7], [8].
However, existing approaches often rely on surface-level similarity matching or focus on
entity extraction rather than incident-scoped activity construction. Multi-document

4
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intelligence synthesis and life cycle reasoning remain underexplored. The following
section reviews related work in CT1 extraction, ATT&CK-based analysis, and automated
attack modeling, highlighting how our approach extends prior efforts.

The remainder of this thesis is organized as follows. Chapter 2 reviews related work.
Chapter 3 presents the overall framework and system architecture, describes incident-
scoped malicious activity extraction, details technique labeling and validation procedures,
and explains life cycle construction through temporal and causal reasoning. Chapter 4
introduces multi-source life cycle synthesis. Chapter 5 presents evaluation results and
analysis. Finally, Chapter 6 concludes the work and discusses limitations and future

directions.
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Chapter 2. Background and Related Work

This chapter situates the proposed research within existing work on cyber threat
intelligence (CTI), adversary behavior modeling, and large language model (LLM)-—
assisted security analysis. It introduces the foundational concepts and frameworks
referenced throughout the thesis and reviews prior research relevant to malicious activity
extraction, technique labeling, and attack campaign construction. The chapter concludes
by identifying gaps in existing approaches that motivate the design choices of this work.

2.1 Cyber Threat Intelligence (CTI)

Cyber Threat Intelligence (CTI) refers to curated knowledge about adversaries, their
capabilities, infrastructure, and operational behaviors, collected and analyzed to support
cyber defense. CTl is commonly disseminated through analyst-authored reports published
by security vendors, research organizations, and incident response teams. These reports
document observed attack campaigns, malware families, and intrusion techniques, often
with the goal of informing detection, mitigation, and strategic decision-making.

CTI reports are primarily narrative in nature. Rather than presenting structured
execution traces, they describe attacker behavior through prose, blending technical
observations with contextual analysis, hypotheses, and defensive guidance. As a result,
CTI narratives frequently interleave concrete attacker actions with background
information, historical context, and inferred intent. While this narrative style is well suited
for human analysts, it poses challenges for automated analysis, particularly when
attempting to construct campaign-level workflows.

Another defining characteristic of CTI is incompleteness. Individual reports rarely
capture an entire attack campaign end to end. Visibility is constrained by sensor coverage,
reporting scope, and publication timing. Consequently, different reports describing the

6
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same campaign often emphasize different phases or techniques, leading to fragmented
and partially overlapping views of adversary activity. These properties make CTI a rich
but noisy data source, requiring interpretation, synthesis, and reasoning beyond surface-
level text extraction.

2.2 MITRE ATT&CK® Framework

The MITRE ATT&CK® framework is a widely adopted knowledge base for
representing adversary behavior in terms of tactics, techniques, and procedures (TTPs)
[1]. ATT&CK organizes observed attacker actions into a matrix of tactics, which
represent high-level adversary goals, and techniques, which describe concrete methods
used to achieve those goals. Sub-techniques further refine technique definitions to capture
specific implementation patterns.

ATT&CK serves as a common vocabulary for threat intelligence sharing, detection
engineering, and adversary emulation. Security vendors frequently reference ATT&CK
techniques in CTI reports to contextualize observed behaviors and align them with a
standardized taxonomy. However, ATT&CK techniques are abstract behavioral
categories rather than direct descriptions of textual evidence. Mapping narrative CTI
statements to ATT&CK techniques therefore requires interpretation and judgment.

Importantly, ATT&CK does not aim to represent full attack workflows or temporal
sequences. While techniques are grouped by tactic, the framework does not encode
ordering, causality, or campaign-specific structure. As a result, ATT&CK alone is
insufficient for constructing attack life cycles from CTI reports. Instead, it provides a
technique-level labeling layer that must be combined with additional reasoning to infer

temporal progression and inter-event relationships.
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2.3 Event Extraction

Event Extraction (EE) aims to identify and structure task-relevant actions from
unstructured text. In traditional information extraction pipelines, Named Entity
Recognition (NER) and Relation Extraction (RE) are typically performed prior to EE (e.g.,
CASIE [8]). In our setting, however, EE constitutes the core analytical component, as it
captures the dynamic, action-centric, and semantically rich relationships that characterize
adversarial behavior in CTI reports.

To operationalize this task, we initially attempted to define multiple who—did—-what—
to—-whom-using—what trigger patterns for each MITRE ATT&CK technique and sub-
technique, and constructed a knowledge base to support a TTP Event Identification and
Classification Agent (TEICA). This agent was designed to identify and classify CTI
statements by aligning them with MITRE ATT&CK techniques based on predefined
trigger sets. However, this approach yielded limited performance. The primary reason is
that the semantic correspondence between CTI-derived malicious activity statements and
MITRE ATT&CK technique descriptions is frequently weak, underspecified, or implicit.
This mismatch makes it difficult for trigger-based or direct semantic similarity methods
to reliably capture the underlying intent or objective of malicious activities.

In recent years, this task has increasingly been approached using large language
models, which enable flexible, schema-driven extraction without requiring task-specific
architectures.

2.4 Large Language Models (LLMs) for CTI1 Analysis

Recent advances in Large Language Models (LLMs) have enabled generative
approaches to information extraction, in which structured outputs are produced through

conditional text generation rather than task-specific classifiers [5]. By leveraging
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contextual reasoning strategies such as chain-of-thought prompting, LLMSs can integrate
long-range context and handle implicit relationships in unstructured text [2]. These
capabilities make LLMs attractive for Cyber Threat Intelligence (CTI) analysis, where
malicious activities are often described implicitly and distributed across narrative reports.

Recent studies have applied LLMs to CTl-related tasks including report
summarization, indicator extraction, and ATT&CK technique identification [3]. However,
both the generative information extraction literature and CTI-specific evaluations
highlight important limitations. Generative models may hallucinate unsupported entities
or actions, overgeneralize from background knowledge, or fail to adhere to extraction
schemas when constraints are weak [4], [5]. In CTI analysis, such errors are particularly
problematic because extracted activities must be incident-attributable and traceable to
explicit textual evidence.

Systematic evaluations of automated TTP extraction further show that many existing
approaches rely on surface-level semantic similarity or sentence-level classification,
leading to misclassification of background or historical content as incident activity and
poor handling of implicit descriptions [6]. As a result, recent work increasingly advocates
positioning LLMs as bounded reasoning components within structured pipelines, where
their outputs are constrained, validated, and integrated with explicit analytical logic rather
than treated as authoritative [3], [4], [6].

The framework proposed in this work follows this perspective by employing LLMs
in narrowly scoped roles that leverage contextual reasoning while preserving
controllability and evidence grounding. Incident-scoped activity identification and
technique alignment are assisted by LLM reasoning, while attack campaign life cycle

construction is governed by structured representations and explicit reasoning procedures.
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Chapter 3. Attack Life Cycle Construction

In this chapter, we will describe the construction of a coherent attack life cycle from
an unstructured Cyber Threat Intelligence (CTI) report by transforming fragmented
textual descriptions into structured, ordered, and interpretable representations of
adversary behavior.

The process begins with CT1 report preprocessing, in which raw reports (e.g., PDF)
are segmented into sentences while preserving local context. These sentence groups serve
as the input to an incident-scoped malicious activity identification stage, where an
annotation filter identifies text describing concrete adversary actions and excludes
background information, mitigation guidance, and speculative analysis. This stage
leverages a large language model, ChatGPT [9], as a bounded reasoning component to
evaluate each sentence group in context and determine incident attribution.

Identified malicious activity statements are then passed to the LLM-based TTP
labeling and validation stage. In this stage, another independent LLM, ChatGPT, assists
in assigning one or more MITRE ATT&CK technique labels to each events, followed by
a validation step to ensure semantic consistency between the activity description and the
assigned techniques.

The resulting set of validated, TTP-labeled events is used as input to the attack life
cycle construction module. ChatGPT is further employed as a reasoning component to
assist with event ordering, causal relationship inference, and attack phase mapping,
operating over the validated event set under structured prompts and task-specific
constraints. These reasoning outputs are used to derive a coherent sequence of malicious
activities connected by inferred causal relationships. Events are subsequently mapped to

high-level attack phases, yielding a structured attack campaign life cycle that reflects both
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temporal progression and strategic intent.
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Figure 3.1: System Architecture

Figure 3.1: System Architecture illustrates the complete pipeline for constructing

an attack life cycle from a single CTI report. The system operates in a staged manner,
transforming unstructured threat intelligence into a structured, phase-organized

representation of adversary behavior.
3.1 CTI Preprocessing

Prior to malicious activity identification, CTI reports are preprocessed to produce
analyzable text segments. Non-content elements—such as titles, section headers, tables,
figures, captions, and appendices—are removed, retaining only the narrative text
contained within paragraphs. The remaining text is then segmented into individual
sentences, each of which is assigned a unique identifier. Based on our observations, tables
and figures do not contain descriptions of malicious activity but instead provide ancillary
information; therefore, their removal does not affect the completeness of the constructed
attack life cycle.

To preserve local context, each sentence is embedded within a context window

consisting of the three preceding and three following sentences, when available. Each
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segment is represented as a structured object containing a target sentence and its
surrounding context. The context window is used solely to disambiguate incident scope
and clarify whether the target sentence describes an executed action, rather than
background information or general capability.

This segmentation strategy provides sufficient contextual information for
interpretation while maintaining sentence-level granularity, enabling consistent
downstream reasoning and annotation.

3.2 Incident-scoped Malicious Activity Identification

Challenges in Interpreting CTI Narratives

CTI reports describe adversarial behavior using heterogeneous, narrative-driven
language that often differs substantially from the abstract and canonical descriptions used
in structured frameworks such as MITRE ATT&CK. Attack activities may be described
implicitly, spread across multiple sentences, or embedded within broader analytical
commentary. As a result, the semantic correspondence between CTI-derived activity
statements and ATT&CK technique descriptions is frequently weak, underspecified, or
indirect.

This mismatch presents a significant challenge for automated analysis. Approaches
that rely on surface-level semantic similarity or keyword overlap between CTI text and
ATT&CK descriptions often fail to capture the underlying intent or objective of adversary
actions. The problem is exacerbated in incident-scoped analysis, where context plays a
critical role in determining whether a sentence describes an action performed during the
focal campaign, a historical behavior, a general capability, or an analyst inference.

Furthermore, CTI reports commonly interleave descriptions of attacker actions with
background information, comparative analysis, detection guidance, and defensive

recommendations. Without explicit incident gating, automated systems risk conflating
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behaviors from different campaigns or labeling capabilities that were never exercised in
the incident being analyzed. These challenges motivate a design that separates malicious
activity identification from technique-level classification.

Design Rationale

A key design decision in this work is to decouple malicious activity identification
from MITRE ATT&CK technique mapping. Rather than attempting to directly match
CTI sentences to ATT&CK techniques based on semantic similarity, the system first
identifies and structures incident-scoped malicious activities.

By focusing first on what the attacker actually did, independent of how that behavior
should be categorized, the system avoids premature or unsupported technique
assignments. The output of this stage is a set of structured malicious activity events that
capture action semantics in a form more suitable for reliable alignment with standardized
adversary behavior models.

This design reflects the reality of CTI reporting, where descriptions of attacker
behavior are often operational and narrative in nature, and only indirectly map to abstract
technique definitions.

Annotation Filter

To implement incident-scoped activity identification, we introduce an LLM-based
annotation filter. The filter operates on segmented CTI text and reasons over each target
sentence together with its local context to determine whether it describes a concrete
malicious activity performed as part of the focal incident. A target sentence is labeled as
a malicious activity only if it satisfies all of the following criteria:

1. Concrete Action

The sentence describes a specific action or behavior that was performed or
attempted by the adversary.
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2. Malicious Intent
The action exhibits adversarial intent, such as exploitation, code execution,
persistence, command-and-control communication, credential access, data
collection, or evasion.
3. Incident Attribution
The action is directly attributable to the focal incident described in the report,
rather than to historical activity, another campaign, or general actor capability.
Sentences that are descriptive, analytical, speculative, capability-based, historical,
defensive, or related to other incidents are explicitly excluded, even if they reference
malicious techniques.
Event Representation
For sentences identified as malicious activities, the annotation filter produces a
structured event representation consisting of:
® aunique event identifier inherited from the preprocessing stage,
® aconcise summary capturing the action semantics, and
® a brief justification explaining why the sentence was labeled as a malicious
activity in the context of the incident.
These structured events serve as the input to downstream technique labeling and
attack life cycle construction. By abstracting narrative CTI text into incident-scoped
malicious activity events, this representation facilitates more reliable alignment with

standardized adversary behavior frameworks in later stages.
3.3 TTP Labeling

A core requirement for constructing attack life cycles from CTI reports is to
represent extracted malicious activity events in a standardized behavioral vocabulary.

This work adopts MITRE ATT&CK techniques as the technique-level representation of
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adversary behavior. Given a sequence of malicious activity events—each represented by
concise activity statements—the TTP labeling task assigns each event either (i) the most
appropriate ATT&CK technique(s) or (ii) no technique when the available textual
evidence is insufficient.

TTP labeling from CTI text is challenging for three primary reasons. First, although

CTI reports often include a list of ATT&CK techniques associated with a campaign, the
linkage between individual activity descriptions and specific techniques is rarely explicit.
Second, unconstrained technique assignment risks over-labeling, introducing techniques
that are not directly supported by the report evidence.

To address these challenges, the TTP labeling process in this work comprises three

settings:

A. Baseline Labeling (closed-world): the model selects from the CTI-listed
techniques.

B. Open-World Labeling (unconstrained): the model selects from the full
ATT&CK technique space.

C. Validation (evidence-based adjudication): a separate LLM evaluates the labels
produced in A and B using strict, explicit-meaning-only reasoning and may
accept, reject, or refine them.

A. Baseline Labeling (Closed-World)

In the Baseline (closed-world) labeling setting, the language model is provided with
a sequence of malicious activity events together with a restricted set of MITRE ATT&CK
techniques explicitly listed in the CTI report. For each event, the model determines
whether any technique from this predefined list is supported by the activity description.
If no listed technique matches the event, the model is permitted to leave the event
unlabeled.
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This setting evaluates how effectively an LLM can perform event-to-technique
mapping when constrained to the same candidate technique set available to a human
analyst reading the report. By restricting the output space to CTI-listed techniques, this
approach serves as a baseline for understanding the limitations of direct, report-bounded
labeling without introducing additional techniques beyond those already referenced by
the report authors.

B. Open-World Labeling

In the open-world labeling setting, the language model is tasked with labeling each
malicious activity event using the full MITRE ATT&CK technique space, without
restricting predictions to techniques listed in the source report. The model selects the
technique that best matches the described behavior and provides a brief rationale for its
decision.

This setting reflects an analyst-style labeling scenario in which technique selection
is driven by semantic interpretation rather than report-level constraints. While open-world
labeling enables the identification of relevant techniques that may be omitted from the
CTI report’s technique list, it also introduces greater variability and the risk of assigning
techniques that are not explicitly supported by the textual evidence.

C. Validation

The technique labels produced under the baseline and open-world settings may differ.
To address these discrepancies, we introduce an LLM-based validation stage that
evaluates and adjudicates the candidate labels generated by both approaches. This stage
employs an independent language model to assess the techniques assigned in the closed-
world and open-world labeling processes. Rather than enforcing a binary selection
between the two, the validator applies strict explicit-meaning-only reasoning, grounding
its decisions solely in information that is directly stated in the malicious activity
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description.

For each event, the validator may produce one of the following outcomes:

1. accept the Baseline (closed-world) technique,

2. accept the open-world technique,

3. accept both techniques when each is explicitly supported by the text,

4.  reject both techniques and leave the event unlabeled, or

5. when neither candidate is supported but the text clearly describes a different

ATT&CK-defined behavior, suggest an alternative technique that better
matches the explicit evidence.

This design allows the validation stage to function not only as a conflict resolver,
but also as a conservative evidence filter that prevents forced or speculative mappings
while preserving valid multi-technique behaviors. These validated TTP-labeled events
serve as the foundation for subsequent attack life cycle construction and synthesis, as
described in later sections.

3.4 Attack Life Cycle Construction

The goal of attack life cycle construction is to transform a set of independently
extracted and validated malicious activity events into a coherent, campaign-level
representation of adversary behavior. While individual events capture localized actions
described in Cyber Threat Intelligence (CTI) reports, analysts are ultimately interested in
understanding how these actions relate to one another temporally and strategically, and
how they collectively form an end-to-end attack campaign.

In this work, attack life cycle construction is performed after malicious activity
events have been extracted and assigned validated MITRE ATT&CK techniques, as
described in previous sections. The construction process explicitly acknowledges that

CTl reports rarely provide a complete, linear, or temporally explicit narrative of an attack.
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Instead, attack activities are often described in fragmented, overlapping, or implicit
forms.

To address these challenges, the proposed system constructs attack life cycles using
a multi-stage, modular pipeline composed of three distinct LLM-assisted tasks:

1. attack life cycle construction (event ordering, causality inference, and

consolidation),

2.  attack phase mapping using Mandiant’s Attack Life Cycle model, and

3. automated visualization of the resulting life cycle using Mermaid diagrams.

This separation of concerns improves interpretability, controllability, and

reproducibility, while allowing each task to focus on a well-defined reasoning objective.

A Set of R Event é\ tgrecgl':-:;z
TTP-labeled Ordering Y i
Events Mapping

Temporal
Ordered
Events
Attack
Campaign
Life Cycle

Figure 3.2: Attack Life Cycle Construction Modules

Inputs to Attack Life Cycle Construction
The input to the attack life cycle construction module is a set of validated malicious
activity events, where each event consists of:
® the event identifier, concise action summary, and incident-related justification
produced by the annotation filter; and
® zero, one, or multiple MITRE ATT&CK techniques validated through the

labeling pipeline.
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Events are retained even when no ATT&CK technique is assigned, provided the
behavior represents a meaningful operational step (e.g., execution flow control, task
orchestration, or internal program logic). This design choice avoids artificially
constraining the constructed life cycle to the coverage of the ATT&CK framework and
preserves behaviors that are relevant for understanding campaign execution.

Event Ordering

The language model is provided with the complete set of validated events associated
with an attack campaign and is tasked with ordering these events into a coherent temporal
progression. Because CTI reports rarely state the temporal order of individual activities
explicitly, the model does not rely solely on temporal markers in the source reports.
Instead, it infers event ordering by reasoning about:

® attacker intent,

® functional prerequisites between actions, and

® inter-event causality implied by the event descriptions and corresponding

ATT&CK semantics.

For each event included in the attack life cycle, the construction process further
identifies causal relationships in terms of:

® Prerequisite relationships, indicating which prior events must have occurred

for the current event to be possible; and

® Enablement relationships, indicating which subsequent events are facilitated

by the current event.

These causal relationships encode implicit temporal constraints between events,
indicating which actions must precede others and which actions occur subsequently as a
result.

Event Merging
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CTI reports frequently describe the same attacker behavior multiple times at
different levels of abstraction. Without consolidation, such redundancy can distort the
constructed life cycle.

Events are merged when they describe the same attacker action and serve the same
functional role within the campaign. When merging is performed, the system retains the
most concrete and informative representation of the behavior. Higher-level summaries or
less detailed descriptions are recorded as merged events, along with explicit justifications
for the merge decision.

To ensure completeness and interpretability, the model is required to account for
every input event. Each event must be handled in one of two ways:

1. included in the attack life cycle with an explicit position in the ordered

sequence; or

2. merged with another event, in which case the model must provide a justification

explaining why the event is redundant or subsumed.

This requirement prevents silent omission of evidence and ensures that attack life
cycle consolidation decisions are explicit and auditable.

Attack Life Cycle Phase Mapping

After the attack life cycle has been constructed, phase mapping is performed as a
second, independent LLM-assisted task. The phase mapping module receives the fully
ordered attack life cycle as input, where each event is already annotated with validated
ATT&CK techniques and causal relationships.

The objective of this stage is to classify attack life cycle events into Mandiant’s
Attack Life Cycle phases, while preserving the inferred temporal order established during
life cycle construction. Unlike life cycle construction, this task does not reorder or merge
events; it functions purely as a labeling layer over an already structured sequence.
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Phase mapping uses a fixed set of phase labels derived from Mandiant’s Attack Life
Cycle model [10], including:

® Initial Reconnaissance

® Initial Compromise

® Establish Foothold

® Escalate Privileges

® Internal Reconnaissance

® Move Laterally

® Maintain Presence

® Complete Mission
Automated Diagram Generation

To improve interpretability and support analyst-facing presentation, the system
includes an automated visualization module that converts the structured attack life cycle
representation into a diagram.

This module operates as a third, independent LLM-assisted task. It receives the
machine-readable life cycle representation (including ordered events, ATT&CK
techniques, causal relationships, and phase assignments) and generates a diagram using

Mermaid syntax [11].
3.5 Demo Case: Deceptive Development

This section presents a detailed case study to demonstrate the proposed framework
in an end-to-end, real-world setting. The objective of the case study is to illustrate how
malicious activity events extracted from a Cyber Threat Intelligence (CTI) report can be
transformed into a coherent attack life cycle through validated technique labeling, event
ordering, phase mapping, and visualization.

Deceptive Development Campaign
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The Deceptive Development campaign is a long-running operation conducted by
North Korea—aligned threat actors targeting freelance software developers. In this
campaign, attackers pose as recruiters on job-hunting, freelancing, and code-hosting
platforms, luring victims into fraudulent hiring processes that involve coding challenges
or technical assessments.

Victims are induced to download and execute trojanized software projects or fake
conferencing tools. These artifacts deliver a first-stage infostealer and downloader,
commonly referred to as BeaverTail, which subsequently deploys a more capable Python-
based backdoor and infostealer known as InvisibleFerret. The malware targets
cryptocurrency wallets, browser-stored credentials, password managers, and system
information across Windows, macOS, and Linux platforms, with a strong emphasis on
stealing cryptocurrency assets and other financial data.

Following initial compromise, the attackers frequently establish persistent
interactive access to victim systems, often through legitimate remote access software such
as AnyDesk. This access enables hands-on control, selective data exfiltration, and
continued theft operations via attacker-controlled command-and-control infrastructure.
TTP Labeling Result

After preprocessing, the Deceptive Development report published by ESET
Research contained 179 sentence segments [12], of which 56 malicious activity events
were identified by the annotation filter and labeled independently using the Baseline and
open-world strategies. The comparison of their labeling outcomes reveals substantial

divergence between the two approaches.
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Sentence segmentation
Baseline  -> LLM annotation filter (summary statement + justification statement) 56 36*
-> LLM (CTI-listed tech constrained labeling)

Malicious TTP
e ‘tﬂtﬂl 179] nﬂn
21 21 20 -

Sentence segmentation

Open-
P Id -> LLM annotation filter (summary statement + justification statement) 56 56 27 7 34 20
wor -> LLM (MITRE tech labeling)
Validation LLM validates the TTP labels 56 53+ 28 14 27 14

(explicitly stated evidence with no inference)

Table 3.1: TTP Labeling Result

Among the 56 events, 9 events received identical technique assignments from both
Baseline and open-world. These events typically correspond to behaviors that are
explicitly described in the CTI text and map cleanly to well-defined MITRE ATT&CK
techniques, leaving little room for alternative interpretations.

The remaining 47 events exhibit differences in labeling outcomes between the two
approaches. Within this set, 20 events were labeled only by the open-world approach,
while the Baseline approach did not assign any technique. This pattern reflects cases
where the described behavior is not covered by the CTlI-listed technique but can be
mapped to a technique when considering the full ATT&CK taxonomy.

To resolve these disagreements, all 47 events with differing labeling outcomes were
subsequently processed by the LLM-based validation stage. The validation outcomes are
distributed as follows:

® 25 events where validation agrees with the open-world technique assignment;

® 14 events where validation agrees with the Baseline technique assignment;

® 5 events where validation rejects both candidate techniques and suggests an
alternative MITRE ATT&CK technique;

® 3events where no suitable MITRE ATT&CK technique could be assigned based
on the explicit evidence in the event description.

No events in the demo case resulted in validation agreeing with both Baseline and
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open-world labels simultaneously, although such cases were observed in other campaigns
not discussed in this chapter.
Example Where Validation Agrees with Baseline

One event is summarized as follows:

“Used established-looking profiles and expanded to additional job-hunting and
code-hosting websites to appear trustworthy.”

The Baseline approach assigns the technique T1585.001 — Establish Accounts,

whereas the open-world approach assigns T1656 — Impersonation.

* Example event

* Summary: “Used established-looking profiles and expanded to additional
job-hunting and code-hosting websites to appear trustworthy.”

* Justification: “This sentence describes an operational change in attacker
behavior directly tied to executing the campaign.”

* Baseline Technique: T1585.001 — Establish Accounts
* Open-world Technique: T1656 — Impersonation

#1: Explicit facts
* Attackers used profiles.
* The profiles were established-looking.
* Attackers expanded to additional websites.
* The websites were job-hunting and code-hosting platforms.
* The purpose was to appear trustworthy.

Figure 3.3: Example Where Validation Agrees with Baseline Labeling

The event description establishes several explicit facts: attackers used profiles that
appeared established, expanded their presence to additional job-hunting and code-hosting
platforms, and did so with the stated purpose of appearing trustworthy. These actions
describe the use and expansion of attacker-controlled accounts across platforms in

support of campaign operations.
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Baseline Technique Open-world Technique

T1585.001 - Establish Accounts T1656 — Impersonation
* The technique explicitly covers: * The technique explicitly covers:
* Creating, maintaining, or using accounts/profiles * Posing as a specific legitimate entity (person,
+ Using those accounts to support operations and company, brand, project)
credibility + Sentence comparison:
* Expanding presence across platforms * It says “established-looking profiles,” not
* Sentence comparison: impersonating a named or real entity
+ “Used established-looking profiles” = active use : ;Ap)fl:ear trustworthy” # explicitly “pretended to
e

of accounts/profiles

* “Expanded to additional job-hunting and code-
hosting websites” = account expansion across
platforms

* Purpose: operational credibility > exactly
matches technique intent

T1585.001 — Establish Accounts is the correct technique.

Figure 3.4: Rationale for the Example Where Validation Agrees with Baseline Labeling

Technique T1585.001 — Establish Accounts explicitly covers adversarial behaviors
involving the creation, maintenance, or use of accounts and profiles to support operations
and build credibility. The use of established-looking profiles and expansion across
multiple platforms directly align with this technique’s definition and intent.

In contrast, T1656 — Impersonation requires adversaries to pose as a specific
legitimate entity, such as a named individual, organization, brand, or project. The event
description does not state that the attackers impersonated any identifiable entity.
Appearing trustworthy through established-looking profiles does not, by itself, constitute
impersonation under the ATT&CK definition.

Accordingly, the validation process agrees with the Baseline assignment and selects
T1585.001 — Establish Accounts as the appropriate technique for this event.

Example Where Validation Agrees with Open-World
One event is summarized as follows:
“Inserted malicious code into benign project components by appending it after long

comments to conceal it.”’
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The Baseline approach assigns the technique T1140 — Deobfuscate/Decode Files or
Information, whereas the open-world approach assigns T1027 — Obfuscated/Compressed

Files and Information.

* Example event

* Summary: “Inserted malicious code into benign project components by
appending it after long comments to conceal it.”

* Justification: “This sentence describes a specific obfuscation and
concealment technique actively used by attackers.”

* Baseline Technique: T1140 — Deobfuscate/Decode Files or Information
* Open-world Technique: T1027 — Obfuscated/Compressed Files and Information
* Explicit-meaning reasoning, no inferring
#1: Explicit facts
> Attackers inserted malicious code into benign project components.
» The malicious code was appended after long comments.

» The purpose of doing so was to conceal it.
> This is an active obfuscation/concealment technique used by attackers.

Figure 3.5: Example Where Validation Agrees with Open-World Labeling

The event description establishes several explicit facts: malicious code is inserted
into otherwise benign components, the code is appended after long comments, and the
stated purpose of this placement is to conceal the malicious logic. Together, these

statements describe an active obfuscation or concealment action performed by the

attacker.
Baseline Technique Open-world Technique
T1140 — Deobfuscate/Decode Files or T1027 — Obfuscated/Compressed Files and
Information Information
¢ The technique explicitly covers: ¢ The technique explicitly covers:
» Adversaries deobfuscate or decode content « Adversaries obfuscate code or data
* Typically occurs at runtime to reveal hidden * Purpose is to hide malicious content
payloads * Includes techniques that make malicious code
* This is the reverse of obfuscation less obvious or harder to detect
* Sentence comparison: * Sentence comparison:
» Does it say attackers decoded or deobfuscated * “Appending it after long comments” -
anything? X No deliberate code obfuscation
« Does it describe revealing hidden content? X * “To conceal it” - explicit intent to hide
No malicious logic
« It describes creating obfuscation, not removing + Malicious content is still present but
it X visually/logically obscured
T1027 - Obfuscated/Compressed Files and Information is the correct technique.

Figure 3.6: Rationale for the Example Where Validation Agrees with Open-World Labeling

26

doi:10.6342/NTU202600249



Technique T1140 — Deobfuscate/Decode Files or Information explicitly refers to
adversaries removing obfuscation or decoding content, typically at runtime, in order to
reveal hidden payloads. The event description does not state that any content is decoded,
deobfuscated, or revealed. Instead, it describes the creation of obfuscation rather than its
removal. As such, the Baseline technique is not supported by the explicit evidence in the
text.

In contrast, T1027 — Obfuscated/Compressed Files and Information covers
adversarial behaviors in which malicious code or data is deliberately obfuscated to hinder
detection or analysis. The described action of appending malicious code after long
comments, combined with the explicitly stated intent to conceal it, directly matches the
definition of this technique. No additional assumptions are required to support this
mapping.

Accordingly, the validation process agrees with the open-world assignment and
selects T1027 — Obfuscated/Compressed Files and Information as the appropriate
technique for this event.

Example Where Validation Disagrees with Both and Suggests an Alternative

One event is summarized as follows:

“Posed as recruiters and provided software projects containing concealed
infostealing malware to targets.”

The Baseline approach assigns T1585.001 — Establish Accounts: Social Media
Accounts, while the open-world approach assigns T1566.002 — Phishing: Spearphishing

via Link.
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* Example event

* Summary: “Posed as recruiters and provided software projects containing
concealed infostealing malware to targets.”

* Justification: “The sentence describes a concrete malicious action
performed by the attackers as part of the Deceptive Development
campaign since early 2024

* Baseline Technique: T1585.001 — Establish Accounts: Social Media Accounts
* Open-world Technique: T1566.002 — Phishing: Spearphishing via Link

* Explicit facts:
* Attackers posed as recruiters (impersonation / social engineering).
* They provided software projects.
* Those projects contained concealed infostealing malware.
* This was a malicious action in the campaign.

Figure 3.7: Example Where Validation Disagrees with Both and Suggests an Alternative

The event description establishes several explicit facts: attackers posed as recruiters,
provided software projects to targets, and those projects contained concealed infostealing
malware. The sentence clearly describes a malicious action performed as part of the
campaign, but it does not specify how accounts were created or how the software projects

were delivered.

Baseline Technique Open-world Technique
T1585.001 — Establish Accounts: Social Media T1566.002 - Phishing: Spearphishing via Link
Accounts

* The technique explicitly covers: * The technique explicitly covers:

* The adversary created or obtained * A phishing attempt
accounts (e.g., social media, email,
platform accounts)

* Sentence comparison:
. * Does the sentence mention a link?
* Does it say accounts were created or x No

obtained? X No
 “Posed as recruiters” describes a role * “Provided software projects” does

or pretext, not account creation. not spe(;ify the delivery
mechanism.

* Delivery via a link
* Sentence comparison:

Figure 3.8: Rationale for the Example Where Validation Disagrees with Both and Suggests an

Alternativee

Technique T1585.001 — Establish Accounts: Social Media Accounts explicitly
covers the creation or acquisition of accounts on platforms such as social media or online
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services. The event description does not state that any accounts were created, obtained,
or maintained. Posing as recruiters describes a social role or pretext, not the act of
establishing accounts. As such, the Baseline technique is not explicitly supported by the
text.

Technique T1566.002 — Phishing: Spearphishing via Link requires a phishing
attempt delivered via a link. The event description does not mention the use of links,
URLSs, or other delivery mechanisms consistent with spearphishing via link. Providing
software projects does not, by itself, imply link-based delivery, and inferring such a

mechanism would exceed the explicit evidence.

»Recommendation: Suggested technique: T1656 — Impersonation
Why?
* The technique explicitly covers:
* Adversaries posing as legitimate people or roles
* Using false identities to gain trust and enable follow-on activity
* Sentence comparison :
* “Posed as recruiters” - Explicit impersonation
* Social-engineering context = Core purpose of T1656
* No delivery method required - Matches sentence scope
* Importantly:
* T1656 does not require links, accounts, or execution
* It captures the identity deception itself, which is the only fully explicit behavior here

Figure 3.9: Suggestion for the Example Where Validation Disagrees with Both

Given that both candidate techniques require assumptions not supported by the
sentence, the validation process rejects both assignments. Instead, it suggests T1656 —
Impersonation as the most appropriate technique. This technique explicitly covers
adversaries posing as legitimate people or roles to gain trust and enable follow-on
malicious activity. The phrase “posed as recruiters” directly and unambiguously describes
impersonation, and this behavior is fully supported by the event description without
requiring additional assumptions about accounts, links, or execution.

Accordingly, the validation process selects T1656 — Impersonation as the correct
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technique for this event.
Example Where No Suitable MITRE ATT&CK Technique Could Be Assigned

One event is summarized as follows:

“Terminated execution on macOS after running the payload module.”

The event description establishes several explicit facts: the malware terminated its
execution, the behavior occurred on macOS, and the termination took place after the
payload module was executed. This describes a control-flow action taken by the malware

during its execution.

* Example event #1
* Summary: “Terminated execution on macOS after running the
payload module.”
* Justification: “This sentence describes a concrete control-flow
action taken by the malware during execution on macOS.”
* Explicit facts:
* Malware terminated execution.
* This happened on macOS.
» Termination occurred after running the payload module.
* This is a control-flow / lifecycle action

Figure 3.10: Example Where No Suitable MITRE ATT&CK Technique Could Be Assigned

The open-world labeling approach proposes T1070.004 — Indicator Removal on
Host: File Deletion, while the Baseline approach does not assign any technique.
Technique T1070.004 explicitly covers behaviors related to deleting files or removing
artifacts from a host system to evade detection. The event description, however, does not
mention file deletion, artifact cleanup, or any form of indicator removal. Terminating

execution does not imply deletion of files or removal of on-disk evidence.
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Baseline Technique Open-world Technique

Unlabeled T1070.004 — Indicator Removal on Host:
File Deletion

* The technique explicitly covers:
* Deleting files to remove indicators
* Removing artifacts from disk to evade
detection
* Sentence comparison:

* Does it say any files were deleted?
X No

* Does it mention cleanup of artifacts?
¥ No

. Igzes it mention indicator removal?
No

Figure 3.11: Rationale for the Example Where No Suitable MITRE ATT&CK Technique Could Be
Assigned

More broadly, the described behavior corresponds to program termination or exit
logic. The MITRE ATT&CK framework does not define a technique for self-termination
after execution, ending a program’s execution flow, or shutting down a payload after
completion. These behaviors are implementation-level control-flow decisions rather than

adversary techniques in their own right.

(LLM output)

Does any ATT&CK technique explicitly match this sentence?
The sentence describes process termination / program exit.
ATT&CK does not have a technique for:

+ “Self-termination after execution”
* “Ending execution flow"

This is a program logic behavior, not a categorized ATT&CK tactic on its
own.

Leave this sentence unmapped.

»Keep it in the lifecycle (a part of the campaign activities.)

Figure 3.12: Validation Outcome Leaving the Event Unmapped

Accordingly, the validation process leaves this event unlabeled. Importantly, the

event is retained for downstream analysis, as it provides useful context about the
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malware’s execution behavior and contributes to understanding the overall progression

of the attack campaign.

Figure 3.13: Second Example Where No Suitable MITRE ATT&CK
Technique Could Be Assigned and Figure 3.14: Third Example Where No

Suitable MITRE ATT&CK Technique Could Be Assigned show similar

unlabeled outcomes where other events describing internal execution logic, such as
thread-based command handling within command-and-control loops and process restarts
used to reload modified configurations. In these cases, candidate techniques were rejected
because the event descriptions lacked explicit evidence for service control, interpreter
execution, persistence mechanisms, or defense evasion behaviors defined by ATT&CK.
These examples further illustrate that the validation process avoids force-mapping

implementation details to techniques when no explicit correspondence exists.
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* Example event #2

* Summary: “Spawned a new thread to execute each received
command and immediately resumed listening for further commands’

« Justification: “This sentence describes concrete remote-command
handling behavior as part of C2/backdoor execution.”

* Explicit facts:
1. The malware received commands.
2. Foreach command, it:
* Spawned a new thread
* Executed the command
3. It continued listening for additional commands.
4. This is command-handling logic inside a backdoor/C2 loop.

’

Baseline Technique Open-world Technique
Unlabeled T1059 — Command and Scripting Interpreter

* The technique explicitly covers:
* Execution via an interpreter or
scripting engine
* This sentence:
* Describes how commands are
scheduled/executed internally
* Does not describe what
mechanism executes them

* “Execute command” # “execute
via interpreter”

(LLM output)
Why no other ATT&CK technique fits either?

This behavior is:
* C2 control-flow / concurrency design
* Backdoor implementation detail

ATT&CK does not have a technique for:
* Thread spawning
¢ Command dispatch loops
* Internal scheduling logic

Those are implementation details, not adversary techniques.
Leave this sentence unmapped.

»Keep it in the lifecycle (a part of the campaign activities.)

Figure 3.13: Second Example Where No Suitable MITRE ATT&CK Technique Could Be Assigned
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* Example event #3

* Summary: “Killed and restarted the AnyDesk process to load
the modified configuration.”

* Justification: “This sentence describes a concrete process
manipulation action to apply attacker-controlled AnyDesk
settings.”

* Explicit facts:
* Malware killed a process.
* Malware restarted a process.
* The process was AnyDesk.
* The goal was to apply modified configuration.

Baseline Technique Open-world Technique
Unlabeled T1569.002 — System Services: Service Execution

* The technique explicitly covers:
» Starting, stopping, or restarting services
* via service managers (e.g., Windows SCM)

* Focus is on service-level execution
control

* Sentence comparison:
* The sentence says process, not service
* Killing/restarting a process can happen
without touching service control
* No service manager or service context is
mentioned

Does another ATT&CK technique apply?
ATT&CK does not have a technique for:
* Generic process restart
* Reloading configuration by restarting a process

This is process-lifecycle manipulation, which ATT&CK does not categorize on its
own unless tied to:

* Service control (T1569)
* Autostart persistence (T1547)
* Defense evasion (e.g., killing security tools)

None of those are explicitly stated here.
Leave this sentence unmapped.

»Keep it in the lifecycle (a part of the campaign activities.)

Figure 3.14: Third Example Where No Suitable MITRE ATT&CK Technique Could Be Assigned
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TTP Labeling Results Compare with CTI-Listed Techniques

In Table 3.1: TTP Labeling Result, a true positive (TP) denotes a labeled technique
that matches a technique listed in the CTI report. A false negative (FN) represents a CTI-
listed technique that is not assigned by the labeling process, while a false positive (FP)
refers to a technique assigned by the model that does not appear in the CTI-listed
technique set. The results show that even under the baseline labeling setting, only slightly
more than half of the CTI-listed techniques are identified. This observation empirically
supports the claim that the linkage between individual activity descriptions and specific
ATT&CK techniques is rarely explicit in CTI reports.

In the validation results, only 14 techniques are counted as true positives, while 27
techniques are classified as false negatives. This high FN count reflects a fundamental
limitation of treating CTI-listed techniques as direct ground truth. Because CTI reports
often list techniques at a campaign level without explicitly tying them to concrete activity
descriptions, the presence of a technique in the CTI list does not guarantee that it is
explicitly described in the report text. Consequently, techniques that are not supported by
explicit textual evidence are intentionally excluded during validation. At the same time,
techniques counted as false positives are explicitly validated during the TTP labeling
process and therefore represent techniques that are directly supported by report evidence,

even if they are not included in the CTI-listed technique set.
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Figure 3.15: TTP Labeling Results Compare with CTI-Listed Techniques

Despite the large number of false negatives at the technique level, Figure 3.15: TTP
Labeling Results Compare with CTI-Listed Techniques demonstrates that the validated
results still cover most of the ATT&CK tactics—that is, the high-level operational
intents—present in the report. This indicates that while fine-grained technique alignment
is constrained by reporting ambiguity, the proposed method remains effective at capturing
the broader structure and intent of the attack campaign.

Constructed Attack Life Cycle

Figure 3.16: Overview of the Constructed Attack Life Cycle for the

Deceptive Development Campaign illustrates the constructed attack life cycle

derived from the selected report. The life cycle spans six attack phases, reflecting the
progression of the campaign from initial contact with victims to post-compromise

objectives. Early phases include social engineering—driven reconnaissance and

“Deceptive Development”
* 56 events -> 45 (6 Attack Phases)

|
Internal Reconnaissance ¥ . l
Initial Reconnaissance Initial Compromise  Establish Foothold 7\ , I =

= = Maintain Presence

Complete Mission

Figure 3.16: Overview of the Constructed Attack Life Cycle for the Deceptive Development Campaign
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compromise, followed by establishment of an initial foothold through execution of
trojanized software artifacts. Subsequent phases capture internal reconnaissance,
maintenance of persistent access, and completion of mission objectives such as data theft.

Importantly, the constructed life cycle is not strictly linear. While events are ordered
to reflect their inferred temporal sequence, the resulting structure allows for looping and
cross-phase dependencies. This behavior is consistent with real-world attack campaigns
and aligns with established attack life cycle models, such as Mandiant’s attack life cycle,
which emphasize iterative and adaptive attacker behavior rather than a simple linear

progression.

+ Command and control + Remote command

+ Remote access execution
subversion » Remote

+ Account abuse Maintain Move administration

presence laterally

Initial ) { Initial Establish Escalates Internal Complete
recon compromise foothold privileges recon mission

« Credential « Critical system
arvesting identification

» Open-source « Social engineering  + Backdoors
intelligence * Internet-based + Remote access

« Data staging
« Data exfiltration

gathering attack subversion « Pas3 » Data

+ Network and + Leveraging service + Pass-the-Hash enumeration modification
application provider attack + Account and « Data destruction
reconnaissance « Insider threat password

+ Remote access enumeration

identification

Figure 3.17: Mandiant’s Attack Life Cycle.

The red arrows indicate the loop back of the phases in Deceptive Development campaign.

In the constructed attack life cycle, certain events associated with later phases—
particularly internal reconnaissance and mission-related activities—support or enable
earlier foothold-establishment behaviors.

By explicitly representing these relationships, the constructed life cycle captures

aspects of the campaign that are difficult to convey in narrative CTI reports or unordered
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lists of techniques. The resulting structure highlights how attacker actions across different
phases are interdependent, providing a more faithful representation of the campaign’s
operational flow as described in the source report.
Event Merging Examples

During attack life cycle construction, the model reasons over the extracted events
collectively to infer a coherent progression of attacker activity. In addition to ordering
events by inferred temporal relationships, the construction process allows event merging
when multiple extracted events describe the same operational step or when differences in
granularity would otherwise reduce interpretability.

Two representative merging patterns are observed in the constructed life cycle for

the Deceptive Development campaign.

* Event ID 138: T1556
"Modified AnyDesk configuration files by inserting hardcoded credential-
related values to enable attacker access."

* Event ID 139: T1556
"Attempted to modify or create AnyDesk configuration files to add attacker-
specified hardcoded login information."

»The two events are both modifying AnyDesk configuration to enable attacker
access, thus are merged to avoid duplicating the same persistence action.

#Only event 138 is preserved.

Figure 3.18: Event Merging Example — Duplicate Action

The first pattern, shown in Figure 3.18: Event Merging Example — Duplicate

Action, involves duplicate action merging, where multiple events describe the same

attacker behavior using slightly different phrasing. For example, two extracted events
independently described modification of AnyDesk configuration files to insert attacker-
controlled credential values and enable persistent remote access. Although expressed

differently in the source report, both events captured the same persistence-related action.
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To avoid duplicating this operational step in the life cycle, the events were merged into a
single life cycle event representing the modification of AnyDesk configuration to

establish attacker access.

The second pattern in Figure 3.19: Event Merging Example — Retaining

Detailed Descriptions involves granularity-aware merging, where events differ in

their level of detail. In one case, a high-level event described the delivery of trojanized
project files that compromised victims’ systems, while two other events provided more
detailed descriptions of how victims were instructed to build and execute those projects
and how the BeaverTail malware was delivered under the guise of legitimate software.

Rather than retaining both the abstract summary and the detailed descriptions, the

* Event ID 5: T1204.002
"Delivered trojanized project files that compromised victims'
computers with the BeaverTail malware upon execution."”

* Event ID 51: T1204.002
"Instructed victims to build and execute trojanized projects,
triggering the initial system compromise."

* Event ID 66: T1566.001
"Delivered the BeaverTail malware to victims disguised as project
files, hiring challenges, or trojanized conferencing software."

»Event 5 is a higher level description of event 51 and 66.

»Keeping only events 51 and 66 which are more detailed descriptions.

Figure 3.19: Event Merging Example — Retaining Detailed Descriptions
construction process preserved the more specific events and excluded the higher-level

summary. This choice ensures that the life cycle reflects concrete attacker actions without

losing important operational detail.

Together, these examples illustrate that event merging is applied conservatively and
serves to improve clarity rather than reduce informational content. Merging decisions are

guided by semantic equivalence and explanatory value, ensuring that each life cycle event
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represents a distinct and interpretable step in the campaign.

The Attack Life Cycle Diagram

Figure 3.20: The Whole Visualization of the Deceptive Development

Campaign presents a visualization of the constructed attack life cycle for the Deceptive

Development campaign derived from the selected CTI report.

In the diagram, malicious activity events are grouped into attack phases to provide a
high-level view of campaign progression. Directed edges represent inferred causal
relationships between events, indicating how earlier actions enable or support later ones.
Importantly, causal links are not constrained to remain within phase boundaries. Cross-
phase connections are explicitly retained to reflect the non-linear and iterative nature of

real-world attack campaigns.
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#1: Initial Reconnaissance
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: phase

Evant 19 : event (event ID,
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#2: Initial Compromise

————p :event causality

#3:
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#6: Complete Mission

#5:
Maintain
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Figure 3.20: The Whole Visualization of the Deceptive Development Campaign
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Phase 1. Initial Reconnaissance

The Initial Reconnaissance phase comprises nine malicious activity events and
captures the preparatory actions through which the attacker established both social
credibility and technical readiness for subsequent stages of the campaign.

At a high level, the attacker established credible recruiter personas and impersonated
legitimate companies and projects to build trust with developer targets. These activities
allowed the attacker to engage victims in professional contexts where requests to review,
build, or execute code appeared reasonable.

In parallel, the attacker prepared weaponized repositories and trojanized software,
embedding malicious logic into otherwise benign-looking project components. The
attacker also identified suitable victims and positioned delivery channels, including
private repositories, fake job listings, and interview-based workflows, that would later be
used to distribute malicious artifacts.

Rather than directly compromising victim systems, the actions in this phase
collectively served to enable subsequent malware delivery. By the end of Initial
Reconnaissance, the attacker had established the trust relationships, technical artifacts,
and interaction pathways required to transition into the Initial Compromise phase.
Phase 2. Initial Compromise

The Initial Compromise phase consists of seven malicious activity events and
represents the point at which preparatory activities transitioned into direct execution of
malicious code on victim systems.

In this phase, the attacker leveraged trusted recruitment and interview workflows
established during Initial Reconnaissance to deliver trojanized projects and software to
targeted developers. Victims were instructed to build, run, or interact with these artifacts
as part of what appeared to be legitimate hiring challenges, paid tasks, or interview
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processes.

Execution of these trojanized projects resulted in the successful deployment and
execution of the first-stage malware, BeaverTail, on victim systems. This marked the
initial establishment of attacker-controlled code execution and created the foundation for
subsequent post-compromise activities.

By exploiting trust-based delivery mechanisms rather than overt exploitation, the
attacker was able to induce voluntary execution of malicious code, enabling compromise
without relying on traditional vulnerability-based attack vectors.

Phase 3. Establish Foothold

The Establish Foothold phase comprises five malicious activity events and captures
the attacker’s efforts to convert initial code execution into stable, interactive control over
compromised systems.

During this phase, the attacker downloaded and executed additional payloads,
extending beyond the initial BeaverTail deployment. These actions included establishing
command-and-control connectivity, deploying suitable execution environments, and
enabling remote command execution through a backdoor. Together, these steps allowed
the attacker to interact with victim systems on demand rather than relying solely on the
initial execution context.

The activities in this phase transformed a one-time compromise into a durable
foothold, providing the attacker with the capability to issue commands, deploy further
tooling, and respond dynamically to the victim environment. This foothold served as a
prerequisite for both continued operational control and longer-term access mechanisms.

By enabling interactive access early in the campaign, the attacker laid the
groundwork for sustained presence and follow-on actions, directly supporting the
transition into the Maintain Presence phase.
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Phase 4. Internal Reconnaissance

The Internal Reconnaissance phase consists of nine malicious activity events and
reflects the attacker’s efforts to gain detailed visibility into the compromised victim
environment following establishment of interactive access.

In this phase, the attacker collected extensive system and user information, including
operating system and network characteristics, credential stores, browser-stored data,
encryption keys, cryptocurrency wallets, and indicators of user activity. These activities
provided situational awareness necessary to identify valuable targets and prioritize
subsequent actions.

In addition to one-time information collection, the attacker enabled continuous
surveillance mechanisms, such as keylogging and clipboard capture, allowing ongoing
monitoring of user behavior and sensitive input. The combination of broad environment
discovery and persistent observation enabled the attacker to both identify high-value data
and stage it for later use or exfiltration.

Rather than serving as an isolated step, internal reconnaissance functioned as an
enabling phase that informed decisions across later stages of the campaign, including
access maintenance and mission execution.

Phase 5. Maintain Presence

The Maintain Presence phase comprises six malicious activity events and captures
the attacker’s efforts to ensure long-term, reliable access to compromised systems.

In this phase, the attacker installed and configured legitimate remote access software,
most notably AnyDesk, to maintain interactive control over victim machines.
Configuration files were modified to enable attacker-controlled access, and associated
processes or services were restarted to apply these changes. By leveraging widely used
legitimate tools, the attacker reduced the likelihood of immediate suspicion while
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retaining persistent connectivity.

In addition to establishing remote access, the attacker attempted to reduce detection
and operational friction by modifying or removing artifacts associated with their
activities. These actions were intended to stabilize access over time rather than to achieve
immediate mission objectives.

Rather than representing a terminal stage, the Maintain Presence phase supported
both ongoing reconnaissance and mission execution. Persistent access enabled repeated
interaction with victim systems, allowing the attacker to adapt tooling, re-collect data,
and continue operations as needed.

Phase 6. Complete Mission

The Complete Mission phase consists of nine malicious activity events and
represents the attacker’s execution of their primary operational objectives following
sustained access to victim systems.

In this phase, the attacker collected, staged, and exfiltrated sensitive data from
compromised environments. Targeted data included credentials, cryptocurrency wallet
information, browser artifacts, keystrokes, and system fingerprints. Collected information
was aggregated and prepared for transfer before being delivered to attacker-controlled
infrastructure through multiple exfiltration channels.

In addition to data theft, the attacker archived stolen data to facilitate later use and
removed or cleaned up staging artifacts associated with data collection and transfer. These
actions marked the conclusion of discrete operational cycles while preserving the
attacker’s ability to re-engage if access remained available.

Although labeled as the final phase, Complete Mission does not imply a definitive
end to attacker activity. Instead, mission execution occurred alongside continued access
maintenance and surveillance, reflecting the iterative nature of the campaign and the
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attackers’ emphasis on repeated value extraction rather than a single terminal action.
Cross-Phase Causal Relationships

While grouping events into phases improves interpretability, the constructed attack
life cycle reveals several critical causal relationships that span phase boundaries. These
cross-phase links illustrate how the campaign progresses as an interconnected sequence
rather than a strictly linear chain.

The following subsections walk through the explicit cross-phase causal
relationships, explaining how actions in one phase enable or reinforce activities in
subsequent phases. Together, these relationships capture the complete set of distinct
enablement paths represented in the constructed life cycle.

1. Initial Reconnaissance => Initial Compromise
Figure 3.21: Cross Phase Causal Relationship from Initial Reconnaissance
to Initial Compromise highlights several cross-phase causal relationships linking

Initial Reconnaissance to Initial Compromise, illustrating how early social engineering
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Figure 3.21: Cross Phase Causal Relationship from Initial Reconnaissance to Initial Compromise

and preparation activities directly enabled delivery and execution of malicious artifacts.
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First, the diagram shows a causal link from Event 42 (directly contacting victims or
posting fake job listings) to Event 48 (providing victims with trojanized projects under
the guise of hiring challenges or paid tasks). This relationship indicates that victim contact
enabled trojanized project delivery, as engagement through fake recruitment channels
created the necessary trust and interaction context for victims to accept and execute
attacker-supplied code.

A second cross-phase link connects Event 42 to Event 63, where victims were
invited to interviews and directed to download attacker-controlled conferencing software.
This arrow represents a distinct delivery pathway in which victim contact enabled
interview-based malware delivery, demonstrating how the same reconnaissance-stage
social engineering activity supported multiple compromise mechanisms.

Finally, the diagram depicts a causal relationship from Event 52 (requesting victim
account identifiers or email addresses) to Event 4 (requesting victims complete coding
tests using files hosted in private repositories). This connection captures how account
collection enabled access to private repositories, allowing the attacker to control artifact
distribution and ensure that malicious projects were accessible only to targeted victims.

Together, these cross-phase relationships demonstrate that compromise-stage
execution events were not isolated actions, but rather the direct result of reconnaissance-
stage preparation and victim engagement. By making these dependencies explicit, the
constructed attack life cycle clarifies how social engineering and access staging enabled
multiple malware delivery paths within the campaign.

2. Initial Compromise - Establish Foothold

Figure 3.22: Cross Phase Causal Relationship from Initial Compromise to

Establish Foothold also illustrates a direct causal relationship between Initial
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Compromise and Establish Foothold, highlighting how user-driven execution events

enabled the attacker to transition from initial compromise to stable, interactive access.

#2: Initial Compromise
51 Event 51

Technique: T1204.002
Instructed victims to build
and execute trojanized
projects, triggering the
initial system compromise.

User execution
enabled payload
loader execution.

#3: Establish Foothold !

|
: 94 Event 94 |
| Technique: T1105 |
: Used a BeaverTail loader in |
| trojanized projects to :
| download and execute the |
: real payload from a remote :
: server. :

Figure 3.22: Cross Phase Causal Relationship from Initial Compromise to Establish Foothold

In the diagram, Event 51 represents an Initial Compromise activity in which victims
were instructed to build and execute trojanized projects, triggering the initial system
compromise. A directed arrow connects this event to Event 94 in the Establish Foothold
phase, where the BeaverTail loader was used to download and execute the primary
payload from a remote server.

This cross-phase link indicates that user execution enabled payload loader execution.
The attacker relied on victims’ voluntary execution of the trojanized projects to initiate
the loader component, which then retrieved and executed additional malicious payloads.
Without the initial user-driven execution captured in Event 51, the subsequent loader
activity shown in Event 94 could not have occurred.

By explicitly representing this dependency, the diagram clarifies how the campaign

progressed from an initial, trust-based compromise to the establishment of attacker-

48

doi:10.6342/NTU202600249



controlled execution capabilities, marking the transition from transient compromise to a
more durable foothold.

3. Establish Foothold = Internal Reconnaissance

Figure 3.23: Cross Phase Causal Relationship from Establish Foothold to

Internal Reconnaissance further illustrates how activities in the Establish Foothold

phase enabled subsequent Internal Reconnaissance actions by providing connectivity,
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Figure 3.23: Cross Phase Causal Relationship from Establish Foothold to Internal Reconnaissance

execution context, and interactive control over compromised systems.

First, the diagram shows a causal link from Event 77 (retrieval of the command-and-
control server IP address and port) to Event 67 (extraction of saved browser login data
and retrieval of the second-stage malware). This relationship indicates that C2
connectivity enabled credential and payload retrieval, as the attacker relied on established
communication channels to download additional components and access stored
credentials.

A second set of cross-phase links connects Event 93 (downloading and executing

the next-stage payload) to both Event 115 and Event 133 in the Internal Reconnaissance
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phase. These arrows represent that payload execution enabled host fingerprinting and
browser key extraction. Once the payload was executed, the malware was able to collect
system and network characteristics and obtain encryption keys from OS-specific sources
to facilitate decryption of browser-stored data.

Finally, the diagram depicts a causal relationship from Event 117 (accepting remote
commands via a backdoor) to Event 120 (checking the operating system and enabling
keylogging and clipboard capture). This connection illustrates that backdoor access
enabled OS detection and input collection, allowing the attacker to tailor surveillance
mechanisms based on the victim environment and continuously monitor user activity.

Together, these cross-phase relationships demonstrate that Internal Reconnaissance
activities were not standalone behaviors. Instead, they were directly enabled by foothold-
stage actions that established connectivity, executed payloads, and provided interactive
control, as explicitly represented by the causal arrows in the constructed attack life cycle
diagram.

4. Internal Reconnaissance — Establish Foothold
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Figure 3.24. Cross Phase Causal Relationship from Internal

Reconnaissance to Establish Foothold illustrates a feedback relationship from

Internal Reconnaissance back to Establish Foothold, highlighting how information

obtained during reconnaissance directly informed the deployment of additional execution

#4: Internal Reconnaissance | Thenext-stagemalware
required a Python

runtime.

67  Event 67 l
Technique: T1555.003 I
Extracted saved browser <+
login data and downloaded
the second-stage malware
InvisibleFerret.
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92 Event 92
=D Technique: T1105
Downloaded a standalone

Python environment
(p2.zip) from the C2 server
to run the next stage.

Figure 3.24: Cross Phase Causal Relationship from Internal Reconnaissance to Establish Foothold

infrastructure.

In the diagram, Event 67 in the Internal Reconnaissance phase represents the
extraction of saved browser login data and the retrieval of the second-stage malware
component. A directed arrow connects this event to Event 92 in the Establish Foothold
phase, where the attacker downloaded a standalone Python execution environment from
the command-and-control server.

This cross-phase link indicates that execution of the next-stage malware required a
Python runtime. After retrieving the second-stage payload, the attacker determined that
an appropriate execution environment was not guaranteed to be present on the victim
system. As a result, the attacker provisioned a standalone Python environment to ensure

reliable execution of subsequent stages.
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By explicitly representing this dependency, the diagram shows that foothold-related

activities were adaptively extended based on reconnaissance outcomes. Rather than

treating foothold establishment as a fixed, one-time step, the constructed life cycle

captures how attacker capabilities were incrementally reinforced in response to the

technical requirements of later-stage malware.

5. Establish Foothold = Maintain Presence

Figure 3.25: Cross Phase Causal Relationship from Establish Foothold to

Maintain Presence illustrates a causal transition from Establish Foothold to Maintain

Presence, showing how interactive control over compromised systems enabled

deployment of long-term access mechanisms.
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Figure 3.25: Cross Phase Causal Relationship from Establish Foothold to Maintain Presence

Interactive access
enabled persistence
tool deployment.

In the diagram, Event 117 represents an Establish Foothold activity in which the

attacker accepted remote commands from the command-and-control server via a TCP

backdoor or reverse shell. A directed arrow connects this event to Event 136 in the

Maintain Presence phase, where the attacker checked for the presence of AnyDesk on the
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victim’s system in preparation for persistent remote access.

This cross-phase link indicates that interactive access enabled persistence tool
deployment. Once the attacker obtained an interactive command channel, they were able
to inspect the victim environment, determine whether legitimate remote access software
was available, and take steps toward configuring it for attacker use. These actions were
only possible after the foothold phase established reliable, on-demand command
execution.

By explicitly encoding this dependency, the diagram clarifies how the campaign
transitioned from transient execution and backdoor access to more durable presence
mechanisms, setting the stage for sustained control over victim systems.

6. Internal Reconnaissance — Complete Mission
Figure 3.26: Cross Phase Causal Relationship from Internal
Reconnaissance to Complete Mission (1) and Figure 3.27: Cross Phase Causal

Relationship from Internal Reconnaissance to Complete Mission (2) depicts a
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Figure 3.26: Cross Phase Causal Relationship from Internal Reconnaissance to Complete Mission (1)
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dense set of cross-phase causal relationships linking Internal Reconnaissance to Complete
Mission, illustrating how information discovery, data staging, and continuous

surveillance directly enabled multiple exfiltration pathways.

A central enablement pattern shown in the diagram involves browser data staging.
In the Internal Reconnaissance phase, Event 130 represents the collection and staging of
browser login and payment databases into temporary directories. Multiple directed arrows
connect this event to Complete Mission activities, indicating that staged browser data
enabled downstream exfiltration actions. Specifically, staged data supported exfiltration
of cryptocurrency wallet-related browser artifacts (Event 84), credential databases (Event
87), and bulk browser extension data (Event 150). These links make explicit that
exfiltration events were causally dependent on prior staging rather than occurring directly
from live collection.

A second enablement path involves wallet-related discovery. As shown by the arrow
from Event 83 (discovery of installed browser wallet extensions) to Event 150, wallet
extension discovery enabled targeted bulk collection of extension-related data. In
addition, Event 85, which captures retrieval of wallet private keys from the victim system,

is causally linked to Event 134, indicating that retrieved wallet keys enabled credential
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exfiltration to attacker-controlled infrastructure.

The diagram also highlights enablement paths associated with host fingerprinting

and continuous surveillance. Information collected during Internal Reconnaissance in

#6. Complete Mission #4. Internal Reconnaissance
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|

|

|

|

|

|

|
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data to the C2 server via
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Figure 3.27: Cross Phase Causal Relationship from Internal Reconnaissance to Complete Mission (2)
Event 115 (host and network fingerprinting) is shown to enable subsequent upload of

fingerprinting data in Event 116, reflecting a discovery-to-upload relationship. Similarly,
Event 121, which records keystrokes and clipboard data, is causally linked to Event 160,
where captured input data was uploaded to the command-and-control server. These
arrows illustrate how ongoing surveillance directly supported repeated data exfiltration.

Taken together, these relationships demonstrate that the transition from Internal
Reconnaissance to Complete Mission is not a single linear step but a set of parallel
enablement paths. Discovery activities led to staging, staging enabled multiple forms of
exfiltration, and continuous monitoring supported repeated uploads. By explicitly
representing these dependencies, the constructed attack life cycle captures the structured
and methodical manner in which reconnaissance outputs were transformed into mission-
level data theft.
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7. Complete Mission = Establish Foothold

Figure 3.28: Cross Phase Causal Relationship from Complete Mission to Establish
Foothold also captures a feedback relationship from Complete Mission back to Establish
Foothold, illustrating how successful mission-level actions reinforced the attacker’s

ability to maintain interactive control.
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Figure 3.28: Cross Phase Causal Relationship from Complete Mission to Establish Foothold

In the diagram, Event 116 represents the successful upload of collected host
fingerprinting information to the command-and-control server. A directed arrow connects
this event back to Event 117 in the Establish Foothold phase, where the attacker continued
to accept remote commands via a TCP backdoor or reverse shell.

This cross-phase link indicates that successful data upload enabled continued remote
command access. By confirming connectivity and the operational status of the command-
and-control channel, successful uploads allowed the attacker to sustain interactive access
and issue further commands. Rather than marking the end of the campaign, mission
completion activities thus fed back into foothold maintenance.

By explicitly representing this feedback loop, the diagram emphasizes that the attack
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life cycle is not strictly linear. Mission execution and access maintenance are
interdependent, allowing the attacker to iteratively collect data, validate connectivity, and
continue operations as long as access remains viable.

This section presented a detailed case study of the Deceptive Development
campaign to demonstrate the effectiveness and interpretability of the proposed attack
life cycle construction framework when applied to a single Cyber Threat Intelligence
report. Starting from unstructured narrative text, the system extracted malicious activity
events, aligned them with validated MITRE ATT&CK technique labels, and organized
them into a coherent, phase-structured attack life cycle. The resulting representation
captures the end-to-end progression of the campaign, from social engineering
preparation and initial compromise to foothold establishment, internal reconnaissance,
persistent access, and mission execution. The case study establishes a concrete
foundation for subsequent chapters, which build upon this representation to explore

broader analysis and extensions of the approach.
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Chapter 4. Attack Life Cycle Synthesis

4.1 Motivation and Goal

Individual CTI reports often emphasize specific aspects of a campaign, such as initial
social engineering tactics, malware internals, command-and-control infrastructure, or
persistence mechanisms. As a result, each report provides a partial and incomplete view
of the overall attack, even when all reports describe the same underlying campaign.
Important behaviors may be omitted, summarized at different levels of abstraction, or
described without explicit linkage to other stages of the attack.

For analysts, synthesizing these fragmented observations into a unified campaign
narrative requires manual cross-report comparison, reconciliation of overlapping
descriptions, and inference of how disparate activities relate temporally and causally. This
process is time-consuming and does not scale well as the volume of CTI reporting grows.

Attack life cycle synthesis addresses this challenge by aggregating multiple
constructed attack life cycles, each derived from an individual CTI report, into a single,
comprehensive campaign representation. By operating on structured life cycles rather
than raw text, synthesis builds upon validated event representations, phase assignments,
and causal relationships established in earlier stages of the framework. This allows
complementary intelligence from different sources to be combined while preserving
coherence, interpretability, and traceability.

The goal of synthesis is therefore not to replace individual analyses, but to integrate
their strengths into a unified view of the campaign. The resulting synthesized attack life
cycle provides broader coverage of attacker behavior, reveals relationships that are not
visible within any single report, and supports more informed campaign-level reasoning
and analysis.
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4.2 Attack Life Cycle Synthesis

The synthesis process can be understood as a direct extension of attack life cycle
construction, operating at a different granularity. While single-report construction
organizes malicious activity events extracted from one CTI report into a coherent attack
life cycle, synthesis applies the same reasoning logic to integrate multiple such life cycles
into a unified, campaign-level representation.

At the core of both processes is the same organizing principle: reasoning over
malicious activity events to infer temporal order and merge semantically overlapping
actions in order to produce a coherent and interpretable attack life cycle. In single-report
construction, this reasoning is applied to events derived from a single source. In synthesis,
the same type of reasoning is applied across events originating from multiple constructed
life cycles, each representing a partial view of the same campaign.

The primary distinction lies in the input representation. Attack life cycle construction
operates on malicious activity events that have been identified, annotated with validated
MITRE ATT&CK technique labels, and summarized concisely. Synthesis, in contrast,
takes as input the outputs of attack life cycle construction—that is, fully constructed
attack life cycles that already include ordered events, inferred causal relationships, and
assigned attack phases. This shift in input allows synthesis to reason at the level of
campaign structure rather than individual report narratives.

Despite this difference in scope, the reasoning applied during synthesis remains
conceptually aligned with single-report construction. Events are reordered based on
strategic intent and inter-event dependencies, and events describing the same attacker
behavior across different sources are consolidated to improve fluency and reduce
redundancy. The resulting synthesized life cycle preserves the structural coherence

established during individual constructions while expanding coverage across reports.
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Finally, the visualization of the synthesized attack life cycle follows the same
process used for individual life cycles. By reusing the same visualization approach, the
synthesized representation remains consistent and interpretable, allowing analysts to
reason about campaign-level behavior using the same visual and conceptual tools

introduced earlier in the framework.
4.3 Demo Case: Deceptive Development Campaign

This case study synthesizes three publicly available Cyber Threat Intelligence (CTI)
reports that document the same Deceptive Development campaign targeting software
developers through deceptive recruitment workflows.

The primary input is the Deceptive Development report published by ESET
Research [12]. This report provides the most comprehensive campaign-level view,
consolidating earlier observations and explicitly unifying previously reported variants
under a single operational narrative. It describes a near end-to-end attack workflow
spanning social engineering, malware delivery, post-compromise activity, and persistent
access, and serves as the structural backbone for synthesis. Owing to its breadth and
coherence, this report is also used as the single-report demonstration case in earlier
sections.

The second report, DEV#POPPER [13], published by Securonix Threat Research in
July 2024, captures a narrower but technically detailed snapshot of the same campaign.
Its analysis emphasizes execution-stage behaviors, including JavaScript-based loaders,
npm-centric delivery mechanisms, and developer-focused infection chains. Although it
does not attempt full campaign construction, its temporal position and technical depth
surface execution and post-compromise activities that are less explicitly detailed in later,
consolidated analyses.

The third report, Contagious Interview [14], produced by Unit 42, represents the
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earliest public documentation of the campaign. This report focuses primarily on malware
behavior, command-and-control infrastructure, and detection-relevant observations,
drawing on distinct telemetry and investigative priorities. While its overall coverage is
limited compared to later reports, it contributes explicit descriptions of key behaviors—
particularly related to command-and-control establishment—that complement and clarify
steps that are only implicitly inferred elsewhere.

Despite differences in publication timing, naming conventions, and analytical focus,
all three reports describe the same underlying threat operation. Each documents attackers
posing as recruiters, abusing fake hiring processes, delivering trojanized software
artifacts, and deploying a multi-stage malware chain that culminates in persistent remote
access and data theft. At the same time, the reports are complementary rather than
redundant: they emphasize different phases of the campaign, rely on different data
sources, and expose distinct subsets of malicious activity. This combination of campaign
equivalence and analytical complementarity makes the three reports well suited for
synthesis, as their overlap provides grounding while their differences enable a more
complete construction of the attack life cycle.

TTP Labeling Results Across Reports

In Table 4.1, the Deceptive Development and DEV#POPPER reports each provide
their own sets of CTl-listed techniques, whereas the Contagious Interview report does not
include an explicit list of associated techniques. To enable a consistent comparison of
labeling results across reports, we aggregate the CTI-listed techniques from the first two
reports and remove duplicate entries, yielding a total of 47 unique CTI-listed techniques.
The observed increase in true positives for Deceptive Development and DEV#POPPER
indicates that the proposed labeling process is capable of identifying additional MITRE
ATT&CK techniques beyond those explicitly listed in the original CTI reports.
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CTl-listed
(Aggregate: 47)

Deceptive Development 41 28 15(14) 32(27) 13(14) 6newTTPs
DEV#POPPER 10 13 8 6(4) 41 (6) 2(4) 37newTTPs
Contagious Interview 47* 5 5 4 43 1 No change

Table 4.1: Individual TTP Labeling Results

To quantitatively examine how the three reports differ in their coverage of adversary
behavior, we compare the validated MITRE ATT&CK techniques extracted from each

constructed attack life cycle.
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Figure 4.1: Distribution of the Labeled MITRE ATT&CK Techniques across 14 Tactics

Figure 4.1 presents a heatmap summarizing the distribution of validated techniques
across MITRE ATT&CK tactics for each report. The Deceptive Development report
exhibits the broadest coverage, spanning nearly all major tactic categories, including
Resource Development, Initial Access, Execution, Persistence, Defense Evasion,
Credential Access, Discovery, Collection, Command and Control, and Exfiltration. This
wide distribution reflects ESET’s campaign-level perspective and its emphasis on
presenting a complete end-to-end view of the operation.

In contrast, the DEV#POPPER report shows a strong concentration in the Execution
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tactic, with comparatively limited representation in later-stage tactics. This aligns with its
analytical focus on JavaScript loaders, npm-based infection chains, and the mechanics of
initial code execution within developer workflows. While narrower in scope, this report
provides depth in execution-related behaviors that are less emphasized elsewhere.

The Contagious Interview report contains the fewest validated techniques overall,
but places relatively greater emphasis on Command and Control-related behaviors
compared to DEV#POPPER. This reflects Unit 42°s focus on malware communication
patterns, remote command handling, and infrastructure-level observations, even when

other campaign stages are described more sparsely.

2 1 “Deceptive Development”
28
4 2
1
“DEV#POPPER” 3 0 2

“Contagious Interview”
8 5

Figure 4.2: MITRE ATT&CK Technigue Overlap and Uniqueness Across the Three Reports

Figure 4.2: MITRE ATT&CK Technique Overlap and Uniqueness Across the Three
Reports complements this view by illustrating the overlap and uniqueness of validated
techniques across the three reports using a Venn diagram. While Deceptive Development
contains the largest set of techniques overall, the diagram clearly shows that both
DEV#POPPER and Contagious Interview contribute techniques that do not appear in the
Deceptive Development report alone. The intersection across all three reports is relatively

small, indicating that complete overlap is limited even when the same campaign is
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analyzed.

Together, these results provide concrete evidence that the three reports offer partially
overlapping but distinct views of the same threat activity. The heatmap highlights
differences in tactical emphasis, while the Venn diagram demonstrates that each report
contributes unique technique-level observations. This quantitative divergence directly
motivates the synthesis process: combining multiple constructed attack life cycles enables
a more comprehensive representation of the campaign than any single report can provide
in isolation.

In the following sections, these individual attack life cycles are used as input to the
synthesis process, illustrating how complementary observations from multiple reports can
be integrated into a unified campaign-level life cycle.

Individual Attack Life Cycles

Figure 4.3: Overview of the Individual Attack Life Cycles Constructed

from CTI Reports Prior to Synthesis presents the three individual attack life

cycles constructed by the proposed system from the selected CTI reports prior to
synthesis. Each life cycle was produced using the same event extraction, validated
technique labeling, event ordering, and phase assignment pipeline. Differences observed
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across the three life cycles therefore reflect variations in reporting scope, analytical
focus, and available telemetry in the source reports, rather than methodological

inconsistencies.

The constructed attack life cycle for Deceptive Development is the most
comprehensive, comprising 56 extracted malicious activity events that were consolidated
into 45 events across six attack phases after event merging. The resulting life cycle spans
the full campaign progression, from early reconnaissance and initial compromise through
post-compromise activity and mission completion. Owing to its breadth and structural
completeness, this life cycle serves as the primary reference point for subsequent
synthesis.

In contrast, the DEV#POPPER life cycle is notably smaller, containing 15 extracted
events that were merged into 13 events distributed across four attack phases. This life
cycle focuses predominantly on execution and post-compromise behaviors, with limited
visibility into earlier social-engineering or victim-targeting stages. While narrower in
scope, it provides detailed coverage of specific technical behaviors that are less
emphasized in the Deceptive Development life cycle.

The Contagious Interview life cycle is the most compact, consisting of five events
that remain unmerged and span five distinct attack phases. Although minimal in size, its
phase distribution indicates that the report captures selected but strategically important
actions across the campaign, including initial access mechanisms and command-and-
control-related activity. These events highlight behaviors that are either absent or only
implicitly described in the other reports.

Viewed together, the diagram illustrates that no single constructed life cycle
provides a complete representation of the campaign. Instead, the three inputs exhibit
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complementary strengths: Deceptive Development offers broad phase coverage and
narrative continuity, DEV#POPPER contributes depth in execution-related behavior, and
Contagious Interview surfaces isolated but critical actions across multiple phases. This
heterogeneity in event coverage and phase distribution motivates the need for synthesis,
which aims to integrate these partial perspectives into a unified and more comprehensive
attack life cycle.
Synthesized Attack Life Cycle

Figure 4.4: Overview of the Synthesized Attack Life Cycle Constructed from
Multiple CTI Reports presents the synthesized attack life cycle for the Deceptive
Development campaign, constructed by combining the individual attack life cycles
derived from three CTI reports. The synthesized life cycle contains 50 malicious activity
events organized into six attack phases, preserving the same phase vocabulary used
throughout earlier chapters: Initial Reconnaissance, Initial Compromise, Establish

Foothold, Internal Reconnaissance, Maintain Presence, and Complete Mission.

Complete Mission

‘ = ‘ /]I — - Maintain
‘ 11 z 1 n T ‘ : I — st o Presence

Figure 4.4: Overview of the Synthesized Attack Life Cycle Constructed from Multiple CTI Reports

Compared to the single-report life cycle constructed from the Deceptive
Development report alone, the synthesized result expands coverage across multiple
phases while maintaining a coherent end-to-end progression. Events from different
reports are interleaved based on their inferred temporal and causal relationships, resulting
in a unified campaign-level view that reflects both shared and complementary
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observations. Importantly, the synthesized life cycle retains a single connected causal
graph, rather than a set of parallel or disjoint sequences, enabling direct interpretation of
how early-stage actions enable later objectives across the campaign.
Event Contributions to the Synthesized Attack Life Cycle by Report and Phase
Table 4.2: Event Contributions to the Synthesized Attack Life Cycle from Three CTI
Reports summarizes the number of events contributed by each report to the synthesized
attack life cycle, broken down by attack phase. As expected, the Deceptive Development
report contributes the majority of events and serves as the structural backbone of the
synthesized life cycle, accounting for 41 of the 50 total events. It provides complete

coverage of all six phases and establishes the primary causal structure of the campaign.

Report Initial Initial Establish Internal Maintain | Complete Total
P Recon Compromise | Foothold Recon Presence Mission
7 5 9 11 6 12 50

After
Synthesis
Deceptive
Development 7 5 5 9 6 9 41
DEVH#POPPER 0 0 3 2 0 3 8
Contagious 0 0 1 0 B 0 1

Interview

Table 4.2: Event Contributions to the Synthesized Attack Life Cycle from Three CTI Reports

The DEV#POPPER report contributes 8 additional events, primarily enriching the
Establish Foothold, Internal Reconnaissance, and Complete Mission phases. These events
add detail to execution-stage behaviors and post-compromise activities that are either
absent or less explicit in the Deceptive Development report. Although smaller in volume,
these contributions meaningfully expand the depth of the middle and late stages of the
campaign.

The Contagious Interview report contributes 1 event, which is incorporated into the
Establish Foothold phase. While limited in scope, this contribution reflects a distinct

observation of foothold-establishment behavior that complements the dominant report
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and reinforces the consistency of the campaign’s post-compromise tooling.

When compared against the attack life cycle constructed from the Deceptive
Development report alone, synthesis increases the total number of events from 41 to 50,
with the most notable gains appearing in the Establish Foothold, Internal Reconnaissance,
and Complete Mission phases. These are precisely the phases where individual reports
tend to vary most in focus due to differences in telemetry and analytical emphasis.
Example of a Synthesis-Added Event Making Implicit Causality Explicit

A concrete example of how synthesis improves campaign-level completeness can be
observed in the representation of command-and-control (C2) establishment during the

Establish Foothold phase.

Establish Foothold

| |
|

| R11-17 77 |
| T1071.001 R9-77 :
| Established command-and- T1071 |
| control over web protocols Retrieved the command- I
| to an attacker-controlled and-control server IP I
| server, enabling remote address and port. I
I tasking. |
| |

R9-67
T1555.003
After initial foothold and

|
| C2 setup, harvested
| browser-stored login data
| and pulled down the
| InvisibleFerret second-
| stage malware for follow-
Internal .
nterna I on theft.
|
|

Reconnaissance

I S
Figure 4.5: Example of a Synthesis-Added Event That Makes Command-and-Control Establishment

Explicit

In the attack life cycle constructed from the Deceptive Development report alone,
Event 67 describes the harvesting of browser-stored credentials and the download of the
second-stage malware InvisibleFerret following initial foothold and C2 setup. While this
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event clearly depends on the existence of an operational C2 channel, the prerequisite C2
establishment is only implicitly inferred. The immediately preceding event in the same
life cycle, Event 77, retrieves the C2 server IP address and port, which suggests that C2
infrastructure is being prepared, but does not explicitly state that a functional command-
and-control channel has been established.

After synthesis, an additional event from the Contagious Interview report, Event 17,
is incorporated into the synthesized life cycle. This event explicitly states the
establishment of command-and-control over web protocols to an attacker-controlled
server, directly enabling remote tasking. By introducing this event, synthesis makes the
C2 setup step explicit rather than implied, clarifying the causal dependency between C2
establishment and subsequent credential harvesting and second-stage payload retrieval.

The resulting synthesized representation therefore replaces an inferred assumption
with a concrete, explicitly documented action. This not only strengthens the causal
linkage between the foothold and internal reconnaissance phases, but also improves
interpretability by making the attack progression clearer to analysts. This example
illustrates how synthesis can enhance campaign representations by integrating
complementary observations from different reports, even when the overall attack flow

remains consistent.
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Chapter 5. Evaluation

5.1 Cross-Report Structural Evaluation of the Construction Pipeline

This section evaluates the structural behavior of the proposed framework across
eleven heterogeneous Cyber Threat Intelligence (CTI) reports. Rather than assessing
correctness against unavailable ground truth, the evaluation focuses on how successive
pipeline stages—annotation filtering, technique validation, and attack life cycle
construction—interact and transform CTI narratives into coherent campaign

representations under realistic reporting conditions.

. Labeled Events Attack Life Cycle
Annotation

Report Name Sentences Filter Baseline Open- Validation m TIP
world

Lazarus 96 39 39 39 31* 21 6 17
CloudScout 106 12 7* 12 8* 12 6 7
Cuba Ransomware 105 16 15*% 16 10* 14 5 8
GoldenJackal 259 24 21* 24 22% 21 5 13
Pakistan Navy 94 19 19 19 18* 17 6 13
PlushDaemon 69 27 21* 27 23* 27 4 15
Sandworm 82 29 24* 29 25% 23 7 15
SHROUDEDSLEEP 166 54 33% 54 43* 17 4 14
Deceptive Development 179 56 36* 56 53* 45 6 28
DEV#POPPER 127 15 15 15 13* 13 4 8
Contagious Interview 69 5 5 5 5 5 5 5

Table 5.1: Evaluation across 11 Reports

Narrative Selectivity of Incident-Scoped Annotation Filtering

Across all evaluated reports, the number of sentences contained in the original CTI
documents substantially exceeds the number of malicious activity events identified by the
annotation filter. In several cases, fewer than one third of sentences are retained for
downstream analysis. This observation reflects the narrative nature of CTI reporting, in

which descriptions of attacker behavior are interleaved with background context,
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historical references, analyst interpretation, and defensive guidance.

The annotation filter consistently isolates sentences that describe concrete attacker
actions attributable to the focal campaign, while excluding non-operational content. This
selectivity demonstrates that the majority of CTI text does not directly describe actionable
malicious behavior at the event level, and that explicit incident scoping is necessary to
reduce narrative noise prior to technique labeling or temporal reasoning. The consistency
of this pattern across reports of varying length and publisher origin further indicates that
the filtering behavior is driven by structural properties of CTI narratives rather than
report-specific characteristics.

Prevalence and Role of Unlabeled Events After Validation

Comparison between the annotation filter output and the validated technique
labeling results shows that a non-trivial fraction of extracted events remains unlabeled
after validation. This outcome is observed consistently across reports, including both
large and small campaigns. Validation frequently reduces the number of technique-
labeled events relative to both baseline and open-world labeling outputs.

Inspection of these unlabeled events reveals that many describe low-level
implementation details, execution flow control, or internal program logic that are
operationally meaningful but do not correspond directly to any MITRE ATT&CK
technique. This result highlights an inherent abstraction gap between narrative CTI
descriptions and technique-level taxonomies. Rather than indicating a failure of the
labeling process, the presence of unlabeled events demonstrates the effectiveness of
conservative, evidence-based validation in preventing forced or speculative mappings.
Importantly, unlabeled events are retained for subsequent life cycle construction, ensuring
that operational context is preserved even when technique abstraction is not applicable.
Structural Robustness of Attack Life Cycle Construction
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Attack life cycle construction consistently produces compact and stable campaign
representations despite substantial variation in report length, narrative detail, and
extracted event volume. During construction, multiple extracted events are frequently
merged when they describe the same operational behavior at different levels of
granularity or from different narrative perspectives. This consolidation reduces
redundancy while preserving the diversity of adversary behaviors represented in the
attack life cycle. As a result, verbose reports with many extracted events do not yield
proportionally more complex life cycles.

At the same time, the constructed life cycles exhibit stable phase coverage across all
evaluated reports. Campaigns described using hundreds of sentences and those
documented through sparse narratives alike result in life cycles spanning a comparable
number of attack phases. This indicates that phase-level structure is governed by
underlying adversary workflows rather than by reporting verbosity or technique labeling
density. Even when only a small number of events or validated techniques are available,
the framework is able to infer coherent phase progression and maintain interpretable
campaign structure.

Together, these observations show that the proposed construction process
normalizes both redundancy and sparsity in CTI reporting. By consolidating repeated
descriptions and abstracting from low-level narrative variation, the framework produces
attack life cycles that are robust to heterogeneity in CTI sources while remaining faithful
to the operational behaviors described in the original reports.

Summary of Structural Evaluation Findings

Taken together, these observations demonstrate that the proposed framework
behaves predictably and conservatively across diverse CTI sources. Annotation filtering
effectively isolates incident-relevant actions from narrative noise, validation enforces
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evidence-grounded technique assignment without collapsing event structure, and life
cycle construction consolidates redundant descriptions into coherent campaign
representations. These properties enable the framework to preserve analytical structure
while avoiding overinterpretation, supporting reliable construction of attack life cycles
under realistic and heterogeneous CTI reporting conditions.

5.2 Comparison with Expert-Drawn Campaign Diagram

This qualitative evaluation compares the automatically constructed attack life cycle
produced by the proposed framework with an expert-drawn campaign diagram published
ina CTlI report [15].

Demo Case Overview

The Medusa ransomware group conducted a coordinated ransomware campaign by
exploiting multiple unpatched vulnerabilities in the SimpleHelp remote monitoring and
management (RMM) software (CVE-2024-57726, CVE-2024-57727, CVE-2024-
57728). Initial access was achieved through compromised managed service provider
(MSP) and third-party supplier infrastructure, allowing attackers to abuse SimpleHelp
instances running with SYSTEM-level privileges. Using this access, Medusa operators
pivoted into downstream customer environments, conducted reconnaissance, disabled
Microsoft Defender, and established high-privilege persistence through SimpleHelp itself
and, in some cases, additional remote access tooling such as AnyDesk.

The campaign followed a double-extortion model. In approximately half of the
observed incidents, attackers exfiltrated data using renamed and filtered RClone binaries
before encrypting victim systems with the “MEDUSA” extension and deploying
“IMREAD ME MEDUSA!!!.txt” ransom notes. Ransomware deployment was
performed using trusted administrative tooling, including PDQ Deploy and PDQ

Inventory, or via direct execution through SimpleHelp, enabling rapid and widespread
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encryption across victim environments. Victims were subsequently pressured through

Medusa’s data leak site and associated communication channels.

ACTION
Trusted Relationship

VOLRERAB / = TACTIC
posidd _ — ——— | [ENT] TAOOO1 Initial Access
(= |

CVE-2024-57726

TECHNIQUE
gz::gm:gm: | — [ENT] T1199 Trusted Relationship

CONFIDENCE
Certain

ACTION
Remote Access Software

SRR T .- §- - |
powershell -exec bypass Add-MpPreference \
-ExclusionPath "c:\windows" \

TACTIC
[ENT] TA0O11 Command and Control

TECHNIQUE
[ENT] T1219 Remote Access Tools

DESCRIPTION
Simple Help leveraged from software vendor

a | | or service provider. Then switched to new
FILE threat actor controlled Simple Help server.
-
HIREAD_ME_MEDUSA!!!txt =l CONFIDENCE
\ % E E Certain

Figure 5.1: Expert-Drawn Campaign Diagram from the CTI Report

The expert-drawn diagram in Figure 5.1: Expert-Drawn Campaign Diagram from
the CTI Report provided in the CTI report presents a high-level visual summary of the
Medusa ransomware campaign. The diagram focuses on simple relationships between
MITRE ATT&CK techniques and enumerates a large number of indicators of
compromise (I0Cs), such as process command lines and file names. While some
techniques are accompanied by brief descriptions, others are listed without explicit
contextual explanation. The diagram is primarily artifact- and technique-centric, leaving
temporal ordering, causal dependencies, and attacker intent largely implicit.

To illustrate how the proposed framework provides a richer and more structured
representation, the following comparisons examine specific portions of the campaign as
represented in both the expert diagram and the constructed attack life cycle.

From CVE Enumeration to Intent-Aware Initial Compromise Events

In the expert-drawn diagram, initial access is represented by listing multiple CVE
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identifiers associated with vulnerabilities in SimpleHelp. These CVEs are visually
connected to a corresponding ATT&CK technique but are not further contextualized in
terms of attacker intent or operational outcome. As a result, the reader must infer how
these vulnerabilities were leveraged and why they were strategically important to the

campaign.

Instead of merely listing CVE IDs, we
describe the underlying vulnerabilities

and the intent behind their exploitation. Initial Compromise

I Iy — — — — — — ———— al
| 1D:1 |
| T1190 |
U< £ | The actor exploited |
2024 27 multiple SimpleHelp |
D24 2§ | vulnerabilities to obtain |
| initial footholds in |
| remotely managed :
5 environments.

| y |
| |
ACTION ! '
Trusted Relationship { % — 3|
| T1199 |
TACTIC z = = ‘ After compromising |
[ENT] TAOOO1 Initial Access For ea(fh tEChmque involved in the SimpleHelp in supplier/MSP :
campaign, our dlagram represents | contexts, the actor I

TECHNIQUE . o 8 | leveraged trusted
[ENT] T1199 Trusted Relationship the corresponding action and its relationships to reach :

i H downstream customer

CONFIDENGE associated intent as an event. i o [
Certain L AN ; v :

Figure 5.2: From CVE Enumeration to Intent-Aware Initial Compromise Events

In contrast, the constructed attack life cycle explicitly models initial compromise as
intent-bearing events. Rather than merely listing CVE identifiers, the system represents
the exploitation of SimpleHelp vulnerabilities as attacker actions aimed at establishing
initial footholds in remotely managed environments. These events are labeled with the
appropriate technique and embedded within the Initial Compromise phase, making the
attacker’s objective and the operational role of the vulnerabilities explicit. This
transformation from vulnerability enumeration to action-and-intent representation
enables clearer reasoning about how exploitation directly enables subsequent campaign
stages.

Explicit Modeling of Defensive Evasion Actions
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The expert diagram enumerates multiple process-level 10Cs related to the
modification or disabling of Microsoft Defender, including PowerShell commands and
associated tooling. These observables are valuable for detection purposes, but they are
presented as isolated artifacts without a clear structural relationship between them. The
diagram does not distinguish whether these commands represent separate attacker

actions, alternative methods, or repeated executions of the same behavior.
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We detailed the methods taken by
. . | :
the attacker to disable or modify | Bip
Microsoft Defender. The actor used basesé-
encoded PowerShell via PDQ
1. PDQ Deploy |
2. The use of PowerShell

Deploy to disable or modify
Microsoft Defender,
reducing detection prior to
theft and encryption.

ACTION
Disable or Mcdify Tools

1D: 20

COMMAND LINE T1562.001
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ExclusionPath “c:\windows"
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Set-MpPreference -MAPSReporting Disable

le—
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|
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Windows Defender settings
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antivirus protections using
PowersShell and (in some
cases) kernel drivers to
maximize ransomware and

\_ -DisableRealtimeMonitoring $true y, | tooling success.

Figure 5.3: Explicit Modeling of Defensive Evasion Actions

By contrast, the constructed life cycle consolidates these low-level observables into
a set of explicitly defined attacker actions within the Maintain Presence phase. Separate
events capture distinct methods used by the attacker—such as leveraging PDQ Deploy or
executing PowerShell commands—to disable or weaken endpoint protection. Each event
is associated with the same defensive evasion technique but retains its own operational
context and intent. This explicit event modeling clarifies how different implementation
methods contribute to a common campaign objective, while preserving causal and
temporal relationships between actions.

From File Lists to Role-Aware Impact Representation

76

doi:10.6342/NTU202600249



In the expert-drawn diagram, the impact phase is illustrated by listing file names

associated with ransomware execution, encrypted file extensions, and ransom note

artifacts. These files are presented as indicators observed during the campaign, but their

functional roles within the attack are not explicitly described.

Beyond listing file names, we describe
their roles within the campaign.

ACTION
Data Encrypted for Impact

TACTIC
[MOB] TA0034 Impact

TECHNIQUE

[MOB] T1471 Data Encrypted for Impact
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FILE
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|
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affected systems. :
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\

Figure 5.4: Role-Aware Representation of Impact-Related Artifacts

The constructed attack life cycle instead represents these artifacts as components of

a higher-level impact event. Rather than simply listing file names, the system describes

how the attacker reinforced victim impact by appending the “.MEDUSA” extension to

encrypted files and ensuring that ransom notes were deployed consistently across affected

systems. By embedding artifacts within intent-driven events, the representation makes

clear why these files matter and how they contribute to the campaign’s impact objectives,

rather than treating them as standalone observables.
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Structural Implications of the Comparison

. Expert Diagram from
CTl report

Technique related descriptions 1
Detailed events (action taken by the attacker) X
v
Main artifacts (tools, files) /| (more ancillary 10Cs)
Causality of events (activities) X

Table 5.2: Qualitative Comparison Between System Output and Expert-Drawn Diagram

Taken together, the diagram-based comparisons and the summary in Table 5.2
demonstrate that the proposed framework provides a more structured and behavior-
centric representation of attack campaigns than expert-drawn diagrams when the
analytical objective is attack life cycle construction. As shown in the table, the system
output consistently provides explicit technique-related descriptions, detailed
representations of attacker actions, and clear modeling of causal relationships between
events—capabilities that are only partially or implicitly supported in the expert diagram.
While both representations capture key artifacts such as tools and files, the system
emphasizes their operational roles within the campaign rather than enumerating them as
standalone indicators. These differences reflect a fundamental shift in representational
focus: from technique- and 10C-centric summaries toward explicit modeling of attacker
intent, action, and progression. Consequently, the proposed approach offers clear
advantages for reasoning about how campaigns unfold over time, how actions enable
subsequent phases, and how disparate observations can be integrated into a coherent
attack life cycle, complementing but extending beyond the scope of expert-drawn CTI
diagrams.
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Chapter 6. Conclusion

This work addresses the challenge of constructing coherent attack campaign life
cycles from fragmented and heterogeneous CTI reporting. We proposed an LLM-driven
framework that decouples malicious activity identification from technique alignment,
enabling incident-scoped extraction of concrete adversarial actions grounded in
contextual reasoning. By transforming narrative CTI descriptions into structured event
representations and aligning them with MITRE ATT&CK techniques through multi-stage
labeling and validation, the system enables reliable construction of attack workflows.

Building upon these labeled events, our framework infers temporal ordering and
causal dependencies to construct coherent multi-phase campaign life cycles. Furthermore,
we demonstrate that life cycles derived from separate CT1 reports can be synthesized into
unified campaign representations, addressing the inherent fragmentation of intelligence
sources. The resulting outputs provide analysts with structured and interpretable views of
adversary operations, facilitating campaign understanding and supporting downstream
threat analysis.

While current evaluation demonstrates life cycle coverage and consistency using
representative CTI reports, further work is needed to scale quantitative validation through
larger annotated datasets and analyst-centered evaluation. Additional future directions
include improving temporal and causal reasoning under incomplete evidence, enhancing
robustness against inconsistent or low-quality reporting, and integrating campaign
construction outputs with detection and response systems to support operational defense
workflows. Overall, this work demonstrates the potential of LLM-driven reasoning to
transform fragmented CTI narratives into coherent and operationally useful

representations of adversarial campaigns.
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