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Abstract

Generative artificial intelligence has revolutionized how multimedia content is cre-
ated by utilizing diverse input conditions. However, as these models become more ad-
vanced, detecting Al-generated content, particularly DeepFakes, has grown increasingly
challenging. Rising concerns over DeepFakes have heightened interest in detection meth-
ods, specifically the effectiveness of multimodal large language models (MLLMs) in iden-
tifying them. MLLMs not only improve the transparency of DeepFake detection by pro-
viding explanations for their decisions, but the process of distinguishing authentic from

synthetic content also serves as a robust test of their perceptual and reasoning skills.

To address these challenges, we introduce MMIDBench, a comprehensive multi-
modal benchmark meticulously crafted to assess the capabilities of MLLMs. MMIDBench
features a variety of state-of-the-art DeepFake generative models spanning images, videos,
and audio, encompassing 6 distinct DeepFake tasks. The benchmark comprises 10k ques-

tions, including binary, multiple-choice, and open-ended formats, enabling an in-depth
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assessment of MLLMs. We evaluated 5 proprietary MLLMs with MMIDBench, reveal-

ing both their strengths and current limitations in DeepFake detection.

Keywords: Multimodal Large Language Models, Interpretability, Deepfake Detection, Deep-

fake Generation, Image Editing, Voice Synthesis, Diffusion Models, Generative Artificial

Intelligence
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Chapter 1 Introduction

MMIDBench

Multimodal Interpretable DeepFake Detection Benchmark
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Figure 1.1: MMIDBench features three primary attributes that set it apart. First, it en-
compasses a wide range of modalities, including images, videos, and audio. Second, it
incorporates an array of DeepFake methods, such as face-swapping, identity-preserving
editing, lip-syncing, audio-driven talking-head synthesis, voice cloning, and voice con-
version. Third, it integrates the Holistic Reasoning Probe, which delivers a coarse-to-fine
assessment of the reasoning and perceptual capabilities of Multimodal Large Language
Models.

The rapid advancement of generative artificial intelligence (Al) has transformed the
landscape of multimedia content creation, enabling the synthesis of highly realistic im-
ages, videos, and audio from diverse inputs. This progress, while innovative, has ampli-
fied the risks associated with DeepFakes, which are Al-generated forgeries designed to
mimic authentic media. Such manipulations can facilitate the spread of disinformation,
erode public trust, and inflict reputational harm, underscoring the urgent need for effective

detection mechanisms. Traditional approaches to DeepFake detection often concentrate
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on isolated modalities or specific forgery techniques, rendering them inadequate against
the sophisticated, multimodal threats emerging today [82]. In response, there is growing
interest in leveraging multimodal large language models (MLLMs) not only for their de-
tection prowess but also for their ability to provide interpretable explanations, enhancing

transparency and reliability in identifying synthetic content [60, 115].

At the heart of this challenge lies the demand for benchmarks that rigorously evaluate
MLLMSs’ perceptual and reasoning capabilities in a DeepFake context. MLLMs offer a
promising avenue for interpretable detection, as they can articulate the rationale behind
their judgments, bridging the gap between automated analysis and human-understandable
insights. However, existing evaluation frameworks frequently overlook the multifaceted
nature of DeepFakes, failing to encompass diverse modalities and generation methods [56,
105, 124]. To bridge this gap, we introduce MMIDBench, a comprehensive benchmark
tailored for assessing MLLMs in interpretable DeepFake detection. Our key contribu-
tions include dramatically increasing forgery diversity by incorporating content from ap-
proximately 6distinct DeepFake techniques—such as face-swapping, identity-preserving
editing, lip-syncing, talking-head synthesis, voice cloning, and voice conversion—far sur-
passing the limited 1 to 4 types in prior datasets by providing a unified, multimodal frame-
work spanning images, videos, and audio, with multi-task evaluation across authenticity
verification, explainability through reasoning or description, and perception of manipu-
lated regions, and delivering a large-scale, balanced dataset of 10kquestions in formats
like binary, multiple-choice, and open-ended, complete with matched real-fake pairs and
strict data hygiene protocols to prevent leakage. These innovations address critical limita-
tions in benchmarks like MMTD-Set [115], SID-Set [40], and LOKI [124], fostering the

development of robust, generalizable, and interpretable detection systems.
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As illustrated in Figure 1.1, MMIDBench stands out due to three key attributes that
together create a comprehensive evaluation framework. First, it adopts a multimodal ap-
proach, encompassing images, videos, and audio. This ensures that detection capabilities
are tested across a wide range of media types commonly targeted by DeepFake technolo-
gies. By addressing the limitations of unimodal benchmarks, MMIDBench simulates real-

world scenarios where forgeries often combine multiple forms of data.

Second, the benchmark includes a diverse set of DeepFake techniques. These range
from face-swapping, which alters identities in visuals, to identity-preserving editing, which
subtly modifies appearances without changing core features. It also covers lip-syncing,
which aligns speech with video, audio-driven talking-head synthesis, which animates
faces based on voice inputs, voice cloning, which replicates individual speech patterns,
and voice conversion, which transforms audio characteristics. This variety reflects the
growing sophistication of generative attacks and enables a detailed evaluation of model

robustness.

Third, MMIDBench integrates the Holistic Reasoning Probe, a structured evaluation
tool that assesses both high-level perceptual skills and fine-grained reasoning abilities.
It examines tasks such as identifying visual inconsistencies and detecting manipulation
traces through logical inference. Additionally, the probe enhances interpretability by pro-

ducing explanatory outputs that clarify the model’s decision-making process.

Building on these foundations, MMIDBench incorporates state-of-the-art DeepFake
generative models across 6 distinct tasks, featuring 10k questions in varied formats like
binary, multiple-choice, and open-ended. This design facilitates a thorough examination

of MLLMSs’ effectiveness in distinguishing genuine from manipulated media, while em-
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phasizing interpretability through explanatory outputs. Our evaluation of 5 proprietary
MLLMs, including models like GPT-40 [42] and Gemini-2.5-Pro [17], reveals critical in-
sights into their performance, highlighting both advancements and persistent limitations
in handling complex forgeries, with comparisons to human evaluators and specialized ex-
pert models. By addressing these aspects, MMIDBench not only advances the field of
DeepFake detection but also contributes to a holistic defense system that safeguards data
privacy, security, and trust across the Al lifecycle, from input protection to output verifi-

cation.

In the following sections, we detail the construction of MMIDBench, present our
experimental findings, and discuss implications for future research in interpretable Al-

driven detection.
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Chapter 2 Related Work

2.1 DeepFake Generation

DeepFake technology leverages artificial intelligence to generate or manipulate me-
dia, resulting in highly convincing but synthetic images, videos, and audio. The field has
evolved rapidly, progressing from early, labor-intensive computer graphics techniques
to modern deep learning systems capable of automatically producing photorealistic con-
tent. Initial breakthroughs were achieved with autoencoders, particularly Variational Au-
toencoders (VAEs) [86, 94], but the introduction of Generative Adversarial Networks
(GANS) [29, 48, 49] marked a turning point, laying the groundwork for many current me-
dia manipulation methods. More recently, diffusion models [36, &1, 85, 88] and Neural
Radiance Fields (NeRF) [70] have set new benchmarks for realism and control in synthetic

media generation.

A variety of DeepFake creation techniques have emerged, each focusing on altering
specific aspects of media to make the process more accessible and effective. Identity
swapping [41, 55, 61, 97, 142] replaces a person’s identity in an image, video, or audio
file while preserving other features such as facial expressions or speech. Expression or
emotion swapping [25, 80, 91, 110, 121] modifies the emotional tone or facial expressions
of a subject without changing their core identity. Facial attribute manipulation [4, 39, 102,
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129, 139] targets specific features like age, gender, or hairstyle, enabling nuanced edits
while maintaining overall identity. Advanced methods such as talking face synthesis [5,
51, 68, 113, 126] generate synchronized audio and video of a person speaking, guided by

text or audio input for realistic alignment.

Recent generative models have also enabled text-to-image [10, 23, 78] and text-to-
video [9, 66] synthesis, allowing users to create entirely new media from text prompts,
specifying details such as facial features, body pose, and actions. Content editing or partial
synthesis [27, 28, 64, 119, 131] enables modification of specific parts of existing media
—such as altering certain video frames or audio segments—while preserving the overall
continuity and identity. Some methods are domain-agnostic, applicable across various

media types, while others are domain-specific.

The realism achieved by current DeepFake generation methods, driven by the tran-
sition from GANSs to diffusion models and the integration of 3D priors, makes synthetic
media increasingly difficult to distinguish from authentic content. However, this progress
brings significant challenges. The widespread availability and sophistication of DeepFake
technology raise serious social concerns, including the spread of misinformation, creation
of non-consensual material, and fraud, all of which threaten public trust and the integrity

of digital information. For further discussion, see [19, 77].

2.2 DeepFake Detection

The field of DeepFake detection has advanced rapidly alongside the rise of synthetic
media. Early detection strategies relied on analyzing hand-crafted features and intrinsic

image statistics—such as eye blinking, head pose, and visual inconsistencies, to spot ma-
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nipulated content [18, 71, 120, 122]. While these classical methods performed well on
familiar datasets, their accuracy dropped significantly when confronted with more sophis-
ticated DeepFakes or data from unfamiliar sources, largely due to limited dataset diversity

and poor generalization.

With the advent of deep learning, researchers began framing DeepFake detection as
a binary classification task, leveraging deep neural networks (DNNSs) to improve perfor-
mance, utilizing pre-trained CNN architectures like VGG, ResNet, DenseNet, and Xcep-
tionNet, which have shown improved results, especially when tested on data from differ-
ent sources [22, 73, 82, 109]. Ensemble learning and multi-task strategies have also been

explored to further boost detection accuracy and resilience.

A persistent challenge in this domain is transferability—the ability of a model trained
on one dataset or manipulation technique to perform well on unseen data. As DeepFake
generation tools become more advanced and widespread, ensuring that detection systems
can adapt to new and diverse manipulations is crucial. To tackle this, researchers have
incorporated frequency domain analysis, attention mechanisms, and vision transformer
(ViT) models to better capture global image context [24, 31, 43, 50]. Data augmentation
and the use of synthetic training data have also been adopted to enhance model general-

ization [13, 37,72, 89, 103, 114, 117].

Robustness is equally important, especially in practical scenarios where DeepFake
media may be compressed, post-processed, or subjected to adversarial attacks. Models
that excel on clean, curated datasets often falter when faced with degraded or intention-
ally manipulated inputs. To address this, researchers have developed techniques resilient

to compression, noise, and adversarial perturbations [6, 32, 38, 90, 108]. Approaches such
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as multi-stream architectures, attention distillation, and adversarial training have been
used to strengthen models against both passive and active threats. Recent work has also
evaluated model robustness using established adversarial attack methods like FGSM [30]
and PGD [69], emphasizing the ongoing need to defend against increasingly sophisticated

manipulations [45, 112].

Interpretability remains another major concern. Although deep learning models can
achieve high detection rates, their internal decision-making processes are often opaque,
which is problematic for forensic and trust-critical applications. Efforts to make these
models more transparent have included noise-based analysis, artifact localization at the re-
gion or pixel level, and the extraction of manipulation traces using denoising networks [ 15,
35, 44,99, 130]. However, common visualization tools like heatmaps often fall short in
clearly distinguishing real from fake content, highlighting the need for more effective in-
terpretability solutions. While DeepFake detection has made significant strides, ongoing
research continues to focus on improving transferability, interpretability, and robustness

to ensure these systems remain effective and trustworthy in real-world applications.

2.3 Multimodal Large Language Models

The rapid advancement of Large Language Models (LLMs) like GPT [75] and LLaMA [93]
has fueled growing interest in Multimodal Large Language Models (MLLMs), which in-
tegrate visual and textual data for more comprehensive understanding and reasoning. By
aligning visual features with language representations, MLLMs produce outputs that are

both contextually rich and diverse.

Early models such as Flamingo [2] introduced cross-attention mechanisms to incor-
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porate visual information into language modeling. Subsequent innovations like BLIP-
2 [54] and InstructBLIP [21] improved this integration through novel architectures and
instruction-following data. LLaVA [59] further advanced the field by creating large-scale
instruction-based datasets, enhancing multimodal task performance. Other notable mod-
els, including MiniGPT-4 [140], Qwen2.5-Omni [111], and mPLUG-Owl1 [123], have each

contributed unique methods for strengthening multimodal alignment and reasoning.

In digital forensics, MLLMs are increasingly effective for detecting manipulated con-
tent. Models like ForgeryGPT [60] and VLForgery [33] leverage multimodal reasoning to
identify deepfakes and image forgeries with high precision. FakeShield [115] further en-
hance interpretability and localization of altered regions. These developments underscore
the growing importance of MLLMs in both research and real-world applications, setting

new standards for multimodal analysis and content verification.

2.4 Synthetic Data Detection Benchmark

The rapid proliferation of Al-generated media, such as DeepFakes, has driven the
development of increasingly sophisticated detection technologies. This progress has been
closely tied to the evolution of benchmarks, which have grown larger, more diverse, and
more complex over time. Early research focused on the basic task of distinguishing au-
thentic from manipulated content—a straightforward binary classification problem. Initial

benchmarks, while foundational, were often limited in diversity and scope.

For example, the FFHQ [48] dataset provided high-quality images generated by a
single GAN-based technique, serving as an early standard. FakeSpotter [96] expanded on

this by including images from four different DeepFake methods, challenging models to
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generalize across manipulations. However, both datasets were restricted to images and bi-
nary authenticity classification, lacking support for multi-modal or multi-task evaluation.
CNNSpot [98] addressed the need for scale, offering a large dataset for training data-
hungry CNN-based detectors, but still focused on a single forgery type and binary classi-
fication. In the audio domain, the ASVspoof [101] 2019 challenge dataset became a key
benchmark, providing samples of two types of audio spoofing and establishing standards
for anti-spoofing in speaker verification systems. Recent datasets like Genimage [141]
and GenVideo [8] have further increased scale, offering massive collections for training
binary classifiers. However, these remain single-modality and do not address more ad-
vanced tasks such as localization or explainability, keeping the field’s focus on scaling

classification rather than deepening analytical capabilities.

A significant advancement came with the shift from binary classification to forgery
localization—identifying not just whether media is fake, but precisely where manipula-
tions occur, often at the pixel level. This required more detailed annotations and led to
the development of spatially-aware detection models. ForgeryNet [34] marked a turning
point by supporting both authenticity classification and forgery localization, providing
millions of images with detailed tampering masks. This dual-task design made it a com-
prehensive and widely adopted benchmark. Subsequent datasets like UniversalFake [74]
and Fake2M [67] reinforced this approach, further establishing the dual-task framework
as standard in image forensics. Localization has also been introduced in the audio domain.
FakeMusicCaps [ 16] enables both authenticity and localization tasks, allowing researchers
to pinpoint manipulated segments within audio clips. Despite these advances, most bench-
marks still lack interpretability—they indicate whether and where manipulation occurs,

but not why a model made its decision. This black box effect limits real-world adoption,
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especially in fields like journalism, law enforcement, and national security, where trans-

parent, evidence-based explanations are essential.

The next logical step is explainability: providing clear, human-understandable rea-
sons for detection decisions. Advances in Multimodal Large Language Models (MLLMs),
which excel at reasoning and generating natural language explanations, have enabled this
shift. New benchmarks now assess not only detection accuracy but also the clarity and
reliability of model explanations. FakeBench [56] was the first benchmark to evaluate
explainable detection by MLLMs, pairing fake images with detailed natural language de-
scriptions of manipulation artifacts. Building on this, FakeClue [105] provides detailed
annotations of specific forgery artifacts, pushing models toward deeper, more interpretable
explanations. FakeChain [57] introduces Chain-of-Thought (CoT) prompting, breaking

down the reasoning process step by step and emphasizing logical verification.

However, these early explainable benchmarks primarily focused on images, leaving
other modalities underexplored. IVY-FAKE [133] addressed this by introducing a large-
scale, multimodal dataset for explainable detection across images and videos, with richly
annotated samples and detailed explanations. The most comprehensive benchmark to date,
LOKI [124], evaluates MLLMs’ ability to detect synthetic content and provide logical
explanations across video, images, 3D data, text, and audio. LOKI’s multi-level evaluation
framework rigorously tests perception, knowledge, and reasoning skills. LOKI’s results
highlight both the promise and current limitations of MLLMs: while they show strong
potential as explainable detectors, their performance varies across modalities, and logical

reasoning remains a challenge, pointing to important directions for future research.

Alongside narrative explanations from ML models, another approach to explainabil-
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ity focuses on the discriminative models’ ability to localize and characterize manipula-
tions. Here, explainability is measured by how well a model can identify tampered areas,

spot temporal inconsistencies, or uncover logical contradictions within content.

Benchmarks like SynthScars [47] and MMTD-Set [ 115] exemplify this strategy. Synth-
Scars targets the detection and localization of subtle synthetic scars left by generative
methods, while MMTD-Set emphasizes analyzing temporal dynamics in videos, as forg-
eries often reveal themselves through temporal disruptions. This temporal localization
provides a compelling form of explanation by pinpointing the exact moments of tamper-
ing. SID-Set [40] addresses the challenge of detecting subtle manipulations common on
social media. Its three-part framework integrates detection, localization (via mask predic-
tion), and explanation (through textual criteria), with detailed annotations for both fully
synthetic and subtly edited images. This demands highly precise localization and clear,
verifiable explanations. The GIM [11] dataset represents a major advance in image manip-
ulation detection and localization, offering over a million pairs of real and Al-manipulated
images across diverse classes and manipulation types. Its large scale and diversity enable
robust evaluation, and the accompanying GIMFormer framework achieves state-of-the-art

performance.

These two approaches—narrative explanation and forensic localization—reflect a
split in how explainability is defined. Generative MLLMs are well-suited for narrative ex-
planations, while discriminative models like CNNs and ViTs excel at localization. Rather
than being mutually exclusive, these methods are complementary. An ideal detection
system would both identify where manipulation occurs and clearly explain why it is con-
sidered a forgery. However, most current benchmarks focus on only one aspect, leaving

a gap in evaluating both forms of explainability together.
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Chapter 3 MMIDBench

3.1 Overview of MMIDBench

The field of explainable DeepFake detection has rapidly diversified, giving rise to a
wide range of benchmarks [40, 47, 56, 105, 115, 124, 141] with distinct objectives and
methodologies. Research has moved beyond basic binary classification on single modali-
ties to address more complex challenges, including multimodal analysis, precise localiza-

tion, and advanced reasoning.

Figure 3.1: Statistical overview of MMIDBench, illustrating the distribution and detailed
tasks across each modality, including audio, video, and image-based manipulations.
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As illustrated in Figure 3.1, MMIDBench encompasses a variety of modalities, in-
cluding image, video, and audio, with over 6 specific techniques of DeepFake generation.
The benchmark utilizes fine-grained anomaly annotations to construct a tiered variety of
question types, including judgment questions, multiple-choice questions, and open-ended

questions, totaling over 10k questions.

Table 3.1 outlines real-world DeepFake scenarios and the manipulation techniques
applied across various data types, including image, video, and audio modalities. For in-
stance, image-based techniques such as face swapping and identity-preserving editing,
video-based methods like lip-syncing and talking-head syntheses, and audio-based ap-
proaches such as voice cloning and voice conversion are commonly exploited. These
techniques enable misuse in scenarios ranging from identity theft and misinformation to
impersonation and blackmail. In terms of breadth, MMIDBench covers a wider range
of modalities, addressing diverse manipulation of content. In-depth, it extends beyond
Al-generated content to include finer-grained DeepFake generation techniques, offering
a comprehensive framework for evaluating and mitigating the risks associated with these

advanced manipulations.

Table 3.1: Overview of DeepFake modalities, associated manipulation tasks, and repre-
sentative real-world misuse scenarios.

Modality Tasks Real-world Scenarios
Face Swapping [41, 84, 138] Fake pornography, political smear
Image Identity-Preserving Editing [63, 92, 107] campaigns, blackmail, identity theft,
4 £ £163,75 generating fake IDs, etc.
Fake pornography, fake video evidence
. Lip-Syncing [53, 135, 136] in court, .mampulatlrllg sprveflllance
Video Talking-Head Synthesis [20, 104, 132] footage, impersonation in video calls,
g y ’ ’ extortion, fake hostage videos,
misinformation, etc.
Impersonation in phone scams,
‘ Voice Cloning [26, 79] bypa.ssmg‘vowe guther}tlcatlon,
Audio Voice Conversion [3, 12, 62] manipulating audio evidence, harassment
e and defamation, blackmail, phishing,
misinformation, , etc.
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Table 3.2: A comprehensive comparison of prominent, publicly available datasets for
DeepFake evaluation. For each dataset, we report the publication Venue, total dataset
Size, the number of DeepFake generation methods included (DeepFake Types), Data
Modality, and the types of ground-truth labels available: authenticity (Au), explainability
(Ex), and manipulation localization (Lo). The Real Pair column (\/ ) indicates whether
the dataset contains paired real and fake samples for direct comparison.

Dataset Venue Size DeepFake | Data Modality Answer Real Pair Difficulty
Types Img Vid Aud | Au Ex Lo Level
FFHQ [48] [CVPR’19] | 70k 1 v v X X
FakeSpotter [96] [LJCAI20] | 12k 4 v v X X
CNNSpot [98] [CVPR20] | 724k 1 v -V X X
ASVspoof 2019 [101] [CSL’20] | 108k 2 - - VY v X
ForgeryNet [34] [CVPR21] | 3.1M 4 v 7/ v v X
UniversalFake [74] [CVPR’23] | 720k 1 v v X X
Fake2M [67] [NeurIPS’23] | 2.3M 1 v v X X
Genimage [141] [NeurIPS’23] | 2.6M 1 v v X X
Chameleon [116] [ICLR25] | 11k 1 v oo v X X
DeepfakeBench [118] [NeurIPS°23] | 2M 1 v v X X
GenVideo [8] [arXiv'24] | 211k 1 A V4 v X
FakeMusicCaps [16] [arXiv'24] | 27k 1 - v v v X
FakeBench [56] [arXiv'24] | 3.6k 1 v v /7 X X
FakeClue [105] [arXiv’25] | 100k 1 v oo v / X X
IVY-FAKE [133] [arXiv'25] | 160k 1 v / v 7 X X
MMFakeBench [65] [arXiv25] | 11k 1 v v /7 X X
VIPBench [58] [arXiv’25] | 80k 2 v v /- v X
SynthScars [47] [arXiv'25] | 12k 1 v v v/ X X
MMTD-Set [115] [ICLR’25] | 153k 3 v v v/ X X
SID-Set [40] [CVPR’25] | 300k 2 v v v/ X X
LOKI [124] [ICLR25] | 18k 3 v v VIV v/ X v
MMIDBench (Ours) - 10k 6 v v VIV v/ v v

Table 3.2 summarizes key public datasets, highlighting their modalities, evaluation
tasks, and forgery methods. To further support explainability, several datasets, such as
FakeBench, FakeClue, and LOKI, include ground-truth labels for explainability (Ex) and
manipulation localization (Lo), enabling researchers to better understand the nature and
location of manipulations. However, most datasets lack comprehensive coverage across
all data modalities (image, video, and audio) and evaluation tasks, limiting their utility
for multi-modal DeepFake detection. Notably, LOKI stands out as one of the few datasets
that provides annotations for all three ground-truth labels (authenticity, explainability, and

localization) across multiple modalities, making it a valuable resource for holistic evalua-
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https://github.com/Inf-imagine/Sentry
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https://github.com/zhipeixu/FakeShield
https://github.com/hzlsaber/SIDA
https://loki102.github.io/LOKI.github.io/
https://alberthkyhky.github.io/

tion. Despite these advancements, there remains a need for datasets that integrate diverse
forgery types, paired real and fake samples, and multi-modal data to comprehensively

address the challenges of DeepFake detection and analysis.

The proliferation of expert models and specialized methods for DeepFake genera-
tion has significantly heightened the severity of real-world threats associated with syn-
thetic media. Unlike generic, fully synthetic approaches that often produce detectable
artifacts or lower-quality forgeries, expert-driven techniques leverage advanced manipu-
lation strategies, such as high-fidelity face swapping, voice cloning, and nuanced behav-
ioral mimicry, to curate highly convincing and targeted DeepFakes. These sophisticated
forgeries can evade conventional detection systems and are increasingly being used in
high-stakes scenarios, including political disinformation campaigns, financial fraud, and
the fabrication of evidence in legal contexts. The ability of expert models to tailor Deep-
Fakes to specific individuals or situations amplifies the potential for reputational damage,

social engineering attacks, and large-scale misinformation.

Moreover, as these expert methods become more accessible and user-friendly, the
barrier to entry for malicious tools is dramatically reduced. The resulting escalation in
both the quality and quantity of DeepFakes poses a profound challenge to digital trust,
personal privacy, and the integrity of information ecosystems. As a result, the real-world
impact of DeepFakes generated by expert models is both immediate and far-reaching,

necessitating urgent advancements in detection, verification, and public awareness.

However, current DeepFake detection benchmarks reveal two major obstacles to
building robust and generalizable detectors. The first is the limited diversity of forgery

techniques in existing datasets. Many widely used benchmarks, such as FaceForensics+
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+ [82], are based on a small set of outdated generation methods. Consequently, models
trained on these datasets often fail to detect the more sophisticated manipulations seen in
real-world scenarios, leading to a significant drop in performance and highlighting the gap

between academic benchmarks and practical effectiveness.

The second challenge is the fragmented approach to evaluation across different modal-
ities and tasks. Most benchmarks focus on a single type of media, such as images, audio,
or video, and typically assess only one aspect of explainability, such as narrative reasoning

or artifact localization, but rarely both.

To address these issues, we introduce the Multimodal Interpretable Deepfake Bench-
mark (MMIDBench), a comprehensive new benchmark aimed at advancing DeepFake
detection research. As detailed in Table 3.2, MMIDBench introduces several key innova-

tions that directly tackle the field’s most urgent challenges.

First, MMIDBench increases forgery diversity by including content generated from 6 dis-
tinct DeepFake techniques. These techniques cover a wide range, including Face Swap-
ping, Identity-Preserving Editing, Lip-Syncing, Talking-Head Synthesis, Voice Conver-
sion, Voice Cloning. This broad spectrum of manipulations creates a much more chal-
lenging evaluation environment, providing a rigorous test of a detector’s ability to gener-
alize to both familiar and novel forgeries. This directly addresses the need for evaluation

protocols that keep pace with the rapid evolution of generative Al.

Second, MMIDBench offers a unified, multimodal, and multi-task evaluation frame-
work. It encompasses images, videos, and audio, and integrates three core tasks: authen-
ticity verification, explainability through reasoning or description, and localization of ma-

nipulated regions. By combining these elements, MMIDBench enables a comprehensive
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assessment of detection models, bridging the gap between generative and diseriminative
approaches to explainability and encouraging the development of models that perform

well across all aspects of detection.

Finally, MMIDBench is a large-scale, balanced dataset, containing 10k samples with
a matched “Real Pair” for every fake instance. By addressing both the lack of forgery
diversity and the fragmentation of evaluation, it emphasizes that future state-of-the-art
models must be generalists, capable of handling a wide variety of forgery types and pro-
viding clear, trustworthy explanations across different media. MMIDBench is designed
to drive research toward the development of robust, generalizable, and interpretable de-

tection systems.

3.2 Real Data and Deepfake Synthesis

The primary goal of this research is to systematically develop a large-scale, multi-
modal, and diverse benchmark of synthetic media artifacts. This benchmark is not an end
in itself but is meticulously constructed to facilitate a rigorous and fair evaluation of con-
temporary and future DeepFake detection and reasoning methods. The methodology is
guided by three core principles that ensure the benchmark remains relevant, diverse, and

scientifically robust.

First, the synthesis process exclusively uses a curated set of state-of-the-art gener-
ative models. Only models released within the last five years are included, ensuring the
generated artifacts reflect the latest technological advancements—from early methods [48]
based on Generative Adversarial Networks (GANs) to today’s advanced Diffusion Mod-

els [46].
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Second, the benchmark emphasizes diversity, not only in the generated data but also
in the selection of generative models with fundamentally different architectures. The cho-
sen models span a range of technologies, including GANs [29], Denoising Diffusion Prob-
abilistic Models (DDPMs)[36], and 3D-aware neural rendering frameworks[70]. This ar-
chitectural variety is crucial, as each model family produces forgeries with unique and
recognizable “fingerprints” or artifacts. By incorporating this diversity, the benchmark
provides a more comprehensive and challenging evaluation environment, testing detec-
tion models on their ability to generalize across different generative approaches. This
strategy goes beyond visual realism, aiming to capture the nuanced differences in forgery

creation and better reflect the rapidly evolving landscape of synthetic media.

Third, and most importantly, the entire synthesis process is grounded in strict data
hygiene protocols to prevent information leakage. Data leakage, where a model is tested
on data it has already encountered during training, can seriously undermine the validity of
benchmark results. By rigorously preventing this, the protocol ensures that all evaluations
are fair, unbiased, and accurately measure how well detection models perform on unseen

data.

Given the rapid pace of generative model development, static benchmarks can quickly
become outdated. Therefore, this benchmark is built on a principled foundation that antic-
ipates future evaluation needs. By combining modern, architecturally diverse models with
strict data hygiene, the benchmark remains both current and methodologically sound. This
sets a higher standard for the field, ensuring that progress in DeepFake detection is mea-
sured against a challenging and fair benchmark. The breadth and diversity of the bench-
mark are further detailed in Table 3.3, which summarize the selected DeepFake modalities,

manipulation tasks, synthesis methods, and public datasets used.
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Table 3.3: Overview of DeepFake modalities (image and video), manipulation tasks, rep-
resentative synthesis methods, and commonly used public datasets. For each task, we se-
lect three publicly available code repositories to ensure diversity in generation approaches.
To maintain fair evaluation and avoid data leakage, only the testing splits of public datasets
or datasets not used for training are employed for generation.

Modality | Tasks Synthesis Method Public Dataset
DiffSwap [138] FaceForensics++ [82]
Face Swapping CSCS [41] CelebAMaskHQ [52]
BlendFace [84] FFHQ [44]
Image .
SteplX—Edlt [63] Emu Edit [83]
Identity-Preserving Editing MIGE [92] GEdit-Bench [63]
OmniGen2 [107] ImgEdit [125]
DINet [136] LRS2 [87]
. . VoxCeleb2 [14]
Lip-Syncing LatentSync [53] TalkingHead-
. MuseTalk [135] 1KH [100]
Video -
SadTalker [132] TalkingHead-
. . IKH [100]
Talking-Head Synthesis Hallo2 [20] CelebV-Text [127]
AniPortrait [104] HDTF [137]
XTTS[1] EMIME [106]
Voice Cloning OpenVoice [79] LibriTTS [128]
. CosyVoice 2.0 [26] VETR [95]
Audio : :
Diff-HierVC [12] LibriSpeech [76]
Voice Conversion SpeechT5 VC [3] LibriTTS [128]
Q
Seed-VC [62] VETK 93]

Image-Based Forgery Generation. As demonstrated in Table 3.3, the creation of
realistic image-based forgeries focuses on two main manipulation tasks: identity swapping
and precise identity-preserving editing. To ensure diversity and challenge, a range of
state-of-the-art models, each representing a different architectural approach, are applied

to high-quality, publicly available datasets.

* Face Swapping involves transferring the identity from a source image onto a target
image while preserving the target’s attributes like pose, expression, and lighting.
DiffSwap [138] reformulates the task as a conditional inpainting problem within

a powerful Diffusion Model framework, which excels at creating high-fidelity re-
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sults and preserving background details. CSCS [41] introduces a novel training
paradigm that generates pseudo-paired data to provide explicit supervision, signif-
icantly improving identity preservation where other methods might fail. Finally,
BlendFace [84] addresses the subtle but critical issue of identity-attribute entangle-
ment, where models incorrectly associate features like hairstyles with identity, by
pre-training its identity encoder on synthetically blended images to learn a more

disentangled representation.

* Identity-Preserving Editing emphasizes human-centric modifications, specifically
altering all elements while preserving the individual’s identity. Stepl1X-Edit [63]
focuses on releasing a top open-source image editing model to rival closed-source
ones by employing MLLM for processing images and instructions, integrating them
with a diffusion decoder, and training on a custom high-quality dataset. MIGE [92]
focuses on a unified framework for subject-driven generation and instruction-based
editing through standardizing tasks with multimodal instructions and joint train-
ing, which enhances consistency, generalization, and cross-task knowledge transfer
while excelling in novel compositional tasks. OmniGen2 [107] focuses on a versa-
tile open-source generative model for diverse tasks like text-to-image, editing, and
in-context generation via distinct decoding pathways, a decoupled tokenizer, and

reflection mechanisms.

Video-Based Forgery Generation. As shown in Table 3.3, video manipulation in-
troduces the challenge of temporal consistency, requiring forgeries to be convincing across
frames and over time. The benchmark covers two video forgery tasks, each using state-of-
the-art models and high-quality public datasets. These tasks span a range of manipulations,
including lip-syncing, and talking-head synthesis, reflecting the diversity of real-world
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DeepFake scenarios.

* Lip-Syncing is an audio-visual task that modifies a video’s lip movements to match
a new, unrelated audio track. DINet [136] performs this by spatially deforming
features from reference images, which helps preserve high-frequency facial textures
and avoid the blurriness common in direct-generation methods. LatentSync [53] is
an end-to-end latent Diffusion Model that directly models the complex correlations
between audio and visual data, introducing a novel temporal alignment mechanism
to enhance consistency and reduce flickering artifacts. MuseTalk [135] is areal-time
model trained in a Variational AutoEncoder’s latent space, designed for efficiency

and integration into complete generation pipelines.

» Talking-Head Synthesis focuses on generating a complete, animated talking head
video from a single source image, typically driven by an audio signal. This is a chal-
lenging one-shot task that requires the model to synthesize realistic head motion,
facial expressions, and accurate lip movements simultaneously. SadTalker [132]
generates talking heads by first learning decoupled 3D motion coefficients for ex-
pression and head pose from audio, and then using these coefficients to implicitly
modulate a novel 3D-aware face renderer. Hallo2 [20] extends latent diffusion-
based models to generate hour-long, 4K resolution animations by introducing en-
hancements like patch-drop augmentation and vector quantization of latent codes.
AniPortrait [ 104] employs a two-stage framework that first extracts 3D facial mesh
and head pose information from audio to create a 2D landmark sequence, which then

drives a robust Diffusion Model to synthesize the final photorealistic animation.

Audio-Based Forgery Generation. As illustrated in Table 3.3, audio manipulation
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presents unique challenges, such as preserving speaker identity, prosody, and naturalness
while generating convincing forgeries. The benchmark encompasses two primary audio
forgery tasks: voice cloning and voice conversion. For each task, we select three represen-

tative, publicly available synthesis methods to ensure diversity in generation approaches.

* Voice Cloning is an advanced Al technique that replicates a speaker’s unique voice
characteristics from minimal audio input. OpenVoice [79] stands out for its ver-
satile, zero-shot cross-lingual cloning that allows granular control over emotions,
accents, and intonations without needing extensive training data for new languages.
CosyVoice 2.0 [26] leverages discrete speech tokens and optimized models like
finite-scalar quantization and chunk-aware flow matching to deliver high-naturalness
streaming synthesis with minimal latency, supporting multilingual in-context learn-
ing on large datasets. XTTS [1], a deep learning-based TTS model from the Coqui

toolkit, excels in zero-shot voice cloning from brief audio clips across 17 languages.

* Voice Conversion is a speech processing technique altering the timbre, pitch, or
style of a source speaker’s voice to match that of a target speaker while preserving
the original linguistic content. Diff-HierVC [12] introduces a hierarchical system
based on two diffusion models, enhanced by a source-filter encoder and masked
priors to boost voice style transfer and speaker adaptation in zero-shot scenarios.
Seed-VC [62] tackles zero-shot challenges through an external timbre shifter to
prevent leakage and a diffusion transformer for fine-grained timbre capture via in-
context learning, achieving superior speaker similarity and low word error rates.
SpeechT5 VC [3] proposes a unified encoder-decoder framework with modal-specific
pre/post-nets and cross-modal vector quantization for self-supervised speech/text

representation learning, demonstrating strong performance.
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3.3 Multimodal Artifacts Annotation

The rapid advancement of Al has revolutionized digital media, enabling the creation
of synthetic content, such as DeepFakes, with unprecedented realism and complexity. As
generative techniques have advanced from early GANs to sophisticated Diffusion Models,
their artifacts have become increasingly subtle and diverse, posing new challenges for

detection systems across images, video, and audio.

This progress has underscored the need for credibility and transparency in detec-
tion. In high-stakes domains like law and journalism, simply labeling content as real
or fake is insufficient. Modern detection models must provide clear, explainable rea-
soning, pinpointing specific anomalies and grounding their conclusions in principles that
experts can scrutinize. As a result, the field is shifting away from opaque, black-box
classifiers toward interpretable frameworks that emphasize transparency and human-like
reasoning. To support this shift, the research community has introduced benchmarks such
as DD-VQA [134], SID-Set [40], FakeClue [105], MMTD-Set [115], FakeBench [56],

and LOKI [124], all designed to promote interpretability and rigorous evaluation.

Notably, LOKI addresses the scalability limitations of earlier benchmarks through a
semi-automated, human-in-the-loop annotation process. Leveraging advanced MLLMs
such as GPT-40, LOKI first generates preliminary annotations, identifying anomalous re-
gions and drafting explanations, which are then carefully reviewed and refined by human
experts. This hybrid approach combines the efficiency of machine-generated labels with
the precision of human oversight, enabling the creation of large-scale, richly annotated

datasets and marking a significant methodological advancement in the field.
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Despite these advances, a significant gap remains: there is still no unified, systematic
approach for annotating artifacts that distinctly evaluates the cognitive abilities of percep-
tion and reasoning in detection models. Furthermore, current evaluation practices often
use explanations generated by models like GPT-40 as ground truth for assessing all state-
of-the-art MLLMs, including GPT-4o itself. This introduces bias, as models tend to favor

their own outputs [7].

To address these challenges, we propose a new annotation pipeline and taxonomy that
offer a more granular, diagnostic, and scalable framework for evaluating DeepFake de-
tection systems, while also reducing model bias in assessment. Drawing inspiration from
the question-driven detail of DD-VQA, our approach introduces a structured taxonomy
that categorizes artifacts by their scope and the cognitive domain they test. By distin-
guishing whether artifact detection relies on low-level perception or high-level reasoning,
our framework is capable of supporting separate diagnostic labels for each capability, en-
abling a comprehensive cognitive profile of detection models. This detailed evaluation
is essential for guiding targeted research and accelerating the development of DeepFake

detectors that are both accurate and robustly intelligent.

For each DeepFake generation technique, we generate at least 100 samples to form
one-to-one real-fake pairs, resulting in a total of 600 pairs spanning three different modal-
ities. To fully evaluate both perceptual and reasoning capabilities, we annotate these sam-
ples using our proposed taxonomy, which distinguishes between quality artifacts, issues
affecting overall media integrity, and semantic artifacts, errors with meaningful implica-
tions that require precise localization. This comprehensive annotation not only enables a
nuanced assessment of detection models but also facilitates a deeper understanding of the

strengths and limitations of current generative techniques across diverse scenarios.
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Quality Artifacts refer to issues that affect the overall integrity of the media, such
as blur, compression artifacts, or flickering. These artifacts may occur across the entire
media or in manipulated areas. However, their detection does not rely on identifying a
specific semantic location, as their impact is primarily on the perceptual quality of the

content.

Semantic Artifacts, in contrast, are errors that have meaningful implications and re-
quire identifying their specific location within the media. These artifacts often result from
inconsistencies in the generative process or violations of real-world principles. Identifying
their location enhances interpretability, making the reasoning behind DeepFake detection

more transparent and understandable.

As summarized in Table 3.4, our taxonomy classifies artifacts based on their char-
acteristics and the cognitive skills required for detection, distinguishing between general
quality-related artifacts and those with semantic significance that require precise localiza-
tion. By categorizing artifacts by type, providing concise descriptions, and linking each
tag to specific cognitive skills, this structured approach supports detailed annotation and
forensic analysis, offering deeper insights into the strengths and limitations of generative

models.

Annotation Pipeline in Practice. To implement the unified taxonomy at scale, we
have developed a dedicated annotation platform optimized for hierarchical classification
and robust quality assurance. The annotation process is fully manual and human-driven,
prioritizing accuracy and reliability over automation. In light of the current limitations of
MLLMs, such as the 59% accuracy ceiling observed with GPT-40 on DeepFake detection

tasks, as reported by LOKI, we have intentionally excluded Al-assisted pre-annotation.
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All annotations are produced directly by trained human annotators, who follow detailed

guidelines and possess a deep understanding of the unified taxonomy.

A key feature of our platform is the side-by-side comparison of real-fake media pairs,
each matched in a strict one-to-one correspondence. This layout enables annotators to
systematically compare manipulated samples with their authentic counterparts, facilitating
the precise identification of both quality and semantic artifacts. The interface supports this
comparative analysis with synchronized playback, zoom, and frame-by-frame navigation,
while structured checklists and dropdown menus allow annotators to assign taxonomy-

based labels at multiple levels of granularity.

To maintain the highest standards of annotation quality, each annotated instance is
independently reviewed by at least two annotators. Any discrepancies or disagreements
are automatically flagged for adjudication by a senior annotator, ensuring consensus and
consistency. Additionally, a rigorous quality control mechanism is embedded throughout
the workflow: curated “golden” questions, samples with known ground-truth answers, are
randomly injected into the annotation stream. Annotator performance on these questions
is continuously monitored, and if accuracy falls below a predefined threshold, the relevant
annotations are manually reviewed and, if necessary, reannotated. This comprehensive,

human-centered approach ensures the creation of high-quality, gold-standard datasets.
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Table 3.4: Taxonomy of General Artifacts in Media Content.

Category

Tags

Descriptions

Location

Quality

Artifacts

Blur or
Compression

Artifacts

The sample appears out of
focus or lacks sharpness,
or shows visible
distortions or noise
patterns from digital
compression, such as
color banding or
pixelation. The overall
visual impression is soft,

unclear, or degraded.

Continued on next page
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Table 3.4 (continued): Taxonomy of General Artifacts in Media Content

Category | Tags Descriptions Location

The skin appears
excessively smooth or
lacks natural fine details.
Features such as hair,
eyebrows, or teeth may
Quality Unnatural look blurry, artificial, or
Artifacts | Texture unrecognizable. The
image may also contain
unrecognizable words or
abnormal backgrounds
that do not match the

context.

Continued on next page
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Table 3.4 (continued): Taxonomy of General Artifacts in Media Content

Category

Tags

Descriptions

Location

Quality

Artifacts

Motion or
Temporal

Inconsistency

The movement or
appearance of objects,
subjects, or the
background across
consecutive frames
appears unnatural, lacks
continuity, or shows rapid,
unstable fluctuations in
texture, color, or
geometry. This includes
mismatched frame
transitions, unrealistic
motion, or flickering
effects that cause an
unstable or shimmering

appearance.

Continued on next page

30

doi:10.6342/NTU202503386


http://dx.doi.org/10.6342/NTU202503386

Table 3.4 (continued): Taxonomy of General Artifacts in Media Content

Category

Tags

Descriptions

Location

Quality

Artifacts

Audio Glitches

Unnatural sounds in the
audio, including clicks,
pops, metallic noises, or
digital artifacts that
disrupt the listening

experience.

Semantic

Artifacts

Inconsistent

Lighting

The brightness or lighting
of the subject does not
match the environment,
making the subject appear
unnaturally lit or out of

place.

Semantic

Artifacts

Unnatural

Expression

The facial expression
appears unnatural, rigid,
exaggerated, or
contextually

inappropriate.

Semantic

Artifacts

Inconsistent

Reflections of

Glasses

Reflections on eyeglasses
are absent, distorted, or
mismatched, violating

physical principles.
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Table 3.4 (continued): Taxonomy of General Artifacts in Media Content

Category | Tags Descriptions Location

Eyebrows, Eyes,

Nose, Mouth,
Unnatural proportions, Cheek, Chin, Teeth,
Semantic | Anatomical misalignment, or Tongue, Neck,
Artifacts | Incoherence movements of body parts | Shoulders, Arms,
or facial features. Hands, Chest,

Waist, Hips, Thighs,

Knees, Feet

There is a noticeable
Hair, Eyebrows,
Semantic | Age mismatch between the
Eyes, Nose, Mouth,
Artifacts | Misalignment apparent ages of different

Cheek, Chin
features in the image.
A visible seam, blur, or
Visible color mismatch appears at
Semantic Hairline, Forehead,
Boundary or the boundary where the
Artifacts Cheek, Chin
Edge altered facial region joins

the rest of the image.

Continued on next page
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Table 3.4 (continued): Taxonomy of General Artifacts in Media Content

Category | Tags Descriptions Location
Glasses, earrings, hats, or
other accessories may be
Semantic | Accessory rendered inconsistently, Hair, Eyebrows,
Artifacts | Artifacts disappear, or become Eyes, Ears, Nose
distorted during
manipulation.
Speech often sound
Semantic | Unnatural robotic, monotonous, or
Artifacts | Prosody flat, lacking natural
intonation.
Mumbled, unclear, or
Semantic nonsensical sounds that
Mispronunciation
Artifacts will make it
unrecognizable.

3.4 Assertion-Based Evaluation and Question Generation

To rigorously assess the DeepFake detection capabilities of MLLMs, we introduce a

novel assertion-based evaluation framework. This framework combines several question

types, each targeting different aspects of model perception and reasoning:

Judgment Tasks. MLLMs are asked to determine whether a given sample is real or

a DeepFake. To minimize prompt bias, we pose the question in two forms: (a) asking if
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the sample is Al-synthesized or real, and (b) asking the model to identify which sample 1s
real or Al-generated. We further categorize task difficulty based on human performance:
easy if all human evaluators answer correctly, hard if more than half answer incorrectly,

and medium otherwise.

Multiple Choice Tasks. MLLMs are presented with paired real and synthetic data
from the same domain and must select which sample is a DeepFake. This format leverages

our curated real-synthetic pairs to test the model’s comparative analysis skills.

DeepFake Reasoning. We include open-ended questions that require MLLMs to
explain why a sample is identified as DeepFake-generated. This assesses the model’s

ability to ground its reasoning in observable details, rather than relying on guesswork.

Tag-Based Assertions. Since most MLLMs lack the ability to provide pixel-level
predictions, we instead utilize semantic-level tags to evaluate their perceptual capabilities.
We begin by defining a set of mutually exclusive tags, such as specific regions or the en-
tire image, video, or audio, which are annotated in advance for each sample. Using these
predefined tags, we systematically generate prompts that require models to identify and lo-
calize artifacts, covering a spectrum from low-level quality defects to high-level semantic
inconsistencies. For each perspective of perception ability (e.g., detection of compression
artifacts, unnatural textures, or semantic anomalies), GPT-40 is prompted to generate tar-
geted assertions based on the annotated tags. All generated assertions undergo manual
review to ensure both accuracy and clarity. This approach enables a comprehensive and
fine-grained assessment of MLLMs’ abilities to perceive and reason about artifacts, while

also streamlining the annotation process.
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Chapter 4 Experiments

In this section, we assess a range of MLLMs using our newly developed MMIDBench
evaluation framework. This assessment covers both open-source and commercial models,
with all tests performed in a zero-shot manner. The subsections that follow begin by
describing the models we evaluated and the procedures we followed. We then examine
how well current MLLMs perform on DeepFake detection, drawing comparisons to human
participants and specialized expert models. Finally, we explore the key difficulties and

limitations that MLLMs encounter today.

4.1 Baselines

MLLMs. We assessed a total of 7 proprietary models, which vary in their archi-
tectures, sizes, and capabilities, spanning vision, language, audio, and video modalities.
The proprietary models encompass GPT-4.1, GPT-40, GPT-4.1 mini, GPT-40 mini, GPT-
4.1 nano [42], Gemini-2.5-Pro ,and Gemini-2.5-Flash [17]. All of these support inputs in

vision and language, and Gemini-2.5-Pro additionally handles audio.

Human Evaluation. We recruited more than 10 participants, consisting of advanced
university students and senior graduates, to take part in evaluation tasks. These tasks

involved judgment assessments and multiple-choice quizzes focused on various types of
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DeepFake data. To promote reliable outcomes, we had at least three participants review

each item.

4.2 Assertion-Based Evaluation

In this section, we formalize the assertion-based grading logic used to evaluate model
responses against ground truth artifacts in multimedia deepfake detection tasks. The eval-
uation quantifies how effectively a model identifies and verifies predefined perceptual ar-
tifacts (e.g., unnatural textures, inconsistent lighting) in its natural language analysis. We
define two key metrics: the Sample Perception Verification Score (SPVS) for individual
samples and the Overall Perception Verification Score (OPVS) for aggregate performance.
These metrics rely on keyword matching to detect verified assertions in model responses,
with special handling for edge cases such as refusals. Note that the benchmark exclusively
uses fake samples for open-ended questions, ensuring that positive assertions (artifacts)

are always present; thus, cases where no artifacts exist are not applicable.

Let 7 denote the set of tasks (e.g., image editing, audio voice cloning). For each
task t € T, let S; be the set of samples, where each sample s € S; consists of a file
path, a model response 7, (a natural language string), and a ground truth vector g, =
(gsas---,9sp) € {0,1}F. Here, P is the number of perception perspectives (artifact
categories), and gs, = 1 if perspective p has a positive assertion (i.e., the artifact exists)

for sample s, else 0.

The keyword mapping is defined as a function K : {1,..., P} — 2% where X is the
vocabulary of strings, and K (p) yields a set of case-insensitive keywords associated with

9 ¢

perspective p (e.g., for ”Unnatural Texture”, K (p) = {“texture”, “waxy”, ... }).

36 doi:10.6342/NTU202503386


http://dx.doi.org/10.6342/NTU202503386

An assertion for perspective p is verified in response r, if there exists a keyword
k € K(p) such that k appears in the lowercase version of ;. Define the verification

indicator as:

1 if3k e K(p)st. ker,

0 otherwise,

where 7} denotes the lowercase transformation of 7.

The total positive assertions for sample s is A, = 211;1 Js.p> and the verified asser-

tions is V; = Z§=1 Usp - gsp (counting only matches where g,,, = 1). Since only fake

samples are evaluated, A, > 0 always holds.

The SPVS for sample s is then computed as:

0  ifr} contains a refusal phrase (e.g., "I cannot determine™),
SPVS;, =

¥= otherwise.

For each task ¢, the task-average SPVS is SPVS, = ﬁ Zse s, SPVS;, provided

|S¢| > 0.

Finally, the OPVS aggregates across all tasks and samples:

OPVS = % > ) spvs,,

teT seSt

where N =}, |S;| is the total number of graded samples. This metric ranges from 0 to
1, with higher values indicating better alignment between model perceptions and ground

truth artifacts. Refusals penalize the score to encourage decisive analyses.

To ensure the quality and reliability of the generated assertions during the annotation
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Figure 4.1: Labeling interface used for quality assessment. A user examines the sample
on the left and uses the checklist on the right to flag any visual artifacts or logical incon-
sistencies.

process, we developed a specialized labeling interface, as illustrated in Figure 4.1. This
interface facilitates manual review by presenting the sample (e.g., an image, video, or au-
dio) on the left panel for close examination, while the right panel features a comprehensive
checklist of potential artifacts categorized by type, such as incoherent textures, unnatural
lighting, visible boundaries or edges, forehead or chin distortions, and accessory artifacts.
Annotators systematically flag any visual or logical inconsistencies within the predefined
tags 7 for each sample s, ensuring that assertions in .A; , are accurate, clear, and free from
biases. This human-in-the-loop approach not only validates the outputs from the gener-
ator model gge, but also enhances the robustness of the perception verification scores by

grounding them in expert-verified annotations.

While the current annotation system, as depicted in Figure 4.1, serves as a temporary
solution for initial quality assessments and manual reviews, we are actively developing a
more advanced web-based tool to support large-scale annotations. This forthcoming plat-

form will enable efficient collaboration among multiple annotators, streamline the review

38 doi:10.6342/NTU202503386


http://dx.doi.org/10.6342/NTU202503386

1 Instructions i Example Media

set Here's an example of the type of media you'll be analyzing:

Task Details:
Question: What failures do you see in this data?

== Example Image 1
Media per question: 2 images, 1 videos, 0 audio files

Total questions in task: 100

Required agreements per question: 1

What you'll be doing: wi Example Image 2
* Review 3 media items per question

o Answer: "What failures do you see in this data?"

 Select appropriate failure types from 3 categories

& Example Video 1
« Use the Back button to review previous questions if needed

Failure Categories:

- ~
(A-type: Atype failures (Structural) (5 options) ) You'll analyze similar media items to identify various failure types

B-type: B-type failures (Functional) (5 options)

\ C-type: C-type failures (Quality) (5 options) \\

Figure 4.2: Overview of the web-based labeling interface, featuring initial instructions,
task details (e.g., total questions across modalities), required agreements, failure type cat-

egories, and placeholders for example media to guide annotators before starting the label-
ing process.

Question 7 of 100 Task: 0a3d8dd5... | ( Order: 0

B Media Analysis ? What failures do you see in this data?

Compare these 1 media items to identify failures:
- < .

For each failure type, first indicate if failures are present, then specify the types.

? Failure Type Analysis (3 categories

For each failure type, first indicate if failures are present, then specify the types.

A-type failures (Structural) ~
~ No selection

Are there any A-type failures in this data?

O No (Nofailures) [ Yes (Has failures )

B-type failures (Functional)
No selection

Are there any B-type failures in this data?

O No (Nofaiures) [ Yes (Has failures

P C-type failures (Quality) ~

Figure 4.3: Example of the web-based labeling interface in action, displaying a specific
annotation task with media playback for analysis, detailed questions on failure types, and
interactive Yes/No selection buttons for flagging artifacts or inconsistencies.

and validation processes for assertions across diverse modalities, and incorporate features

like dynamic media playback, customizable checklists, and real-time progress tracking to
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enhance scalability and accuracy in evaluating MLLM perceptual capabilities, as illus-

trated in Figures 4.2 and 4.3.

4.3 Interpretable DeepFake Detection Results

In this section, we analyze the performance of various MLLMs on the proposed
MMIDBench dataset, focusing on their ability to detect and interpret DeepFake content
across image, video, and audio modalities. The evaluation encompasses three task types:
True-False binary classification, Multiple-Choice questions, and Open-Ended responses.
We compare models such as Gemini-2.5-Pro, Gemini-2.5-Flash, GPT-4.1, and GPT-40
against baselines like random choice and human performance. Results reveal significant
challenges in DeepFake detection, with models generally underperforming humans, par-

ticularly in nuanced tasks requiring reasoning about manipulation techniques.

Table 4.1: Results of different models on the MMIDBench for True-False, Multiple
Choice questions, and Open-Ended questions.

‘ True-False ‘ Multiple Choice ‘ Open-Ended

‘Image Video Audio Overall ‘ Image Video Audio Overall ‘ Image Video Audio Overall

Random Choice 502 499 496 49.9 50.3 48.7 483 49.1

Human 83.2 90.3 75.7 83.1 91.3 95.6 84.5 90.5

Gemini-2.5-Pro 67.3 58.6 69.2 65.0 50.7 55.0 51.7 52.5 66.1 75.6 80.3 74.0
Gemini-2.5-Flash | 62.9 67.5 55.8 62.1 53.5 57.5 45.8 52.1 65.2 68.0 78.4 70.5
GPT-4.1 76.1 67.3 - 71.7 53.1 48.6 - 50.9 62.6 51.9 - 573
GPT-40 57.7 49.8 - 53.8 39.0 2.7 - 20.9 52.8 8.5 - 30.6

Overall Performance Across Tasks and Modalities. As illustrated in 4.1, the eval-
uated models display diverse performance profiles across the True-False, Multiple Choice,

and Open-Ended tasks, with the input modalities of image, video, and audio.

In the True-False task, which assesses binary discrimination of manipulated versus

authentic media, GPT-4.1 emerges as the top performer with an overall accuracy of 71.7%,

40 doi:10.6342/NTU202503386


http://dx.doi.org/10.6342/NTU202503386

driven by its strong results in image-based detection at 76.1% and a competitive showing
in video at 67.3%. Gemini-2.5-Pro ranks second overall at 65.0%, showcasing balanced
capabilities, including the highest audio performance at 69.2% and solid image results
at 67.3%, though it dips in video to 58.6%. Gemini-2.5-Flash achieves 62.1% overall,
with its peak in video at 67.5% but lower scores in audio at 55.8%, suggesting modality-
specific strengths possibly tied to its optimized processing for dynamic content. In con-
trast, GPT-4o trails with 53.8% overall, underperforming in video at 49.8% and showing
moderate image accuracy at 57.7%. Notably, none of the models approach human-level
performance, which averages 83.1% overall, with humans excelling particularly in video
at 90.3% and images at 83.2%; this gap underscores limitations in the models’ ability to
reliably detect subtle manipulations, even as they surpass random choice baselines around
49.9%. These disparities may stem from differences in training data emphasis, where
models like GPT-4.1 benefit from extensive visual pretraining, while others struggle with

audio nuances or video temporal dynamics.

Shifting to the Multiple Choice task, which requires selecting the correct manipula-
tion type from predefined options, the models generally hover near or slightly above ran-
dom chance, revealing challenges in precise categorization. Gemini-2.5-Pro leads with an
overall score of 52.5%, bolstered by its audio performance at 51.7% and video at 55.0%,
though image results are modest at 50.7%. Gemini-2.5-Flash follows closely at 52.1%
overall, achieving the highest scores in images at 53.5% and videos at 57.5%, but lag-
ging in audio at 45.8%, which might indicate weaker integration of auditory signals com-
pared to its visual prowess. GPT-4.1 attains 50.9% overall, with 53.1% in images and
48.6% in videos, barely exceeding the random baseline of 49.1%, while GPT-40 performs

abysmally at 20.9% overall, plummeting to 2.7% in videos despite a somewhat better
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39.0% in images. The stark underperformance in video for GPT models can be attributed
to their lack of native video processing; to mitigate this, we adopted the LOKI methodol-
ogy by extracting one frame per second, yet the models still failed to effectively leverage
these static representations for accurate selection, often defaulting to incorrect or random
choices. Human evaluators, by comparison, achieve 90.5% overall, with exceptional ac-
curacy in videos at 95.6% and images at 91.3%, highlighting how models falter in syn-
thesizing multimodal cues under constrained response formats. This task exposes broader
limitations in fine-grained reasoning, where even advanced models like Gemini struggle
to outperform chance in audio-heavy scenarios, potentially due to insufficient exposure to

diverse manipulation artifacts during training.

In the Open-Ended task, demanding detailed explanations of detected manipulations
and artifact identification without predefined options, the models demonstrate more pro-
nounced strengths in interpretive capabilities, particularly those with robust multimodal
architectures. Gemini-2.5-Pro dominates with an overall score of 74.0%, excelling across
all modalities—66.1% in images, 75.6% in videos, and 80.3% in audio—reflecting its
advanced integration of temporal and auditory processing that enables richer descriptive
outputs. Gemini-2.5-Flash secures second place at 70.5% overall, with strong showings
in audio at 78.4% and videos at 68.0%, alongside 65.2% in images, suggesting efficiency
in generating coherent explanations for dynamic media. GPT-4.1 reaches 57.3% over-
all, performing best in images at 62.6% but dropping to 51.9% in videos, with no audio
evaluation available, which limits its applicability in fully multimodal contexts. GPT-
40 again lags significantly at 30.6% overall, with 52.8% in images but a mere 8.5% in
videos, further emphasizing its struggles with non-static inputs despite frame extraction

via LOKI. These results illuminate how models like Gemini-2.5-Pro, designed for seam-

42 doi:10.6342/NTU202503386


http://dx.doi.org/10.6342/NTU202503386

less multimodal fusion, better handle the task’s demands for nuanced analysis and artifact
pinpointing, such as identifying audio splicing or video deepfake inconsistencies. How-
ever, the absence of human benchmarks here prevents direct comparison, though the mod-
els’ outputs often lack the depth of human intuition in articulating subtle cues. Overall,
the experiment reveals that while progress in multimodal Al is evident, persistent gaps
in video and audio handling—exacerbated by preprocessing needs—point to opportuni-
ties for future enhancements in model architectures and training paradigms to bridge the

divide with human-level detection and explanation.

Performance Breakdown by Deepfake Techniques. Delving deeper into technique-
specific results, Tables 4.2 to 4.4 illustrate how models handle distinct DeepFake methods:
Face Swapping (FS) and Identity-Preserving Editing (IPE) for images, Lip-Syncing (LS)
and Talking-Head Synthesis (THS) for videos, and Voice Cloning (VCl) and Voice Con-

version (VCo) for audio.

In the True-False task in Table 4.2, GPT-4.1 excels overall at 71.7%, with top scores
in image IPE at 76.7% and video THS at 82.1%. Gemini-2.5-Pro achieves 65.0% overall,
leading in audio VCl at 76.7% and VCo at 61.7%, while showing strength in image FS at
74.2%. Gemini-2.5-Flash performs well in video THS at 71.3% and LS at 63.7%, but dips
in audio. GPT-4o trails at 53.8% overall, with inconsistent results like 69.6% in image FS
but only 41.6% in video LS. These patterns indicate that models are more adept at detecting
overt manipulations like FS or THS, where visual inconsistencies are prominent, compared

to subtler edits like IPE or VCo.

As illustrated in Table 4.3, the Multiple-Choice evaluation is confined to GPT models

and image/video modalities. GPT-4.1 attains an overall score of 50.9%, demonstrating
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balanced results across FS at 57.1%, IPE at 49.0%, LS at 50.1%, and THS at 47.1%. In
contrast, GPT-40 plummets to 20.8% overall, nearly failing in video-related tasks with
scores of 0.6% in LS and 4.81% in THS. This shortfall likely arises from difficulties in

handling video frames as substitutes for actual video inputs.

The Open-Ended results in Table 4.4 demonstrate Gemini-2.5-Pro’s clear dominance
with an overall score of 74.0%, excelling particularly in video THS (79.8%) and audio
VCI (81.7%) and VCo (78.9%). Gemini-2.5-Flash follows closely with an overall score
of 70.5%, showing strong performance in image IPE (72.2%) and audio VCI (80.6%).
GPT-4.1 achieves a respectable 57.3% overall, with its best performance in video THS
(57.5%). In contrast, GPT-40 lags significantly with an overall score of 30.6%, struggling
particularly in video tasks like LS (7.2%) and THS (9.7%), highlighting its limitations in
processing video frames. Across tasks, audio techniques such as VCI and VCo remain
challenging due to the nuanced nature of vocal timbre changes, while video THS benefits

from models’ strengths in motion analysis and temporal consistency.

Table 4.2: Performance Comparison Across DeepFake Techniques, Face Swapping (FS),
Id-Preserving Editing (IPE), Lip-Syncing (LS), Talking-Head Synthesis (THS), Voice
Cloning (VCI), and Voice Conversion (VCo), on the True-False Task.

Image Video Audio
True-False

FS 1IPE | LS THS | VCI VCo | Overall

Gemini-2.5-Pro 742 604 | 613 558 |76.7 61.7 65.0
Gemini-2.5-Flash | 70.0 55.8 | 63.7 71.3 | 53.3 583 62.0
GPT-4.1 754 76.7 | 52.5 82.1 - - 71.7
GPT-40 69.6 458 | 41.6 579 - - 53.8

Impact of Model Size on Performance. To assess scalability, Table 4.5 compares
model sizes within the GPT family on the True-False task for image and video modalities.

Larger models consistently outperform smaller variants; GPT-4.1 achieves 71.7% overall,
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Table 4.3: Performance Comparison Across DeepFake Techniques, Face Swapping (FS),
Id-Preserving Editing (IPE), Lip-Syncing (LS), Talking-Head Synthesis (THS), Voice
Cloning (VCI), and Voice Conversion (VCo), on the Multiple-Choice Task.

Multiple-Choice Image Video Audio

FS IPE | LS THS | VClI VCo | Overall
Gemini-2.5-Pro | 53.3 48.1 | 56.7 53.3 | 53.3 50.0 52.5
Gemini-2.5-Flash | 53.3 52.6 | 50.0 65.0 | 483 433 52.1
GPT-4.1 571 49.0 | 50.1 47.1 - - 50.9
GPT-40 37.1 40.8 | 0.6 4.81 - - 20.8

Table 4.4: Performance Comparison Across DeepFake Techniques, Face Swapping (FS),
Id-Preserving Editing (IPE), Lip-Syncing (LS), Talking-Head Synthesis (THS), Voice
Cloning (VCI), and Voice Conversion (VCo), on the Open-Ended Task .

Open-Ended Image Video Audio

FS 1IPE | LS THS | VCl1 VCo | Overall
Gemini-2.5-Pro 62.0 70.2 |71.3 79.8 | 81.7 78.9 74.0
Gemini-2.5-Flash | 58.2 72.2 | 64.6 71.3 | 80.6 76.1 70.5
GPT-4.1 59.1 66.1 | 463 575 - - 57.3
GPT-40 439 61.7| 72 9.7 - - 30.6

significantly ahead of GPT-4.1 mini (2025) at 54.5%, GPT-4.1 mini (2024) at 46.3%, and

GPT-4.1 nano at 45.0%. Similarly, GPT-40 at 53.8% surpasses GPT-40 mini at 46.3%.

This trend, evident in image scores dropping from 76.1% (GPT-4.1) to 36.9% (nano) and

video from 67.3% to 39.4% (mini versions), suggests that increased parameters enhance

multimodal reasoning, though all remain below human levels at 86.8% overall. Smaller

models approach random choice (50.1%), implying that computational scale is crucial for

detecting DeepFake nuances.

Overall, these experiments demonstrate that while MLLMs show promise in Deep-

Fake detection, particularly in binary and open-ended formats, they lag in multiple-choice

scenarios and subtler techniques. Future work could explore fine-tuning for audio modal-

ities and integrating specialized detectors to bridge the human-model gap.
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Table 4.5: Performance Comparison Across Model Sizes and Versions on the True-False
Task in MMIDBench. This table presents experimental results to analyze how model size
influences overall performance.

True-False Image Video Overall
Random Choice 50.2 49.9 50.1
Human 83.2 90.3 86.8
GPT-4.1 76.1 67.3 71.7

GPT-4.1 mini (2025) | 57.5 515  54.5
GPT-4.1 mini (2024) | 53.1 394 463

GPT-4.1 nano 36.9 53.1 45.0
GPT-40 57.7 49.8 53.8
GPT-40 mini 53.1 394 46.3

Qualitative Examples of Deepfake Detection. For image-based detection, partic-
ipants are tasked with determining whether a given image is authentic or generated by
DeepFake techniques. For instance, in Figure 4.4, an image was identified as a DeepFake
due to artifacts such as unnatural, waxy skin textures and poorly rendered hair details.
These visual artifacts, which deviate from the sharpness and natural appearance of real
photographs, serve as critical evidence for detection. The concise and focused analysis of

such artifacts is essential for accurate classification.

In video-based detection, participants analyze two videos to identify which one is
most likely generated by DeepFake techniques. A notable example in Figure 4.5 consists
of'a video where the subject’s facial movements appeared unnatural and mask-like. While
the mouth moved to form words, the upper parts of the face, such as the cheeks and eyes,
remained static and uncoordinated. These inconsistencies in facial dynamics are key indi-
cators of DeepFake generation, emphasizing the importance of analyzing both global and

localized motion patterns in videos.

Audio-based detection requires a detailed analysis of auditory cues to determine
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@ Image: [True-Falese] )

:.@ Your goal is o analyze media content and determine whether it is authentic or a

a=— deepfake. You will be provided with media content and relevant contextual information,
Instructions | and you will output a concise answer for the detection result.
Your analysis should be short (1-2 sentences) and focus on the most critical evidence
supporting your conclusion. Avoid unnecessary details and keep your response clear and
to the point.
Answer with "Yes" if the content is real/authentic, "No" if it's a deepfake/generated.

= <image>You have been shown one image, which might be taken from the real world or

®4. generated by an advanced DeepFake technique. Is this image taken from the real world?
Question | (Answer yes if you think it is taken from the real world, and answer no otherwise.)
‘ No. The image displays artifacts typical of AT generation, such as an unnatural, waxy
skin texture and poorly rendered hair details that lack the sharpness of a real

Gemini photograph.

@ No.

GPT

@: No.

L Ground Truth

J

Figure 4.4: A True-False question example in the image modality, showcasing both Gem-
ini’s and GPT’s responses.

whether a clip is authentic or generated. In Figure 4.6, a DeepFake audio clip was iden-
tified based on global auditory cues such as unnatural rhythm, rigid pacing, and flat in-
tonation. The absence of natural human vocalizations, such as breath sounds or slight
hesitations, further contributed to the detection. Segmental analysis revealed artificiality
in sibilant sounds and vowel prolongations, underscoring the need for a thorough exami-

nation of both global and segmental features in audio DeepFake detection.

These examples illustrate the diverse challenges posed by DeepFake detection across

different modalities and highlight the critical role of detailed analysis in identifying subtle
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B . . .
@ Video: [Multiple Choice] \

( )
§% You are an expert in deepfake detection. You will be shown media content and asked to
Instructions | identify which one is most likely real or fake.
Analyze the visual characteristics, artifacts, and inconsistencies in each image
carefully.
Provide your answer as requested in the question format. Be concise and direct in your
response.
- J
g ( )
@= <video><video>You have been shown two different videos. One of the videos is
. _ generated by DeepFake. Which of the above videos is most likely generated by
Question DeepFake?
eepFake?
L First video Second video J
The second video is most likely generated by DeepFake. The subject's facial
* movements are unnatural and mask-like; while the mouth moves to form words, the
Gemini upper parts of the face, such as the cheeks and eyes, remain unnaturally static and do
not move in coordination.
@ I'm unable to determine which video is hot generated by DeepFake based solely on the
images provided.
GPT
@ Second video
Ground Truth
\. J

Figure 4.5: A Multiple Choice question example in the video modality, showcasing both
Gemini’s and GPT’s responses.

artifacts and inconsistencies.
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Instructions

3

@=
®=
Question

+

Gemini

®

GPT

Ground Truth

\.

Audio: [Open-Ended]

You are an expert in deepfake detection. You will be shown media content and asked
to identify which one is most likely real or fake.

Analyze the visual characteristics, artifacts, and inconsistencies in each image
carefully.

Provide your answer as requested in the question format. Be concise and direct in
your response.

<audio>This is a fake audio clip generated by an advanced DeepFake technique.

Your Task: Analyze the provided audio and determine whether it is a deepfake by
starting with a clear conclusion (Yes, it's a deepfake / No, it's not a deepfake).
Provide a concise explanation of the general auditory cues or inconsistencies that
make the audio appear inauthentic from a global perspective. Then, explain in detail
why they appear unnatural, citing specific auditory anomalies or inconsistencies. Focus
on observable evidence, avoid vague statements, and ensure you do not misinterpret
authentic features as inauthentic.

Organize your response clearly and logically to separate the global and segmental
analyses while maintaining accuracy and thoroughness.

Yes, it's a deepfake.

**Global Auditory Cues and Inconsistencies: ** The audio exhibits several
characteristics consistent with AI-generated speech. The overall speech rhythm and
pacing feel unnatural and slightly rigid, lacking the organic flow of authentic human
conversation. The intonation is notably flat and monotonic, with minimal natural pitch
variation or emphasis, giving the voice a somewhat robotic or synthesized quality.
Furthermore, there's an absence of natural human vocalizations such as subtle breath
sounds, lip smacks, or slight hesitations that are typical in real speech, contributing to
an overly clean and sterile sound. The voice timbre, while attempting to sound human,
occasionally reveals a subtle artificiality, particularly in sibilant sounds and vowel
prolongations.

GPT-40 does not support audio input, so it cannot analyze or process audio files to
determine whether they are generated by DeepFake or any other source.

No.

J

Figure 4.6: An Open-Ended question example in the audio modality, showcasing both
Gemini’s and GPT’s responses.
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Chapter S Conclusion

The rapid evolution of generative Al has heightened the risks posed by DeepFakes,
necessitating robust and interpretable detection mechanisms. Through the introduction of
MMIDBench, we provide a comprehensive benchmark to evaluate multimodal large lan-
guage models (MLLMs) across diverse DeepFake techniques and modalities, emphasizing
both detection accuracy and interpretability. Our experiments reveal that while MLLMs
like Gemini-2.5-Pro and GPT-4.1 demonstrate promise, particularly in binary classifica-
tion and open-ended tasks, they consistently underperform compared to human evaluators,
especially in nuanced scenarios and multiple-choice tasks. Challenges persist in handling
subtle manipulations, such as identity-preserving edits and audio-based forgeries, as well
as in processing dynamic content like videos. The results underscore the urgent need for
MLLMs to enhance their multimodal reasoning, perceptual accuracy, and interpretability.
Key areas for improvement include better integration of video and audio modalities, fine-
tuning for subtle manipulations, and scaling model architectures to bridge the gap between
human-level performance and automated detection. As DeepFake technologies grow in-
creasingly sophisticated, advancing MLLMSs’ capabilities is critical to safeguarding trust,

security, and transparency in the digital age.
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