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ABSTRACT

Glucose enzyme test strips are medical test strips used to detect blood sugar levels.
Although they have been automated in current industrial production, the anomaly
detection part still requires much manpower for visual inspection. The efficiency and
detection rate of manual inspection are unstable, which will eventually affect the factory's
output and yield rate. Therefore, it is urgent to develop an automated inspection device.
However, industrial anomaly detection faces the problem of difficulty in obtaining
anomaly samples, and glucose enzyme test strip anomaly detection faces the
characteristics of fast detection speed, high detection accuracy, diverse product types, and
non-fixed anomaly patterns. Based on these, we develop Zhanglnspect glucose enzyme
test strip anomaly detection algorithm based on the convolution Variational Auto-Encoder
(VAE) [3] and the loss function algorithm based on Sum of Square Error (SSE). Through
the 1mage reconstruction and denoising function of the variational autoencoder, the
anomaly location is found by ingeniously completing the anomaly sample, and the spatial
structure information is extracted through the convolution method, making the
reconstruction result more accurate. Through the above methods, compared with
traditional reconstruction anomaly detection, Zhanglnspect training time and
reconstruction time are greatly reduced, the accuracy is also very high, and the practicality

v

doi:10.6342/NTU202503439



and applicability of the algorithm are increased.

Keywords: ZhangInspect, glucose enzyme test strip, unsupervised learning, anomaly

detection, image reconstruction, variational autoencoder, convolutional neural network
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Chapter 1 Introduction

1.1 Overview

Industrial product anomaly detection on modern production lines is different from
other computer vision technologies that target detection, and will face some unique
problems. For example, the pursuit of efficiency in factories must require a certain
detection speed; the detection accuracy will also affect the reputation and sales of the
product; the rapid changes in the market will cause rapid product updates, and anomaly
detection equipment must be able to quickly switch detection targets. For this reason, we

have listed 3 requirements for anomaly detection on industrial product lines:

® Fast detection speed,
® High detection accuracy,

® Fast product batch updates.

With the advancement of technology, machine learning computer vision is
increasingly used in industrial product anomaly detection. However, the number of
anomaly samples for industrial product anomaly detection is usually very small, and
unpredictable and unclassifiable anomalies may occur during the production process.
This makes supervised learning ineffective in the field of industrial product anomaly
detection. Correspondingly, unsupervised learning is becoming increasingly important in

the field of industrial product anomaly detection, because it mainly requires normal
1
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samples. Our Zhanglnspect is an industrial product anomaly detection method based on
unsupervised learning image reconstruction. It combines our proposed Convolutional
Variational Auto-Encoder (CVAE) and Sum of Squared Error (SSE)-based loss function
calculation method, making the model's reconstruction efficiency 119 times faster than
that of conditioned Denoising Diffusion Models for Anomaly Detection (DDAD) [1]
reconstruction models, and the model's training efficiency is more than 523 times faster
than that of DDAD reconstruction models. The model’s detection accuracy is also

improved by 18.5%.

1.2  Introduction of Blood Glucose Enzyme Test Strip

The blood glucose enzyme test strip is our main object. Its composition from bottom
to top is PET (Poly-Ethylene Terephthalate), conductive silver ink, conductive carbon ink,
and plastic protective film [13] in Figure 1-2-1. The working principle of the blood
glucose enzyme test strip is that there is a display area and a reaction area on the surface
of the test strip. The enzyme in the reaction area will react with the blood to generate
gluconic acid and potassium ferrocyanide. The blood glucose meter will apply a constant
voltage to the test strip to oxidize potassium ferrocyanide into potassium ferrocyanide,

generating an oxidation current. The magnitude of the oxidation current is proportional

doi:10.6342/NTU202503439



to the blood glucose concentration. The blood glucose meter records the magnitude of the

oxidation current and converts it into blood glucose concentration.

Factories will produce various types of blood glucose test strips. Figure 1-2-2 is a

blood glucose test strip with piece type Connected, and Figure 1-2-3 is a blood glucose

test strip with piece type Not Connected. The same piece type can have multiple different

piece IDs (Identity). The difference between different piece IDs is that the small pieces in

the large piece are different in shape in Figure 1-2-4. Therefore, we need to first develop

an adaptive cutting algorithm to cut the large test strip into small pieces, and then detect

whether the small pieces have anomalies. Thus, we develop a preliminary Automated

Optical Inspection (AOI) program to cut and identify anomalies on glucose enzyme test

strips. However, due to the rapid product updates, the AOI algorithm update requires

much manpower, and the detection speed is high, so a machine learning-based detection

model is still needed for detection.
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Protective film

Conductive carbon ink —— I If!

Conductive silver ink ——

PET ——

Figure 1-2-1: Architecture of blood glucose enzyme test strip. [13] composed of

PET (Poly-Ethylene Terephthalate), conductive silver ink, conductive carbon ink, and

protective film.

O-Ndr20E06107 ¢

Figure 1-2-2: Blood glucose enzyme test strip. piece type: Connected, piece ID:

UA.
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Figure 1-2-3: Blood glucose enzyme test strip. piece type: Not Connected, piece

ID: C2B.
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Figure 1-2-4: Different piece IDs of blood glucose enzyme test strips. From top to

bottom, piece IDs: UA, V5D, C2B, M4A2.
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1.3 Inspection Environment

The blood glucose enzyme test strip anomaly detection machine adopts an assembly
line design. To protect the test strip, we choose to use a suction cup to pick up the test
strip and place it on the conveyor belt to send it to the detection area (Figure 1-3-1). The
detection area uses a line light source CMOS (Complementary Metal Oxide
Semiconductor) and a 16K line scan camera (Dalsa p3-80-16k40) to collect the image of
the blood glucose enzyme test strip. Of course, due to the vibration of the conveyor belt
and the unevenness of the forward movement, the image quality will be reduced, which

will affect the image detection effect to a certain extent.

16K Line Scan Camera
(Dalsa p3-80-16k40)

White Line Light

Figure 1-3-1: Blood glucose enzyme test strip anomaly detection production line

machine.

doi:10.6342/NTU202503439



1.4  Blood Glucose Enzyme Test Strip AOI Detection

Figure 1-4-1 shows the detection process Z-AOI of the AOI algorithm in
Zhanglnspect. After we use the line scan camera of the machine (Figure 1-3-1) to obtain
the line scan image, we use the image merge algorithm to stitch it into a complete test
piece image (size is about 15,000*18,000 pixels). Then use the small piece cutting
algorithm to segment individual small pieces (depending on the size of the large piece, a
large piece can be divided into 150-300 small pieces). For AOI anomaly detection, the
detection logic of the anomaly position distribution of the glucose enzyme test piece on
the toner (black area) and the white background (white area) is different, so it is necessary
to segment the toner and white background. Finally, we need to perform anomaly
detection on the two areas separately to output the anomaly detection results and the
dataset required for subsequent training. Because there is no standardized anomaly
regulation in the actual factory, we make a simple classification of anomalies in Figure 1-
4-2, including blue pen lines: blue pen markings on the test piece by the manufacturer;
lack of ink: there are large missing or scratches in the toner area; ink halo and foreign

matter: there is toner or impurities remaining in the white area.

doi:10.6342/NTU202503439
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Figure 1-4-1: Blood glucose enzyme test piece AOI anomaly detection and dataset

output process (Z-AOI).
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Figure 1-4-2: The types of anomalies on the blood glucose enzyme test strips, from

top to bottom, are: blue pen lines, missing ink, and blurred ink.
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1.5 Thesis Organization

This paper will introduce some unsupervised anomaly detection models in Chapter
2. Chapter 3 will introduce some techniques we use and why we use them. Chapter 4 will
introduce our ZhangInspect and the originality of the technology it developed. Chapter 5
will show and discuss the experimental results of Zhanglnspect. Chapter 6 will give a

summary and future prospect.
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Chapter 2 Related Works

2.1 Overview

This section will introduce some unsupervised learning methods for industrial
product anomaly detection and discuss their advantages and disadvantages. We have
collected and organized these methods, but there are some limitations in solving the
problem of defect detection of blood glucose enzyme test strips. However, they are still
very valuable reference methods. We will classify these methods into four categories:

reconstruction-based, representation-based, generation-based, and hybrid methods.

2.2 Unsupervised Deep Learning Anomaly Detection

Anomaly detection aims to identify patterns or points that are significantly different
from the majority of data, called anomalies or outliers. In the unsupervised setting, it 1s
assumed that the training data mainly consists of normal samples, and the abnormal
samples are rare and unlabeled. Unsupervised deep learning anomaly detection uses the
powerful representation ability of deep neural networks to detect anomalies by learning
complex features of normal data. This method has wide applications in industrial quality

control, medical image analysis, network security, and other fields. It is particularly

10
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suitable for scenarios where anomalies are rare because it does not require labeled

abnormal data.

Deep learning provides various techniques for unsupervised anomaly detection,

including Auto-Encoders (AE) [2] (Figure 2-2-1), Variational Auto-Encoders (VAEs) [3],

Generative Adversarial Networks (GANs) [4], single-class classification methods, and

the recent diffusion model. These methods achieve anomaly detection through different

modeling strategies such as reconstruction, representation learning, or probability

distribution modeling. The following is a brief introduction to these methods:

Autoencoder: An autoencoder is a neural network that contains an encoder and a

decoder. The training goal is to compress the input data into a low-dimensional

representation and then reconstruct it into the original data. Since they are trained only on

normal data, autoencoders have poor reconstruction effects on abnormal data, and

anomalies can be detected through reconstruction errors.

Variational Auto-Encoders (VAEs) [3]: VAEs introduce probabilistic modeling

based on autoencoders to learn the potential distribution of data. Anomalies usually have

a low generation probability or a high reconstruction error.

Generative Adversarial Networks (GANs) [4]: GANs consist of a generator and a

discriminator. The generator learns to generate normal data, and the discriminator

11
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distinguishes between real data and generated data. Anomalies can be detected through

the output of the discriminator or the reconstruction ability of the generator.

Single-class classification: Such as Support Vector Data Description (SVDD) [6] and

the more advanced Deep Support Vector Data Description (Deep SVDD) [5], the training

model maps normal data to a compact area (hypersphere) in the feature space, and

anomalies are located outside this area. This method can also be combined with VAE, but

it is good at classifying anomalies. The current algorithm does not require too many

classification functions, and the computing speed is still the most critical part.

Diffusion model [1]: Diffusion model is an emerging generative model that models

data distribution through a stepwise denoising process. It has recently been used for

anomaly detection, providing high-quality reconstruction and accurate anomaly

localization. This method is our main comparison object in this article.

These methods have their own advantages and are suitable for different data types

and application scenarios. For example, autoencoders and VAEs are suitable for images

and time series data, but single-class classification is suitable for high-dimensional feature

spaces, and diffusion models perform well in visual anomaly detection. In general, we

divide these methods into four categories, and we will give some actual models in each

category to explain their structure and effects in detail.

12
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Pretraining Unrolling Fine-tuning

Figure 2-2-1: Pretraining consists of learning a stack of Restricted Boltzmann

Machines (RBMs) [2]. each having only one layer of feature detectors. The learned

feature activations of one RBM are used as the “data” for training the next RBM in the

stack. After the pretraining, the RBMs are ““unrolled” to create a deep autoencoder,

which is then fine-tuned using backpropagation of error derivatives.

13
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2.2.1 Reconstruction-Based Method

Reconstruction-based methods reconstruct normal data by training models. It is

assumed that abnormal data is difficult to be accurately reconstructed, because it has not

been seen in training. Anomalies are detected by high reconstruction errors or

pixel/feature differences.

Among them, Denoising Diffusion Anomaly Detection (DDAD) [1] is a good

reconstruction method for anomaly detection. DDAD is a reconstruction method based

on a conditional denoising diffusion model (Figure 2-2-1-1), which generates anomaly-

free reconstructed images by guiding the denoising process. During training, the model

only uses normal (anomaly-free) samples to learn how to reconstruct normal images from

noise. During inference, an image that may contain anomalies is input, and the model

generates an anomaly-free reconstructed image through a conditional mechanism, and

detects anomalies by comparing the difference between the input and the reconstructed

image.

The core of the conditional mechanism is to use the input image as the target, guiding

the denoising process to retain normal patterns and remove anomalies. In addition, the

paper also proposes an unsupervised domain adaptation technique to fine-tune the feature

extractor by generating samples similar to the target image (usually normal samples) to

14
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enhance the effect of feature-level comparison. Anomaly detection is achieved by

comparing the input image with its reconstructed image, including Pixel-wise Analysis:

directly comparing the pixel differences between the input image and the reconstructed

image, calculating the reconstruction error at the pixel level, and Feature-wise Analysis:

using a pre-trained feature extractor (such as a feature extractor based on a deep

convolutional network) to extract image features and compare the feature differences

between the input and the reconstruction. To enhance the effect of feature-level

comparison, the model also has an unsupervised domain adaptation technique that fine-

tunes the pre-trained feature extractor by generating samples similar to the target image.

At the same time, distillation loss is introduced to prevent the fine-tuning process from

losing the generalization ability of the pre-trained model, thereby maintaining the

robustness of the feature extractor.

Its denoising diffusion model consists of two parts: the forward process and the

reverse process. The forward process is to gradually add Gaussian noise to the original

image. The reverse process starts with an image containing Gaussian noise and

continuously denoises it to make the image gradually clearer until a clean and clear image

is generated.

However, this process requires repeated transmission of the forward process and the

15
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reverse process, usually more than 10,000 times, which consumes a lot of computing
resources, so the reconstruction efficiency is poor and it is not suitable for real-time
scenarios. Secondly, its denoising process is based on the input image. If the anomaly is
not very discriminative, the anomaly will be completely reconstructed and cannot be

detected, so it has limitations in the anomaly detection of blood glucose enzyme test strips.

Training Norminal Input Image X Inference =¥ Companson

Training ¢
Denoising U-Net . !

Pixal-wiss

MNominal Tar-gal Image ¥
e @ Ei'

i £g
H E’ 2 CoOmpanson COMParison

— Fine-tuni 2

Hecor\strucwn Xq '&‘ st B g B g

t B g E

= g

Drlﬁ.mn Process

Reconstruction ~ ——

Figure 2-2-1-1: DDAD architecture [1].

2.2.2 Representation-Based Method

Representation learning-based methods detect anomalies by learning the feature
representation of normal data because their representation is inconsistent with normal
data. Common strategies include single-class classification and teacher-student model.
The most common single-classification method is the SVDD [6] method.

The core idea of SVDD is to map the original data to a higher-dimensional feature

space through the kernel trick, and then find a hypersphere with the smallest volume in

16
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this space to include most of the normal data points [7] (Figure 2-2-2-1). After the model

training is completed, any data point that falls outside the hypersphere will be considered

anomaly. The goal of this model is to minimize the volume of the hypersphere while

allowing some data points (outliers) to exist outside the sphere, and a hyperparameter is

used to make a trade-off.

As a classic anomaly detection algorithm, SVDD has been proven to be effective in

many applications, especially in the fields of computer network intrusion detection and

industrial fault diagnosis. Its main advantage lies in its unsupervised learning

characteristics, which only requires normal samples for training. This is very practical in

real industrial scenarios, because in these scenarios, most of the collected data are normal,

while fault data are very scarce.

However, the performance of SVDD is largely limited and affected by the selected

kernel function. Choosing a suitable kernel function for a specific dataset usually requires

expertise and experiments. Moreover, SVDD is a "shallow learning" model. When faced

with nonlinear data with complex intrinsic structures, it may not be able to fully learn data

features, resulting in poor detection performance [8].

Therefore, Deep SVDD is an extension of traditional SVDD, which combines the

powerful feature learning ability of deep learning with the single classification idea of
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SVDD. Deep SVDD uses deep neural networks (rather than fixed kernel functions) to

learn the mapping from input space to output feature space [5]. Its goal is to train this

network so that the feature representation of normal data samples is mapped to a preset

compact hypersphere in the feature space, while the feature representation of abnormal

samples is mapped to a position far from the center of the sphere. By minimizing the

average distance from the network output feature to the center of the sphere, the network

is forced to learn the common features and main change patterns in the data. Compared

with SVDD, it has more advantages when dealing with complex data with complex

hierarchical structures. With the help of deep neural networks, the model can

automatically learn complex patterns and discriminative features in the data, avoiding the

tedious and expertise-required feature engineering steps in traditional methods.

However, as a deep learning model, the performance of Deep SVDD depends on a

large amount of training data. And since the main goal of the model is to compress normal

features into a compact sphere, there may be two situations for feature points in the

hypersphere. One is that the feature points are concentrated on the surface of the sphere,

especially in some datasets where the defects are not obvious. Because the normal and

abnormal data are too close, it may not be able to accurately capture the subtle differences

between normal data and abnormal data, and thus it is insensitive to some subtle
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anomalies. Many of our samples are in this situation. The second is that the feature points

are concentrated around the center of the hypersphere, also known as hypersphere

collapse. When training the network to map the features of all normal samples to the

center ¢ of the hypersphere, if there is no constraint, the network may learn a "shortcut" -

it maps any input (whether normal or abnormal) to the same point c. In this way, the loss

of SVDD (the distance to the center) becomes extremely small, but the model completely

loses its ability to distinguish and becomes useless.

Finally, the performance of the model is easily affected by the choice of network

structure and weight initialization. In the unsupervised case, it is quite difficult to select

the optimal model structure and initialization parameters.
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Figure 2-2-2-1: Support Vector Data Description (SVDD) schematic [7].
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Deep One-Class Classification

\/
A\

Figure 2-2-2-2: Deep SVDD classification. [5] Deep SVDD learns a neural
network transformation @(-; W) with weights W from input space X € RY to
output space F € RP that attempts to map most of the data network
representations into a hypersphere characterized by center cand radius R of
minimum volume. Mappings of normal examples fall within, whereas mappings of

anomalies fall outside the hypersphere.

2.2.3 Generation-Based Method

Generative model-based methods detect anomalies by modeling the probability
distribution of normal data, because their probability under this distribution is low. GANs
perform well in image anomaly detection, but training instability is a challenge. Among
them, Anomaly Detection with Generative Adversarial Networks (AnoGAN) [9] (Figure
2-2-3-1) is a groundbreaking and often cited typical example.

The core idea of AnoGAN is that if a GAN can only learn and generate normal
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images, then when it faces an image with an anomaly, it will not be able to perfectly

reproduce the anomaly. The method is mainly divided into two stages:

Training stage: First, a large number of anomaly-free product images are collected

as training sets. These normal images are used to train a standard GAN. In this process,

the Generator learns to generate a normal image that is indistinguishable from a random

latent vector, while the Discriminator learns to distinguish between real normal images

and fake images generated by the generator.

Detection stage: When a new test image needs to be detected, AnoGAN does not

directly input it into the network.

Instead, it freezes the weights of the already trained generator and discriminator.

Then, it repeatedly searches in the latent space to find an optimal latent vector z so that

the image G(z) generated by this vector through the generator is most similar to the input

test image x. An "Anomaly Score" is defined by calculating the difference between the

test image x and the reconstructed best normal image G(z). If the test image itself is

normal, then the generator can reconstruct it well and the anomaly score is low. If the test

image contains anomalies, since the generator has never seen anomalies, it will generate

the closest but anomaly-free image, resulting in a large residual and a high anomaly score.

By setting a threshold, when the anomaly score exceeds the threshold, the image is judged
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as a defective product. At the same time, this residual image itself can be used as an

anomaly localization map to clearly mark the location of the anomaly.

With the powerful ability of deep networks, GAN can learn and simulate very

complex data distributions (such as cloth textures, metal surfaces, and so on), and has a

good effect on anomaly detection in complex backgrounds that are difficult to handle by

traditional methods. We can find that the AnoGAN model uses t-SNE (the main goal of

t-SNE is to project a high-dimensional data set into a low-dimensional space while

preserving the local proximity relationship between data points as much as possible.)

After representing it, we can see that there is a good classification of metal surface

anomaly.

However, in the detection phase, an iterative optimization is required for each new

test image to find the best latent vector z, which is very time-consuming and difficult to

apply to industrial production lines that require high-speed, real-time detection. Secondly,

each small test strip of our blood glucose enzyme test strip has a number in the middle.

In the same large test strip, these numbers are different but very similar, which makes it

very difficult to find the best z. Generating an image with the wrong number will lead to

detection failure.
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(a) Real (b)

Generated
G(z)

Generator G Discriminator D - anomalous
Figure 2-2-3-1: AnoGAN network and t-distributed Stochastic Neighbor
Embedding (t-SNE). [9] (a) Deep convolutional generative adversarial network. (b) t-

SNE embedding of normal (blue) and anomalous (red) images on the feature

representation of the last convolution layer (orange in (a)) of the discriminator.

2.2.4 Hybrid Method

Hybrid methods combine multiple strategies to improve detection performance,
especially in complex scenarios. Here we introduce the Accurate Visual Anomaly
Detection at Millisecond-Level Latencies (EfficientAD) [10] and VAE-based Deep
SVDD [11] methods.

EfficientAD uses a teacher-student model (Figure 2-2-4-1). First, a deep neural
network pre-trained on ImageNet, namely the backbone network (Pre-trained Backbone),
is used to extract image features, and two independent and specialized teacher models are

designed to capture the features of normal data from different scales. The Local Teacher
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model focuses on the local details and texture of the image. It divides the image into small

patches, and then processes the patches of the image through an AE (called Patch

Description Network in their paper). It can upgrade a 33*33*3 image to 1*1*384, thereby

reducing the amount of calculation. The Local Student model learns how to reconstruct

the features of these patches by imitating the 384-dimensional output of the Local Teacher

model. The Global Teacher model focuses on the structure and context of the entire image.

It also uses a structure similar to AE, but processes the features of the entire image and

learns global representations. The Student Model is a very lightweight fully convolutional

network. The input is also the feature map from the pre-trained backbone network. The

goal is to imitate the 384-dimensional output of the above two teacher models and obtain

the image through the decoder of AE.

The advantage of EfficientAD is that it is extremely efficient. Since only lightweight

student models are used during detection, its inference speed is extremely fast, reaching

the millisecond level, which fully meets the needs of industrial real-time detection.

EfficientAD also has high performance in accuracy, and by combining the knowledge of

local and global teacher models, the model can simultaneously detect subtle texture

anomalies (such as scratches, stains and loose pins) and larger structural anomalies (such

as missing parts and misalignment). The training time is also very fast, because there is
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no need to fine-tune the backbone network. The pre-trained backbone network is frozen

during the entire training process, which greatly reduces the computing resources and

time required for training.

However, it is very dependent on the pre-trained model, and the performance of the

model is highly dependent on the quality of ImageNet pre-trained features. If the image

field to be detected is very different from the natural image of ImageNet (for example, X-

rays, infrared images, microscopic images), the pre-trained features may not be optimal,

which may affect the final effect. In addition, the training process is relatively

complicated. The training process of EfficientAD involves three independent models (two

teachers, one student) and a fixed backbone network, and the construction and

management of the entire process are more cumbersome. It may also be insensitive to

logical anomalies. Similar to most methods based on feature reconstruction or feature

distribution modeling, it is mainly good at detecting appearance anomalies (structural,

texture, color anomalies). It may not be able to effectively identify logical anomalies (for

example, a screw that looks completely normal but is misplaced). Finally, it requires a

large number of defective images to work properly, which requires a long collection

process and has no advantage for frequently changing products.
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The core idea of the VAE-based Deep SVDD model is to use the structure of VAE
to solve a key problem of standard Deep SVDD, namely "Hypersphere Collapse" or
"Trivial Solution" problem. Standard Deep SVDD has a potential risk: when training the
network to map the features of all normal samples to the center ¢ of the hypersphere, if
there is no constraint, the network may learn a "shortcut" - it maps any input (whether
normal or abnormal) to the same point c. In this way, the loss of SVDD (the distance to
the center) becomes extremely small, but the model completely loses its ability to
distinguish and becomes useless. This is the so-called "hypersphere collapse".

VAE-based Deep SVDD effectively prevents this problem by combining the Deep
SVDD objective with the VAE structure and objective function. It has a unique loss
function, Hybrid Objective Function, which optimizes two objectives at the same time:

Deep SVDD loss (in latent space): This loss is similar to the standard Deep SVDD,
but it works in the latent space. It requires that the latent representation z = E(x) obtained
by all normal samples x after passing through the encoder E has the smallest Euclidean
distance to the predefined center point c.

Lsypp = E[IIE(x) — C”Z]
VAE reconstruction loss: that is, the decoder D is required to reconstruct the original

input image x as perfectly as possible based on the potential representation z. The loss
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function is usually the Mean Squared Error (MSE) or cross entropy between the input x
and the reconstructed output x' = D(E(x)).
Lyecon = E[llx = D(E())II?]

These two objective functions form a constraint and balance. The SVDD loss
attempts to "press" the potential representation z of all normal data to the center point c.
The reconstruction loss applies a "pull" in the opposite direction: if the encoder really
projects everything to the same point ¢, then z will not contain any valid information about
the original image x, and the decoder will never be able to reconstruct the original image,
resulting in a huge reconstruction loss.

Therefore, to minimize these two losses at the same time, the encoder is forced to learn
an "optimal" latent space: this space must be compact enough (satisfying the SVDD goal)
and retain enough valid information to complete the reconstruction task (satisfying the
VAE goal). This fundamentally avoids the "hypersphere collapse".

However, since the model introduces new hyperparameters, the model needs to make
a trade-off between SVDD loss and reconstruction loss. This trade-off is usually
controlled by a hyperparameter A (L;orq1 = Lsypp + A * Lyecon)- How to set the value of
this A is crucial to the performance of the model and needs to be adjusted through

experiments, which increases the complexity of model debugging. Moreover, the
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reconstructed image will be blurry. This is because to make the latent space have good

probability distribution characteristics, the reconstructed image generated by VAE is

usually blurrier and smoother than the standard Auto-Encoder (AE). The most fatal

disadvantage is its ability to reconstruct tiny anomalies. The generalization ability of

VAE-based Deep SVDD is too strong, and even some tiny anomalies (anomalies) can be

"successfully" reconstructed, which will lead to a lower reconstruction error of these

anomalies, making them difficult to detect.

Local Map Loca
7.
Teacher » ong r B
} Diff » Diff »
~ 7
Student Global Map Globz

o )
%
X \
X S
» < .“
B u" -4‘
Auto
encoder

Figure 2-2-4-1: EfficientAD architecture [10].
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Chapter 3 Background of Methodology

3.1 Overview

Reconstruction models and conditional denoising diffusion models can be used for
anomaly detection, but the reconstruction speed is too slow. We need a faster image
generation method. Variational Auto-Encoders (VAEs) is a fast reconstruction method and
one of the basic architectures of the ZhangInspect algorithm. So, in this section we will
explore the principles of VAE and its derivation process, as well as the background
reasons why VAE can perform defect detection, and its advantages in defect detection.
3.2 Deep Auto-Encoder [2]

Deep Auto-Encoder uses the powerful fitting ability of neural networks to
significantly reduce the dimension of the image and restore it to a similar image to the
greatest extent, which lays the foundation for reconstructing the image. For example,
Figure 3-2-1 is a four-layer neural network that expands an image to 784 dimensions.
Expanding the image will lose some nonlinear features. Generally, the dimension needs
to be expanded to 1000 dimensions and then compressed to retain more features to
prevent the gradient from disappearing. After compression to 30 dimensions, the output

Code is usually called the latent space, but because this structure outputs a limited number
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of Codes, its output is quite discrete, which means that if the input obtained by the decoder

is not among all the trained Codes, it will output unrecognizable garbled images (Figure

3-2-2). At the same time, we also hope that for similar images (for example, Piece 521

represents a class of similar images, each large piece will have a Piece 521 small piece,

these Piece 521 small pieces are basically the same, with only slight differences or

anomalies), the output Code can be gathered in a range, that is, similar images should not

have irregular points in the latent space due to the nonlinear transformation process of the

neural network. For example, we can add a little noise to the encoder to cover the distorted

area and make it present a Gaussian distribution (Figure 3-2-3). In this way, for similar

images such as Piece 521, meaningful images can be decoded in the entire latent space,

and the closer to the probability peak, that is, the center of the Gaussian distribution, the

closer the image is to a normal image, and the farther away from the center of the Gaussian

distribution, the more anomalies the image will have (because anomalies are similar to

noise, there is more noise in areas far from the center of the Gaussian distribution.).
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Figure 3-2-1: Deep Auto-Encoder Architecture (if the input image size is 28*28
pixels). It is able to compress a 784-dimensional vector to 30 dimensions and decode it
back to a similar image. (The number in brackets is the number of neurons in the neural

network, that is, the dimension of the image after expansion.)
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Piece 521 Piece 602
Figure 3-2-2: The discreteness of Deep Auto-Encoder will cause unknown codes to
generate garbled codes. During the training process, both Piece 521 and Piece 602 have
specific code values in the latent space, but the code value of the space between the two

is likely to be a meaningless garbled image after decoding.
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Figure 3-2-3: Deep Auto-Encoder becomes a continuous normal distribution space
after adding noise. Among them, noise521 and noise101 represent the probability
Gaussian distributions of different similar test pieces after adding different noises. The
left side is the Gaussian distribution of Piece 521, and the right side is the Gaussian
distribution of Piece 101. Although Piece 521 and Piece 101 are both small pieces in the
UA large piece, they are different in shape and center number. Because their own
probabilities of occurrence are different, their Gaussian distribution maximum values
are also different. This allows us to decode the image at any point in the latent space.
For example, Piece 101-1 and Piece 101-2 are images reconstructed from two code
values in the latent space. The closer to the probability center, the fewer anomalies, that

is, the smaller d, the fewer anomalies.
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3.3  Distribution Gaussian Mixture Model

For generative models, the mainstream theoretical models can be divided into
Hidden Markov Model HMM, Naive Bayes Model NB, and Gaussian Mixture Model
GMM, and the theoretical basis of VAE is Gaussian Mixture Model. By adding noise to
the probability P(m) of an image (e.g., Piece 521 in Figure 3-2-3), and converting it
into its Gaussian distribution P(1) (e.g., the blue Gaussian distribution noise521 on the
left side of Figure 3-2-3), we obtain a continuous probability distribution space for the
image. Next, we need to superimpose the continuous probability distribution spaces of
different images to obtain a comprehensive probability space P(x), as shown in Figure
3-3-1. This superposition allows us to distinguish subtle differences between small
samples of images with the same Piece ID (e.g., UA), enhancing reconstruction
capabilities. For example, different similar data sets represented by different numbers in
the center of a small sample (e.g., Piece 521 and Piece 101 in Figure 3-2-3) can have their
own probability peaks.

In simple terms, the Gaussian Mixture Model means that any data distribution P (x)
can be regarded as the superposition of several Gaussian distributions.

PG = ) Pam)P(x|m)
m
However, the Gaussian mixture model is discrete, so we need to transform its input
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into a vector from normal distribution z = N (0,1), which means that the input will be
continuous, and then do the integration. Then each z represents an attribute of the image,
and as long as the number of z is controlled, the accuracy and structure of the image can

be controlled (Figure 3-3-1). For each sample z, two functions p(z) and o(z) can be
decoded:
P(x|z) = NV (u(2),0(2))
Determine the mean and variance of the Gaussian distribution corresponding to z.
Correspondingly, for input x, we can encode two functions u'(z),c'(z), where
q(z|x) can represent any distribution type, that is:
q(z|lx) = N (u'(2),0'(2))
Then the accumulation of all Gaussian distributions in the integral domain becomes

the original distribution P(x):

P(x) = j P(z)P(x|z)dz

zZ

We hope that P(x) is as large as possible, which is equivalent to:

Maximum L = Z log P(x)
X

log P(x) =fq(z|x)logP(x)dz

Z
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P(z,x) q(z]x)
q(z|x) P(z|x)

log P(x) = f 4(21) log(

zZ

)dz

PG,
o879 = [ aCioog (quf))) i+ [ e onil e

The right-hand side term KL diversion is:

q(z|x)
P(z|x)

[ atzt o

zZ

)dz = KL(q(z|x)||P(z]x)) = 0

The left term is defined as the lower bound L, of log P(x):

P(x|z)P(z)> iy

logP(x) = Lp = f q(z|x) log< q(z|x)

The overall formula transforms to:
log P(x) = Ly + KL(q(z]|x)||P(z|x))

We need to find the maximum value of similarity, that is, to continuously increase

the lower bound L;,. We can try to fix P(x|z), because log P(x) is only related to

P(x|z), so we can fix P(x|z) to find the maximum value of L;. At this time, we adjust

q(z|x) to make L, rise, and Kullback-Leibler Divergence (KL divergence) will

decrease. If KL divergence drops to 0, log P(x) and L, are completely consistent, but

in actual situations, we do not need log P(x) to be completely consistent with L;, which

is even harmful. During anomaly detection, we need to reconstruct the image as closely

as possible. However, if the reconstructed image is exactly the same as the original image,
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the anomaly will also be completely reconstructed, completely losing the ability to detect
it (many models with strong reconstruction capabilities have this problem).

Thus, VAE means, in a macro sense, that adjusting P(x|z) means adjusting the
Decoder, and adjusting q(z|x) means adjusting the Encoder. In each cycle, we fix the
Decoder and let the Encoder get close to the Decoder to become its lower bound.

For the lower bound Lj, we will break it down:

P
Ly =fq(z|x)log(%) dz+] q(z|x)log P(x|z)dz

z Z

Ly = ~KL@GIPE) + [ (1) log P(xl)dz

z

We find that there is a negative KL divergence —KL(q(z|x)||P(z)), which we can

expand:

—KL(q(z|0)|[P(2)) = f q(zlx)(log(P(2)) — log q(z|x))dz

Z

1 D
—KL@@IIIP) = 5 ) (1 +log(a?) = 4 = f)
j=1
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Figure 3-3-1: Continuous encoding method of VAE.

3.4  Variational Auto-Encoders (VAEs) [6]

The above formula is the main technology we use, Variational Auto-Encoder [6].
The core of VAE is to map the input data to the probability distribution (Gaussian
distribution) of the latent space and generate data by sampling from this distribution. The
training goal of VAE is to maximize the Evidence Lower Bound (ELBO), which is
expressed as:

ELBO = Eq(zx)[log p(x|2)] = KL(q(z|0)|Ip(2))
which balances two objectives:
The first term is the Reconstruction Loss: Used to measure the similarity between

the data generated by the decoder and the input, often using Mean Squared Error (MSE).
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The second term is the KL Divergence Loss (Kullback-Leibler Divergence Loss):
Used to measures the difference between the latent distribution q(z|x) learned by the
encoder and the prior distribution p(z) (usually N (0,1)), regularizes the latent space

to approximate a standard normal distribution, enabling generative capabilities.

3.4.1 KL Divergence Loss

KL Divergence (Kullback-Leibler Divergence) is a measure of the difference
between two probability distributions. In VAEs, KL divergence loss is used as a
regularization term to ensure that the potential distribution q(z|x) = N (u,0?)
generated by the encoder is close to the prior distribution p(z) = N'(0,1). Its main
functions include:

Regularize the latent space: Prevents the latent variables from collapsing into a
single representation, ensuring diversity in generated samples.

Support generative tasks: by making the latent distribution close to the standard
normal distribution, the model can generate new data from N (0,1) samples.

Improve model stability: avoid overfitting and ensure that the latent representation
is robust to changes in the input data.

Figure 3-4-1-1 shows that the prior distribution of the latent space is Gaussian.
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Unlike standard autoencoders, where the decoder's input can only come from the
corresponding encoder's output without an inter-sample distribution, AutoencoderKL,
based on a continuous latent space representation, can generate a continuous distribution

between different samples.
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Figure 3-4-1-1: Illustration of the Continuous Distribution of the Latent Space in
AutoencoderKL [6].



3.4.2 Mathematical Derivation of KL Divergence Loss
For a potential dimension j, assume that the encoder outputs a Gaussian distribution

q(zj|x) = N (uj, ajz), and the prior distribution is p(z;) = N (0,1). The KL divergence:

(1ol o(@) = [ aCole)o

For Gaussian distribution, KL divergence has an analytical solution:

1
k1 (a(z 1) p(5)) = = [ (1+1og(o?) — i} = )
where ajz = exp (logvar;). For the entire latent space (of dimension D), assuming that

each dimension is independent, the KL divergence is:

KL (a(z1)p(z)) = -

N| =

D
> (1 +1og(0?) =t — )
j=1

For batch data (batch size N), the KL divergence loss is usually summed or averaged

over all samples and dimensions.
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Chapter 4 Methodology

4.1 Overview

The principle of VAE anomaly detection can be simply understood as follows: for
an input image, VAE will imitate the image in the training process, and the high-
dimensional vector z generated after encoding will shift to the probability peak of the
curve. From the VAE continuous encoding method analyzed in the previous chapter
(Figure 3-3-1), its learning will generate a probability curve P(x) based on Gaussian
distribution (one-dimensional in the figure but high-dimensional in actual training). Due
to the clustering of similar images in the probability curve in the latent space and the
reduction of anomaly the closer to the probability peak, our input image will always slide
towards the probability peak of its similar images in the latent space, that is, the nearest
probability peak.

This is reflected in the VAE reconstruction of the image, which will repair the
anomalies in the image. Because we continuously build a high-dimensional Gaussian
distribution probability space of normal images during training, when we input a
defective image, this defective image will enter this high-dimensional probability

distribution space and shift to the highest probability point of this space (Figure 4-1-1).
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The probability space we trained is continuous and linear, and it is also a continuous

change process in generating images. For example, our output dimension is 16

dimensions. If we choose one dimension to change the output value, the feature

represented by this dimension will also change linearly.

In the macroscopic manifestation, the reconstructed image repairs the edge of the

anomaly, which allows us to define the location and range of the anomaly. This is also

true for real generation. As shown in Figure 4-1-2, as the image approaches the probability

peak, it becomes closer and closer to the normal image.

Decoder
Code
noise 2!
Encoder

Piece 521

Figure 4-1-1: CVAE probability shift diagram. The input image will shift towards

the probability peak and will be more like a normal image (left).

42

doi:10.6342/NTU202503439



Decoder

Code

521

noise

Encoder

Figure 4-1-2: Latent space continuity and image restoration in CVAE. The closer to

the probability peak, the less noise or anomalies the image has).

4.2 Convolutional VAE

There is a problem with the images generated by ordinary VAE, that is, the spatial

structure of the generated images is poor. For example, if an error pixel appears at any

point in the image, the loss score obtained is the same, which will cause great problems

in anomaly detection, because the difference caused by the different positions of error

pixels in anomaly detection is very large, so we need to learn the difference when the

error falls at different points, that is, to strengthen the spatial structure of the model. If we

introduce the concept of Convolutional Neural Networks (CNN) into VAE training and

replace the original Fully-Connected Networks, then the spatial structure of the model
43
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can be improved and the convolution kernel weights of CNN are shared across the entire

image, which greatly reduces the number of parameters of the model (compared with the

fully connected network), making the model easier to train and less prone to overfitting.

Thus, we propose to use Convolutional VAE to train the reconstruction model for

anomaly detection. Convolutional Variational Auto-Encoder (CVAE) is a generative

model that combines Convolutional Neural Network (CNN) and Variational Auto-

Encoder (VAE), so it combines the probability modeling ability of VAE and the spatial

feature extraction ability of CNN. It consists of an encoder, a latent space, and a decoder.

The encoder and decoder use convolutional layers and transpose convolutional layers,

which can effectively capture local patterns and spatial hierarchical structures in images

and are more efficient when processing high-dimensional image data. Convolutional

layers and transpose convolutional layers are designed to process and maintain the spatial

structure (height and width) of the data. Therefore, throughout the network, we maintain

the tensor shape of [C, H, W]. Flattening is only required when it needs to be fed into a

fully connected layer.
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4.2.1 Structure of CVAE

The architecture of CVAE usually includes the following three main parts:

Encoder: The encoder is responsible for compressing the input image into a
probability distribution in the latent space, and outputs the mean and variance
u'(z),0'(2) inthe form of [C, H, W] tensors with spatial structure. The convolution layer
uses multiple convolution layers (Conv2D) to extract features, with a normalization layer
to standardize each channel to maintain numerical stability, accelerate convergence, and
reduce gradient vanishing/explosion. Use a 2-stride convolution layer to replace the
pooling layer to facilitate parameter sharing and make training more efficient.

Latent Space: The latent space is the core of CVAE. The latent vector z is sampled
from the distribution defined by the mean and variance through the reparameterization
trick:

z; = exp (0;) X e; + m;

This sampling process introduces randomness, allowing the model to learn a
continuous and structured latent space.

Decoder: The decoder converts the latent vector z back to the image space. The
transposed convolution layer with a stride of 2 restores the output size to the input size

and keeps the same connection method.
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4.2.2 Loss Function

Compared with traditional VAE, CVAE also needs to optimize reconstruction loss

and KL loss. The loss function algorithm of traditional VAE is as follows [6]:

D L
1 1
L£(8,0,x) = 52(1 +log(o?) — uf —of) + ZZ log pe (x12;)
j=1 =1

We need to find the minimum value of £ to optimize the target. However, the
problem of loss scale mismatch is prone to occur in the traditional loss calculation
function. Because the reconstruction loss %Zlel log pg(x|z) is averaged over all pixels,
while the KL loss % ]Dzl(l + log(ajz) — ,ujz- — ajz) is averaged over all data points,
which will cause the reconstruction loss to vary with the input image. For example, if our
input image size is [3,256,256], then the grave term of the reconstruction loss is 200,000
times that of the KL loss. To minimize the total loss, the optimizer will almost completely
ignore the gradient of the reconstruction loss, resulting in training failure. Many
successful VAE implementations (including the subsequent code of the original paper)
seem to work well with mean. They usually introduce a manually weighted
hyperparameter £ (beta), which is the idea of f-VAE:

Loss = reconyss + B * kljpss
By carefully adjusting the value of f (for example, setting it to 0.001), we can

manually bring the scale of kl;,ss back to a level comparable to recon;,ss. However,
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this means that every time we change the dataset, we need to find a f to optimize the

training results, which is very time-consuming.

4.2.3 Sum Square Error (SSE)

Thus, we use Sum Square Error (SSE) to calculate the reconstruction loss. In the
field of image reconstruction for anomaly detection, in VAE, the input items will be
expanded into one dimension, and there is no problem using MSE, but if the input items
of CVAE are multi-dimensional and the weights need to be adjusted to do a good job of
detection, SSE essentially finds a way to "automatically" balance the scales of the two,

and its effect is equivalent to using mean and finding an excellent f value:

D L
1
£(6,9,x) = 52(1 +1log(of) — uf — o) + Z log pg (x|2)
j=1 1=1
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4.3 Zhanglnspect

Zhanglnspect is a CVAE-based anomaly detection algorithm for glucose enzyme test
strips, which is used to replace the AOI anomaly detection algorithm Z-AOI for anomaly
detection of industrial assembly line machines. It has the characteristics of fast training,
fast reconstruction and high accuracy. Among the reconstruction-based anomaly detection
algorithms, compared with common reconstruction algorithms such as the DDAD model,
Zhanglnspect is very effective in the field of anomaly detection of glucose enzyme test
strips. In the GPU GeForce RTX 3080 (Table 4-3-1), using Z-UA dataset training and
testing, its single epoch training speed is 23 times that of the DDAD model, the image
reconstruction speed (image size 3*256*256) is 70 times that of the DDAD model, and
the detection accuracy (Pixel PRO) is 11.2% higher than that of the DDAD model.
However, it should be noted that Zhanglnspect only needs 50 training epochs to achieve
this effect, but DDAD fails to converge at epoch=50, and it takes epoch=1000 to achieve
a detection effect close to that of Zhanglnspect, and it also requires 0.38 hours of domain
adaptation. Therefore, the actual training speed of ZhangInspect is 482 times that of the

DDAD model, and the model training can be completed in less than 10 minutes.
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Table 4-3-1: Comparison of training times, reconstruction times and pixel pro for

different methods. (1 indicates that Zhanglnspect is more effective.)

Training Reconstruction
Pixel PRO 1
Time(s/epoch) T Time(ms/image) 7
Z-A0l NAN 16.0 NAN
DDAD (epoch=1000) 137.5 132.2 85.9
Zhanglnspect (epoch=50) 5.9 1.9 95.5

256

I—l—\
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Original Code l6 g —
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Input Image 16 g exp Output Code Reconstruction
(256*256) 16 z; = exp (o) X e; + m; Image
Transpose CNN
CNN Encoder Noise code Decoder
256
f_l_l

16, 4

Random Code

D L
1
£(68,0,x) == ¥ (1 +log(a?) —u? —o?) + » logps(x|z)
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[ W . Feature-wise
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Figure 4-3-1: ZhanglInspect architecture.
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Chapter 5 Experimental Results

5.1 Overview

This section will first discuss the datasets we use and their sources, then we will
discuss the training and test results, and compare them with the DDAD model. Finally,
we will discuss the evaluation methods used, Area Under the ROC Curve (AUC) and Per
Region Overlap (PRO), and explain why they are used. Of course, at the end of this

section, we will also attach a chart of our test results for your reference.

5.2 Datasets

The model training uses two datasets we collected ourselves: Z-UA and Z-C2B. The
piece type of Z-UA dataset is the latest "Connected" type of test paper (Figure 1-2-2), and
its piece ID is UA (Figure 1-2-4). It has a total of 27 large test papers, each with 150 small
test papers, totaling 4050 small test papers. The scanning, splicing, cutting and marking
of the test papers are completed by the Z-AOI algorithm, and the anomaly samples and
their corresponding anomaly masks are output (Figure 5-2-1). It contains 68 missing ink
small test papers, 3 blue pen lines small test papers, 17 both missing ink and blurred ink

small test papers, 142 blurred ink small test papers, and 3820 normal small test papers.
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We randomly select 3520 normal small test papers for training, and the rest of the test

papers are used for testing. The image size of each small test paper is 3*2020*430. In the

ZhanglInspect algorithm, we will convert it to a 3*256*256 image for subsequent training.

The image is actually black and white, but in order to retain its color image training

capability, we convert the original single-channel image into a three-channel one, and its

detection speed will not be significantly affected.

The piece type of the Z-C2B dataset (Figure 5-2-2) is "Not Connected" (Figure 1-2-

3), and its piece ID is C2B (Figure 1-2-4). There are a total of 93 large test strips, each

with 150 small test strips, a total of 13950 small test strips, and the image size of each

small test strip is 3*1850*350. The dataset was made in the same way as Z-UA, but this

batch is a mature product with fewer anomalies and no missing ink or blurred ink. It

includes 286 missing ink test papers, 32 blue pen lines test papers, 19 blurred ink test

papers, and 13,613 normal test papers. We randomly selected 12,713 normal test papers

for training, and the rest were used for testing.

The characteristics of the two datasets are that the Z-UA dataset has a smaller

number of test pieces, so less training and detection time can be spent, and its anomaly

has a large area and obvious features, and also a relatively complex structure, which is

conducive to anomaly recognition. The Z-C2B dataset has a larger number of test pieces,
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and its anomaly has a small area and unclear features, but a relatively simple structure, so

the reconstruction speed will be faster.

origin image mask
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Figure 5-2-1: Z-UA dataset.
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Figure 5-2-2: Z-C2B dataset.
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5.3 Evaluation Metric

5.3.1 Receiver Operating Characteristic Curve (ROC Curve)

The ROC curve graphically shows the performance of a binary classification model
under all possible thresholds. It has two axes:

Y-axis: True Positive Rate (TPR), also known as Sensitivity or Recall. In anomaly
detection, the question it answers is, among all truly defective products, what proportion
of them has your model successfully identified? We hope that this indicator is as high as
possible, which means that the model has a strong ability to "catch" anomalies.

X-axis: False Positive Rate (FPR), in anomaly detection, the question it answers is,
among all completely normal products, what proportion of them has your model
mistakenly marked as defective? We hope that this indicator is as low as possible, which
means that the model has fewer "false positives" or "false alarms".

We can plot the ROC curve for Zhanglnspect (Figure 5-3-1-1) by setting the
threshold for the detection model using the Z-UA dataset. As shown in Figures 5-3-3-1,
5-3-3-2, 5-3-3-3, and 5-3-3-4, Zhanglnspect converges faster and achieves better results
on the pixel-level ROC curve, while the DDAD model performs better on the image-level

ROC curve. This is due to limitations of the datasets themselves. Due to historical reasons,
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the datasets may have mislabeled some normal samples as anomalies and some anomalies

as normal, which reduces the performance of the DDAD and Zhanglnspect models on the

image-level ROC curve. Therefore, using the pixel-level ROC curve as a more objective

indicator of model performance demonstrates the model's ability to locate anomalies.

True Positive Rate (TPR)

Image-Level ROC Curve for Category: UA2
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” ROC curve (AUC = 0.8838)
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0.2 0.8
False Positive Rate (FPR)
Figure 5-3-1-1: ZhangInspect Image ROC Curve example.
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Figure 5-3-1-2: DDAD Image ROC Curve example.
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Figure 5-3-1-3: Zhanglnspect Pixel ROC Curve example.
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Figure 5-3-1-4: DDAD Pixel ROC Curve example.

5.3.2 Area Under the ROC Curve (AUC)

AUC is a comprehensive indicator used to evaluate the performance of binary

classification models. In anomaly detection, it measures the overall ability of the model

to distinguish "normal images" from "abnormal images".

It is calculated based on the ROC curve, where the horizontal axis is the false

positive rate (FPR), that is, "the proportion of all normal samples that are incorrectly

judged as abnormal"; the vertical axis is the true positive rate (TPR), that is, "the

proportion of all abnormal samples that are correctly judged as abnormal".
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By moving the classification threshold from high to low on the anomaly score output

by the model, a series of (FPR, TPR) points can be obtained, and connecting these points

constitutes the ROC curve. AUC is the area under this curve.

AUC = 1.0: perfect classifier.

AUC = 0.5: random guessing.

AUC > 0.5: the classifier is better than random guessing.

For the results of the glucose enzyme test strip anomaly detection algorithm, using

AUC to evaluate can have a single, comprehensive value to summarize the overall

classification performance of the model, and it can also facilitate direct, macro

comparisons between different models or different experimental settings. The most

important thing is that it is threshold-insensitive (Threshold-Independence). Because in

actual applications, the threshold of the anomaly score needs to be set according to

specific needs (for example, it is better to kill three thousand by mistake or never let go

of one). If you only compare the accuracy under a specific threshold, the results will be

very biased. AUC evaluates the average performance of the model under all possible

thresholds. It measures the essential quality of the model's ranking ability, that is, the

model's ability to rank abnormal samples before normal samples, which makes the

comparison between models fairer and objective. Finally, AUC is also a very mature and
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common evaluation indicator, which is widely used in the fields of machine learning and
computer vision, and is easy for everyone to understand and read.

AUC is divided into image AUC and pixel AUC. The choice depends on the needs
of the application: if the goal is to detect whether the entire image contains anomalies,
image AUC is more appropriate; if the abnormal area needs to be accurately located, pixel

AUC is more important.

5.3.3 Per-Region Overlap (PRO) [12]

PRO is an evaluation metric designed specifically for the task of anomaly
localization (or segmentation). It is more advanced than AUC because it evaluates not
"whether it can determine whether there is an anomaly" but "whether the location and
contour of the anomaly can be accurately found". Its calculation method is more
complicated than AUC. The core idea is:

First, the pixel-level anomaly map (heatmap) output by the model is normalized and
thresholder to obtain a binary predicted mask.

Then, the overlap rate between the predicted mask and the real anomaly area
(ground-truth mask) is calculated, usually using the intersection over union (IoU).

The most important thing is that PRO will count the proportion of real anomaly areas
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that are successfully detected under different overlap rate thresholds k. For example,

calculate "the proportion of overlap with the real anomaly exceeding 10%", "the

proportion exceeding 20%"... "the proportion exceeding 90%" respectively.

Finally, these detection proportions under different overlap rate thresholds are

integrated (or averaged) to obtain the final PRO score.

A high PRO score means that the model not only finds the anomaly, but also finds

the location very accurately and the contour fits well. In Zhanglnspect, it has the

following two advantages:

Accurate evaluation and positioning capability: This is the core advantage of PRO.

In industrial applications, it is often not enough to just know that a part is "defective". We

need to know exactly where the anomaly is, how big it is, and what shape it is. The PRO

score directly quantifies this pixel-level positioning accuracy, which perfectly meets the

actual needs of anomaly detection tasks. Reporting a high PRO score in a paper is strong

evidence that your model has practical value.

Fairer to anomalies of different sizes: Traditional pixel-wise evaluation indicators

(such as pixel-wise AUC) will be dominated by large areas of background. Even if a

model misses very critical tiny anomalies, it may only be wrong in one ten-thousandth of

the total pixels, and the indicator will still be high. PRO is evaluated "per-region", which
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treats each independent anomaly area equally. Whether it is a large scratch or a tiny pit,

as long as it is an independent anomaly, it will be equally counted in the calculation of

PRO. This makes PRO have a good measure of the detection performance of tiny but

critical anomalies.

Reward accurate segmentation and penalize rough localization: If a model only

outputs a blurry, large blob, although it may cover the anomaly area (IoU may not be 0),

it is difficult to be considered a successful detection under a higher overlap rate threshold

k. To obtain a high PRO score, the model must generate a predicted mask that is highly

consistent with the true contour of the anomaly. This encourages the model to optimize

towards more accurate and fine-grained segmentation.
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5.4 Experimental Results

The experimental results include experimental data comparison and result graph
display. We conducted experiments on two self-built datasets: Z-UA and Z-C2B. Z-UA
has a more complex structure but more obvious anomaly, while Z-C2B has a simpler
structure but more subtle anomaly. Therefore, the result must be that Z-UA has higher

detection accuracy and Z-C2B has faster reconstruction speed.

5.4.1 Comparison

Zhanglnspect and DDAD are both anomaly detection algorithms based on image
reconstruction, and DDAD has good performance in a wide range of anomaly detection
fields, so it is particularly suitable for comparison with our model, so that the results are
more objective. Our comparison will be conducted on two self-built datasets, Z-UA and
Z-C2B. Table 5-4-1-1 shows the comparison of our algorithm and DDAD algorithm in
detection accuracy in three evaluation methods and two data sets, using GeForce RTX
3080 graphics card. Table 5-4-1-2 shows the comparison of our algorithm and DDAD
algorithm in training time and reconstruction time, using GeForce RTX 3080 graphics
card. The improvement of our model in training speed and reconstruction time is very

amazing, especially on the Z-C2B dataset (the flaws in this dataset are more subtle than
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those in the Z-UA dataset). It can be seen that our model has an exponential improvement

of 523 times in training speed; 119 times in reconstruction speed, 18.5% in detection

accuracy (PRO), and a small improvement in Pixel AUC. Only compression has

decreased in Image AUC, but it is not worth mentioning compared with the significant

improvement in other aspects.

False detection, that is, low scores on Image AUC, is unavoidable in our datasets

because the labels for anomalies in our datasets are automatically generated by Z-AOI

based on manual visual inspection standards.

First, Z-AOI will have a certain false detection rate, so the labels it generates and the

ground truth itself will have certain errors, about 5%-15%. Therefore, manual verification

of datasets will help improve the accuracy of detection, but this requires a lot of manpower.

Secondly, customers' judgment on whether it is an anomaly is inaccurate. There will

be a series of thresholds, such as the size, shape and color difference of the anomaly.

Anomalies close to the threshold will have a negative impact on detection, and such

complex threshold types will pose challenges to detection based on image reconstruction.

Then, there will be a series of areas where anomalies exist but are not considered

anomalies. This is also difficult to be learned by the reconstruction model, but will cause

reconstruction errors in the reconstruction model (anomalies are learned because they are
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mixed in normal images and trained) (Figure 5-4-1-1).

Finally, due to the limitations of the sampling equipment design, some anomalies

cannot be photographed, and some non-anomalies will be photographed (Figure 5-4-1-2).

Therefore, in terms of anomaly detection accuracy, the PRO standard is more

realistic. It can define whether our model can accurately find the location and contour of

the anomaly, and this ability will not be affected by the inaccuracy of the datasets. The

PRO score of ZhanglInspect is significantly improved compared to the DDAD model. As

derived in our method, due to the characteristics of CVAE, the ZhangInspect model has a

very strong ability to detect anomaly edge contours.

Table 5-4-1-1: Summarizes the results obtained by applying different methods to

different datasets. (1 indicates that ZhangInspect has stronger detection capabilities).

Method Image AUC Pixel AUC 1 PRO 1
DDAD 93.1 98.1 85.9
Z-UA
Zhanglnspect 88.4 98.8 95.5
DDAD 88.9 99.4 76.6
Z-C2B
Zhanglnspect 83.1 99.6 90.8
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Table 5-4-1-2: Compares the time cost of different methods to different datasets. (|

indicates that This means Zhanglnspect's time consumption is reduced, and its training

and detection speeds are fast).

Epoch  Training time  Total Training  Testing time

Method
! (s/epoch) | Time (h) | (ms/image) |
DDAD 1000 137.5 38.57 132.2
Z-UA
Zhanglnspect 50 5.9 0.08 1.9
DDAD 1000 503.6 141.2 130.7
Z-C2B
Zhanglnspect 50 19.3 0.27 1.1

Figure 5-4-1-1: Anomalies that will be ignored in datasets.Upper picture: There are

burrs on the edge of the plastic film on the test piece, which looks like missing ink, but

it will be ignored. Lower picture: There are a lot of bubbles under the plastic film on the

test piece, which will cause a shadow that looks like blurred ink, but it will be ignored.
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Figure 5-4-1-2: Examples of some anomalies not being detected due to machine

limitations. Upper picture (The left picture is a real picture; the right picture is a picture

taken by the machine camera): The missing ink anomaly cannot be captured because the

test piece was completely penetrated and the black conveyor belt was photographed

below. Lower picture (The left picture is a real picture, the right picture is a picture

taken by the machine camera): The test piece reflected light, so the light-colored blurred

ink could not be photographed.
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5.4.2 Z-UA Dataset Testing Results

Here we will show the representative detection results of Zhanglnspect algorithm in
our dataset: Z-UA. The following are some detection result images, from left to right:
original image, reconstructed image, ground truth, abnormal prediction image and heat
map. True Positive (TP) is the proportion of all abnormal samples that were correctly
identified as abnormal. True Negative (TN) is the proportion of all normal samples that
were correctly identified as normal. False Positive (FP) is the proportion of all normal
samples that were incorrectly identified as abnormal. False Negative (FN) is the

proportion of all abnormal samples that were incorrectly identified as normal.

® ZhanglInsepct True Negative Results:
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ground truth normal heat map

clear image
ground truth normal heat map

reconstructed image
o ‘ : | ‘ - \ - . .

Figure 5-4-2-1: Z-UA Sample 1: Detection results: DDAD (TN), ZhangInspect

(TN). All were successfully detected without any anomaly.
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® Zhanglnsepct True Positive Results:

clear image reconstructed image

ground truth abnorma heat map

ground truth abnorma

Figure 5-4-2-2: Z-UA Sample 2: Detection results: DDAD (TP), ZhangInspect

clear image reconstructed image

heat map

ZhanglInspect

(TP). Both methods detected anomalies. This is a blue pen lines anomaly. This anomaly

is flawed in the mask definition because Z-AOI cannot recognize black lines in black

areas in a black and white image. The clear image is the input image, and you can see

that the actual anomaly is a continuous exclamation mark shape. Zhanglnspect's

anomaly range detection is more accurate, but due to the mask's flaws, the actual Pixel

AUC score is lower.
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Figure 5-4-2-3: Z-UA Sample 3: Detection results: DDAD (TP), Zhanglnspect

(TP). Both methods detect anomalies, but Zhanglnspect's defect range is more precise.
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Figure 5-4-2-4: Z-UA Sample 4: Detection results: DDAD (TP), Zhanglnspect

heat map

DDAD

(TP). Both methods detect anomalies, but ZhanglInspect successfully repaired all
anomalies, so the anomaly range and size are more precisely defined. However, DDAD
also reconstructed the anomalies, making it impossible to accurately define the anomaly

range and size.
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Figure 5-4-2-5: Z-UA Sample 5: Detection results: DDAD (TP), Zhanglnspect

(TP). Both methods detect anomalies, but it can be seen that the DDAD model
reconstructs the anomaly, resulting in inaccurate definition of the anomaly's location

and size. ZhanglInspect successfully repaired all anomalies.
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Figure 5-4-2-6: Z-UA Sample 6: Detection results: DDAD (FN), Zhanglnspect

ZhanglInspect

(FN). Both methods are unable to identify anomalies because anomalies are very small
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points and can be easily misjudged.

® ZhanglInsepct False Positive Results:

abnormal
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Figure 5-4-2-7: Z-UA Sample 7: Detection results: DDAD (FP), Zhanglnspect
(FP). Both methods incorrectly detect anomalies because the manufacturer considers
this defect to be tolerable. However, this is a subjective opinion and the camera can

actually capture anomalies and detect them.
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Figure 5-4-2-8: Z-UA Sample 8: Detection results: DDAD (TN), ZhangInspect

heat map

clear image
DDAD i !-=|

clear image reconstructed image

abnorma
[ ]
B

(FP). This image is very typical. The anomaly area on the left side of the image is a
small burr on the test piece. The anomaly type is missing ink. Because this anomaly is
smaller than the threshold of Z-AOI anomaly recognition, it is marked as no anomaly,

but it will be detected by Zhanglnspect because Zhanglnspect will try to repair all

anomalies including small anomalies, but DDAD will not. The abnormal area in the
middle of the image represents an error in the specimen number reconstruction process.
Because the 6 and 1 are very similar, Zhanglnspect identifies them as other numbers and
places them within the incorrect Gaussian distribution probability peak, resulting in an

incorrect reconstructed number.
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5.4.3 Z-C2B Dataset Testing Results

Here we show the representative detection results of ZhangInspect algorithm in our

dataset: Z-C2B.
® ZhanglInsepct True Negative Results:

clear image reconstructed image

abnorma

ground truth

N m -; :m = . .

clear image reconstructed image

heat map

ground truth normal

 ciad [
ZhangInspect [l 1

Figure: 5-4-3-1: Z-C2B Sample 1: Detection results: DDAD (FN), Zhanglnspect

heat map

(TN). ZhanglInspect detected the defect correctly, but DDAD detected the defect

incorrectly.

clear image reconstructed image

ground truth norma

clear image reconstructed image

heat map

Zhanglnspect il
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Figure: 5-4-3-2: Z-C2B Sample 2: Detection results: DDAD (TP), Zhanglnspect

(TN). Both methods successfully detected no anomalies.

® Zhanglnsepct True Positive Results:

clear image reconstructed image

ground truth heat map

clear image reconstructed image

ground truth heat map

o . . .

Figure: 5-4-3-3: Z-C2B Sample 3: Detection results: DDAD (TP), Zhanglnspect

(TP). The anomaly range defined by ZhangInspect is more precise.
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ground truth heat map

CZCHEE
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ground truth heat map

Zhdndmp“[ : [ ;. . .

Figure: 5-4-3-4: Z-C2B Sample 4: Detection results: DDAD (TP), Zhanglnspect

(TP). The anomaly range defined by ZhangInspect is more precise.
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Figure: 5-4-3-5: Z-C2B Sample 5: Detection results: DDAD (TP), Zhanglnspect

(TP). The anomaly range defined by ZhangInspect is more precise.

clear image reconstructed image

ground truth normal

clear image reconstructed image

heat map

ground truth

Figure: 5-4-3-6: Z-C2B Sample 6: Detection results: DDAD (FN), Zhanglnspect

abnormal heat map

(TP). Zhanglnspect succeeded because it fixed the anomaly, but DDAD recreated the

anomaly incorrectly.
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® Zhanglnsepct False Negative Results:
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Figure: 5-4-3-7: Z-C2B Sample 7: Detection results: DDAD (FN), Zhanglnspect

normal heat map

(FN). Anomalies that are too small will be ignored. This situation is relatively rare, most

of the false positives are FN.
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Figure: 5-4-3-8: Z-C2B Sample 8: Detection results: DDAD (TP), Zhanglnspect

heat map

(FP). This test piece has scratches, but they are invisible to the naked eye and require
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reflection to be seen, so it is judged as a normal sample. However, ZhangInspect will

detect them. Our detection should be correct, but due to the limitation of the dataset, it is

judged as a detection error, which reduces the Image AUC score. The DDAD model

failed to detect the anomaly, but the Image AUC score is higher.
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Chapter 6 Conclusion and Future Works

Our Zhanglnspect uses an innovative Convolutional VAE-based image
reconstruction unsupervised anomaly detection model, which performs very well on the
glucose enzyme datasets (Z-UA and Z-C2B), especially in terms of training speed,
reconstruction speed, and anomaly edge contour detection accuracy (PRO).

During the research process, we found that the Deep SVDD algorithm is very close
to our concept, and we will explore whether the Deep SVDD algorithm can be combined
later. Because Deep SVDD has a potential risk: when training the network to map the
features of all normal samples to the center ¢ of the hypersphere, if there is no constraint,
the network may learn a "shortcut" - it maps any input (whether normal or abnormal) to
the same point c. In this way, the loss of SVDD (the distance to the center) will become
extremely small, but the model will completely lose its ability to distinguish and become
useless. This is the so-called "hypersphere collapse". If there is a VAE-based Deep SVDD,
this problem will be effectively prevented by combining the goal of Deep SVDD with the
structure and objective function of VAE. In this way, the loss function of our CVAE can
be further modified to optimize two objectives at the same time:

The first goal is Deep SVDD loss (in latent space), which is similar to the standard
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Deep SVDD, but it works in latent space. It requires that the latent representation z =
E(x) obtained by all normal samples x after passing through the encoder E has the
smallest Euclidean distance to the predefined center point c:

Lsypp = E[llE(x) — c|l*]

The second goal is CVAE reconstruction loss. Here we can use our CVAE loss
function SSE to reduce the workload of debugging weights.

These two objective functions form a constraint and balance. The SVDD loss tries
to "press" the latent representation z of all normal data to the center point c¢. The
reconstruction loss exerts a "pull" in the opposite direction: if the encoder really projects
everything to the same point ¢, then z will not contain any valid information about the
original image x, and the decoder will never be able to reconstruct the original image,
resulting in a huge reconstruction loss.

Therefore, in order to minimize both losses at the same time, the encoder is forced
to learn an "optimal" latent space: this space must be compact enough (satisfying the
SVDD goal) and retain enough valid information to complete the reconstruction task
(satistfying the VAE goal). This fundamentally avoids the "hypersphere collapse".

During detection, the two scores can be combined: the distance score is used to

calculate the distance from the potential representation z of the test sample to the center
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¢, and the reconstruction score is used to calculate the difference between the test sample

x and its reconstructed image x'.

In this way, by introducing the reconstruction task as a regularization method, it is

ensured that the model can learn meaningful features, effectively prevent the collapse of

the hypersphere, and significantly improve the stability of training and the effectiveness

of the final model. At the same time, since the model can provide both distance-based

anomaly scores and reconstruction-based anomaly scores, the two scores can complement

each other. For example, some anomalies may be close to the center in the latent space,

but difficult to reconstruct, and vice versa. Combining the two can improve the robustness

of detection.

Secondly, our datasets have limitations, and our Image AUC performance is not

particularly outstanding. Therefore, in the future, we will try to test on more universal but

accurate anomaly detection datasets, such as MVTec AD [14] and VisA [15], to test the

versatility and practicality of the algorithm. We will also try to improve the original

datasets. First, we can manually check the datasets to improve the problem of Z-AOI false

detection. Secondly, we can develop our own definition of glucose enzyme test strip

anomalies to strictly regulate anomalies and reduce ambiguous situations. Then, for those

test strips with anomalies but ignored for various reasons, there is an additional algorithm
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to define them and generate masks in the process of generating datasets. Finally, we can

improve the hardware design of the inspection machine (as shown in Figure 6-1). The

original machine is placed on the conveyor plane to scan the test strip, but in fact, in

addition to looking straight, the test strip needs to be tilted at a certain angle to reflect

light to see anomalies, and it also needs to face the light source to see if the silver wire is

broken from the back. Because it is a silver wire covered with black carbon powder, if

the silver wire is not broken, it can still be used. Therefore, the improved AOI machine

should stand the test strip upright, illuminate the front, and use three cameras for front

and side view, and back view.

\'; @Q @ ®

=
~

v
B

Area light
source

Blood Glucose

%/ Test Strip

Figure 6-1: Future machine design.
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