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ABSTRACT

Advances in information technology facilitate extensive collection and analysis of
personal information for the purpose of strategic use by websites or companies. However, the
typical reluctance of web users in sharing personal information significantly reduces such
opportunity enabled by information technology. Therefore, the purpose of this research is to
construct and empirically assess a causal model that explains how web users intend to share
their personal information online. In particular, this theoretical model proposes that social
exchange attitude mediates the impacts of trust and privacy concern on the intention of
sharing personal information. A large s_ample (N='1-269) is.collected to test the proposed model.

The empirical data strongly supports the T}ypothgs'es and‘suggests that trust and concern for

-
g—

privacy directly and indirectly affects thc_e ir-i_'E:._ention to share personal information via the
attitude of social exchange. The dire;ct and:indirect irhpacts of trust are both positive. On the
other hand, the direct impact of concern for privacy is negative, whereas the indirect impact is
positive. Furthermore, this study also examined the moderator effect of four types of virtual

community.

Keywords: Trust; Concern for Privacy; Sharing personal information; Social exchange;

Virtual community
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1. Introduction:

1.1. Background and Research Motivation

Private information such as users’ name, birthday, address, and credit card number
are necessary for almost all online commercial transactions, and more detailed
information about online behavior of users’ is crucial for Web manager to customize and
personalize. However, not all users are willing to give out their information, and many
users are shying away from requests of privacy from websites. Additionally, Hoffman
reported that almost 95% of web users havg at least once rejected to give their private
information to websites at ofie timefor anothefiwhen asked and 40% of users have ever
provided fabricated demographic infé%atién(Hoffman, Novak et al. 1999; Phelps,
Nowak et al. 2000) .

Revealing privacy is considered deéply personal. In one respect, it asks someone
to give some information that reveals his or her behavior in daily life. The term share is
an exchange of information between individuals, within groups or companies. Some
users of online communities are very enthusiastic about the sharing. Most web users are
worried about that once privacy is released and accessed unperceivedly by third parties
or hackers, their personal information will be abused to complete financial transactions,
such as credit card debts, and financial loans. For example, identity theft is also a serious

problem for online users, because someone stealing your identity account may behave in



socially undesirable and harmful ways or commit crimes over Internet(Berghel 2000).
Therefore, personal information is usually regarded as a unique asset which is possessed
by people, and precious knowledge that is difficult to obtain. The advent and increasing
popularity of online community heralds a great change and how to manage personal data
of large populations from online users all over the world become a current research issue.
Furthermore, one of important factors is that online communities should stick their
members, which means let web-users revisit the site frequently and spend much time
exploring the website. How can online communities attracts web users and lure them to
revisit the communities frequently be¢omes-an issue-for its IS managers and companies.

Given that personal information and\intention to“trevisit are crucial for managing
-""'E.-.

websites, the purpose of this study is to e-)'_%;c;mine how:the web users are willing to release
their personal information and intention to.rev_isif.

Additionally, the relation between concern for privacy and information disclosure is
also proved that Internet users’ privacy concern will negatively predict their intention of
releasing personal information. (Culnan 1993; Wang 1998; Liu, Marchewka et al. 2005;
Dinev and Hart 2006; Dwyer, Hiltz et al. 2007) While privacy is a highly cherished value,
individuals make cost-benefit trade-off in which they surrender a certain degree of
privacy in exchange for outcomes perceived to be worth the rewards of information
disclosure.(Dinev and Hart 2006) That is, users are considered sharing privacy as a result

of cost-benefit analysis, such as calculation of possible risks and feedback of the
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disclosure. As reported in Westin’s research , the concern for privacy and perceived risks
are the frequently cited and major reasons for users declining to share private
information online(Westin 2001). Therefore, if there exists any possible reward, web
users may be attracted by the rewards and encourage them to think about the benefits of
disclosure and to evaluate to complete the transactions or not. From other respective,
there is a great deal of research suggested that trust strong and positively relates to the
intention to share personal information(Hoffman, Novak et al. 1999; SL Jarvenpaa, N
Tractinsky et al. 1999; Jarvenpaa, Tractinsky et al. 2000; Metzger 2004; Dinev and Hart
2006).(Jarvenpaa, Tractinsky et a_l. 2000) The powerful influence of trust explains why

the information sharing exists despité reyealed concern for privacy.

-
g—

As a result, the behavior of rél_easi-ﬁg personal information can be regarded as a
continuous process of rational éxche.lnge, n which people agree on the certain degree of
privacy in exchange for feedbacks which are perceived to be worth the information
disclosure. Exchange is usually a one-time shot interaction with the websites or web
users. Or with the further development, it can be an iterative interaction of social
exchange between two parties, just like the same concept of relationship marketing,
which focuses on a long-term relationship and keeps a series of interactions with the
consumers. After interactions, user might have positive or negative attitude toward
community to determine to enhance or weaken their relationship by their experience.

During the interactive process of social exchange, the exchange partners take

3



recurring, mutual, and reciprocal gains into consideration rather than short-term risks or
benefits. When web users are willing to give out their private information, they expect to
receive something for feedbacks in return. Social exchange comes out when the
exchange partners have the valued resources for each other. Once the exchange partners
receive resources which they expect and want, a higher degree of concern for privacy
could be surrendered to acquire further exchange. That is to say, the behavior of sharing
personal information could be explained with a perspective of social exchange.
According to previous studies, there is no research to explain the relationship
between trust, and information di_sclosure, and the relationship between privacy concern

and information disclosure with'a pérspective\of mediator of Social Exchange. What is

-
g—

more, that whether the mediator, of 'sc_)cia-_l?i._exchange affects the relationship on intention
to revisit or not is also one of our examjnatiorfs. This research applies the concept of
social exchange, one of most influential conceptual paradigms in organizational behavior,
into our model and attempts to better understand the predictors of users’ revealing or
surrendering personal information.

In particular, the advent of Internet as a computer-mediated communication (CMC)
medium has led to the emergence of a popular social phenomenon: online communities.
Virtual communities are changing the human fabric of the Internet and have the potential
to make a great investment. While many web designers attempt to build and initiate these

online communities, such as ecommerce-based or knowledge sharing mechanisms, have
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been successful in recent years.(Preece 2000) According to online web users’ demands
and interests, virtual communities can divide into four type of community: Transaction,
Interest, Relationship and Fantasy. As traditional thinking, economic exchange leads the
transaction-based virtual community function well, and social exchange maintains the
function of relationship-based communities. These four types of communities feature
their unique purpose. Notwithstanding, according to past research, we find that web
users make cost-benefit trade-offs, instead of evaluation purely on an economic view,
and users’ cost-benefit analyses also take noneconomic factors into considerations and
engage in relationship exchanges on the online communities include both an economic

and a social contract. (Hoffman, pr_ak etal. 1999) The major concept of social

-
g—

exchange is to build a long-term fglati-ﬁﬁship with: exchange partners. Hence, social
exchange may occur in all kindé of \./irtual. communities. This research wants to not only
examine the features of online users and the users’ belonging to what kind of virtual
communities, but also investigate that the level of social exchange effect how to

differentiate within four dissimilar purposes of online communities.

This study aims at examining a causal model on online information disclosure in
virtual communities. In particular, we will investigate: 1) why the community member is
willing to exchange their privacy for rewards, and 2) how the social exchange mediates

the relationship in this model. Based on social exchange theory, the model examines the



role of trust and concern for privacy (e.g. self-disclosure in interpersonal contexts) on
intention toward privacy exchange in the virtual community. The model will be deployed
to four virtual communities to be tested. To examine the differences among dissimilar
communities and explore how users reveal their personal information to others.
1.2. Research Purpose

The purpose of this research is to construct a causal model that can explain the
relationship among privacy concern, trust, attitude toward social exchange, release
information intention and intention to revisit. We propose a theoretical model in which
attitude toward social exchange _is a mediator amoeng trust and privacy concern and

release information intention .Our conttibutions can'explain that why people are willing

-
g—

to exchange their personal information-ﬁ;go individuals or firms and confirm attitude
toward social exchange med.iates. the .rela_tio':nship between trust and information
disclosure, especially, the indirect effect on concern for privacy.

In the remainder of the thesis, we structured as follows. In chapter 2, we summarize
and infer literature reviews, propose our hypotheses, and explain our conceptual model.
Chapter 3 describes methodology including sampling method, measurement

development, and analysis method. We will discuss our finding and implications.



2. Literature Review

2.1. Trust

Mayer, Davis et al.(1995) defined trust is “the willingness of a party to be vulnerable
to the actions of another party based on the expectation that the other will perform a
particular action important to the trustor, irrespective of the ability to monitor or control
that other party”. Distinctive to the concept of concern for privacy, trust reflects the
positive belief that the exchange partners will behave on the basis the of” Goodwill”
towards the trustor. However, these two factors are not just two extremes sides because
lack of concern for privacy is net-equal to trust,* Trust is the foundation of knowledge

transfer. It is a psychological state, Wx;_}hg_‘en.'_people feel confident about sharing ideas,

i |

experiences, and relationships lv&fli.th (?thers'.i :

Hoffman (1999) also indicates that 63% of Internet users who at least once have declined
to give their information to Web sites. The major reason that people have yet to share or
provide information to web providers in exchange for access to service or information, is
the fundamental lack of faith between most Web providers and users on the Web
today(Jarvenpaa, Tractinsky et al. 2000).

Prior research has shown that trust is not only a critical determinant of sharing
information and developing new relationships, but also plays important role for successful
online interaction (Morgan and Hunt 1994; Fukuyama 1996; SL Jarvenpaa, N Tractinsky

et al. 1999; Coppola, Hiltz et al. 2004). Online consumers prefer to do business with
7



Websites that they perceive to have the trust-related qualities, such as reliability,
helpfulness, altruism, consistency, competence, fairness, integrity, responsibility,
benevolence, and ability (Mayer, Davis et al. 1995). That is, trust can increase the
likelihood of user engaging in online transactions and interactions. Furthermore, studies
of interpersonal exchange situations also confirm that trust is a major key antecedent for
self-disclosure, because it reduces users’ perceived risks involved in revealing private
information, and makes users feel reliable, intention to revisit, enhance user’ satisfaction,
and encourage users to build long-term inter-organizational interactions(Metzger 2004).
High trust would lead to a percept_ion of low-cost, and vice versa.

In sum, it is reasonable'to hquEE_e:sjzé that “users’ willingness to release their
personal information online will inér_eaég;v“.ith a higher level of trust. Hence, trust can
affect users’ attitude toward communities as weﬂ, which means user’ intention to revisit
will have positively relationship with trust.

Hypothesis 1a: Trust positively affects the intention to revisit.

Hypothesis 1b: Trust positively affects the intention to share personal information
online.

2.2. Concern for Privacy
Privacy is usually described as “the right to be let alone,” and is related to autonomy,

secrecy, and solitude. However, when associated with activities that happened in the arena

of the Internet environment, privacy right is the right to control one’s own exposure
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conditions (James 1975; Chen, Chen et al. 2008)and able to control the release of his or her
private information.(Liu, Marchewka et al. 2005)

Prior research has different measurements on privacy concern. For example,
Culnan(1993) adopted different measurements, including general concern for privacy,
loss of control, and unauthorized secondary use of personal information. However, Smith
and Milberg (1996) developed and validated an instrument that identifies and measures
the primary dimensions of individual’s privacy concern. They summarized four central
dimensions of individuals' concerns about organizational information privacy activities:
(1.) collection of personal informa_tion; (2.) infernal ‘and external unauthorized secondary

use of personal information (3:) errots in personal information; (4.) improper access to

A=Wl

personal information.

Past studies repeatedly sﬁggeéted that_thé concern for privacy has a negative
relationship with personal information sharing. There is still inherent fear that once
privacy is released, the rights of person will be infringed or violated. Such fear and
reluctance leads to that when registering for websites, people often have kept their
privacy secretly, less frequently and providing incomplete information (Culnan 1993;
Wang 1998; Liu, Marchewka et al. 2005; Dinev and Hart 2006; Dwyer, Hiltz et al. 2007).
As mentioned above, it is hypothesized that web users' general concern for online privacy
will negatively affect users’ intention to share their personal information to websites, as

stated in Hypothesis 2.



Hypothesis 2: Concern for privacy negatively affects the intention to share personal
information online.
2.3. Attitude toward Social exchange

Social exchange referred to reciprocal acts of benefit, in which individuals offer

some kinds of resources to another with the expectations of future return(Molm,
Takahashi et al. 2000). Possible resources in exchange include love, status, information ,
money, goods and services (Cropanzano and Mitchell 2005). Similar to a typical
business transaction, the actors in a typical social exchange conduct a cost benefit
analysis whether to engage in social transactions or not. When the exchange is considered

to be beneficial, then the individuals are\likely to enter into an exchange relationship.

-
g—

The work of Molm(2002) indi'cgtec-l_'%._that a reciprocal exchange results in a closer
relationship with others. If reciproc.ated, the more Social exchange complete, the more
quality of relationship improve. According to GVU7™ WWW survey, online users do not
view their personal information as economic exchange merchandise. That is, online users
do not perceive sharing private information in terms of selling it to obtain monetary
incentives. Instead, they want another type of exchange which features as explicit social
exchange executed in the context of cooperative relationship(Cropanzano and Mitchell
2005).

Therefore, instead of focusing on short-term rewards, social exchange focuses on

long term, recurring mutual benefits(Sheehan and Hoy 1999). The long-term relationship

10



built by the partners of social exchange is based on mutual dependence, and expectations
of future return. However, such expectations entail unspecified obligations, regarding
when and in what form the return will be realized. The actors enter social exchange
without knowledge of whether or when the other will reciprocate. Therefore, the partners
estimate how the others will act and determine how to interact with each other. If the
estimation is positive, that means the partners have trust towards each other. On the other
hand, if the estimation is negative, concerns for possible risks surface.

Similarly, online users could engage in social exchange when they interact with the
web sites or other users online_. As arguéd by Hoffman(1999), even on the Web,

consumers decide to engage in cgmimercial| transactions on the basis of relational

-
g—

factors(Hoffman, Novak et al: 1999)_. Slgéial exchange usually starts with an offer of
resources, which incurs resourcés returned from the other side, according to the principle
of reciprocity. In the context of online information sharing, such social exchange can
start with sharing impersonal information, which induces a virtual cycle of interaction
and can possibly lead to sharing personal information.

As we discussed, social exchange involves rational analysis of cost-benefit resulted
from the social interaction. In the contexts of online interaction, the individuals can make
a cost-benefit evaluation based on their trust and concern for privacy when deciding
whether to engage in a long-term interaction and build an exchange relationship. Trust is

also a central component of social exchange theory, especially in interpersonal
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communication research (Roloff, 1981). As prior research indicated, trust is a critical
determinant of sharing information and developing new relationships(Fukuyama 1996).
Trust also determine the amount and type of control one has in a
relationship(Cropanzano and Mitchell 2005). Indeed, several studies of interpersonal
exchange situations have confirmed that trust is a precondition for self-disclosure because
it reduces the perceived risks involved in revealing private information (Doney and
Cannon 1997; Molm, Takahashi et al. 2000; Luo 2002). The users are willing to share
their personal information to those who belong to the same online community. For
example, according to the researc_h of Dwyéf(Dwyer, Hiltz et al. 2007), they found that

members of Facebook were more willing to share identifying information to each other

-
g—

than them members of other comr_nur-ﬁ:._ties. | Most;users prefer to make long-term
relationship with the commuﬁity,. .so that t_heil could share interests and activities.
Constructing long-term relationships with community involves many emotion factors,
including trust, belongings, a sense of fulfillment, and a level of social status.

Therefore, it is logical to infer that trust helps online users to engage in social
exchange, which further leads to privacy disclosure and intention to revisit, as stated in
the following hypotheses.

Hypothesis 3a: Trust affects social exchange attitude, which further mediates the
effect on the intention to revisit.

Hypothesis 3b: Trust affects social exchange attitude, which further mediates the

12



effect on the intention share personal information online.

Besides trust, concern for privacy is essential in the context of online interaction. In
essence, users simply do not trust most web providers enough to engage in relationship
exchanges and knowledge exchange involving money and personal information with
them(Jarvenpaa, Tractinsky et al. 2000). The reason why a lot of people have yet to share
personal information to web providers in exchange for access to service or information, is
the fundamental lack of faith on the websites today. So far, the past research has focused
on the direct effects of concern for privacy on intention to share information.
Culnan(1993) indicates that cont_rol that efﬁerges as a clear theme in differentiating

individuals with positive overall attitudes toward secondary information use from those

-
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with negative attitudes(Culnan 1993)'.i H(;'_T?.\_/ever, there exists a paradoxical gap between
such frequently cited concerns of privacy and the actual behavior engaged in the
interaction online(Ackerman, Cranor et al. 1999; Sweat 2000). One possible reason is
people try to verify their concerns through actual interaction with others online, starting
from something from sharing something less significant. An individual’s concern for
privacy is likely to vary during g the process of his or her lifetime due to the cost-benefit.
People always utilize the desire for privacy to turn the tap by which we regulate where we
are, or want to be. Berscheid also agreed that individuals differ in the degree to which they
want and value personal control over information about themselves(Berscheid 1977).

Therefore, even though concern for privacy has negative impacts on revealing personal

13



information, it could incur social exchange for exploring a chance of possible mutual
benefits through iterative interaction and understanding. As such, we propose that
concern for privacy will have positive impacts on attitudes of social exchange, which
further affects the intention to share personal information. That is, we propose that
attitude toward social exchange plays the role as the mediator between the relationships
concern for privacy and the personal information disclosure intention and intention to
revisit, as stated in Hypothesis 4a and Hypothesis 4b.

Hypothesis 4a: Concern for privacy affects social exchange attitude, which further
mediates the effect on intention 10 revisit.

Hypothesis 4b: Concern for prdi_cy aﬁ’e_éts social exchange attitude, which further

el
g—

mediates the effect on the intention sharelpersonal information online.

As previous mentioned, virtual communities are changing the human daily life with
Internet. Armstrong and Hagel (1996) indicated the Internet offers a social and economic
opportunity for users and web managers. In online communities, users have different
purposes and needs when they join the online communities. Virtual communities include
diversified services for their users. According to users’ demands and interests, virtual
communities can divide into four type of community: Transaction, Interest, Relationship
and Fantasy.

1. Communities of transaction (ex: Yahoo Shopping) facilities the buying and

14



selling of goods or services and provide the platform to their users. Participants will be
encouraged to interact to make well-information purchase decisions.

2. Communities of Interest (ex: Mobile0O1, which focused on 3C products topics
with highest users reach proved by Alexa in Taiwan) bring together participants who
interact extensively about specific topics of interest. Participants usually don’t carry out
transactions with others, but their interactions are generally focused on a specific topic
area.

3. Communities of fantasy (WOW, massively online role-playing game by Blizzard
Entertainment) allow participants_ create new personalities, environments or stories of

fantasy. Therefore, individual‘can play an imaginative or factual being and act our roles

e
-
i |

like members of communities..

4. Communities of relati(;nship (ex: Facebook, a free-access social networking)
center on intense personal experience. When people join social networking sites, they
begin by creating a profile, then make connections to existing friends as well as those
they meet through the site(Armstrong and I11 2000).

As mentioned above, online communities have various developments and provide
their major selling point services. However, these four sorts of communities are not
mutually exclusive, and they still have something in common, such as online social norm,
and trust. According to past research, web users make cost-benefit trade-offs which take

noneconomic factors into considerations and engage in relationship exchanges on the
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online communities include both an economic and a social contract. (Hoffman, Novak et
al. 1999) Therefore, in this study, we want to conduct exploratory research to examine
whether the features of community differentiate the direct and indirect impact on
proposed model or not.

Hypothesis 5: The different types of community have moderated the relationship
from trust and concern for privacy to intention to share private information and

intention to revisit.

2.4. Research Model:
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Figure 1 : Research Model

Based on the related literature, a research model is depicted as Figure 1.This model
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includes two factors: trust and concern for privacy, which suggests that both trust and
concern for privacy will impact the willingness of individuals to exchange their rewards
on exchange ideology. And through the mediating effect of the attitude toward social
exchange, users’ personal information disclosure intentions and intentions to revisit can
be better predicted. In addition, concern for privacy might also influence the personal
information disclosure intentions trade-off. The model will be deployed and tested on four
virtual communities to examine the moderator effect. With result of moderator effect, we
can distinguish the indirect and direct effect on four types of virtual communities. The
measurement models and the structure models will be tested with data collected from the

members of each virtual community.~ ™

=% ]
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3. Research Methodology

3.1. Sampling Method:

A survey was conducted to assess the measurements of concern for privacy, trust,
attitude toward social exchange, intention to share personal information and intention to
revisit in four popular online communities for our study: 1.Yahoo shopping (community
of Transaction), 2.Mobile01 (community of interest), 3.Facebook (community of
relationship), and 4 WOW (community of fantasy). To enhance quality of the research
and make results more reliable, we will post information about this research through
blogs, online forums, and bulletin-board systém (BBS) to recruit more respondents. All

respondents had to be the members| of at I€ast one of four communities. And subjects

a4

voluntarily complete the survéyf pnli:ﬂe ofE:'Will_ be invited to the laboratory in person. To
encourage participants to answer:the questions honestly, we will give each subject
rewards, USD3, and give written assurances that their individual responses would be
kept confidential. There were total 1419 participants to complete the questionnaire, and
there were 1269 (89.4%) valid surveys (number of respondents of each type community:
Yahoo shopping:451, WOW:419, Facebook:201, Mobile01:199). The final survey

respondent profile (total sample size=1269) is given in Table 3-1.
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Table 3-1: Descriptive Statistics of Survey Respondents (N= 1269)

Gender Occupation
Male 829(65.3%) Student 751(59.2%)
Female 440(34.7%) Teacher 41(3.2%)

- Information industry 101(8.0%)

Marital Status

Financial Industry 16(1.3%)
Singl.e 1223(96.4%) Mass media industry 15(1.2%)
Married 4603.6%) Service Industry 69(5.4%)

Type of Communities Military and Police 22(1.7%)
Yahoo Shopping 451(35.5%) Civil Service 30(2.4%)
Moble01 199(15.7%) Freelancer 46(3.6%)
Wow 418(32.9%) others 178(14.0%)
Facebook 201(15.8%)

Age Education
<12 years 0(0%) Junior High or less 6(0.5%)
13-14 years 4(0.3%) High school 41(3.3%)
16-18 years 28(2.2%) College 25(2%)
19-22 years 690(54.4%) Bachélor’_s Degree 826(65.1%)
23-30 years 488(38.5%) Graduate degree 371(29.2%)
31-40 years 60(4.7%) AL . /
>50) years 2(0.1%) "’:

Community you spend most time _EAvelEége a'mou_nt'time spent in each visit
Transaction 85(6.7%) less,than 0.5 hr 166(13.1%)
Relationship 266(21.0%) 0.5~Thr 426(33.6%)
Interest 621(48.9%) 1~2 hrs 317(25.0%)
Fantasy 297(23.4%) 2~3 hrs 151(11.9%)

more than 3hrs 209(16.5%)

3.2. Measures

To test the proposed model, scale to measure each of the constructs in the model
were developed based on previous literature and using existing scale where possible.
Except where noted, perception of respondents were measured using a Likert scale

ranging from 1 to 7, with “1” for strong disagree and “7” for strongly agree.
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3.2.1. Concern for Privacy

Concern for privacy is tested, multidimensional construct(Smith and Milberg
1996).They take use of four measurements to access.(1)Collection” subscale: Concern
that extensive amounts of personally identifiable data are being collected and stored in
database.(2)Errors” subscale: Concern that protections against deliberate and accidental
errors in personal data are inadequate.(3)Unauthorized Secondary Use subscale: Concern
that information is collected for one purpose but is used for another, secondary purpose
after disclosure to an external par_ty(not the bollecting organization).(4)Improper access”

subscale: Concern that data about indiy_ir_iual‘ls_ are readily available to people not properly

-
g—

authorized to view or work Withi th1§ data.l6-items scale was selected by two
professional expects to measure privacy. colnce_rn,': and the 16-item is shown in Appendix.
3.2.2. Trust

The objective was to capture trust as many different aspects of ability, integrity, and
benevolence that might apply to online users.(Gefen 2002) As in Mayer et al.(1995) and
Davis(1999), integrity was conceptualized as adherence to appropriate accepted rules of
conduct, benevolence as a willingness “to do good”’(Mayer and Davis 1999) for the users,
and ability of appropriate skills, such as knowledge and competence.

The items of integrity and the items of benevolence are revised to fit our research

model. However, the original items of ability are too general, so according BS7799, a
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standard originally published by the British Standards Institute (BSI) in 1995- Code of
practice for information security management; we revised 10 categories(Business
Continuity Planning, System Access Control, System Development and Maintenance,
Physical and Environmental Security, Compliance, Personal Security, Security
Organization, Computer and Network Management, Asset Classification and Control,
and Security Policy) to specify this questionnaire.23-items scale was selected by two
professional expects to measure trust, and the 23-item is shown in Appendix.
3.2.3. Attitude toward Social Exchange
Social exchange referred to_reciprocal acts_of:benefit, in which individuals offer

resources, help, advice and another without/negotiation of terms and without knowledge

el
g—

of whether or when the other will reciﬁrocate i the future (Molm, Takahashi et al.
2000).Social Exchange theory 1s si.milar with Fiske’s relationship theory (Fiske 1993;
Heyman and Ariely 2004). We revised the items of questionnaire to fit our research.
11-items scale was selected by two professional expects to measure trust, and the 11-item
is shown in Appendix.
3.2.4. Intention to share personal information and revisit

Research presented a model that suggested behavior intentions was suitable
dependable variable to be used to measure the effectiveness.(Liu, Marchewka et al. 2005)
We revised and separate these measurements into two dependent variables to access our

purpose of this research. 3-item scale was selected by two professional expects to
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measure intention to share private information, and 2-item scale was also selected by two

professional expects to measure intention to revisit. All 5 items are shown in Appendix.

3.3. Analysis Method:

We will employ the SPSS 12.0(Statistics Package for Social Science), LISREL8.54
(Joreskog and Sorbom 2000) to perform structural equation modeling (SEM) and help us
analyze the collected data.

First, all the questions were translated into Chinese and back translated into English
by three people and revised seve_ral times with professional expects. A pilot study was

performed on 66 participants ‘and each of them was, interviewed to assure the clarity and

-
g—

completeness of the word .semarit_ic ﬁ} the suryey questions. Modifications and
refinements were made based o.n thé pilot test. "The final set of question items used for
the survey was shown in Appendix.

Second, the construct validity of the model’s scales is evaluated using confirmatory
factor analysis (CFA) and conducted by LISREL 8.54. We will present seven common
overall model fit indices: xz/ (d.f) ,GFI, AGFI, NFI, NNFI, CFI, RMSEA. Third, examine
the factor loadings of the model variable items on their underlying constructs for
construct validity and examine the reliabilities. Finally, test the structural model and
examine the mediator of attitude toward social exchange and the moderator of types of

community.
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4. Result

4.1. Exploratory Factor Analysis (EFA)

Exploratory Factor Analysis was conducted before the survey. The Kaiser-Meyer-Olkin
(KMO) coefticient (0.963) and X2(1378)(41397.288) for Bartlett’s shpericity test(p<.000) show
the efficiency of the proposed model. These explained 68.33% of total variance, as shown in

Table 4-1.

Table 4-1 Exploratory Factor Analysis (EFA)

Component

Factor Item 1 2 3 4 5 6 7 8 9 10 11 12

Collection pcol .82

pco2 .84

pco3 71

pco4 .84

= NI

Error per5 w/

per7 B7
Per37 70

Unauthorized Pun38 .81

Secondary Use Pun39 .85

Pun40 .86

Pun41 .87

Improper access  [Pim42 .76

Pim43 .69

Pim44 .82

Integrity tin8 42

tin9 .54

tin10 1

tinll .76

tinl2 .63

tinl3 .67

tinl4 .76

Benevolence tbels 77
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tbel6

tbel7

tbel8

tbel9

tbe21

tbe20*

.80
79
.66
73
.68

-51

Ability

tab22

tab24

tab25

tab26

tab27

tab28

tab29

tab30

46
76
5
.64
79
A48
72
.68

Intention to revisit

Bpo31

Bpo33

5
81

Intention to share
personal

information

Bin34

Bin35

Bin36

A7
.73
.67

Communal

Sharing

Sco45

Sco46

Sco47

Sco48

Sco49

Sco50

=} ."i|1 5 :"

.59
79
g7
.70
7
78

Equality Matching

Seq51

Seq52

Seq53

Seq54

Seq55

75
.70
.53
7
.69

Three reverse-score items (per6, tab21, and tbe20) were dropped from the analyses

due to their resulting decrement in the internal reliability of the subscale. The respectively

value of Cronbach’s alpha for the four constructs was: Trust was 0.957, Concern for privacy
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was 0.951, Attitude toward social exchange was 0.906, intention to revisit was 0.731, and
Intention to share personal information was 0.705. Overall, the Cronbach’s alpha of all the

constructs were exceeded 0.7, and all measurements present good fit.

Reliability and validity of the measures:

Confirmatory factor analysis (CFA) was performed to assess the reliability and validity
of the measures. As Table 4-2 shown, the Cronbach’s alpha values of all the constructs
exceeds the 0.7 threshold(Nunally and Bernstein 1978). The Cronbach’s alpha of composited
questionnaire is 0.918. The results suggest that thg measurement has adequate item reliability
and composite reliability. In additioh, the average. variance extracted (AVE) across the
constructs exceeds the 0.5 benchmark (Forrfléll_fiiand Larcker 1981).

Table 4:2: R.esult-s.-of factor:analysis

Construct Subscale Ttem Factor t-Value AVE a
: Loading
Concern for Collection pcol .76 26.77 73 .86
Privacy pco2 .79 27.72
pco3 .66 22.71
pcod .85 26.77
Errors per5 75 14.72
per7 .62 14.72
per37 .64 14.86
Unauthorized pun38 .80 36.26
Secondary Use pun39 .86 42.27
pun40 .90 26.99
pun4l 91 41.11
Improper pim42 75 24.69
access pim43 71 23.33
pim44 .84 26.05
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Trust Integrity tin8 .68 20.36 .67 .95
tin9 76 23.03
tin10 .84 24.99
tinl 1 .87 25.94
tinl2 57 17.66
tinl3 .63 19.4
tinl4 78 23.51
Benevolence tbel5 .84 34.03
tbel6 .85 35.45
tbel7 .83 33.6
tbel8 .69 25.93
tbel9 .80 323
tbe21 75 28.82
Ability tab22 .76 28.06
tab24 81 28.6
tab25 83 29.52
tab26 .65 22.38
tab27 34 30.03
tab28- L /59 19.93
tab20 85 30.57
D == 77| 57.03
Attitude Communal " 5C045 65 17.89 59 83
Toward Sharing $c046 76 20.79
Social scod7 .76 20.79
Exchange scod8 .77 20.98
sco49 .53 15.38
sco50 .58 16.61
Equality seq51 .59 16.62
Matching seq52 74 17.38
seq53 .69 26.69
seq54 .69 16.78
seqS5 .69 16.69
Intention to revisit bpo31 .70 17.69 .78 .86
bpo33 .81 10.16
Intention to share bre34 52 13.58 .55 .70
personal bre35 .90 4.16
information bre36 .49 4.07
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*Represent deleted items, a=Cronbach’s alpha, and t-value >3.29, p<0.001

Moreover, as shown in Table 4-3, the average variance extracted, as indicated on the

diagonals, in each of constructs exceeds the inter-correlations of the corresponding constructs.

The results show that the measurement has an adequate level of convergent and discriminant

validity. Given that the measurement has sufficient reliability and validity, we can proceed to

test the proposed model against the data.

Table 4-3: Means, standard deviations, correlations, and AVE of the constructs

Variable Mean Std. 1. 2. 3. 4, 5.
Deviation

1. Trust 4.1777 1.0054 (.67)

2.Concern For 6.0616 0.6489 -.148*%* (.73)

Privacy

3.Attitude toward 5.2884 0:8405 .2”68"‘-* 283%* (.59)

Social exchange

4.Intention to revisit | 5.5808  1.019t 406* 054 366%* (.78)

Intention to share 34392 1.2156 o i -.205%* 167%* 242%* (.55)

personal information

Note: the diagonals represent the average variance extracted (AVE)

**Correlation is significant at the0.01 level (2-tailed)
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4.2 Testing the proposed model

Testing of Attitude toward Social exchange mediating effects

According to Anderson and Gerbing’s(1988) nested model approach, we tested three
competing models for the relationships between trust, concern for privacy and the intention to
share personal information: the non-mediated model (model 1), the fully mediated model
(model 2), and the partially mediated model (model 3). Each model is shown in Figure 2. In
the non-mediated model, there are only direct effects assumed for trust and concern for
privacy onto the intention to share personal information. In the fully mediated model, the
effects of trust and concern for privacy e.h"'the ;i-iltegt;ion to share personal information are

indirectly mediated through the a&ifude i/—\,a.rdfrseblal exchange On the other hand, in the
. | ‘,_.1—-;,, | |
partially mediated model, trust and co_ncT fgrprm‘acy affect the intention to share personal

12

information both directly and indirecfli} t'h"rough':the mediator of social exchange attitude.

. ‘ f “‘
0 »
U e | o DD w
( = — - ™
| Model 1 . Model 2 | Model 3
e Non- * Fully * Partially
mediated mediated mediated
model model model
\ > \, . \ _

Figure 2:  Three competing models.
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As shown in Table 4-4, all the values of goodness of fit indicators suggest that the
partially mediated model fit better than the other two rival models. Most importantly, most the
indices in the partially mediated model fulfill the recommendations, except for the Chi-Square
value and RMSEA. Although the root mean square residual is slightly higher than the
recommended value, but it is still in the range of 0.05 to 0.10, which is considered an
indication of fair fit (MacCallum, Browne et al. 1996). As we know, the Chi-Square statistic
is sensitive to sample size such that it nearly always rejects the model when large samples are
collected (Joreskog 1993). On the other hand, where small samples are used, the Chi-Square
statistic lacks power and may not disc_riminate between good fitting models and poor fitting

models (Kenny and McCoach 2003) Due'to the festrictiveness of the Chi-Square, alternative

—

indices are taken special consideration in the/€ase! of large sample size. In this research, the
sample size is as large as 1269; therefore, the ofther goodness of fit indices, which well exceed
the recommended level of 0.9, should conclude to suggest an adequate fit to the data for the

partially mediated model.

Table 4-4 : Goodness of fit for the three competing models

Model v (d.f) v’ diff(d.f) GFI AGFI NFI NNFI CFI RMSEA
goodness of fit >09 >09 >09 >09 >0.9 <0.08
Model 1 554.91(42) 093 0.88 091 0.89 091 0.99
Model 2 885.16(41) 330.25(1)™** 0.89 0.82 0.86 0.82 0.87 0.128
Model 3 286.06(37) 53.77(5)™* 096 093 095 094 096 0.073

Note: the numbers in () indicate degree of freedom

®The result of the difference between Model 1 and Model 2.
®The result of the difference between Model 1 and Model 3.
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Given that the partially mediated model has a better goodness of fit than the others, this
model is specified in our analysis of structural equation modeling to assess the hypotheses.
The results are illustrated in Figure 3. As shown in Figure 3, there are two paths, direct and
indirect, between the two independent variables, trust and concern for privacy, and the
dependent variable, the intention to share personal information and revisit. As predicted by
Hypothesis 1a and Hypothesis 1b, trust directly and positively affects the intention to revisit
and intention to share personal information and the path coefficient are respectively .31
and .51 (Hj.: p= .31, p <.001, Hjp: f=.51, p <.001). On the other hand, intention to share
personal information and the effect i_sx also 'high'l-y sig_niﬁqant (Ha: p=-29, p <.001). The
direct effects proposed in Hypotﬁesis I’éfi:*liygéjfhesis I'b and Hypothesis 2 are strongly

: _;_.";-: \
supported by the empirical data. -, i | 1

S i; %l-
H, @R): 31%** .
— Ay, -

Trust J5ne
Attitude IR: 28%** *Intention to revisit
toward Social W) *Intention to share
Exchange o personal information
.37***
Concern for
Privacy
e —— IR:0.04
H{ISy025

Note: IR: Intention to Revisit ; [S: Intention to share personal information

Figure 3 . Structural equation model of the relationships between
Trust and Concern for Privacy
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Besides the direct effects, the indirect effects proposed in Hypothesis 3a, Hypothesis
3b, Hypothesis 4a, and Hypothesis 4b are also strongly supported by the data. We calculated
indirect effect path coefficients by multiplying the standardized path coefficients for trust’s
relationship with the mediator and the standardized path coefficients for the mediator’s
relationship with the outcome variable (Kenny, Kashy et al. 1998; Shrout and Bolger 2002;
Preacher and Hayes 2008). We calculated a standard error for these coefficients using the
formula provided by Kenny(Kenny, Kashy et al. 1998), which is a test statistic approximately
distributed as Z distribution. As we can see, trust positively affects social exchange attitude (f
= .35, p < .001), which further media_tes the effect onto.the intention to revisit B =.28,p
<.001) and the intention to share personalf i_t}f(_)?‘r.nation (= .12, p <.001). That is, trust has
significant indirect impact on the intentfo_n t:)'_;-e;/isit via attitude toward social exchange (S
= .098, Z = 6.463, p < .001) and ;the .i.ntenti.on to share personal information via attitude
toward social exchange (f = .042, Z = 3.71, p < .001). Similarly, concern for privacy also
significantly affects social exchange attitude (5 = .37, p < .001), which further mediates the
effects onto the intention to revisit (f = .28, p < .001) and the intention to share personal
information (f = .12, p < .001). As a result, concern for privacy had a significant indirect
impact on the intention to revisit via attitude toward social exchange (f = .104, Z = 5.65, p

<.001) and on the intention to share personal information via attitude toward social exchange

(B =044, Z=3.535, p < .001).
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Most interestingly, the indirect path between concern for privacy and the intention to
share personal information is positive, even though the direct path is negative. All the direct,
indirect and total effects between the constructs are listed on Table 4-5. This model explains
34% of the variance in the constructs of attitude toward social exchange, 55% of the variance
in the construct of the intention to revisit and 41% of the variance in the construct of the

intention to share personal information, as indicated by the values of R,

= AT
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Table 4-5: Direct effect, Indirect effect and Total effect (N=1269)
All (Sample size=1269)

Attitude Toward ) o Intention to Release
) Intention to Revisit
Social exchange Personal Info
B t-value B t-value B t-value
Direct
35 10.61%** 310 10.21%** 51 1 8%**
Effect
Indirect
Trust .0980 6.463%** 0420 3. 71%**
Effect
Total
35 10.61%** 408 552
Effect
Direct
37 7.84%%* .04 1.32 =29 -7.59%**
Effect
Concern (Indirect
. 1036 5.65%** 0444  3.535%**
for privacy [Effect
Total —
37 & 7.84¥55=211.1436 -.2456
Effect p :
Direct
e 28  8.15%** A2 3.96%**
Attitude ect
Toward (Indirect
Social Effect
exchange Total
28  8.15%** A2 3.96%**
Effect
R’ 34 55 41

Testing of moderating effects

To examine the moderating effects, we employ two models compared test suggested by

Dabholkar and Bagozzi(2002) and run four groups for moderating variable, as Figure 4
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indicated. Model A had all factor loadings constrained across four groups, and error variances
of the endogenous variables were also constrained. Model B had all the factor loadings free
but error variances of the endogenous variables were constrained. Model A controls the error
variance in four groups, whereas Model B let four groups initiates their own path coefficients.
With the view of controlling the error variance, if the difference of chi-square value (y2)
between Model A and Model B divided by the change in degrees of freedom (4y2/ Ad.f) was
greater 3.84, there exists moderating effect(Dabholkar and Bagozzi 2002). The results of the
test on the moderating effect of different types of virtual communities show in Table 4-6. The

ST
» ‘_\_;_ F— - 'ﬁ,{

value of (4y2/ Ad.f) is 5.2948 ( p ?v@
& 3

), which ié?gr-éé{t:érfthan 3.84 and the overall model fit
indices: GFI, IFI, NFI, NNFI, QTFI‘“‘@‘, ceed the recommended level of 0.9, RMSEA is smaller
A II. : _I_‘

L]

and better than Model A. Hence, hyp is 5 \@.su orted; The type of virtual communities is
& - o
a moderator to affect the model. == o ‘”_ﬂ.—“ﬁ
”.J.-",.._-_:' .'l. -I . 1
S Sy oy A L

Model A Model B

Free all factor
loading

Better overal|
Model fit

Figure 4: Comparison with Model A and Model B
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Table 4-6: Structural Equations Results for Moderator Effect Models

Moderator Model v df GFI IFI NFI NNFI CFI RMSEA Ay2/ p value
Variable Ad.f

A 580.81 173 0.86 094 092 092 094 0.086

B 448.44 148 091 096 094 093 0.96 0.080 5.29 .02
Criterion >09 >09 >09 >09 >09 <0.08 >384 <.05

Table 4-7: Result for moderating effects

Relationship Within Yahoo Shopping WOW Facebook Mobile01
Core Model (Transaction) (Fantasy) (Relation) (Interest)
Trust>ASE ATHE* 26%%* AL FEE 64 % %%
CoPri2>ASE A2 A A1 FEE 21%* 42%
Trust->Revisit 69 FH* R ok OFFE SoFE*
CoPri>Revisit .09* i o .04 .09
ASE-> Revisit RNES : A4 10 14
Trust->Release ATH*E 3 o 36%x* 49x**
CoPri—>Release - Q9% %% ( -x-i-: B0+ - 31** - 42%
ASE->Release 7 = 25 10

16k

Note : * p<0.05, ** p<0.01, ***p<0.001"

Release = Intention to share personal/information, ASE= Attitude toward Social exchange,

CoPri= Concern for Privacy, Revisit= Intention to reyisit.

The results of the moderating effects (Hypotheses 5) are shown in Table 4-7. We

examined respectively the results of four communities. As we can see that in Yahoo shopping

group, trust positively affects social exchange attitude (f = .47, p < .001), which further

mediates the effect onto the intention to revisit (f = .11, p < .05) and intention to share

personal information (f = .17, p < .001). That is, trust has significant indirect impact on the

intention to revisit (f = .052, Z = 2.365, p < .01) and the intention to share personal

information (£ = .080, Z = 3.09, p < .001) via attitude toward social exchange. Concern for
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privacy significantly affects social exchange attitude (f = .42, p < .001). Concern for privacy
mediates the effects onto the intention to revisit (f = .11, p < .05) and onto the intention to
share personal information (f = .17, p < .001). Concern for privacy had a significant indirect
impact on the intention to revisit (f = .046, Z = 2.246, p < .05) and the intention to share
personal information (8 =.071, Z=2.836, p < .01) via attitude toward social exchange.

Second, in the WOW group, we can see, trust positively affects social exchange attitude
(B = .26, p < .001), which further mediates the effect onto the intention to revisit (8 = .14, p
< .05) and onto the intention to share personal information (f = .16, p < .01). Trust has
significant indirect impact onto the inte_ntion to revisit (b= .036,Z=1.97, p <.05) and on the
intention to share personal information (/5 = 0j12, Z\=2.85,p < .01) via attitude toward social
exchange. Concern for privacy signiﬁcaqtl}:;‘f.ects social exchange attitude (f = 0.41, p
< .001), which mediates the effects on th:e mtention {0 tevisit (f=.14,p<.05) and onto the
intention to share personal information (f = .16, p < .01). As a result, concern for privacy had
a significant indirect impact on the intention to revisit (f = .057, Z = 1.96, p < .05) and the
intention to share personal information (5 = .066, Z = 2.46, p < .05) via attitude toward social
exchange.

Next, in the Facebook group, we can see, trust positively affects social exchange attitude
(B = .41, p <.001) and concern for privacy significantly affects social exchange attitude (f =

0.21, p < .01). As result indicated social exchange doesn’t mediates the effect onto the

intention to revisit (f = .10, p > .05) but mediates onto the intention to share personal
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information (f = .25, p <.01). Trust (§ = .041, Z=1.20, p > .05) and concern for privacy via
attitude toward social exchange (f = .021, Z= 1.12 p > .05) doesn’t have significant indirect
impact onto the two dependent variables. Additionally, trust had a significant indirect impact
on the intention to share personal information (f = .103, Z = 2.40, p < .05). Concern for
privacy had a nearly significant indirect impact on the intention to share personal information
(f=.053,Z=1.89, p =.052).

Finally, we discovered that in the MobileO1 group, trust positively affects social
exchange attitude (f = .64, p < .001) and concern for privacy significantly affects social
exchange attitude (f = 0.42, p < .05)._ However, the impact of mediator on both dependent

variables has no significant relationship, feither intentionto revisit (8 = 0.14, p = .09), nor

-
g—

intention to share personal information (4 i 0:'_11:._0, p = 25)..Therefore, trust has no significant
indirect impact on two dependent Va.riabl:es (Inf[entjon': to revisit: = .090, Z=1.67, p = .095;
Intention to release: f = .059, Z = 1.41, p = .16). Concern for privacy has no significantly
indirect affects neither two outcome variables (Intention to revisit: = .064, Z=1.15, p = .15;
Intention to release: f=.042, Z=1.05, p = .31).

Among these four groups of virtual community, we summarize our results respectively
according to the two dependent variables. First, with the view of the intention to revisit, we
found that the mediating effect from trust exist in Yahoo shopping (Transaction) and WOW
(Fantasy), and the mediating effect from concern for privacy slightly exist in Yahoo

shopping(Transaction) and WOW/(Fantasy). Second, most important of all, we examine that
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the mediating effect from trust and concern for privacy through intention to share personal

information in four groups. Three (transaction, fantasy, and relation) of them have

significantly positive effect from trust and concern for privacy via social exchange. However,

Mobile0 (Interest) have no significantly indirect effect neither trust nor concern for privacy

via social exchange as Figure 5 shown. Different virtual communities meet four needs of

online users, and the mediating effect of attitude toward social exchange in Yahoo shopping

(Transaction) , WOW(Fantasy) and Facebook(Relation) groups exists strong indirect effect,

whereas the Mobile0O1groups don’t have significantly indirect effect.

4

Mobile01

wohe - ... Yahoo Shopping )
P WOW
T Facebook

Figure 5: The classification of virtual communities from the view of

intention to share personal information.

38



5. Conclusions and discussions

According with preview results, we found that trust has a strong positive effect on
intention to share personal information which is consistent with Liu’s studies (Liu,
Marchewka et al. 2005), and concern for privacy has a negative effect, as consistent with

Awad’s studies.(Awad 2006) In full view of the virtual communities, as predicted by the
hypotheses proposed in this study, both trust and concern for privacy have indirect impacts on
the intention to share personal information as well, via the attitudes toward social exchange.

The empirical results suggest that attitudes towards social exchange plays an important role of

mediator in the negative influence.of concern forprivacy and the positive influence of trust on

> AT

sharing private information.
Interestingly, the indirect path beltweeh‘:'. concern_for privacy and intention to share

personal information is positive, whereas the direct effect is negative. These results suggest
that regarding privacy risks, users have two possible ways. First, they might simply reject any
chance of possible mutual gains through interaction, as indicated in the direct path. Or they
might choose to understand their partners through iterative interactions and building
long-term relationships, as indicated in the indirect path via social exchange. To date, most
studies on concern for privacy only suggest a negative path leading to information sharing.
Hoffman and Novak (1999) once indicated that users are concerned about their private
information when they make transactions online. However, because of information security

concerns, users cannot make themselves anonymous to complete the transactions. Therefore
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users make cost-benefit trade-off when deciding whether to engage in social exchange or not.
They may seek to engage in building long-term relationship, and choose to ignore or decrease
the perceived cost to release private information. Hoffman’s studies only showed us the
possible concept of social exchange effect(Hoffman, Novak et al. 1999), and they don’t
provide empirical evidences to support the concepts. Our research offers strong empirical
evidences to reveals a possible positive path of social exchange. That is, users with a high
level of concern for privacy can be willing to release their privacy information when they are
with positive social exchange attitude about building long-term relationship with others
online.

Information technology and ‘Internét are growing in” popularity. With the convenience

-
g—

and transparency that Internet features, theT re-s'_'i;}rgence of privacy concern has caught a lot of
attentions from individual users, coﬁlpanies, apd IS ':managers. The empirical results of this
study suggest that trust and social exchange are two powerful ways to alleviate concerns.

The moderating effect of virtual community types, as result indicated that the type of
community has significantly moderator effect upon the proposed model. There are two
comparisons needed to explain. First, the indirect effect of trust is that Facebook > Yahoo
shopping >WOW, and Mobile01 doesn’t exist mediator effect. Second, the indirect impact of
concern for privacy is that Yahoo shopping > WOW> Facebook and MobileO1 don’t exist a
mediator effect.

Examining the effect of four community groups respectively, the group of Yahoo
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shopping (community of transaction) showed that in two possible ways, trust and concern for
privacy motivated by social exchange to decrease perceived cost and seek to engage in
long-term relationship. Even though the major objective of Yahoo shopping is to provide the
users the online platform to complete the auction transactions, it still involves both economic
and social exchange. Surprisingly, among four online groups, the two indirect effects of
attitude toward social exchange of Yahoo shopping both demonstrated strong significantly
relationship. Therefore, we realized that social exchange plays a critical role when users of
transaction community decide to give out their private information or not.

As to the WOW group (comm_unity of faﬁtasy), the result illustrated the mediator also

play an important role in trust and concerni for privacy toward information disclosure intention.

-
g—

The features of fantasy community are ithaﬁ._-users can; create their new own characters,
environments, personalities or stories online, and t_earh up to work on the same goals, such as
fighting with monsters, upgrading to higher level, or accomplishing the missions to acquire
scares resources in virtual environment. In this way, constructing long-term relationship with
others becomes a crucial issue in the fantasy community. The indirect effect of concern for
privacy is positive, whereas the direct effect is negative, so attitude toward social exchange
balances the negative and positive effect apparently in concern for privacy. Besides, the
indirect effect of concern for privacy (5 =.0606) is greater than trust (f =.042). The mediator of
social exchange plays great impact on the path from concern for privacy.

Next, the result of the Facebook group (community of relation), the indirect effect of
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trust significantly exists, and among the four groups, it demonstrated the most powerful
mediator effect upon trust. The featuring characters of Facebook are that the social network
can keep in touch with old friends that might lose contact from each others for years and only
friends, belonging to the same network with users, have the right to access your profiles.
Moreover, the major purpose of relation community is that users want to acquaint with new
friends or interact with old friends. With the leading purpose and security policy, the negative
relationship from concern for privacy toward intention to share personal information in
Facebook nearly significantly exists. Furthermore, trust has a strong positive indirect effect
that social exchange enhances the rela_ltionship. While the social exchange plays significant

role on intention to release private information, the\mediator of social exchange doesn’t have

A=Wl

impact on the intention to revisit.

Finally, Mobile0O1 (commﬁnity .of interest) “demonstrated that the mediator effect
doesn’t exist in any path of proposed model. MobileO1 provide the virtual platform to bring
together users who are interested in some specific topics, such as Notebook, digital camera,
cell phone, PDA & GPS, car, bike, and 3C products. The most activities they engage are that
exploring the interesting topics instead of signing in to share personal thoughts. Most virtual
interest communities offer an open attitude toward explorers, and when users access the
articles or browse through the website, they don’t have to sign in. Hence the positive
relationship from attitude toward social exchange didn’t significantly exist. The mediator

effect of social exchange might insignificant exist in communities of interest.
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In sum, Mobile01 doesn’t have the mediator effect on both outcome variables,

whereas other communities do. Perceived risk is one of possible factors to differentiate the

mediated effect among four groups. Perceived risk refers to the nature and amount of risk

perceived by a users in considering a particular decision (Cox and Rich 1964). As previous

results indicated the community of interest doesn’t have mediated effect because this kind of

community doesn’t have to sign in to acquire service or information they want. That is, users

regard the perceived risk of engaging in the community of interest as a little or little costs, so

that the mediated effect of social exchange plays an unimportant role in the interest

community.

5.1. Contributions:

=% ]

The contributions of this resear.ch are innovative ‘and can be applied to future research on
any social exchange experience. From the theoretical perspective, this study takes an
innovative step in integrating the concept of social exchange with the process of personal
information sharing. It sheds some light on the complex nature of the relationships between
social exchange, trust and concern for privacy. This study is one of the first to address the
relationship aspects of virtual communities from social exchange point of view. The previous
studies suffer from many problems in exploratory studies: measures of social exchange, and
procedures. Additionally, this research indicated four types of virtual communities

demonstrated different features that social exchange might mediate or not. From the
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managerial perspective, the issue of encouraging sharing personal information should be

managed with cautions by building long-term relationships with users online. For the sake of

preventing unexpectedly strong objections from users that might result in not to engage in

long-term relationship, the regulations and privacy policy should be customized by its’

demand in different types of community. Furthermore, in order to maintain social exchange,

users’ expectations, values, and norms should be also cautiously observed. If they feel

betrayed due to privacy violation, as seen in the short-lived project of “beacon” in Facebook,

they would reject to share private information anymore.

=% ]
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6. Limitations and future research :

There are three major limitations in this research. First of all, the sample is saturated
with males (65.3%) and students (59.2%). The second factor is also highly correlated with age
and education. Humans’ value can change with time and might possibly have different
degrees of trust, concern for privacy, social exchange attitude and intention to share personal
information. Hence detailed analyses are required to exclude possible confounded impacts of
those demographic characteristics on the constructs of this research. Secondly, there are only
four types of virtual communities included in this research, and only one virtual community
was studied for each type. However;-given thatscach of the virtual community is highly
representative of their respective type, thlsizsue should.be of less concern. Thirdly, this
research applies a cross-sectional survey jmefrlg‘:t[.od,_{zvhich does reveal the process, on-going
nature of social exchange. Nonetheless, it“can still eatch the disclosure of attitudes toward
social exchange of the community users.

Three possible lines of research could be further developed based on this study regarding
the issue of online privacy. First, the possible effects of cultures can be exploited. As Chen
(2008) indicated culture has lasting impacts on privacy(Chen, Chen et al. 2008). People in
different cultures have different standards of privacy rights. For example, people from US,
famous for a highly individualistic culture, have a higher standard of privacy right, and could

be less likely to reveal their personal information online. While social exchange theory also

assumes that the attitude toward social exchange is embedded in cultures, the role of culture
45



could be prominent in the proposed model of this study. Therefore, it is interesting to examine
the impacts of differences cultures with regard to sharing private information and social
exchange online. The second possible issue of research is to focus on the possible role of two
forms of exchange, not only social exchange but also economic exchange and the possible
interactions between social exchange and economic exchange online. As mentioned in the
previous text, social exchange is quite different from economic exchange. Blau believed “only
social exchange tends to engender feelings of personal obligations, gratitude, and trust; purely
economic exchange as such does not” (p.94). However, these two constructs could be highly
intricate with each other. According to Hoffman’s research, users try to seek to engage in

relationship exchange even in economic/exchange, Moreover consumers make cost-benefit

-
g—

a4

trade-offs when considering whether to engage.in|a relationship exchange or not (Hoffman,
Novak et al. 1999). The impacts of social and e;con_oniic exchange in different types of virtual
communities could be hence different. Therefore, it would be interesting to investigate the

impacts of both kinds of exchange at the same time.
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Appendix 1: Original Measurement

(VC means virtual communities: Yahoo shopping, Mobile01, WOW or Facebook)

Concern for Privacy: Information Privacy Measuring Individuals' Concerns About
organizational Practices--(Smith and Milberg 1996)
Collection subscale
® pcol: It usually bothers me when companies ask me for personal information
® pco2: When companies ask me for personal information, I sometimes think twice
before providing information.
® pco3: It bothers me to give personal information to so many companies.
® pco4: I'm concerned that companies are collecting too much personal information
about me.
Errors subscale
® perd: All the personal information in computer databases should be double-checked
for accuracy - no matter how much this costs.
® perS: Companies should take more steps to:make sure that the personal information in
their files is accurate. .
® per6: Companies should have bette‘ff procedures to'correct errors in personal
information...[R] . :‘z 5
® per37: Companies should devote more fimeland effort to verifying the accuracy of the
personal information in their.databases.
Unauthorized Secondary Use subscale :
® pun38: Companies should not use personaliinformation for any purpose unless it has
been authorized by the individuals who provided the information.
® pun39: When people give personal information to a company for some reasons, the
company should never use the information for any other reason.
® pund0: Companies should never sell the personal information in their computer
databases to other companies.
® pundl: Companies should never share personal information with other companies
unless it has been authorized by the individuals who provided the information.
Improper access subscale
® pim42: Companies should devote more time and effort to preventing unauthorized
access to personal information.
® pim43: Computer databases that contain personal information should be protected
from unauthorized access-no matter how much it costs.
® pim44: Companies should take more steps to make sure that unauthorized people

cannot access personal information in their computers.
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Trust : Reflections on the Dimensions of Trust and Trustworthiness among Online
Consumers (Gefen 2002)
Integrity subscale
® tin8: Promises made by [VC] are likely to be reliable.
tin9: I do not doubt the honesty of [VC].
tin10: I expect that the advice given by [VC] is their best judgment.
tinl1: I can count on [VC] to be sincere.

tin12: This [VC] wants to be known as one who keeps promises and commitments.

tin13: Based on my experience with [VC], I know it is predictable.
® tinl4: Based on my experience with [VC], I know it is not opportunistic.
Benevolence subscale
® tbelS: I expect that [VC] is ready and willing to assist and support me.
tbel6: I expect that [VC] have good intentions toward me.
tbel7: I expect that [VC] intentions are benevolent
tbel8: I expect that [VC] puts customers’ interests before its own.
tbe19: I trust [VC] keeps my best interests in mind.
tbe20: I find it necessary to be cautious with [VC].

® tbe2l: Based on my experienceiwith/[VCls Lknow it cares about customers
Ability subscale = o

® tab22: [VC(C] are competent in/data secxtgity.' 1.[R]
tab23: [VC] knows how to provide Iexéézl-i'éht data security service
tab24: [VC] have professional skill to handle information release.
tab25: [VC] know how to ma'il'alge' its.employee to avoid sell personal information.
tab26: [VC] know how to protecf the data of this website.
tab27: [VC] know how to deal with problems when hacker invades the website.
tab28: [VC] have the ability to lessen the broadband, when the website overloads.

tab29: [VC] have the professional to set up the safety access mechanism.

tab30: [VC] can provide assistants when my identity account probably is stolen.

Attitude toward social exchange: Structures of Social Life: The Four Elementary Forms
of Human Relations: Communal Sharing, Authority Ranking, Equality Matching,
Market Pricing.---(Fiske 1993)
Communal Sharing subscale
® sco45: if either of us needs something, the other members of [VC] give it without
expecting anything in return.
® sco46: Many important things (such as resource, bandwidth, platform) I use belong to
the members of [VC] and me together, not to either one of you separately.
® sco47: We and share many important responsibilities (such as social norms and rules)
jointly, without assigning them to either of us alone.
® sco48: I feel a moral obligation to feel kind and compassionate to each other of [VC].
51



® 5c049: The members of [VC] and I tend to develop very similar attitudes and values.

® 5c050: I feel that we have something unique in common that makes members of [VC]
and me essentially the same.

Equality Matching subscale

® seq51: On [VC], we keep track of what we give to each other, in order to try to give
back the same kind of things in return eventually; we each know when things are
uneven.

® seq52: On [VC], the members of [VC] and I typically divide things up into shares that
are the same size, such as access to information, release my thoughts and revise the
content.

® seq53: On [VC], if one member does what the other wants, next time the second
person should do what the first.

® seq54: On [VC], the members of [VC] and I have a right to equal treatment, such as
resources online.

® seq55: On [VC], the members of [VC] and I have to respect others when making

decision.

Intention to share personal information: Beyond concern—a privacy-trust- behavioral
intention model of electronic commerce.(Liu, Marchewka et al. 2005)

Repeat visit (o= 4

® Dbin31: [ would be willing to visit the [V.C] again
Positive remarks or comments about the web site _ .
® bin33: [ have positive things to say-abotitythe [V.CT.
Release personal information ' > =
® bin34: After visiting the [VC], I would be willing to provide my personal information
this site.
® bin35: I would be willing to release my personal information to the [VC] if [ am
requested.
Personal information be used

® bin36: I would be willing to let the [VC] use my personal information.
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Appendix 2: Translation Measurement into Chinese

version

(Facebook ¥ 4 = MobileOl ~ % A3p 7~ WOW A g 1)
Concern for Privacy-Collection subscale:

1. % Facebook % B~3\ i X FoRlpE » 34 ¢ & 5] (L F)4E -

2. % Facebook % B~#V i & Flpr > SN g F J L4 b & R o
3. F AR A TR RS S RbpE s AR DR -
4. 4 Facebook # #3F 5 Mt el » g AR -

Concern for Privacy-Error subscale:

5. ABAGREAFES S A FTHEES ] B A FTHEBREEEL S P
FE e I FE o

6. B A% o Facebook # # B~ 3 L% FE B A TR AR AR o

7. i A 3uiE 0 Facebook 3% 7 ik awimdRe 2 13 1 45350 A T o

37. A B A 3n i 0 Facebook ),'T:%fzxix)_“—:‘p:? SRRl 2 ¥4 WEHTARE Y B A TR AT
,]V_J—_ o ‘

Trust- Integrity subscale: ; ‘:" '

8. Facebook ¥+ "% 4 fg cr-Kge - BV 3R p,u & 55""’ % 95? i

9. 7 ¢4 F 4t Facebook 75, o |

10. 333 % Facebook 4% H 3% i3 lF“ﬁx%& 51 \52

11. #4p % Facebook #_ A B T & o

12. 2%3% 5 Facebook B &AL~ oo T =i T B+ ~ K3 o
13. {352 L5 @ * Facebook 5% » M 4vif v 7 Fp 8 e o
14. 13452 L3 & * Facebook ‘G5 » N 4rif v 7 € L 4BB77 o

Trust- Benevolence subscale:

15. 2\ 4p 7 Facebook kg &, §l e+ 34 o

16. 3\ 4p i3 Facebook ¥\ 47 4% L R, 'rﬁﬁ B o

17. 3\ 4p i3 Facebook eng v & L L erre

18. # 4p i3 Facebook 3= i * —*zrrﬁ ol EfE 2w oo

19. #“4p 2 Facebook € &% #' ¥ & o

20. A3 i @ * Facebook & Jf & | -

21. g A5 @ * Facebook % » A Awif v REARR * H o

Trust- Benevolence subscale:
22. #3u 5 Facebook efil % 226 » EF B X4 o



23. #3u i Facebook 7 rif & 4rip & - BT enF % 2 Ry 5 -

24. 233G Facebook 7 & ¥ a0 4 T il X FAL ¢k imenfiR o

25. #3%5 Facebook 7 it # FIPMINE 1 > FAR 1w G B &R A TR -
26. #3n% Facebook 4if & 4 ik 4o sb p chip 4 T o

27. % B E & gk 255 Facebook B it 4 i 5y AL o

28. AGniE R =R EEA 0 ALN P > Facebook i 4 FfRIEE AL -
29. A% Facebook 3 & Hic 4 v 222 % > anig B4 o

30. AR E g A i A FALE * BF oo Facebook 7 & F v 4 & i T pFenpn et o

Intention to revisit:
31. 2R £ 4 Facebook ek o
33. #¥4>* Facebook 3 & & 5=

Intention to share personal information:
34. 1§19 8 Facebook & » AR R & et el A FAL 3% e ‘_L
35. 3V R 3% Facebook i¢ * 2\ i X Fofl > freshp 3R * F oo

%

36. #“EF 7 E Facebook #-3\ chip A ol ez 343 S8z o
P

Concern for privacy- Unauthorized Secondary subseale:;

v

38, AP ARG “f sbe @Ry A A m&*—-—g \Facebook # ¢ R ERPpaR* BAFE

AL o *“"’"
30 AR EAFLIFEE 55-7_# &}1““ #1 ¢ Facebook » Facebook # 3% #-1 4 7 i
o hH W R o T v

40. A A 3u i o Facebook 7 it #-akl B echrfp 4 "{' - S R APA S

41. AR A G K{Tt e g @F§ ¥ A o Lo Facebook % it A % B A FALLH B 2P o

Concern for privacy- Improper access subscale:

42, AW A3nE o Facebook % »F SR 2 ¥4 @A B A AGRER* B AT
7}-'_ o

43, ABARE A FFRCI A FTHREREF BB FEOE ZBG

44. N A 335 0 Facebook & 3%+ P~ % %&#ﬁ’?w P UFETRR P P A TR KRR

,’g%—%’zz w jj]’%'ﬂ’?‘;“z?ﬂﬁl_o

Attitude toward social exchange-Communal sharing subscale:

45, ho% A F & et > A2 Facebook crik ¥ 2 f A LA HEFet > 2 Y 5w
3R o

46. Facebook ¥ 3 3F 3 £ & cnFiR(ex: T ~HFH ~ PRI F ~ 3 &L 5)ILF A
Facebook et = B » @ 2L 7 {3 — 3 o

47. t Facebook ¥ >\ 2 Facebook ehit3 = f & b 4 £ F E(ext AL F i * i) o
m2EH S b RiEaE o
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48. % Facebook ¥ > ' ¢7 Facebook et = f F g A &A% > 3082 Bz & o 137
fe T2

49. 7 Facebook ¥ » #3227 Facebook vt = F ¢ % B 14p ey BRI BB -

50. - Facebook ® » # 4 {F ] % £2 Facebook et 3 & | £ 3 £ F4F 8L BA PR K e

Attitude toward social exchange-Equality Matching subscale'

51. % Facebook ¥ » 3% 2 Facebook 7t 3 = R #1300t 25 22 X e d) > 2L i " ¢ i8>
S AR RR P € HE DT .

52. t Facebook ¥ > 3% £ Facebook it ¥ = f kb 5 T EHFafEfl(ex:{ it ~ B {7
T ~FLELRL) o

53. { Facebook ® » #¢2 Facebook ciit# = f 5 & ¢ » 4ok 3 A L7 #2 Biaa®
o TR EL A o

54. ’ﬁt Facebook ¥ > 3 ¢7 Facebook cit 3 = | 1 ¢ 32% (ex:i¢ * FiR) o

55. tFacebook » » B £ & B A ehg LA T AL FPRRA -

55



Appendix 3:Subject consent (£ # F & 3 )
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