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Abstract

At present, the world is in an era of information explosion. Information technology
has become an indispensable part of human life, and various information security issues
follow. Among them, the analysis of malicious programs is a major project. Various in-
formation security attacks The methods are inseparable from the assistance of malicious
programs. At present, the so-called dynamic analysis is often used in the analysis of ma-
licious program behavior, that is, the malicious program is placed in a sandbox, and its
activity evidence is obtained through the method of skimming, and the activity evidence

is often composed of low-level language.

Many information security companies will produce technical reports on these sand-
box skimming results, but most of the report content is not easy to digest. For information
security managers to grasp and transmit threat intelligence, or for ordinary people to learn
professional knowledge in the field of information security, These reports need to be con-

verted into easier-to-understand, semantic (written in natural language) malicious program

v doi:10.6342/NTU202302735
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technical summary reports, which are more in line with actual needs. However, most of

them rely on information security experts to manually produce them, and there is no effi-

cient way to produce them. The research of this paper mainly hopes to solve the problem

that the low-level structural semantics are difficult to understand. It is expected that each

detailed step of System Call Trace will be semantically converted from low-level language

to high-level grammar that is easy for humans to read. , and integrated into an article with

the assistance of ChatGPT, so that researchers can quickly understand the activities of

malicious programs in the most natural way.

Keywords: Dynamically Analysis, Attack Scenario Graph, Natural Language Genera-

tion
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Chapter 1 Introduction

1.1 Motivation

BREERRE- ERANGHAF S S EH FEE LR RE SR

Cm\:\«

R

F_k

f* # i » 47 (dynamic analysis ) » #4258 3 ¥ & b]4r— 75 45 (sandbox ) #2347 >
FI* k xa B i f_strace #-H ¥ v gystem calls -8 ™ &k > & ! a system call trace >
HA B AN T EREAEL REE- HOFSATERE Ra )
Blérzo B x5 d FE KAk B @38 R a8 e e (system call, library API call)
A G AT A LR L AR L MR TR 0 = 5 R (low-level) ¢ T
Haod > LRERFIEHEIFEZELANEGH > 12 B - I # 0 E ie
FEEBARPE FRATEREALT P EPFRIRE B A7 8 4 1 2
3% o ot ?b > system call trace 7L € ¥ iv & ~ 1 (#i+ B system call invocations) °
EHABRCERNE RO IF Y ERIFEORMAZELAN DR TEE  FERE T
BELHED LR ,T* § F15 systemcall shifFf2 8 B ig & » U lES ¥

HEELEFEEHF LB (intent) o

Poav el a4 3lar & F & o @ (Microsoft, Trend-Micro, Kaspersky, etc.) ¢ ¥t
R B R ARS8 RIS S BB HFSE 4 (technical report) o B2ARE K SH W E
Ao gl FRLRIFI - SpFER IS EAFELANARNDE BPEFR

:";%r% ’ un]%ir';fﬁ AN A 4 R T g Ak JLf«,p}?thrs b TE-- > LK E
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FLb B E R AR SRR £ H poex 0 3 &R AR 2 P o (Intent) ~ 7 B
1% (Tactic) ~ <+ /% (Technique) % % F# (high-level) 45 3 33 o 3 s i) § & 47 FjiF
FENFFEPFEP O HNFTAL 2R LS PEREEL QL S &

AFAAB L E S Y L ¢ LR GRRIRA{ FIER 2 EL
(M RFZHED) DE L AL i & 48 2 (technical summary report) » f& & & F

mE A NRMHFEE ARG P 5 TR RS LT

&
s
~=\

3 = o1
'—?‘f'é_ﬂ Tum e

B E REEEAX R EERL S P 2R FTRE LR BT

A

ERANPFITNT RGBS G AEFES S L2 F A FLEEERAFRLIES
PFRR-HANBHFIETATRE > PRFLE SRR PR B
oo Bt o ek T d- EAARSPERELFIEH I F RO BRFT 0 1

RAEREABRSELE BT > R EHERRELAN DL L B B

+¢

G150 Rt AL AR R B LSRR W g e

¥4
AABIR AT ELAS 7T R SR o

1.2 Objective

41 #* #73k 3+ &0 National Language Transformer #- system call trace » & - i
system call invocation 4* %+ H 2Z Z i3 A $H R ehp REZ B 0 U2 BH B i
Bhlded- ko RS R OLF FREET R LS RL
{1 ChatGTP 1 & » &3 3 M- Ftschff 2 p A2 27 HF > 1T

(narrative) &0~ N R I FEDE L B F oo
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Chapter 2 Background & Related
Work

2.1 Background

2.1.1 Execution Trace (System Call Trace)

Execution Trace £_* & % if program % /% & 18 ivend F 5% & > & Windows

o ku? ¥ 5t 2 API Call Trace % % 7+ » @ % Linux € 4 System Call Trace * % 7 >
Yy

SN

7=+~ % %: T1. system call ~ 2. parameter ~ 3. return value |

bl4e: {8 & 5 P~ B AR ) % o System Call Trace ¥ it € £ i&3%: [ read(3,
“Hello World”, 1024) =0, » # # ”read()” & % system call » » )’ru{—’ti o ehds iE
(action) ; (3, "Hello World”, 1024) i~ % parameter > }* %2 28 Az B 2 6 ¢ £ 7 #
P~ File Descriptor = 3 k% » 3 B~ 7| ehp % 5 “Hello World” » Buffer & % ¥ 17 3
P~ 1024 Bytes ; =0 ® % returnvalue » 3 % 0 A & & ¥ & 7 ~ B # H @ & R system

o

(m\¢

call KT i AP 7R
2

d it endy it ¥ 4> System Call Trace ¥ 12 #* %y i - & program % 5ok &

FHawmeiE T AR AT '1‘\”235~E'$é1 PRI EILAS > &R EROEEE L
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2.1.2 Attack Scenario Graph

Attack Scenario Graph (ASG) %% #% < [1, 4, 5] Graph &k 3+i& (72& 1‘# » Graph
Node #7384~ i & %% 7 1. File ~ 2.Process ~ 3.Network ~ 4. Memory #f %] - H & X
B~ e W R ] € 3t § & Related Work™ 1% — 33 o AP UT B R E A 4T RIS
GERBBPREABES P F 3 L2 e FINHIT SBEY > » W ES5ID
6.Permission ~ 7.Exit status ~ 8. Timestamp ~ 9.Resource Bytes > ¢ ** 37T & 4 5 & 4f

Aler1Node PFiim 28 /i 7] o Graph (12 = ¥ & 5 = BI04

2.1.2.1 Source Node

Source Node  # #4 {7 System call <73 £ > Ry P F F Q&GS > BE 3

2 b4 W

* File: System call 2 %8 % file descriptor ~ path =3f %] » &]4c"/etc/rc.local/ ~ /usr/

local/bin/sed/” &4t 4% % 3538 e i o

* Process : System call 1 #8 process * command % %] » 543 {7 sed i& B 35

4 {8 & 4 eprocess » node fr*ug vosed 4 7 e

2.1.2.2 Destination Node

Destination Node * # System call iF# X 88 » 24530 P F B Q&S S £ 5

9 4E v

* File: System call % %8 % file descriptor ~ path 13§ %] » &|4c”/etc/rc.local/ ~ /usr/

local/bin/sed/” &%t 4% % 3538 ehge i o
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Process : System call < %8 % process ~ command =73f %] > 5| 4r 7 sed i&

ip &t A 2 ¢hprocess * node )’j'*ug ™ osed % 7 o

Network : System call % %8 = IP ~ NIC =g %] » 5] 40723.236.66.13:50050” &

#8 socket IP i=at ~ & F_ethO izfiiele i 6 + cfe i+ o

Memory : System call % %8 = Memory Address 1%f %] > 5]4-"0x8fe7000” i& 48

wRi i o

ID : System call % & % UID ~ GID ~ PID % %] » & 4c”uid = 0 ~ gid = 101
pid = 1520” » * % % 7% user ~ group ~ process 11— B FEAL I EL o b S H W 4
v KA - BAFL] L U R B R F %2 [SJHOLMES ¥ % 2 ¢h
User #f %] » A 3n 5 12 ID #f %) = PF & 7 user ~ group ~ process F¥s {4 62

Ao R EH TR o T ATH S - ATn

v

Permission : System call % %2 5 permission e %] » 2 H s 252 ¥ KF{ 2 n
- BAEE o AP AT EREE RS FE IS L systemcall € * kB ¥ 53
P-4 5 B4 umask() i&— system call fI*u €113 BEcF kAT 1170007

SUIRR R RUE T T BT AL o Tl A Y

Timestamp : System call X %8 2 FFRF > pt 2 H @ H~> ¢ KF{ 2 - BEY >
AP LR EREEIASNEFREDARS 72 2 i+ F 2 system call %

ERER R e @ % time() i&— system call K B~{F 5 o pFn Riz o 7

Exit status : System call X 8 % process &k ey iy > pt 2 Hisdh2 ¥ K% %
G- BN AP AR RREELRSFFREL RN AP R

exit() #f 3| crisystem call KB FHB e 5> H e g - BgcF KL v D
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PR GE 640”07 R A T FHE 1 A A G R A RIREREE Y ¥ T

PR PATH - BATY R - T
* Resource Bytes : System call % #8 5 ¥ * F ik % -] (2 bytes 3> ¥)» g 5 3

WP AR - BRER > AP AFERESEEIRSIFFRELAES R
% & systemcall KB~(F p 2 ¥ % FIROF M 0 bl4e® * prlimit() i&- system

call ¥ 8 &g w0 chiprocess § F 5 U FIRT L@ * o € 17 3o 8192%1024

bytes iz fAF 3 > FPL AP RTH - BAEW Ok FREE- T oo

2.1.2.3 Edge

% % System call =~ function name » &4 clone() ~ open() ~ read() ~ write() > *

KT ERAAN IR FHRT - AT NEH [1,5] 4k -

2.1.2.4 Example

sed write() Jetc/rc Jocal
(process) (file)
PID : 1526 connect()

(process)

0x7fca03dde000

mprotect()
(memory)

PID : 1526
(process)

—>

Figure 2.1: ASG Structure Example
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2.1.3 Algorithm

* 3 v £ Attack Scenario Graph (ASG) #i & i 4= Algorithm.1 #7755 > 24 i
#Al* x xa B 7strace” # ik 4 17 B~ 1 chdic B System Call Trace § i® Input * &k &
4 Attack Scenario Graph > ¢ 7 #ci# System Call Trace £ %15 - B E L 4257 it §
7 #ci® + process > # — i process 3% ¢ F — 1 ¥ /& 5 system call trace © £+ ¥f trace
Poend - {70 A2 € 1% SystemCallParser 28 7 d2 0 4ol F & 2.1.1 #1714

% system call trace 4 & » 2% 19 - trace © E - [FEBRN3IBFT N A u A

o

system call name ~ 2. parameters * 3.return value > ¥ ¥ ¢ i&— 4 ¥+ j¥_parameters ©
F5 A1V R T % $+ % o SystemCallParser g -t ¢ i * regular expression 73 3%
B~ 8 gystem call name ~ parameters ~ return value » ] 5 # B System Call e % #ic
FEMAINL BT A > NPT 445 - B systemcall H hAge 7 H £
0

e

» LRI R P e b 5 B 0 read() & - system call 2 i UL eh R EH Sf Beahy

ShtE o 230 % 1 B S8 mmap2() i&— B system call i J2 eng_# #-o8— B4

"%- P@@i‘rp‘,gy ”_’Rrﬁ;‘gﬁ lbm%jt#ﬁﬁf—*%{’mx /kE]I w—},'\”SIE‘
S T FRE P % T [3] Linux man page B~ 17 > AP - Linux 3 & o0

405 i sysgem call 3% — #s 4R » P4 iE DTl P> B € R - BRI Sl BF
3V ¢ 3% iF connect_node() 7.5 Ho KB~ {7 7 system call name fr object 1 3 IF L
Edge ~ Node % » Graph Tl 47 » #F 8B Graph 22 = & » ¢ i# * Visualizer()

o B k- B Attack Scenario Graph (ASG) AR it -
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Algorithm 1 ASG Algorithm
SystemCallParser(line):

info = re.search(’ (.*?)((.*)).*= (.*)’, line) # using regex to parse the line
syscall name = info[0], parameters = info[1], return_value = info[2]
if syscall name == read then
object = parameters[0]
else if syscall name == mmap2 then

object = parameters[4]

# The object may in different position, use the pattern to solve #
end if

return syscall _name, object, return_value

ASG(traces):
Graph = # Store Node and Edge connection status
for trace in traces do
for line in trace do
syscall name, object, return_value = SystemCallParser(line) # parse the line
connect_node(Graph, syscall name, object) # connect the node and edge into the
Graph
end for
end for

Visualizer(Graph)
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2.2 Related Work

2.2.1 Dynamic Malware Analysis in the Modern Era—A State of the

Art Survey

w0l 447 R PR S ELARS DAL AR Y A B AT
(Dynamic Malware Analysis) 9= ;8 k247 - EZA258 c 2 ¢ 5 & F|- BIRER D
BB ELRNDERFREEEA S N ORBEFEA 0 b R BREA B
BB s bepiedre » RAEAFAREMFLELSA Y HIELF L > Lip
WS B A 1T IR B RIET R Bt IR SR S & 5 4 17 (Dynamic

Malware Analysis) 4~ 17 E L AN - BRFAE o 2B 5T g 22K

ol

P EE AR DE L Bl g B AT SR R E LA R A

System Call Trace & - % ek 45 o

2.2.2 HOLMES: Provenance Graph ¥2 Audit logs

W~ [5]#% 47 - % HOLMES System » B en8_3 7 i 43 el jp] APT 3
# (Real-time ongoing APT Campaign detection) > 2 & 1 1%;% % 1345 Audit log & 2
- @ FFengraph kA %0 5 @ RIDHAPT Fd > > /25 4 R &R Graph i&

" -

P # 2 4% Graph Node #h 3_& £ 35S RE S 4 N A LFile » bde fete/
passwd ~ /usr/local/bin/sed iz 48 73 3t % "o ¥ i % ~ 2.Process > |4rd 7 cat i %
A 2 fhprocess ~ 31 {7 bash 45 4 & 2 ¢ process ~ 3.Network » #]4-— & socket IP ~
4Memory > bldr— B =% o Rhe P T LE P R BMEE TR A

- i Memory Node # 51 ~ 5.User » &|4c&_& i # *L 7 user & 4_root # * 7 user °

9 doi:10.6342/NTU202302735
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Graph Edge 3% 4 ] & % % System Call » & & * exec() 34 {7 - B4 4 » LR

* read() i B- BALR PN F o

Bk dp i Node 33+ 2o 4 BJE4E » & 5 B user fEsf g BN P g 2
PEERRNEFREF & 30 A PRI PIDEYY » GEEL RN

getuid() 4 % B~ id=0 ﬁkv @ad _root 'L ¥ ¥ id» ¥ UBEL YR OERE
2 i Z_pid (process 1# ') ~ gid (group # ) > F)pt A iR S ID A W] SRk iE e
# o Edge 3R & & A = #7403k 3t Edge - &R > ‘%’K H_i#¢ * System Call k * % %

BAZ 7 ends 0F

2.2.3 Tactical Provenance Analysis for Endpoint Detection and Re-

sponse Systems : Provenance Graph $2 API call logs

< [1]#& 47 - B> % > # Endpoint Detection and Response(EDR) #73#& =
7k r2 Provenance Graph 9734 R 3R » > if % 4 A i&{7 447 > * 134 EDR

FORLR S~ PSR~ LA AT SRR AL o

s # < € % EDR 4§ 73 L 2 Provenance Graph 77 ;4 i {7 & 3L » 2 EDR
7§ 41 2 Window API Call Trace > £ 4 3% * #7473 5 System Call Trace ¢ - &
Execution Trace th# i = ;% » # & 3.0 Graph Node £ 7 2 # # %] » 1. Process #f
B > Gl drkx s - i terminal #74p B 59 process node 0 ¥ & 3| Linux % L@ 3 i3
sh ~ bash % 45 £ “7 & # ¢hprocess ~ 2. Object &7 4] » # ¥ ¥ A H Mz FehT &
Fp g e ¢ ¥ ou e 7 4e File ~ Socket ~ Window registry & 47 2 > 32 ¢ 77 R
:F% J¢ﬁL#VI]’?§E{T%? B Fadr{ § &b 59 4o ATHE %] o Graph

Edge e3R8~ B §_%E &1 APICall % 71 -
22 K2 4p i h Node 2% 3+ 7 ",% 2 Window registry sn38 A » F] 5 A2 A4
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B AR W BT Linux T 5 > ¥ 3 € 3 registry 49 B (9 3 o Edge 3% A A3

< €12 System Call &k & £ > 22 API Call 8% k% & B R A28 9744 {7 eods (F o

2.2.4 AttacKG: Constructing Technique Knowledge Graph from Cy-

ber Threat Intelligence Reports

W [AJBREFIP W E 2GR RS PR (CTD #4075 fi e e
2inG MEBERLF R e KA o d W RE T Y A RBNCTIHRE 2 i &

podsadT s FU B - B SV ap e CTI4R 4 4k = - B 241 Graph -

$L# < ¢ %t Graph Node (h#E & ¥ 11 A 5 6 B4a % o 1.File #54] » &]4r— & .doc
# % ~ Jetc/passwd # % ~ 2.Executable #f 4] » b|4r— ¥ H {7 chengr i~ 3 Network
# A > Gl4c— socket IP» & F_F £ 2 hk & IR~ 4.Registry © 5] 40— Windows
registry ~ 5.Actor > F] i 2 hF ik KR A_CTIReport> # 7 4 R » ¢ B /L
Report © eractor 3 > F]pt 3 ot — # %] ~ 6.0ther 55 % » 3/ <2 7 & I L 4 F g
WHET - BAE Y 0 A _email - CVE & & > F]pt & i Hap it Eﬁ"ﬁeﬁ"*/‘ other #§ %] o
4-4+ Graph Edge i~ 3~ F 3 @& v * kX £ Node 2 & «idependencies” » #7

"t AttacKG #% < 9 Graph ® Edge ' & 7 € 5 @@l d o

B A2 4p i enBk (node) & H ¢ g 3 B g W 0 4 W) & 1.File ~ 2.Network ~
3.Executable - Executable #f %] H 7 i*uf»ﬁ s it & B w2 7 Process #E W] 0 Fl A A
AttacKG e 2 @ AP 1y 'p‘ Ilv g R k- wREFON A BHFEH B
ﬁ&{— i process > #f 17> & Linux T & §4 7 sh & 2 & 9 process > F]p+ 24 i e
KW & & € 1 Process % 57 o Registry #f %] 2 B~ * e Fldom it 975 > NP R %
L1 Linux T &5 > ¥t 2 € § Registry enF 30 > Actor g 4| R %15 - B E R 42

FF RIS R LA §F actor hF R 0 8- j CTIReport ¥ 4 § F i > 7]
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$ % 4% o Graph Edge 7% A s % ¢ ¥ £ $ 4 57 "dependencies” » 3% i 2% % Edge

% 3 System Call it & Graph chF & { 5 o
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Chapter 3 Automated Narrative

Essay Generation

3.1 System Architect

subject
malware s{ample(s) System call Trace Attack Scenario Graph Attack Scenario Graph
(ASG) | (ASG) Il
—_——, Dynam_\c SystemCall = — Redundancy
Analysis Parser construcl. e reduction
a — (syscall,
object) _
Extract
Malware Natural Malware A Narrative
List of Language Listof NL | Essay of
Syscall (NL) (verb, object) Malware
Steps Transformer D - Behavior
p escriptions ChatGPT
Input \/-

(arrange from
man7 website)

Figure 3.1: System Arch Automatic Narrative Essay Generation

Figure3. 1% A ¥ eh ki su2E o FRERaiiE s F AR FHA 75 E
AR ek A o %k A1 B Vstrace” i i # {4 17 (Dynamic Analysis) g0 ;b
JEB~H System Call Trace > # ¥ #-4* System Call Trace *x i& SystemCallParser » P~
¥ system call name % object (selected parameter value), #% i ¢ i& b F 3 58 @ Attack

Scenario Graph I (ASG 1) > # ¢ system call name ¢ ¥ % Edge ~ @ Obejct ¢ i¥ &
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Node & 3 > d *t System Call Trace cr#ic® i@ ¥ 254 & < > FIp ASGI % % € 314

VAR Y2 SRR B EERE T E o Ft 0 2P 4k ) Redundancy reduction

R BACASGIL ¥ 3 P5 — B thodh B r 8-H 50— T4 (Malware
List of Syscall Steps) * F1 5 ASG II &_i& 3 System Call Trace #735 & > #T & - B
o Fap) B Y 5 MIEE T 0 Flt AP K - B # 3 C Natural Language
Transformer > # # it 5 i i#F Natural Language Synonym Base i 84 > -5 — i 3%
o B G P RF T AU B (S M g R T e ki ChatGPT ¢ 0 i

ChatGPT engf 04 4 & B A2 chp RF 7 4cE 2 & o

3.2 Issue: ASG Large Scale

» B R A2 hisystem call trace 4p § ¥ F P HE R X 0 VS -
BHH I F2E o blde HR - B S E T HF = gropen() ~ read() ~ write()
2 - BRIOFAEFEF AL B R EE T AL 2P F time() i
- kil KB B R R o R AP AL N ASGEEIE R o Flp A e
# iz ® Reduction & 5% » Hgit h¥ni> § i FEREFTA- TREHE? L3
f

FRERRA .

3.2.1 For Node

RPN P aopz > &4 4 - Bires ﬁ}ifrﬁug I N S AN el R |
F 1T bldoi® * system call brk() » k3K TATeNF A2 S o fh Al ETRE > & R %
system call lock() #-=+ f2 5 7 & 13 P~ ifze (RA = B g4 k> @ L F 2 B HR AL

¥R Graph ¥ F < BB B pM o Node; ¥ /b E AN A H BB &Y
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¢4 ¥ % system call time() kB~iF g PR Rz > 35 ¢ E T4 M 0 Node
BWEAET RS D REAFS BEIEILAS € Y EPE 75 Network Interface i

oo B4 ié * system call read() 3% B~7ethO ~ ethl ~ eth2..” iz 8 4 6 4 0 F

> F]gt Graph ¢ » € 5 #ici# NIC 4p B 9 Node °

AEUNIRA AP ECASGY § A RH LR 2 F B EE A5
3.NIC ek iF > ¥ 3% Node #c& B> ~ @ 7 JIARE F8 » NP aE3t gt iR 85

¥ f Graph ¥ T Ih- = 0 RA40T

e create a “memory” sink node: # i 7 A E ¥IR- BB kT B
i H B T E R 0 #7073 B 9 memory addresses 0 14— B sink

node X 3R > 3% node € 7 - TR S EEFwmagelitiion (T2 3 4)
* create a “timestamp” sinknode: # i 3 A E E R AL * time() kBT 5 B A

]

e W PERY > #5200~ i sink node & 3R 0 3% node § F - TR g

R EA (Far g4 )

* createa “NIC” sink node: # i* 7 % & E& 70 eth ¥ B~{F B8 3 » Flpt 1y
- i sink node %3 » 3% node € 7 - TR G EEEminRR e T4 (F
SEETS

3.2.2 For Edge

RFA PR ELASHF - BRATEY 87 2 pk kT 64
- B ke TS K aread() 0 i& € @ Graph ® 3 i+ iE F & & read() e
Edge +5 & IF — B A% » # 3% Graph &> + 3 2 ARy o S BR A
i3t #-H Bdge ol — i % WRGHE T2 EF o 210 ¢ ?‘ﬂ‘ii,f‘:ﬁ;fﬁ'-ﬁﬁp
T ¥

ST o
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3.2.3 Reduction Result

|

"~

SR SN

# i 2 18 31 Reduction 8 57 ASG (ASG II) » Steps 7338 4 ¢

e

=g FlM#cE 3 % 0 Node 2 2 Edge B g ”;5 CE L R LV
Malware "Dofloo” 3 % ] » ¥ #-3Flm %1

=

P- TR

L

L % 45> Table 3.1: Dofloo Scale Reduction -
ASG g% it % 473t Fig. 3.23.33435-

Table 3.1: Dofloo: Scale Reduction

Dofloo ASG I(original) | ASG II(Reduced)
# of steps 7577 7577
# of source nodes 11 11
# of destination nodes 392 54
# of edges 7577 284
<~ o xs90sedbI000 B -ﬁm;ﬁum -

mprotest

Ox7£2d2488f000

0x7£242481d000

T76. prlantot

ime 380. time
022-09-20 05:06:37 | ‘ 2022-09-20 05:05:45 ‘ ‘ 2022-09-20 05:05:39 || 2022-09-20 05:07:56 ‘ ‘ 2022-09-20 05:04:35 ||

5:08:00 | ‘ :07:11 ‘ l 2022-09-20 05:05:37

274. fstat64 ,/282. timeé

Figure 3.3: Time Reduction
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lone() /264. read()

NIC

Figure 3.4: NIC Reduction

48. read 3351. read 3373. read 3376. read 3379. read 3382. read 3385. read 3388. read 3391. read 3394. read 3397. read 3400. read

% Iproc/net/dev —

Figure 3.5: Steps Reduction

i ¢ Graph Reduction e33R » 2 i fe % ¥F Xorddos ~ Darlloz ~ LuaBot ~ Kaiten

¥ Family 277 2% » %% & 3> table.3.23.33.43.5

Table 3.2: Xorddos: Scale Reduction

Xorddos ASG I(original) | ASG II(Reduced)
# of steps 112417 112417
# of source nodes 667 667
# of destination nodes 4214 814
# of edges 112417 7469

Table 3.3: Darlloz: Scale Reduction

Darlloz ASG I(original) | ASG II(Reduced)
# of steps 2075 2075
# of source nodes 27 27
# of destination nodes 524 315
# of edges 2075 596
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Table 3.4: LuaBot: Scale Reduction

LuaBot ASG I(original) | ASG II(Reduced)
# of steps 9746 9746
# of source nodes 3 2
# of destination nodes 700 288
# of edges 9746 349
Table 3.5: Kaiten: Scale Reduction
Kaiten ASG I(original) | ASG II(Reduced)
# of steps 344 344
# of source nodes 2 2
# of destination nodes 42 16
# of edges 344 38

3.3 Issue: System call 5K F5 2548 - 2 &

F] % system call i FE 47 3¢ %f#fg;& AT AR R R EEE Y o
ELEFLENGFLER FRECF A EFFLEEEE - AHh ik B2 E
S P ARFT DR ARHEHBRATET LR g HERRE LS

YEP P

A Pl B2EY R 1L o

3.4 Solution

A2 FEALB-ASG P 0k B Steps #EdE = p ARFE S 0 T U p RF T A
A > 538 ChatGPT chgf 2b & 4 — £ 5 3 A g B3k e £ 0 8 6 k3 Fig3.6 »
malware process ¥ {7 clone() system call & 4 sh> Vi L B-H 3 % - B p R:F
= $7 it: "malware | " create ; a child process : sh » i% 1 ## & 3¢ PR - B
NL_Synonym Base -k B i B4 38 (7 #5280 ~ % 30 fs i cnfg 4 o B oA AP

W ASG inF - BHFANHE A B AF T A B Sd ChatGPT (2

A EREAANRFEH AT A o
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——

-
a——

e e\

21. waitpid()

/proc/self/exe

Figure 3.6: ASG Step Example

3.4.1 Malware List of Syscall Steps

Malware List of Syscall Steps £ ASG @ ¢h— i Tk 548 - * ki3 ASG ¥ #f
7 Steps (i > 4o Fig. 3.7 2B FTHEBHTT R4 - BERAS AN FEH
PARER S BACR Y E - B ,5}?5“ e iR E R A2 @ % System Call ”
exec()” » 34 {7 7 uname & B4y £ » F- @A IR E£ ¥ e R = ¥ 7 0x8fe7000”
# {7 7 brk() i % System Call o # 7 55 2+ #-35 # ¢ 9 System Call #3% 5 — B £ 3
PERE S FRETY b PR - PP ERE - BITEEd - G
NL_Synonym Base 1 24 » 1% i Natural Language Transformer & = = f& 3% o

Step 1 : malware - exec() 2 uname
Step 2 : malware -> brk() -> 0x8fe7000
Step 3 : malware -> set_thread area() -> 0x8fe7860
Step 4 : malware -> set_tid_address() -> Ox8fe78c8
Step 5 : malware -> set_robust list() -> 0x8fe78d0
Step 6 : malware -> futex() -> Oxffe57718
Step 7 : malware -> ugetrlimit() -=> 8192*1024 bytes
Step 8 : malware -> readlink() -> /proc/self/exe
Step 9 : malware -> getcwd() -> /prober
Step 10 : malware -> clone() -> sh
Step 11 : malware -> waitpid() -> sh

Figure 3.7: ASG Steps List Example

19 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

3.4.2 NL_Synonym Base

dofe m it 1T 0 AP F Y H# ASG ¢ e 2 i Steps £ System Call # 4 5 - B
TP TR TRHE R chf R L - PP ER o A 42 Linux man
page [2] 7 Name and Description sections ¥ — system call #73F & 5 it » g5~ 3%
system call $5 i # e 3 * 3% (verb phrase ) ™ % iT% £ P ik ¥ 3% » 4r Fig. 3.8 »

P H g e N E 02 system call # 1 5 H R E 3~ X 4 i 0 B4 System
call “clone()” » H ¥t/ b 32 5 “create” » B R NITH L kS “a

child process” > F]* malware -> clone() -> sh ¢ & P& R/ i* % “malware” create a

child process : sh °

clone, clone2, clone3 - create a child process

Figure 3.8: Linux man page example

3.4.3 schema

NL_Synonym Base 77 schema 4 table.3.6 *77+ » 2 & ¢ 7z 3 B i o 1.System
Call Name: * & % % #& %2 % R 40 system call function name ~ 2. #3 # 35: * &k
REAHEFROEP 3 T XIPHETF P RE L BFEPIPRE - ok F
4 3.4.2 e b o 2P 1L iR Y schema #- system call 98 28 = 41 i e 38 P 3F 4y b
X E A o bldodt 4 clone() ¢ — system call » 2P 0w & 2§20 create a child
process £11p ZR3FE % dw it ~ M4t exit() B E_F 2 & ¥ 5 terminate the calling process °
R PE-WEFLPEE L - T HE § - B3 i _table3.6 hk 15 -
Bkt ? > waitd() #3F chd @ ¢ £ “waitfor” > - R ERME A A

cbrk() # ¥ X 39 ¢ &7 the location of the program break” » » I 2L H ¥ ¥ -

£ B R § A R
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Table 3.6: NL Synonym base schema

System Call Name | # 3 5 3% T X34y it ¥ E
clone() create a child process
exit() terminate the calling process
linkat() create a file link
rename() change name or location
brk() change | the location of the program break
open() open a file or device
getpid() get process identification
exec() execute a program
wait4() wait for a process

3.4.4 Natural Language (NL) Transformer

National Language Transformer ¥_~# < ® B & H 7 d (T o ficke > H
# it » # ASG graph #2 & — B system call invocation (step) #:# 5 p A3 % Ok

it ﬁ:‘f'_"’f"%?l » & ﬁ;?] A he T AT

* Input: 1. Malware List of Syscall Steps (verb, object) ~ 2. NL Synonym Base

* Output: 1. Malware List of Primitive NL Descriptions

FEE B R AP T L ASG P (nE B Steps # § dE (Y 5 - % (primitive )
B 2R3 3 40 it 0 4o Fig. 3.9 #7571 o G4 Step 1 : malware -> exec() -> uname 44 & ;¥
% Step 1 : "malware” execute program : uname ~ Step 2 : malware -> brk() -> 0x8fe7000
g ¥ 5 Step 2 : “malware” change the location of the program break : 0x8fe7000 -
FEFCANEFIARLFIFEREILIASDORGEFT S 0 bldow AEFL W
&1 Step 2: malware -> brk() -> 0x8fe7000 » 77 3 * B ¥ it & ;2 ¥ o brk() ¥| & £_%¢
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Rt H Ak T e § 8% 9 Step 2 . "malware” change the location of the

program break : 0x8fe7000 Fei EFEIARFEOT ERANLERHELL

K AR TR o

Ra e BRHEEDIEERARS SEF BHI- - N JLFig. 397 AP
BLZ 3| > Step 2 : ”malware” change the location of the program break : 0x8fe7000 §=
Step 3 : “malware” set thread local storage area : 0x8fe7860 » iz % i # 2 ¥ & & e
Tkl g el (7> A PGRE A A M R A - B BB

3

21

™

FL-HPAL - KR o BN SFETARRAEL R R o

e

FUFAE G AT AL AP E SSRGS T RSN T

ChatGPT elnput > FHEHH e pH it hFd 4 - FERAZN aE 2 & o

3.44.1 Algorithm

PRC R IR B E 4o Algorithm 2475 0 B 2 Ao i AT 0 &5 A B Input
% %] 5 1. Malware List of Syscall Steps (verb, object) ~ 2. NL_Synonym Base > % if®
EEBRFTF PHIAR AP D RFT OER o F A HEE - BAHIAP
¢ P~ H 3 F > ~ 9w lsourceNode: % #4 {7 System Call 72 48 ~ 2.syscall:
& H 7 ehds 0T~ 3.destNode: & H T #* it 48 o 4% F A ' 15 1§ synonymBase
g eb o 35 H osyscall s P FIH B OB P XL F 0 EBEAE R ET
NL_SynonymBase” © #t % ¢ schema 3.6%771 » 4c% H_system call clone() 3% i - ¢
35 D # F 3E "create” ~ % 3 ¥ 3 7a child process” ; 4% #_system call exit() ,Th € 45
Fld 32 B 3F terminate” ~ X 3 5 3E "the calling process” o B $ AP K- B (L 1S en
RFPF BRSPS EET AR Bk > 33 - TG NL Step ¥ 0 X
2 oR-gt ik B0 ~ NL stepList # » % 1aE a7 @36l 5 p 2335 H 3

o

B RREY SR
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Algorithm 2 NL Transformer Algorithm
NL_Transformer(stepList, synonymBase):

NL stepList = [] # store the result

for step in stepList do
# get the step info
sourceNode = step[’sourceNode”]
syscall = step[”’edge”]
destNode = step[’destNode”]

# use synonym base to get the verb and object
verb = synonymBase[syscall][”verb”’]

object = synonymBase[syscall][’object”]

# store the result
NL_step = sourceNode + verb + object + :” + destNode
NL stepList.append(NL_step)

end for

return NL_stepList

Step 1 : malware 2 exec() > uname
Step 1 : "malware" execute program : uname

Step 2 : malware -> brk() -> Memory Address
Step 2 : "malware" change the location of the program break : 0x8fe7000

Step 3 : malware -> set_thread_area() -> Memory Address
Step 3 : "malware" set thread local storage area : 0x8fe7860

Step 10 : malware -> clone() -> sh

Figure 3.9: Natural Language (NL) Transformer Example
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3.5 #1454 Dofloo

*# < 12 Dofloo % & »

B LARSRGETH I B
3.11 3124751 ° X B¢

e

R
I b 8 i A -

Step 2 v Step 3 4 — B BT

- BEJE > XU

6 ChatGPT chif o4 % & 4 % F 2 4

i:F,'_,m_p:—s?’T

S5 AR R

## #- Natural Language Transformer Example ## 4% {$

% 4 Fig. 3.10

3| ChatGPT i % i& {7 & 38 42 1. %7 B 5

FHEB o b4 Fig. 3.10 ¢ 0

B¢ e

i 1T 14

3] ChatGPT #-H & 5 - 1 £ 7% "Memory Manipulation and Control” » i 12 i 23

T AR o 2 8B F AR LA AR

U

execute program : uname > i ¥ &

~ml

- A5

z
\nd

18 4 i

Dofloo % & #

/7

Step 1: malware execute program : uname
Step 2: malware change the location of the program break : 0x8fe7000
Step 3: malware set thread local storage area: Ox8fe7860

Step 4 : malware set pointer to thread ID : Ox8fe78¢c8 1

Step 5: malware set futexes : 0x8fe78d0 r

Step 6: malware lock : Oxffe57718 ]

Step 7: malware get resource limits : 81921024 bytes 7

Step 8 : malware read symbolic link : /proc/self/exe
Step 9: malware get current working directory : /prober
Step 10 : malware create child process : sh(PID=1514)
Step 11: malware wait for process : sh(PID=1514)

Step 12 : malware create child process : sh(PID=1516)
Step 13 : malware wait for process : sh(PID=1516)

Step 14 : malware create child process : sh(PID=1518)
Step 15: malware wait for process : sh(PID=1518)

Step 16 : malware create child process : sh(PID=1520)

Step 17: malware wait for process : sh(PID=1520)

SEN)S3-7¢E
Steps HiEEHL—
B —ERHIASL -

J A

Rl e s B

#|4c Fig. 3.10 ¢ ¢ Step 1: ”
T- BN o
T 5 KB ’T%P N ,Jﬁ
#7251 uname & 1 4p 4

284 1 Steps > = FE R K E % € 5T

malware”
E & A2 77 uname i&
7] ChatGPT #} uname i&

¥ 10 % % B~ 48 kernel version o
‘ ,‘| KT I [7]

TRALERS M

R

Execution and Initialization: Upon activation, the, mlme immediately

executes the "uname” program. This command provides information about

the system and its kernel version, serving as the starting point for subsequent
malicious activities..

» Step 2~3.

\ Memory Manipulation and Ccntrol\ To establish control over critical memory

regions, the malware strategically modifies the program break location to
0x8fe7000. By doing so, it gains access to a specific memory region for its own

purposes. Additionally, the malware sets the thread local storage area to

0x8fe7860, enabling efficient handling of thread-specific data..

Step 4~6.

‘ Process and Thread Management: ‘By setting a pointer to the thread ID at
0x8fe78c8, the malware gains the ability to identify and manipulate individual
threads as needed. Synchronization and coordination among threads are

achieved through the configuration of futexes at memory location 0x8fe78d0.
Furthermore, the malware employs a lock mechanism at 0xffe57718 to prevent

interference from external processes, ensuring uninterrupted execution..
»>

Step 18 : malware create child process : sh(PID=1522)
Step 19 : malware wait for process : sh(PID=1522)
Step 20 : malware create child process : sh(PID=1524)
Step 21: malware wait for process : sh(PID=1524)
Step 22: malware create child process : 1526

Step 23 : malware exit all threads in a process : status:0

ChatGPT Input

Step 7~9.
‘ Resource Acquisition and Exploratron| he maiware actively acquires

information regarding resource limits, obtaining an allocation of 8192*1024
bytes. This knowledge aids the program in managing system resources
effectively. Additionally, the malware reads the symbolic link “/proc/self/exe,”

retrieving the path to its own executable file. By examining the current
working directory, which is "/prober” in this case, the malware gains insights

into potential targets or resources within the system..

ChatGPT Output

Figure 3.10: ChatGPT Dofloo Example 1
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Step 1: malware execute program : uname

Step 2 : malware change the location of the program break : 0x8fe7000
Step 3 : malware set thread local storage area : 0x8fe7860

Step 4 : malware set pointer to thread ID : Ox8fe78c8

Step 5 : malware set futexes : 0x81e78d0

Step 6 : malware lock : Oxffe57718

Step 7: malware get resource limits : 8192*1024 bytes

Step 8: malware read symbolic link : /proc/self/exe

Step 9: malware get current working directory : /prober

Step 10 : malware create child process : sh(PID=1514) '\
Step 11: malware wait for process : sh(PID=1514)
Step 12: malware create child process : sh(PID=1516)
Step 13 : malware wait for process : sh(PID=1516)
Step 14 : malware create child process : sh(PID=1518)
Step 15: malware wait for process : sh(PID=1518)
Step 16 : malware create child process : sh(PID=1520)
Step 17 : malware wait for process : sh(PID=1520)

[Child Process Creation and Control: As part of its\operations, the malware
creates multiple child processes, each spawned using the “sh” command.

These child processes are sequentially created and managed. The malware

Step 18 : malware create child process : sh(PID=1522) waits for the completion of each process before proceeding to the next one,
Step 19 : malware wait for process : sh(PID=1522) ensuring an orderly progression. The creation of these child processes,

Step 20 : malware create child process : sh(PID=1524) including the final process with PID 1526, serves the malware's specific

Step 21: malware wait for process : sh(PID=1524) objectives.«

Step 22 : malware create child process : 1526 j

Step 23 : malware exit all threads in a process : status:0

ChatGPT Input ChatGPT Output
Figure 3.11: ChatGPT Dofloo Example 2

Step 24 : "sh(PID=1514)" change the location of the program break : 0x55ca 000

[Establishing Control over Critical System Resources] The malware's first
objective is to establish control over critical aspects of the system’s memory
and thread management. By modifying the program break location, it skillfully Step 24.
gains access to a specific memory region (0x55cafccdb000). This alteration
serves as the foundation for subsequent operations.»
Efficient Thread and Memory Management] To ensure efficient thread and

Step 26 : "sh(PID=1514)" set thread state : 0xTfca041f5540

Step 27: "sh(PID=1514)" unmap files or devices : 0x7fca041f6000
Step 28 : "sh(PID=1514)" get user identity : UID:0

Step 29 : "sh(PID=1514)" get group identity : GID:0

Step 25: "sh(PID=1514)" set region of memeory : 0xTfca03dde000 }

Step 30: "sh(PID=1514)" get process identification : PID:1514 memory management, the malware configures the thread local storage area  SteP 25~27+
Step 31:"sh(PID=1514)" get user identity : UID:0 L —» (Ox7fca03dde000) and sets the thread state (0x7fca041f5540). It ynmaps files

Step 32 : "sh(PID=1514)" get process identification : PID:1513 or devices at memory location (0x7fca041f6000). This action allows the

Step 33 : "sh(PID=1514)" get file status : /prober malware to detach and free up resources, contributing to its efficient resource

Step 34 : "sh(PID=1514)" get file status - . } management strategy. These measures allow for seamless handling of thread-

Step 35: "sh(PID=1514)" get group identity : GID:0 specific data, enhancing the malware’s ability to execute its malicious intent..

Step 36 : "sh(PID=1514)" get file status : /usr/local/sbin/sed| Gathering Essential System Information: [To navigate the system effectively, the

Step 37 : "sh(PID=1514)" get file status : /usr/local/bin/sed » malware collects essential information about the user identity, group identity, Step 28~32.
Step 38 : "sh(PID=1514)" get file status : /usr/shin/sed » and process identification. Armed with this data (UID:0, GID:0, PID:1513, 1514) Step 35~
Step 39 : "sh(PID=1514)" get file status : /usr/bin/sed the malware solidifies its privileged position within the system...

Step 40 : "sh(PID=1514)" get file status : /sbin/sed Analyzing File Statuses for System Exglorationj Further exploration involves

Step 41: "sh(PID=1514)" get file status : /bin/sed » inspecting various file statuses. The malware scrutinizes the "/prober” Step 33~34.
Step 42 : "sh(PID=1514)" execute program : sed(PID=1515) directory, the current directory, and spe([f\c paths associated with the “sed” Step 36~41.
Step 43 : "sh(PID=1514)" wait for process : PID:-1 program. These evaluations empn’\_/ycz{ﬁe malware to gain insights into the

Step 44 : "sh(PID=1514)" exit all threads in a process : status:0 system'’s file structure anjd/iglerrﬁﬁ; potential targets for manipulation..

ChatGPT Input ChatGPT Output

Figure 3.12: ChatGPT Dofloo Example 3

3.6 Issue: B #ibiEi

BB ko AP 5T - B E LRSS S8 ChatGPT 11 f 433 0

\

FEEERREAM AN P AR ASG

!

® 1% i Steps ?’ﬁ b i PRI E o A ARILIEAEY 0 B R I A 1S

g
(%

- T A N A E R ASG B AR AP R B E T K
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ChatGPT & 2 % F PFr— & ¥4t Steps thor i § > " M A 4 fE § o

3.7 Solution: ChatGPT Prompt

ChatGPT Prompt € — #& & * ChatGPT #i-%] en$£ 37 » * 1251 % ChatGPT & !
FEpe g RenpF o A F HFEEF T ChatGPT Prompt kB H it 43 p # 1 4%

7 ¥ & =77 Steps ©

*m < chOPrompt A& & 7 48 1. RS £ 9¢ 2 2 & Input 2 H ¥ 0 Output ~

@5 fo ) 4. %7 StepListe 7 3 BLA & % 2022 @ ¥ R 0§ 48R AP

_:E_':_ﬂ_ﬁ’!ﬁ;#])\o

B »| k3> 4e Fig. 3.13 3.14#7 7% :1.Prompt 53— B 458 1 ¢ @?] » ”Now, you are
a malware analyst” » & ChatGPT 7 f2IL v % F- B E L AN LA 7FF i §
2% T RA g ﬁa?] »~ Prompt "I will give you a series of malware behaviors. Please
analyze each step and write an article” » 2 F3V P33 84 - kP E LR F 5 o
T FAPLrIEES- B2 ® ;3 Bl md § &2 38 ChatGPT 5 A ik
FNE - B Step B R - B a3 ¢ @ Pk Figl. 10907 0 $ kP
Fi2F TR Step B 1 0 B2 A P2 £ 30 ChatGPT « & i et £
- P B (B4 Dofloo % &4 47 ¢ “Input 2 Output) % ¥— i #7¢7 Prompt » &
% Output e3» = 12 A 1 25 b & e0 Step © 4o Fig.3.13#751 » 2 i 2 & ChatGPT
#§ ¢ o Input %54 Natural Language Transformer #3815 57 & &, 42 5% 34 (7 ) 2% (B
=R 73 A g b Input”) - @ Y Goutput £ - EARE R 2 F A0 0 ¥
2 B4Rt i e Steps (B ¥ + £ 2% ¢ "Output”) » & B REAZ Y A4 14T
Step 186 - Step 203 £ 17 i Steps » 4rFig.3.13 2 L er7 » ¥4 TR EAF LA 2LF

5 it b 0 58k eh> 3¢ ChatGPT ifué‘é R AP F e Input 2 Output
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il o4 B fS AP R & 4eFigl3.14en 2 L 977 > %4 - B 5 d Natural Language
Transformer & % chE £ AN H 74 Z » ChatGPT ?I}u ¢ AW +LFehp R

THREY AT D LA - fRge b B3 AT 0 Steps e

1.IHYEE 2. =40 Input AHAEE Output

‘ Now, you are a malware analystl | wil’ give you a series of malware behaviors. Please ana\yze‘ ‘ Output: | /

\ each step and write an article.| The example is as follows:

Step186:
Step 187 :
Step188:
Step 189:
Step190:

3. T Efl

"sh(PID=1522)" set region of memory : 0x7fb46b1c1000
"sh(PID=1522)" set thread state : Ox7fb46b5d8540
"sh(PID=1522)" unmap files or devices : 0xTfb46b5d9000
"sh(PID=1522)" get user identity : UID:0

Step 191: "sh(PID=1522)" get group identity : GID:0

Step192:
Step193:
Step194:
Step 195
Step 196:
Step 197
Step 198:
Step199:
Step 200:
Step 201:
Step 202:
Step 203:

Step
Step
Step
Step
step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
step
step
Step
Step
Step
Step
Step
Step
Step
Step
step
Step
Step

N B WM e

=20
= o

"sh(PID=1522)" get process identification : PID:1522
"sh(PID=1522)" get user identity : UID:0
"sh(PID=1522)" get process identification : PID:1513
"sh(PID=1522)" get file status : /prober
"sh(PID=1522)" get file status :.

"sh(PID=1522)" get group identity : GID:0
"sh(PID=1522)" get file status : Jusr/local/sbin/sed
"sh(PID=1522)" get file status : /usr/local/bin/sed
"sh(PID=1522)" get file status : fusr/sbin/sed
"sh(PID=1522)" get file status : /usr/bin/sed
"sh(PID=1522)" get file status : /sbin/sed
"sh(PID=1522)" get file status : /bin/sed

"sh(PID=1522)" change the location of the program break : 0x565075d1000

Memory and Thread Control: The process "sh(PID=1522)" demonstrates precise control over

memory and thread:
0x565075d1fQ000 stablishing a specific memory region (0x7fb46b1¢1000) for
its operations (Step 187). ionally, it sets the thread state to Ox7fb46b5d8540 (Step
188), ensuring efficient management of threads. To optimize resource allocation, the process
unmaps files or devices at OxTfb46b5d2000 (Step 189).

by changing the location of the program break to

User and Group Identity: To operate within the system, "sh(PID=1522)" retrieves user and
group identity information (Step 190 ~ Step 191 and Step 193 - 197). It identifies the user as
UID:0, indicating root privileges, while the group identity is identified as GID:0. These
identities play a crucial role in determining the process's level of access and privileges.

Process Identification and File Status: The process "sh(PID=1522)" retrieves its own process
identification (PID:1522) (Step 192) and further examines the process identification of
another process, PID:1513 (Step 194). Additionally, it performs file status checks for various
files, including /prober, ., fust/local/sbin/sed, /usr/local/bin/sed, fusr/sbin/sed, fusr/bin/sed,
/sbin/sed, and /bin/sed. (Step 195 ~ 196 - Step 198 ~ Step 203)These checks provide
valuable insights into the availability and status of important system files.

As the above example, you need to mark the corresponding steps after the corresponding
-~ paragraphs, please follow this format. If you understand, please answer yes.

ChatGPT Input
Figure 3.13: ChatGPT Prompt 1

4. #5F Step List

“malware”
"malware”

check user permissions :

: "malware” get time : Timestamp }
"malware” get process identification : PID:1525
"malware” initiate connection on a socket : 8.8.8.8:53
"malware” get socket name : 8.8.8.8:53

12 @

: "malware” open file or device : /proc/net/route
¢ "malware" read file descriptor : /proc/net/route
: "malware” change the location of the program break : ex133deee
: "malware” create child process : 1526
"malware” create child process : 1527
"malware” create child process : 1528
: "malware" create child process : 1529
"malware” create child process : 1530
: "malware" create child process : 1531
"malware” create child process : 1532
"malware" create child process : 1533
: "malware" create child process : 1534
: "malware” create child process : 1535
: "malware” send signal process : 1538
"malware” send signal process : 1529
"malware” send signal process : 1528
"malware” send signal process : 1531
: "malware” send signal process : 1533
: "malware” send signal process : 1532
"malware” send signal process : 1527
: “"malware” send signal process : 1534
: "malware" send signal process i 1535
: "malware” create child process : 1536
: "malware" wait for process : 1536

ChatGPT Input

/usr/bin/python }
get user identity : UID:e

[User Permissions and Identity: [The malware (“malware") begins by checking

the user permissions for the /ysr/bin/python file (Step 1). It then retrieves the
user identity and identifies it as UID:0, indicating root privileges {Step 2). This
privileged user status grants the malware significant control over the system..

Timestamp and Process Identification; The malware fetches the current time

(Step 3), which can be used for various purposes such as tracking or time-

based cperations. It also obtains its own process identification, identifying
itself as PID:1525 (Step 4). This process identification allows the malware to
interact with other processes and perform specific actions..

[Socket Connection and File Oy Fhe malware initiates a connection on

a socket with the address 8.8.8.8:53 (Step 5) and retrieves the socket name as

8.8.8.8:53 (Step 6). This connection establishes a network communication
channel, which could be utilized for malicious activities such as command and
control or data exfiltration. Additionally, the malware opens the file or device
/proc/net/route (Step 7) and reads the file descriptor assaciated with it (Step
8). These file operations enable the malware to gather information about

network routes and configurations.. T Adding on
[Memory Control and Child Process Creation:|The malware changes the! e

L location of the program break to 0x133d000 (Step 9), which affects memory
allocation and management. It then proceeds to create multiple child
processes, spawning processes with PIDs 1526 to 1535 (Step 10 to Step 19).
This behavior could be an attempt to obfuscate its presence or distribute its
operations across multiple processes, making it harder to detect and mitigate..

ChatGPT Output

Figure 3.14: ChatGPT Prompt 2

27

doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

3.7.1 Discussion

3.7.1.1 Version

A2 i ChatGPT % A& 5 3.5 B A fgl p @ * T/ ERE 4
BB T T 2 E* ChatGPT AP c/p FIE_APL &L 7 %A 5 3.0 &7 5 & % 1

#10 — R Frtoken 123k § & F B T APL -
3.7.1.2 Limitation

fit 79 % eng T ChatGPT § = ! én Prompt ¥ * Token #ic 5 1024 > i i

F. & = i ~ e Prompt * /] 4o % 42 18 1024 :j‘}u”ﬁ Vi ALY 0 R R RS
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3.7.2 Evaluation Output

ChatGPT 24 = 53] » )¢t 2 4 ch Output ¥ ic § 7 4535 A PR

IR BTG o

BHA P T %S S ChatGPT S5 ehs T A A7 EeaF E@Es
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| 2120 %5 ChatGPT Input pF ¢ 514 i Natural Language Transformer e 2%
#-& — i Steps FREE T 5 - B AP RF T e o blde o B Y 9 Step 2 ~ Step 3
% %] % ”malware change the location of the program break : 0x8fe7000” ~ ”malware set
thread local storage area : 0x8fe7860” » = XFZT it 5 # ¥ Prompt ¥
%5 ChatGPT ez 3» 224 2 8 > %{IZ%J}% C KA P RFZT T AT

T

‘-\\]-
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i® £< 75 "Memory Manipulation and Control” » 4 37 #% i* Step 2 ~ Step 3 L & F_{ f2
R gk T > ChatGPT /adZ {6 0 Step 2 2 & % = ”the malware strategically
modifies the program break location to 0x8fe7000” ~ @ Step 3 2 & % = ’the malware
sets the thread local storage area to 0x8fe7860” » £ i 4ecilnput 2 € 5 = ~ £ £
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Step 1 : "malware” check user permissions : fusr/bin/python } User Permissions and Identity: [The malware ("malware”) begins by checking

Step 2 : "malware" get user identity : UID:e the user permissions for the /usg/bin/python file (Step 1). It then retrieves the
P B Y P

Step 3 : "malware” get time : Timestamp } user identity and identifies it as UID:0, indicating root privileges (Step 2). This

Step 4 : "malware get process ldem_:lﬁcatm” i PID:1525 privileged user status grants the malware significant control over the system..

Step 5 ¢ "malware” initiate connection on a socket : 8.8.8.8:53

Step 6 : “malware" get sm.:ket name : 8.8.8.8:53 Timestamp and Process Identification] The malware fetches the current time

step 7 : "malware” open file or device : /proc/net/route Step 3), which can b d f y h as track t

Step 8 : "malware” read file descriptor : /proc/net/route (Step 3), wi ich can be used for various purposes such as tracking or time-

step 9 : "malware” change the location of the program break : ex133deee based operations. It also obtains its own process identification, identifying

step 10 : "malware" create child process : 1526 itself as PID:1525 (Step 4). This process identification allows the malware to

Step 11 : "malware" create child process : 1527 interact with other processes and perform specific actions...

Step 12 : "malware" create child process : 1528

StEP 13 : "malware” create child prO(eES + 1529 SDCkE' COnnediun 3“d FIIEO erations he malware initiates a connection on

Step 14 : "malware” create child process : 1530 a socket with the address 8.8.8.8:53 (Step 5) and retrieves the socket name as

Step 15 : "malware" create child process : 1531
Step 16 : "malware" create child process : 1532
Step 17 : "malware” create child process : 1533

8.8.8.8:53 (Step 6). This connection establishes a network communication
channel, which could be utilized for malicious activities such as command and

Step 18 : "malware" create child process : 1534 control or data exfiltration. Additionally, the malware opens the file or device
step 19 : "malware" create child process : 1535 /proc/net/route (Step 7) and reads the file descriptor associated with it (Step
Step 20 : "malware” send signal process : 1530 8). These file operations enable the malware to gather information about
Step 21 : "malware” send signal process : 1529 network routes and configurations.s —
Step 22 : "malware" send signal process : 1528 HE
Step 23 : "malware” send signal process : 1531 = =

“ " " [Memory Control and Child Process Creation:|The malware changes the
Step 24 : “"malware” send signal process : 1533 r hich aff
Step 25 : "malware" send signal process : 1532 — » Iocatlor\o the program break to 0x133d000 {Step 9), whic ‘a ecl§ memary
Step 26 : "malware” send signal process : 1527 allocation and management. It then proceeds to create multiple child
Step 27 : "malware" send signal process : 1534 processes, spawning processes with PIDs 1526 to 1535 (Step 10 to Step 19).
Step 28 : "malware” send signal process : 1535 This behavior could be an attempt to obfuscate its presence or distribute its
Step 29 : "malware” create child process : 1536 operations across multiple processes, making it harder to detect and mitigate..

Step 3@ @ "malware” wait for process : 1536

Figure 3.15: ChatGPT Gafgyt Example 1

Step 1 : "malware” check user permissions : /usr/bin/python
Step 2 : "malware" get user identity : UID:@

Step 3 : "malware” get time : Timestamp

Step 4 : "malware" get process identification : PID:1525

Step 5 : "malware" initiate connection on a socket : 8.8.8.8:53
Step 6 : "malware” get socket name : 8.8.8.8:53

Step 7 : "malware" open file or device : /proc/net/route

Step 8 : "malware” read file descriptor : /proc/net/route

Step 9 : "malware” change the location of the program break : exi33deee
Step 10 : "malware" create child process : 1526

Step 11 : "malware” create child process : 1527

Step 12 malware” create child process : 1528

Step 13 : "malware" create child process : 1529

Step 14 : "malware” create child process : 1530
Step 15 : "malware" create child process : 1531
Step " create child process : 1532
Step " create child process : 1533 18{LI7Y Steps
Step " create child process : 1534 i RFEL
Step 19 : "malware" create child process : 1535
step 20 : "malware" send signal process : 1530
Step 21 : "malware” send signal process : 1529 [Signaling Processes and Waiting:| The mafware sends signals to specific

Step 22 : "malware” send signal process : 1528 processes, targeting processes with PID 1530, 1529, 1528, 1531, 1533, 1532,

Step 23 : "malware" send signal process : 1531 4l—5
Step 24 : "malware" send signal process : 1533 1527, 1534, and 1535 (Step 20 to Step 28). These signals can be used for

Step send signal process : 1532 interprocess communication, coordination, or termination. Lastly, the malware
Step send signal process : 1527
Step

send signal process : 1534 creates another child process with PID 1536 (Step 29) and waits for this
Step 28 : "malware" send signal process : 1535 process to complete (Step 30). This waiting behavior suggests a

Step 29 : "malware” create child process : 1536 synchronization or dependency between processes.«

Step 30 : "malware" wait for process : 1536 Y P Y P :

Figure 3.16: ChatGPT Gafgyt Example 2
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File and Device Operations:|Process 1526, a child process created by the

step 31 : “"Process 1526" open file or device : /dev/watchdog "malware,” performs a series of file and device operations. It starts by opening
Step 32 : :Process 1526:‘ open F;le or dev:l.ce t /de\ll/mlsc/watchdog the file or device /dev/watchdog (Step 31) and /dev/misc/watchdog (Step
Step 33 : "Process 1526" open file or device : /sbin/watchdog . .

Step 34 : "Process 1526" open file or device : /bin/watchdog 32), which are related to watchdog functionality. It continues by opening
step 35 : "Process 1526" open file or device : /dev/FTWDT101_watchdog —» /shin/watchdog (Step 33) and /bin/watchdog (Step 34), indicating the

Step 36 : "Process 1526" open file or device : /dev/FTWDT101/watchdog i f ifi p—— P 1526 al

Step 37 : "Process 1526" open file or device : /dev/watchdoge execuition of specilic watchdog programs. Frocess also opens

S

Step 38 : "Process 1526" open file ol
Step 29 : "Process 1526" open file o

device : fetc/default/watchdog /dev/FTWDT101_watchdog (Step 35) and /dev/FTWDT101/watchdog (Step
device : fetc/watchdog

S

36), potentially interacting with a specific watchdog device or driver.
Moreover, it opens /dev/watchdog0 (Step 37), suggesting the involvement of
multiple watchdog devices or channels. Finally, Process 1526 accesses
configuration files, including /gtg/default/watchdog (Step 38) and
/etg/watchdog (Step 39), which likely contain settings and parameters for
watchdog functionality. The file and device operations performed by Process
1526 indicate its engagement with watchdog functionality. Watchdog timers
are used in systems to monijtor the health and availability of critical processes.
By opening watchdog-related| files and devices, Process 1526 suggests an
intention to control or manipulgte the watchdog mechanism..

Figure 3.17: ChatGPT Gafgyt Example 3

3.9 E#|H5#: Darlloz
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BEE > T I RnE 2 AN ER > blde: Fig3.18 ¥ = Step 5 - Step 19?5'3—5’\ s %t

process ”sh” i& {7 & i* » ChatGPT JT* ¢ S = — 1B £ E "Process and Wait for ”/bin/
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i P > B 4e Fig.3.19 ¢ < Step 20
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sh” % 4 7 - 2.ChatGPT ¢ %+ % § $ /v
L7/proc/ 8- FAL & ih B ChatGPT jb § 4t % it 352 i ot Tl & L 5

information related to system processes.” » = %{&‘3 process F B (R 30 o

Step 1 : "malware” create child process : 1881

Step 2 : "maluare” exit all threads in a process : status:@ Process Creation and Termination: I‘I’he malware initiates a series of process
Step 3 : "Process 1881" create child process : 1882 ~ T - = B

Step 4 : "Process 1881" exit all threads in a process : status:@ creation and termination steps. First, it creates a child process with PID 1881
Step 5 : "Process 1882" create child process : /bin/sh — (Step 1). Following that, it exits all threads within the process, indicated by the
Step 6 : "Process 1882" wait for PZGCESS : /bin/sh status code O (Step 2). Process 1881 then proceeds to create another child
Step 7 : "Process 1882" create child process : /bin/sh . . .

Step 8 : "Process 1882" wait for process : /bin/sh pl_oc.ess with PID 1882 (Step 3), and like its predecessor, it exits all threads
Step 9 : "Process 1882" create child process : /bin/sh within the process (Step 4).

Step 18 : "Process 1882" wait for process : /bin/sh
Step 11 : "Process 1882" create child process /bin/sh —l—b Process and Wait for "/bin/gt]'LThe subsequent steps involve the creation of
Step 12 : "Dmcess 1832" wait for ?rocess : /bm"is'j ’_ multiple child processes of process 1882, all with the target executable
Step 13 : "Process 1882" create child process : /bin/sh o g . ) )

Step 14 : "Process 1882" create child process : /bin/sh H%?ﬁf@ﬁl%ﬁﬂw /bin/sh." Process 1882 creates the first "/bin/gh” child process (Step 5) and
Step 15 : "Process 1882" create child process : /bin/sh HIJ StepS %ﬁ% waits for it to complete (Step 6). It repeats this pattern of process creation
Step 16 : "Process 1882" create child process : /bin/sh .
Step 17 : "Process 1882" create child process : /bin/sh
Step 18 : "Process 1882" create child process : /bin/sh
Step 19 : "Process 1882" create child process : /bin/sh _J 19).-

Ek_—f[ﬁ]ﬁn%— and waiting for five more times (Steps 7-12). Finally, process 1882 creates an
< additional six “/bin/gh” child processes without waiting for them (Steps 13-

ChatGPT Input ChatGPT Output
Figure 3.18: ChatGPT Dalloz Example 1
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File and Process Analysis: he process "Process 1882" exhibits behavior related

to file and process analysis. It begins by opening the file or device */proc”
(Step 20), indicafing its interest in accessing information related to system
processes. The process then proceeds to change the location of the program
break to 0x1316000 (Step 21), potentially allocating additional memory for its

The subsequent steps involve opening and reading specific files related to
individual processes in the “/proc" directory. It opens the file */proc/1/stat"
(Step 22) and reads its file descriptor (Step 23), providing insight into the
status and information associated with process ID 1. Similarly, the process
repeats these actions for processes 2 through 1882, sequentially opening their

corresponding stat files in the "/proc” directory and reading the file

ChatGPT Output

#HiT command

Child Process Creation and File Manipulation: In afidition to its file and process
analysis behavior, the process "Process 1882" demonstrates activities related
to child process creation and file manipulation. It [starts by creating a child
process with the program “/bin/gh" (Step 198), indicating its intention to
spawn a new shell process for executing commands or performing other

Following the creation of the child process, "Process 1882" proceeds to open
specific files or devices for further manipulation. It opens the file
Jvar/runilightpid” (Step 199) and subsequently removes it (Step 200).
Similarly, it opens and remaves the files "/var/runfajdrapid” (Steps 201-202),
“fvarfrun/lightpid” (Steps 203-204), “/var/run/. l'.b-tﬂ-‘.q (Steps 205-206),

“fvar/run/ lamerte/lamerte pid” (Steps 207-208), and “/var/run/ daemeonpid”

Step 2@ : "Process 1882" open file or device : /proc
Step 21 : "Process 1882" change the location of the program break : @x131688
Step 22 : "Process 1882" open file or device : /proc/1/stat —
Step 23 : "Process 1882" read file descriptor : /proc/l/stat
Step 24 : "Process 1882" open file or device : /proc/2/stat
Step 25 : "Process 1882" read file descriptor : /proc/2/stat
Step 26 : "Process 1882" open file or device : /proc/3/stat
Step 27 : "Process 1882" read file descriptor : /proc/3/stat
Step 28 : "Process 1882" open file or device : /proc/4/stat
operations.»
Step 196 : "Process 1882" open file or device : /proc/1873/stat
Step 191 : "Process 1882" read file descriptor : /proc/1873/stat
Step 192 : "Process 1882" open file or device : /proc/1874/stat
Step 193 : “"Process 1882" read file descriptor : /proc/1874/stat
Step 194 : “"Process 1882" open file or device : /proc/1875/stat
Step 195 : “Process 1882" read file descriptor : /proc/1875/stat descriptors (Steps 24 to Steps 197).
Step 196 : "Process 1882" open file or device : /proc/1882/stat
Step 197 : "Process 1882" read file descriptor : fproc/1882/stat _|
ChatGPT Input
Figure 3.19: ChatGPT Dalloz Example 2
Step 198 : "Process 1882" create child process : /bin/sh T
Step 199 : "Process 1882" open file or device : /var/run/.lightpid 7
Step 200 : "Process 1882" remove file : /var/run/.lightpid
Step 201 : "Process 1882" open file or device : /var/run/.aidrapid
Step 282 : "Process 1882" remove file : /var/run/.aidrapid
Step 203 : "Process 1882" open file or device : /var/run/lightpid actions.
Step 284 : "Process 1882" remove file : /var/run/lightpid
Step 205 : “Process 1882" open file or device : /var/run/.lihtpid B
Step 206 : "Process 1882" remove file : /var/run/.lihtpid &
Step 207 : "Process 1882" open file or device : /var/run/.lamorte/lamorte.pid
Step 208 : "Process 1882" remove file : /var/run/.lamorte/lamorte.pid
Step 289 : “"Process 1882" open file or device : /var/run/.daemon.pid
Step 218 : "Process 1882" remove file : /var/run/.daemon.pid
- (Steps 209-210)..
ChatGPT Input

ChatGPT Output

Figure 3.20: ChatGPT Dalloz Example 3
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$|- B #% % "/dev/urandom” > i E Fe 5 ¥ i &2 ¥ U hi®* > & ChatGPT i3 ]
# 2o T 31 ”commonly used to generate random data and can be leveraged by malware for
various purposes, such as encryption or obfuscation” » £ 37 iz BfHx £ k& 4
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Memory and Thread Control: ‘The “malware” process exhibits memory and
%Eﬂ‘%%*ﬁ [¢F] thread control capabilities through a series of steps. It begins by setting a
r = . H
H}'y%{??ﬁ%g pDIr:IlC[ to a thread ID at Oﬂ_] 52f0 (Step 1). Furthermore, the malware
—*%,En' % retrieves resource limits, which amount to 1000*1024 bytes (Step 2).
Sy

Additionally, it locks a specific resource at 0x1151ec (Step 3), potentially to
protect critical sections and avoid conflicts with other processes..

Step 1 : "malware" set pointer to thread ID : @x1152f@ } -
Step 2 : "malware” get resource limits : 1800*1024} bytes Process Identification and Child Process Creation:| To understand its
Step 3 : "malware" lock : @x1l15lec operational context, the malware obtains its own process identification,
Step 4 : "malware” get process idem.:ificatiun ¢ PID:1871 revealing PID:1871 (Step 4). Subsequently, it changes the location of the
Step 5 : "malware" change the location of the program break : ox233eee ) )
Step 6 : "malware” create child process : 1872 program break to 0x233000 (Step 5). The process then demonstrates the
Step 7 : "malware” exit all threads in a process : status:@ ability to create a child process with PID 1872 (Step 6). This capability could
be used for various purposes, such as privilege escalation or concurrent
execution of tasks..
To ensure efficient resource utilization, the malware
terminates all threads in its process (Step 7). The exit status is reported as 0,
indicating successful thread termination..
ChatGPT Input ChatGPT Output
Figure 3.21: ChatGPT Luabot Example 1
|Chi|d Process Creation and Synchronization: ‘The malware, specifically "Process
1872," continues its activities by creating yet another child process, this time
—» with PID 1873 (Step 8). This nested child process creation suggests a
potentially complex chain of execution or a multi-stage attack strategy. After
creating the child process, "Process 1872" enters a wait state for the
completion of the newly created process, PID 1873 (Step 9). This
synchronization mechanism allows the malware to ensure that the execution
of subsequent steps is coordinated and controlled. »
Memory and File Operations: | Process 1873," showca
manipulating memory locations and interactjfig with various files and devices.
Step 8 : :Process 1572:: create child process : 1873 }7 Firstly, “Process 1873" changes the locatioryof the program break to 0x254000
Step 9 : "Process 1872" wait for process : 1873 ) ) .
Step 1@ : "Process 1873" change the location of the program break : @x254eee (Step 10). This manipulation of the proggém break allows the process to
Step 11 : "Process 1873" open file or device : /dev/urandom expand its memory space. Next, the protess opens several files or devices,
Step 12 : "Process 1873" open file or device : /proc/net/unix starting with /dev/yrandom (Step 11). This file is commonly used to generate

Step 13 : "Process 1873" open file or device : /proc/net/tcp

" " . s random data and can be leveraged by malware for various purposes, such as
Step 14 : "Process 1873" open file or device : /proc/net/tcpé

Step 15 : "Process 1873" open file or device : /proc encryption or obfuscation. Furthermore, "Process 1873" opens the following
Step 16 : "Process 1873" manipulate file descriptor : /proc files or devices: /proc/net/ynix (Step 12), /proc/net/tep (Step 13),
Step 17 : "Process 1873" open file or device : /proc/1/fd /proc/net/tcpé (Step 14), and /proc (Step 15). These files provide access to

Step 18 : "Process 1873" manipulate file descriptor : /proc/1/fd network-related information and system process data, which can be useful for

gathering intelligence or potentially exploiting vuln. In addition to opening
files, the process manipulates file descriptors associated with the /proc
directory (Step 16). By manipulating these descriptors, the process can
control its interaction with the underlying files and directories. Furthermare,
“Process 1873" specifically opens and manipulate the file or device /proc/1/fd
(Steps 17 to Steps 18). «

ChatGPT Input ChatGPT Output

Figure 3.22: ChatGPT Luabot Example 2
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Step 19 : "Process 1873" get file status : /proc/l/fd/e —
Step 20 : "Process 1873" get file status : /proc/1/fd/1
Step 21 : "Process 1873" get file status : /proc/1/fd/2
Step 22 : "Process 1873" get file status : /proc/1/fd/3
Step 23 : "Process 1873" get file status : /proc/1/fd/4 File Status Checks] Continuing its operations, "Process 1873" performs a series
Step 24 : "Process 1873" get file status : /proc/1/fd/5 = . E
Step 25 : "Process 1873" get file status : /proc/1/fd/6 of file status checks on file descriptors associated with the /proc/1/fd
Step 26 : "Process 1873" get file status : /proc/1/¥d/7 directory. These checks provide insights into the status and availability of
Step 27 : "Process 1873" get file status : /proc/1/fd/8 specific files within the system. The process begins by retrieving the file status
Step 28 : "Process 1873" get file status : /proc/1/fd/9 j of /proc/1/{d/0 through /proc/1/fd/57 (Step 19 ~ 61). The specific files
L associated with these file descriptors may vary and depend on the system's
/1\_[ e configuration and running processes. By inspecting the file status of these file
AH Y2 i
armL b —
,1 ]]7T manipulate or interfere with the functioning of the associated files or to

Step 57 : "Process 1873" get file status : /proc/1/fd/46 gather intelligence about the system's configuration.»
Step 58 : "Process 1873" get file status : /proc/1/fd/47

Step 59 : "Process 1873" get file status : /proc/1/fd/48

Step 6@ : "Process 1873" get file status : /proc/1/fd/49

Step 61 : “Process 1873" get file status : /proc/1/fd/57_|

descriptors, “Process 1873" gains insights into the availability and operational

X status of critical system resources. This information can be exploited to

ChatGPT Input ChatGPT Output
Figure 3.23: ChatGPT Luabot Example 3
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Step
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Step
Step
Step
Step
Step
Step
Step

Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step

W oUW R

o
= ©

"malware"
"malware"
"malware"
"malware"
"malware"
"malware"
"malware"
"malware"
"malware"
: "malware" create child process :
; "malware"” exit all threads in a process

1 “malware"
1 "malware”
: "malware"
¢ "malware"
: "malware"
: "malware"
: "malware"
: "malware"
: "malware"
: "malware”
: "malware”

" create child process :
' exit all threads in a process :

open file or device : /proc/self/exe

set region of memery : @x7féebbécseee

map files or devices into memory : mec/self/exe}

Memeory Mapping and Execution: ihe “malware” initiates its operation by
opening the file or device /proc/self/exe (Step 1) and subsequently maps this
file inte memory (Step 2). This technigue allows the malware to access its own
executable file and execute code directly from memory, making it more

elusive to traditional file-based detection methods. By setting the region of
memory to 0x7f6ebb0c8000 (Step 3), the malware establishes a specific area
to conduct its operations efficiently..

Symbolic Link Retrieval] To understand its own location further and potentially
hide its tracks, the "malware” reads the symbolic link /proc/self/exe (Step 4).
This action helps the malware to determine the path to its executable file,

read symbolic link : /proc/self/exe

set thread state : @x7f6ebbecosee

open file or device : /etc/rc.conf

1518

ChatGPT Input

unmap files or devices : ex7féebbécceee
change the location of the program break

# BxZMEBBB}_\_.{ Memory Unmapping and Program Break Manipu\al.ion:lln an effort to

open file or device : /etc/rc.d/rc.local

: status:e

allowing it to alter its behavior based on the location it is executed from..

optimize resource utilization, the "malware” ynmaps files or devices at
’E ?ﬁéﬁ%& 0x7f6ebb0c6000 (Step 5). This step is essential for efficient memory
) Tt management, as it releases unnecessary memory mappings. The malware then
;ﬁ'ﬂﬂ S changes the location of the program break to 0x24e0000 (Step 6). The
program break represents the end of the process's data segment and heap. ~

4p{ Thread and Process State Managemenl{: To maintain a stable and controlled
environment, the "malware” sets the thread state to 0x7f6ebb0c9500 (Step 7).
This action ensures that the threads within the malware's process operate

cohesively, enabling synchronized execution of malicious activities...

ChatGPT Output

Figure 3.24: ChatGPT Kaiten Example 1

open file or device : /proc/self/exe
map files or devices into memory :
set region of memory : @x7f6ebb@cB8a2d

read symbolic link : /proc/self/exe

unmap files or devices : ex7fsebbeceeee
change the location of the program break :
set thread state : @x7f6ebb@cI5ee

open file or device : /etc/rc.d/rc.local
cpen file or device : /etc/rc.conf }
1518

status:e}

ChatGPT Input

/proc/self/exe

Persistence Mechanigms: Irjtriguingly, the “malware” opens the files
fete/red/rclocal (Step 8) and /ete/rc.conf (Step 9). These files are commonly
associated with/system initialization and configuration on Unix-based systems.
hese files, the malware is likely attempting to achieve
persistence. Modifying or inserting malicious code into these initialization
scripts allows the malware to execute every time the system boots, ensuring
continued control and presence on the infected system..

By accessin

Bx24e8000

—*{Child Process Creation and Thread Termination: As part of its operation, the
“malware” creates a child process with the process ID 1518 (Step 10). This
technique is often used to spawn a new instance of the malware, extending its
reach and influence within the system. Finally, the "malware” exits all threads
in its process with a status code of O (Step 11). This action is a deliberate
termination of its own threads, likely as a part of its stealth strategy to avoid
detection..

ChatGPT Output
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Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step

12 :
13 :
14
15 :
16 :
17 :
18 :
19 :
20 :
21 :
: "Process

"Process
"Process
"Process
"Process
"Process
"Process
"Process
"Process
"Process
"Process

1518"
1518"
1518"
1518"
1518"
1518"
1s518"
1518"
1518"
1518"
1518"

get process identification : PID:1518
get process identification : PID:1
open file or device : /usr/dict/words
get file status : /etc/resolv.conf
open file or device : /etc/host.conf
get file status : fetc/host.conf

read file descriptor : /etc/host.conf
open file or device : /etc/resolv.conf
get file status : /etc/resolv.conf

read file descriptor : /etc/resolv.conf 3 o ) -
execute program : uname file.Similar operations are repeated with /gte/resolv.conf (Steps 19 to Steps

Process Identification] The process “Process 1518" retrieves its own process
identification, PID:1518 (Step 12), which helps in distinguishing it from other
processes. Subsequently, it also obtains the process identification of the init

process, PID:1 (Step 13). Understanding the process identification is vital for
monitoring and controlling the behavior of the malware within the system...

File Operations]|

operations in the system. It opens the file or device located at /usr/dict/words
(Step 14). This action indicates potential interaction with the file’s contents.
%%\%ﬁ Furthermore, the process retrieves the file status of /etc/resalv.canf (Step 15),
@Eﬁ}% which provides information about the file's attributes and

Rermissions. Process 1518" opens another file, /etc/host.conf. Like before, it
proceeds to obtain the file status of /gte/hast.conf and reads the file
descriptor (Steps 16 to Steps 18), potentially extracting data from the

The process “Process 1518" performs various file-related

21), indicating a focus on this specific file in the malware’s activities..

‘——————»{Execution of External Programs:|"Process 1518" executes the program uname
(Step 22). This command provides information about the system and its

kernel version.«
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36 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

Chapter 4 Conclusion

A2 T g Pt M- P e System Call Trace 3 Bl & E R A2 7 7

SR TR AL B RETEARNFLIAT YA L EHTEERGZE

*Hh 2 ik i i % 8 4 7 (Dynamic Analysis) 50 3B~ {F - & R 42 5

e System Call Trace » #% ® 4+ ¥t & — B Linux system call function $* £ I} H # %

(operation) T B & & (hiF* i {F L % $ (T H 3 (operator) (X 3 (operand) o I

PLAHE RS BERARNREF S B (Attack Scenario Graph) % % & LA 1 ehE

% %2 ¥ Natural Language Transformer -4 4 ASG ¥ 12 System Call ‘e

= e FE3E S 49 i 0 45 d Natural Language Synonym Base s 84 #& it % f§ % chp
RRFL AR HB AR S ERAS o T LS

[«

BT S F

[}

fOAXET R it e G ks (PR A 0 400 B ge T %54 ChatGPT 425 -
ELANLBHINY L P AT HEL- HENFI- REARA L REY ¢

FEBEGAEY TN B N E BT R Bt AT LR

S

‘“‘}&

SET AR LIRS ¥

37 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

List of Figures

2.1 ASG Structure Example . . . ... ... ... ... ... 6
3.1 System Arch Automatic Narrative Essay Generation . . ... ... ... 13
3.2 Memory Reduction . . . ... ... ... 16
33 TimeReduction . . . . . .. ... ... ... 16
34 NICReduction . . ... .. ... ... 17
3.5 StepsReduction . . . . . .. ... 17
3.6 ASGStepExample . . . . ... ... ... ... 19
3.7 ASG Steps ListExample . . . .. ... ... ... .. .......... 19
3.8 Linuxmanpageexample . . . .. ... ... ... .. .. ........ 20
3.9 Natural Language (NL) Transformer Example . . . . . . . ... ... .. 23
3.10 ChatGPT Dofloo Example 1 . . . . ... ... .. ... .. ....... 24
3.11 ChatGPT Dofloo Example2 . . . ... ... ... .. .......... 25
3.12 ChatGPT Dofloo Example3 . . . ... .. ... ... ... ....... 25
3.13 ChatGPT Prompt1 . . . ... ... .. ... ... .. .. ... ... 27
3.14 ChatGPT Prompt2 . . . . . . . . . ... . 27
3.15 ChatGPT Gafgyt Example 1 . . .. ... ... ... ... ........ 30
3.16 ChatGPT Gafgyt Example2 . .. ... ... ... ... ......... 30
3.17 ChatGPT Gafgyt Example3 . .. ... ... ... ... ......... 31

38 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

3.18 ChatGPT Dalloz Example 1 . . . ... ... ... .. ... ... .... 31

3.19 ChatGPT Dalloz Example2 . . . ... ... ... ... ... ...... 32
3.20 ChatGPT Dalloz Example3 . ... .. ... ... ... ... .. .... 32
3.21 ChatGPT Luabot Example 1 . . . . .. ... ... .. ... ....... 33
3.22 ChatGPT Luabot Example2 . . ... ... ... ... ... ....... 33
3.23 ChatGPT Luabot Example3 . . . . ... ... ... ... ........ 34
3.24 ChatGPT Kaiten Example 1 . . . . . ... .. .. ... ......... 35
3.25 ChatGPT Kaiten Example2 . . . .. .. ... ... ... ........ 35
3.26 ChatGPT Kaiten Example3 . . . ... .. ... ... ... ....... 36

39 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

3.1

3.2

33

3.4

3.5

3.6

List of Tables

Dofloo: Scale Reduction . . . . .. ... ... ... .. ... ...... 16
Xorddos: Scale Reduction . . . . ... ... ... L 17
Darlloz: Scale Reduction . . . . . .. ... ... ... .......... 17
LuaBot: Scale Reduction . . . . .. ... .. ... ... ... ... ... 18
Kaiten: Scale Reduction . . . . ... ... ... ... ......... 18
NL Synonym base schema . . . ... ... ... ............. 21

40 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735

References

[1] Wajih Ul Hassan, Adam Bates, and Daniel Marino. Tactical provenance analysis for

endpoint detection and response systems. In 2020 IEEE Symposium on Security and

Privacy (SP), pages 1172-1189, 2020. doi: 10.1109/SP40000.2020.00096.

[2] Jambit GmbH. Linux man page: clone(), 2023-03-30. URL https://man7.org/

linux/man-pages/man2/clone.2.html.

[3] Jambit GmbH. Linux man page: system call, 2023-06-24. URL https://man7.

org/linux/man-pages/man2/syscalls.2.html.

[4] Zhenyuan Li, Jun Zeng, Yan Chen, and Zhenkai Liang. Attackg: Constructing tech-

nique knowledge graph from cyber threat intelligence reports. In Lecture Notes in

Computer Science, page 589-609, 2022. doi: 10.1007/978-3-031-17140-6_29.

[5] Sadegh M. Milajerdi, Rigel Gjomemo, Birhanu Eshete, R. Sekar, and V.N. Venkatakr-
ishnan. Holmes: Real-time apt detection through correlation of suspicious informa-

tion flows. In 2019 IEEE Symposium on Security and Privacy (SP), pages 1137-1152,

2019. doi: 10.1109/SP.2019.00026.

[6] Ori Or-Meir, Nir Nissim, Yuval Elovici, and Lior Rokach. Dynamic malware analysis

in the modern era—a state of the art survey. In ACM Comput. Surv., Vol. 52, No. 5,

Article 88, 2019. doi: 10.1145/3329786.

41 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735
https://man7.org/linux/man-pages/man2/clone.2.html
https://man7.org/linux/man-pages/man2/clone.2.html
https://man7.org/linux/man-pages/man2/syscalls.2.html
https://man7.org/linux/man-pages/man2/syscalls.2.html

[7] ZHI-KANG, CHEN. Chatgpt case study, 2023-08-04. URL https://drive.
google.com/drive/folders/1eEZe0ZwsiNfXoIsxm45scLTg5faCat-D?usp=

drive_link.

42 doi:10.6342/NTU202302735


http://dx.doi.org/10.6342/NTU202302735
https://drive.google.com/drive/folders/1eEZe0ZwsiNfXoIsxm45scLTq5faCat-D?usp=drive_link
https://drive.google.com/drive/folders/1eEZe0ZwsiNfXoIsxm45scLTq5faCat-D?usp=drive_link
https://drive.google.com/drive/folders/1eEZe0ZwsiNfXoIsxm45scLTq5faCat-D?usp=drive_link

	Acknowledgements
	摘要
	Abstract
	Contents
	Introduction
	Motivation
	Objective

	Background & Related Work
	Background
	Execution Trace (System Call Trace)
	Attack Scenario Graph
	Source Node
	Destination Node
	Edge
	Example

	Algorithm

	Related Work
	Dynamic Malware Analysis in the Modern Era—A State of the Art Survey
	HOLMES: Provenance Graph 與 Audit logs
	Tactical Provenance Analysis for Endpoint Detection and Response Systems : Provenance Graph 與 API call logs
	AttacKG: Constructing Technique Knowledge Graph from Cyber Threat Intelligence Reports


	Automated Narrative Essay Generation
	System Architect
	Issue: ASG Large Scale
	For Node
	For Edge
	Reduction Result

	Issue: System call 的低階結構、語義
	Solution
	Malware List of Syscall Steps
	NL_Synonym Base
	schema
	Natural Language (NL) Transformer
	Algorithm


	案例分析: Dofloo
	Issue: 自動化標註
	Solution: ChatGPT Prompt
	Discussion
	Version
	Limitation

	Evaluation Output

	案例分析: Gafgyt
	案例分析: Darlloz
	案例分析: Luabot
	案例分析: Kaiten

	Conclusion
	List of Figures
	List of Tables
	References

