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DEEP-LEARNING-BASED ANOMALY DETECTION
FOR CONNECTED AND AUTONOMOUS VEHICLES IN
LANE-CHANGING SCENARIOS

Student: Chien Lin Advisor: Dr. Chung-Wei Lin

Department of Computer Science and Information Engineering
National Taiwan University

Abstract

Autonomous vehicles can use various sensors or wireless networks to acquire
their environmental data for making decisions in autonomous maneuvers. How-
ever, the sensed or received data can be malicious due to the attacks. This poses
a serious threat to autonomous vehicles which are safety-critical systems. In this
thesis, we propose deep-learning-based models, which are Long Short-Term Memory
(LSTM) model and Deep Neural Network (DNN) model, to detect whether a vehi-
cle is attacked while it has the lane-changing intention. We propose two stealthy
attacks as attack models, which can deceive the detection by a rule-based detection
approach. Then we directly deploy the attacks into Simulation of Urban Mobility
(SUMO) [1] during the simulation to generate the anomalous data. We also es-
tablish the standards and specifications for modifying simulation inputs in SUMO.
Our anomaly detection workflow has the generality that can be used in different
lane-changing environments, we design three environments to conduct experiments,

including highway, roundabout, and opposite overtaking. As a result, the proposed

v
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deep-learning-based approach achieves a decent detection performance against the

anomaly.

Keywords: Connected and Autonomous Vehicle, Intelligence Vehicle,
Anomaly Detection, Intrusion Detection, Deep Learning, Machine Learn-

ing
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Chapter 1

Introduction

The development of autonomous driving systems has been rapidly developed in
the past few decades. The technology which was once considered impossible is
now approaching realization. Today’s vehicles are equipped with Advanced Driver-
Assistance System (ADAS), such as Collision Avoidance System (CAS) or Lane
Keeping Assistance System (LKA). These systems assist drivers in safe and effi-
cient driving. Autonomous vehicles make decisions about their operations based
on the sensed or received surrounding information. However, the information can
sometimes be incorrect due to various factors, such as poor internet connection,
detection of unknown objects, or anomalous attacks. Specifically, when it comes to
anomalous attacks deliberately caused by humans, the worst outcomes are expected
to occur. Considering that autonomous vehicles are safety-critical systems, it is

important to ensure that they can acquire information accurately.

According to studies, one of the most common reasons for accidents during
driving is improper lane changing. Changing the lane at the right time and velocity
has always been a challenge in driving. Attackers can intercept and modify the data
transmitted from surrounding vehicles, which compromise the safety and efficiency
of the process of lane-changing maneuvers. The collisions and obstructions are
both possible outcomes of the attacks. In this thesis, we detect whether a vehicle

is attacked while it has the lane-changing intention by deep-learning-based and
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machine-learning-based models.

1.1 Related Work

Over the past few decades, lane-changing detection approaches have been ex-
tensively researched. These approached can be classified into three main categories:

rule-based approaches, probabilistic models, and deep-learning-based approaches.

1.1.1 Rule-Based Approaches

The rule-based approach detects the goal by setting the rules of human knowl-
edge. These rules can be based on physics rules or other factors such as lateral
position, velocity, acceleration from lane boundaries, and steering angle. Nilsson et
al. developed a lane-changing detection approach based on the rules. They deter-
mined whether a vehicle is changing lanes by examining if its lateral velocity or
acceleration exceeds a predefined threshold [2]. Additionally, factors such as the
vehicle’s distance from the left or right lane boundaries [3] and its steering angle [4]
were considered in identifying lane-changing cases. To improve the accuracy and
effectiveness of the lane-changing detection, the researchers deployed an established
rule-based model called MOBIL. This model takes into account the speed and po-
sition differences of surrounding vehicles on both the current and target lanes as
inputs [5]. The rule-based approach is intuitive since it has interpretable rules.

However, the fixed rules may not be suitable for various real-world scenarios.

1.1.2 Probabilistic Models

The probabilistic model is a statistical technique used to predict the proba-
bility of future events occurrence based on past data. It performs well in detecting

lane changing when time series trajectory data are used as inputs. Park et al. used
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a Hidden Markov Model (HMM) to detect lane changing [6]. As for the detection
performance in lane-changing maneuvers, it can depend on selected features and hid-
den states of the probabilistic model [7]. In work [8], a combination of a Continuous
Hidden Markov Model (CHMM) and a Discrete Hidden Markov Model (DHMM)
was used to achieve more precise lane-changing detection. The CHMM generated
the best hidden state sequence from trajectory inputs and the DHMM classify the
symbolic sequence into different driving behavior. Li et al. used a HMM and Gaus-
sian Mixture Model (GMM) hybrid model to detect the lane-changing behavior [9].
Deng and Soffker used a Fuzzy Logic (FL) based HMM to discriminate the driving
behavior into very safe, safe, and dangerous driving scenarios, resulting in better de-
tection performance when the HMM was trained on different scenarios [10]. In [11],
a Naive Bayes model was proposed to predict whether the driver would take over

the leading vehicle.

1.1.3 Deep-Learning-Based Approaches

Deep-learning-based models detect lane changings with high accuracy since
they can generate detailed features through iterated training. However, a well-
detect performance model requires a large amount of data for the training process.
In numerous studies, Recurrent Neural Network (RNN) is the preferred detection
approach [12-17]. The RNN model, especially the long short-term memory (LSTM)
variant, is highly suitable for processing time series data, making it a widely adopted
approach for lane-changing detection. Several studies have leveraged LSTM-based
RNN models to achieve impressive results in different aspects of lane-changing de-
tection. Wirthmuller et al. proposed a single-layer LSTM-based RNN model to
accurately predict the time until a vehicle performs a lane change, achieving a re-

markable median error of less than 0.25 seconds in their predictions [12]. Zyner et al.
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proposed a multi-layer LSTM-based RNN model to predict driver behavior before
reaching road intersections [13]. Xing et al. proposed an ensemble bi-directional
RNN model equipped with LSTM units to achieve a remarkable accuracy of 96.1%
in predicting lane-changing intentions, successfully anticipating the maneuvers half
a second in advance [14]. Additionally, Xin et al. proposed a novel Dual LSTM-
based RNNs model, which encompasses two distinct LSTM units. One LSTM is
dedicated to recognizing the driver’s lane-changing intentions, while the other fo-
cuses on trajectory prediction [15]. In addition to the mentioned models, there
are other RNN variants utilized for lane-changing prediction tasks. For instance,
the Gated Recurrent Units network (GRU) was proposed to predict two specific
time points: when the driver initiates the lane-changing maneuver and when the
lane-changing maneuver is completed [16]. Furthermore, Park et al. proposed an
innovative LSTM-based autoencoder model specially designed for predicting vehicle

trajectories during lane-changing maneuvers [17].

Other deep-learning-based approaches are also used. Lee et al. proposed
a CNN model to detect the lane-changing intention of surrounding vehicles with
an accuracy of 95% [18]. De Candido used three 1-D Convolution-based Deep Au-
toencoders (DAEs) to analyze various driving maneuvers and detect the driving
behavior [19]. Hu et al. proposed a Multi-Layer Fully-Connected Deep Neural Net-
work (DNN) model to predict vehicle motion under various driving scenarios [20].
A Deep belief network (DBN) model was also proposed to detect the lane-changing

process of a vehicle [21].

1.2 Contributions

In this thesis, our main contributions are as follows:
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e We propose deep-learning-based models, which are Long Short-Term Memory
(LSTM) model and Deep Neural Network (DNN) model, to detect whether

the vehicle is attacked while a vehicle has the lane-changing intention.

e Our anomaly detection workflow has the generality that can be used in differ-
ent lane-changing environments, providing a broader range of scenarios analy-
sis. We design three traffic environments to experiment, including a highway,

roundabout, and opposite overtaking.

e We directly deploy the attacks into Simulation of Urban Mobility (SUMO)
during the simulation, which means that vehicles receive the wrong value of
surrounding vehicles during the driving in the simulation and generate the
data, instead of adding the attack offset values to the data generated by the
normal simulation. This approach allows the generated data to be a better
reflection of the real-world scenarios. In addition, we also establish the speci-

fications for the operations in SUMO.

e We use two attack models in our experiments. The first approach is Acceler-
ation Bias Attack [22], it causes the anomalous vehicle to transmit incorrect
acceleration values to other vehicles, resulting in modified velocity and posi-
tion values according to the principles of physics rules. The second approach is
Mistiming Trajectory Attack, which is proposed by ourselves. The anomalous
vehicle transmits outdated data about itself to other vehicles. Both of the
attacks are stealthy attacks that enable the attacker deceive the detection by

a rule-based model.
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1.3 Organization

The chapters in the thesis are as follows. Chapter 2 presents the problem
formulation, while Chapter 3 describes the proposed approach. Chapter 4 presents

the experimental results, and Chapter 5 summarizes the conclusion and future works.
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Chapter 2

Problem Formulation

2.1 System Model

In autonomous driving systems, vehicles use various sensors or wireless net-
works to acquire their environmental data for making decisions for their next opera-
tion. The environmental data can include pedestrians, traffic signals, or information
about surrounding vehicles. Particularly, the information about surrounding vehi-
cles is a significant factor for vehicles in the intention and execution of lane-changing
maneuvers. Therefore, we choose it as the key feature for our analysis. An overview

of the situation is shown in Figure 2.1.

Our goal is to detect whether the vehicle (referred to as the “ego vehicle”
hereafter) is attacked while it has the lane-changing intention. The attacked ego
vehicle receives false data from anomalous vehicles, resulting in misjudgment during
lane changing. For instance, the ego vehicle mistakenly believes that it is blocked by
a vehicle on the source lane, however, the ego vehicle is suitable for lane changing,
the case is shown in Figure 2.2. Next, we define the format of the training and

testing data.

First, we define the received data of the ego vehicle at time step t as a feature

vector r with dimension n:

v = 67,60, 50)]. (2.1)
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Figure 2.1: The ego vehicle (E) receives data from surrounding vehicles and de-
termines whether to change the lane based on its state and the conditions of the
surrounding vehicles, including the positions gap, velocity gap, and acceleration gap
between the ego vehicle and the surrounding vehicles. The surrounding vehicles
include the leading vehicle on the same lane (L), the leading vehicle on the target
lane (TL), and the following vehicle on the target lane (TF).

((9))
TF |

(i)
TL |

((9)

L

Figure 2.2: While the ego vehicle (E) is driving, it receives data from surrounding
vehicles. These vehicles include the leading vehicle on the same lane (L), the leading
vehicle on the target lane (TL), and the following vehicle on the target lane (TF).
However, if there are attackers among these vehicles, they may transmit false data
to the ego vehicle. In this figure, the ego vehicle is unable to change the lane due
to receiving false data from the leading vehicle on the target lane.

The feature f includes the position, velocity, and acceleration of the ego vehicle
itself. Additionally, it also includes the position, velocity, and acceleration gaps
between the ego vehicle and three other vehicles: the leading vehicle on the source
lane, the leading vehicle on the target lane, and the following vehicle on the target

lane. Therefore, the dimension n of the feature vector is 12.

As our goal is to detect whether the ego vehicle is attacked while it has the
lane-changing intention, we extract the feature vector right before the ego vehicle

has the lane-changing intention at time step ¢, with the length w from time step
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t —w tot —1 (where 1 time step is 0.1 second). The time series of the trajectory

vector can be represented as the trajectory vector R.

R = [r(t_’”), plwt) ,r(t_l)} . (2.2)

We use the trajectory vector as the input data for the training and testing process
in our detection model. Then, we explain how to generate the attack data by using

our attack model.

2.2 Attack Model
2.2.1 Attack 1: Acceleration Bias Attack

We use the approach proposed in the previous work [22] as our first attack
model, with some minor modifications. The attack is a stealthy attack that can
deceive the detection by a rule-based detection approach. We modify the value of
the acceleration which the anomalous vehicle transmits to the ego vehicle and also

modify the values of velocity and position based on physics rules.

The acceleration vector in the ego vehicle trajectory vector R can be rep-
resented as A. In acceleration vector A, a® contains the acceleration of the ego
vehicle and the three surrounding vehicles at time step ¢, where w is the trajectory
length.

A= [3(0)7 al ... ,a(w_l)} . (2.3)

We add the offset o to generate the attack acceleration vector A’, noting that the

value of the acceleration of the ego vehicle itself is not modified.

A= [a® 4 0@ a4 oM a1 4 olu-D]

— [a’(o), a'(l), .. ,a’(w_l)] (2.4)

Y
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The offset o can be derived from the sine function with the magnitude of m. The
offset value varies from each vehicle and each time step, since the offset value is
generated by the sine function with the variables of the time step ¢ and the random

number generated by the seed of the vehicle s.
O(t) = [0,0(t,SL>,O(t,STL),O(t,STF)] . (25)

m - sin(0.02 - ((s + t)%400)), if the vehicle is anomalous;
0, if the vehicle is not anomalous.

O(t,s) = { (2.6)

When the value of acceleration changes, the value of velocity and position also

changes due to the laws of physics:

VI =y 2B (2.7)

1
PO 0 4O Ap 4 5 a’® AL (2.8)

As a result, the attacked feature vector r’ consists of the modified features. The

attacked lane-changing trajectory vector R’ is:

R = [¢O W (2.9)

2.2.2 Attack 2: Mistiming Trajectory Attack

We propose another attack model which is Mistiming Trajectory Attack to
make the anomalous vehicles transmit outdated data about themselves to the ego
vehicle. The anomalous vehicles transmit their position, velocity, and acceleration
from At time steps ago (¢t — At). The normal feature vector r of the ego vehicle at
time ¢ is:

r(®) = [ff“,fé“, . ,ff;)} . (2.10)
On the other hand, the anomalous feature vector 1’ of the ego vehicle at time t is:

O [0, 680,60 0000 (2.11)
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The first three features represent the position, velocity, and acceleration of the ego
vehicle, and therefore it is not modified. As for the rest of the features, if the feature
is transmitted by an anomalous vehicle, the feature is from At time steps ago.

(t—AD) c 1 .
0 _ { f , if the vehicle is anomalous; (2.12)

£ if the vehicle is not anomalous.
For example, one of the surrounding vehicles is an anomalous vehicle, it transmits
outdated data about itself, causing 3 of the 12 features in the feature vector of the

ego vehicle to be incorrect. The attacked feature vector can be represented as r':
@ = |60 8 60 10 £ 10 60 60 10 60780 67 18 (213)
Then, the attacked lane-changing trajectory vector R/ is:

R = [¢O W Tl (2.14)

Y )

Note that this attack is also stealthy, an overview of the situation with At = 2 is
shown in Figure 2.3.

TL's status 0.2 seconds before TUs current state

((e)) ((', il
TF

Figure 2.3: The leading vehicle in the target lane (TL) is an attacker and transmits
false data to the ego vehicle (E). The false data are the outdated information of TL
from 0.2 seconds (two time steps) before. As a result, the ego vehicle misjudges the
position of TL and mistakenly believes that the lane-changing route is blocked.

2.3 Detection Goal

If the ego vehicle has the lane-changing intention at time step ¢t without any

anomalous vehicle around itself, we have a normal lane-changing trajectory vector

doi:10.6342/NTU202303898



R with the length w:
R = [r(t_w), rl—wtl) ,r(t_l)} ) (2.15)

On the other hand, if the ego vehicle has the lane-changing intention at time step ¢,
and there are anomalous vehicles around itself, we have an anomalous lane-changing

trajectory vector R’ with the length w:

t— t—w+1 t—1
R — [r/( w)’ r/( w+ )7 o ,I‘/( )] ' (2.16)
((9) () — ()
TF LY TL |
((#) ’l ((9))
E | L |

Figure 2.4: The leading vehicle in the target lane (TL) is an attacker and transmits
false data to the ego vehicle (E). As a result, E misjudges the position of TL and
mistakenly believes that the lane-changing route is blocked by TL.

TF

Figure 2.5: The following vehicle in the target lane (TF) is an attacker and transmits
false data to the ego vehicle (E). As a result, E misjudges the position of TF and
mistakenly believes that the lane-changing route is blocked by TF.

Here, we further explain the details of the lane-changing trajectory vector.
We do not use every trajectory vector when the ego vehicle is attacked. Instead,

We specifically select the trajectory vector that the ego vehicle is blocked by the

doi:10.6342/NTU202303898
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leading or following vehicle in the target lane or the ego vehicle has a collision

with the leading or following vehicle in the target lane during the lane-changing

maneuver. We consider these lane-changing scenarios to have greater importance in

traffic compared to typical scenarios. We select four lane-changing scenarios:

1. The leading vehicle in the target lane blocks the lane-changing route, the figure

of the scenario is shown in Figure 2.4.

2. The following vehicle in the target lane blocks the lane-changing route, the

figure of the scenario is shown in Figure 2.5.

3. Colliding with the leading vehicle in the target lane during a lane-changing

maneuver, the figure of the scenario is shown in Figure 2.6.

4. Colliding with the following vehicle in the target lane during a lane-changing

maneuver, the figure of the scenario is shown in Figure 2.7.

p)

TF TL |

........................

Figure 2.6: The leading vehicle in the target lane (TL) is an attacker and transmits
false data to the ego vehicle (E). As a result, E misjudges the position of TL and
mistakenly believes that the lane-changing route is clear, leading to a collision be-

tween E and TL.
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(o) ((C) (o)

TP TF | TL |

((C)] }l ((C)]

e | L |

Figure 2.7: The following vehicle in the target lane (TF) is an attacker and trans-
mits false data to the ego vehicle (E). As a result, E misjudges the position of TF
and mistakenly believes that the lane-changing route is clear, leading to a collision
between E and TF.

Notice that we do not select any trajectory vector which the leading vehicle
is the anomalous vehicle. In SUMO simulation, the leading vehicle in the source
lane has less impact on the feasibility of lane changing. For example, if the leading
vehicle in the source lane is driving too slowly, it may enhance the intention of
the ego vehicle to change the lane. However, the key factors that determine the
feasibility and safety of lane changing are the spatial relationships between the ego

vehicle and the leading or following vehicle in the target lane.

Here, we treat the anomaly detection as a binary classification problem.
Based on a lane-changing trajectory vector R with w time steps, we label the normal
lane-changing trajectory vector as normal data with label 0 and anomalous lane-

changing trajectory as anomalous data with label 1.

(2.17)

0, there is truly no anomaly in R;
R = } .
1, there is truly anomaly in R.

Meanwhile, based on the lane-changing trajectory vector R, we use the anomaly
detection approach to determine whether this trajectory is anomalous. If F(R) =
0, the trajectory vector is considered anomalous, indicating an attack on the ego

vehicle. On the other hand, if F(R) = 1, the trajectory is considered normal,
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indicating no attacks on the ego vehicle.

F(R) = 0, the anomaly detection approach considers there is no anomaly in R;
~ 1 1, the anomaly detection approach considers there is anomaly in R.
(2.18)

We use the Fj score to evaluate the detection performance. It is computed

as follows:

=[{R=1]FR) =1},

0},

) (2.19)
={R=1]F(R)= (2.20)
=|{R=0]|F(R) =1}], (2.21)
) (2.22)

(2.23)

={R=0| F(R) =0}, 2.22
TP
Precision = ————— :
recision TP 1 7P 2.23
TP
l= —— 2.24
Reca TP LN (2.24)

Precision - Recall
(B2 - Precision) + Recall’

Fj Score = (1 + ?) -

Then, we further explain our detection goal. As our detection goal is to
detect whether the ego vehicle is attacked when it has the lane-changing intention,
we can achieve the goal by identifying whether the obstruction or collision is due to
the false information transmitted by an anomalous vehicle. However, the anomalous
trajectory vector has similar positional patterns as the normal trajectory vector, it
is a challenge to classify the normal and anomalous trajectory vector solely based

on positional differences.

We need to know that an operation of a vehicle at each time step, namely the
driving behavior, is calculated based on various parameters and complex conditions.
The position, velocity, and acceleration of the surrounding vehicles play a significant

role in the calculation.
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In the case of the Acceleration Bias Attack, the learning-based model can
detect the acceleration and velocity offsets in the false information, which diverges
from normal driving behavior. However, for the Mistiming Trajectory Attack, the
situation is different since the false information originates from the trajectory of
the anomalous vehicles several time steps ago, and the anomalous vehicle performs
the normal driving behavior throughout the simulation. Therefore, the point of
detecting Mistiming Trajectory Attack is to classify whether false information from
the past aligns with the normal driving behavior at the current point in time. An

example is shown in Fig 2.8.

In summary, Our detection objective goes beyond “detecting whether the ego
vehicle is attacked when it has the lane-changing intention” and also the additional
aspect of “detecting whether a vehicle performs the normal driving behavior.” Our
experiments address the limitation in previous work [22], which focused on detect-
ing the rationality of lane changing. Our detection model can detect whether an
individual vehicle performs normal driving behavior. By integrating these two ap-
proaches, we can achieve a comprehensive detection of all vehicle behaviors in traffic

flows, resulting in an enhanced anomaly detection approach.
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v: 27 m/s v: 25 m/s v: 25 m/s
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Figure 2.8: The upper part of the image represents the state of vehicles on the road at
time step 0, while the lower part of the image represents the state at time step 5. In
the case of a Mistiming Trajectory Attack, TF as the anomalous vehicle transmitted
its past data from 5 time steps ago. When the ego vehicle has the lane-changing
intention at time step 5, the ego vehicle receives the right timing data from vehicles
L and TL, but it receives data from anomalous vehicle TF at time step 0. Our
learning-based model detects that the data transmitted by TF is problematic since
TF should accelerate forward when TL accelerates. This behavior is classified as
abnormal driving behavior. Therefore, the model detects the ego vehicle is attacked.

2.4 Traffic Environments

We design three types of traffic environments for simulation in SUMO, to
provide a more comprehensive scenarios analysis. In this section, we explain the
reasons behind designing these three traffic environments and the characteristics of

driving behaviors within them. The detailed setup of the traffic environments is in
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Section 4.4.

2.4.1 Highway

It is widely recognized that the establishment of highways has brought con-
venience to people, but it has also raised significant risks. Vehicles traveling at high
velocity on highways can have life-threatening accidents with a single operational
mistake. Also, there are frequent lane changing to maintain a smooth traffic flow.
Therefore, we need to detect the attacks since allowing attackers to attack vehicles
during lane changing on high-velocity and high-traffic highways can be extremely

dangerous. The figure of a highway in SUMO simulation is shown in Figure 4.1.

2.4.2 Roundabout

Roundabouts are complex traffic environments that require vehicles to enter
from different entrances and perform lane-changing at appropriate timing. In round-
abouts, the frequency of lane-changing is often higher compared to regular roads.
This is mainly because roundabouts are typically designed with multiple lanes, ve-
hicles need to drive on the inner lane during general circulation and change to the
outer lane when they approach their desired exit. Also, there are frequent accelera-
tion and deceleration when the vehicle is near exits, to the position for suitable lane
changing. Therefore, it is meaningful to conduct lane-changing anomaly detection
in roundabouts, where frequent lane-changing and specific driving behavior occurs.

The figure of a roundabout in SUMO simulation is shown in Figure 4.2.

2.4.3 Opposite Overtaking

In certain circumstances, such as traffic congestion, some drivers choose to

perform opposite overtaking. This includes emergency vehicles with urgent missions
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or drivers with poor driving behavior. Opposite overtaking puts both the oncoming
vehicles and the overtaking vehicle itself in significant danger. The overtaking driver
tends to change back to the original lane due to the approaching of the oncoming
vehicle, however, it is probably a struggle in finding a suitable moment to return to
their original lane. If an accident occurs, the consequences can be severe since the
vehicles collide in opposite directions. Therefore, it is highly possible for attackers
to launch the attacks in the scenarios of opposite overtaking. The figure of the

opposite overtaking case in SUMO simulation is shown in Figure 4.3.
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Chapter 3

Proposed Approaches

Our goal is to detect whether the ego vehicle is attacked while it has the lane-
changing intention. Therefore, we propose two deep-learning-based models for the
detection. The models are the Long short-term memory model (LSTM) and Deep
Neural Network model (DNN). The workflow of the learning-based classifier ap-
proach is shown in Figure 3.1. Additionally, we use other detection models which
are a rule-based model (RBF), and two machine-learning-based models, which are
the Support Vector Machine model (SVM) and Random Forest model (RF) for the
comparison to the deep-learning-based models. The detail of the comparative model

is in Section 4.3.

We treat the anomaly detection as a binary classification problem. If the
ego vehicle has the lane-changing intention at time step ¢ and without any anoma-
lous vehicle around itself simultaneously, we have a normal lane-changing trajectory

vector R, with the length w:
R= [, p—wth) ,rt] (3.1)

On the contrary, if the ego vehicle has the lane-changing intention at time step
t, and there are any anomalous vehicles around itself simultaneously, we have an

anomalous lane-changing trajectory vector R/, with the length w:

R = [r’(tfw), p e ,r/(tfl)] . (3.2)

20
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The two classified data have additional meaning. The normal data represent the
vehicle that blocks or collides with the ego vehicle is normal, it performs the normal
driving behavior. The anomalous data represent the vehicle that blocks or collides
with the ego vehicle is the false information transmitted by an anomalous vehicle,

it performs the abnormal driving behavior.

Traffic Flow

Training Data
(with attack)

v v

Testing Data Testing Data
(without attack) (with attack)

Training Data
(without attack)

Training Binary
Classifier

Trained Model

Classify as Normal Classification

Normal Data? Anomalous Data?

™ FN TP FP

Figure 3.1: The workflow of the learning-based classifier model.
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3.1 Long Short-Term Memory

Long short-term memory (LSTM) is a type of Recurrent Neural Network
(RNN), LSTM is well-suited for processing time series data because it can preserve
information about previous states and use it in the next step. Unlike other types
of neural networks, LSTM has a feedback loop design where neurons can receive
inputs and states from previous time steps and pass them to the next time step.
This design is ideal for processing time series data because it can integrate time-

dependent information and use previous states to determine current outputs.

The architecture diagram of the LSTM model used in our experiments can
be referred to Figure 3.2. We directly take the trajectory vector data as the inputs
of the training and testing section without flattening. We use both normal data R
and anomalous data R’ as inputs. Note that the data are time series data. The
time series data enter the LSTM layer, each LSTM layer contains memory units that
can capture and retain long-term dependencies within the time series. The long-
term dependencies include how the behavior of the ego vehicle is influenced by the
surrounding vehicles. Afterward, the LSTM layer processes the time series data and
generates the corresponding outputs. In the training process, the model compares
the outpust of the LSTM layer with known target values and calculates the loss
function. Based on the loss function, the model uses a backpropagation algorithm
to adjust the parameters in the LSTM layer. The outputs of the LSTM layer
further propagates to a fully-connected DNN layer. The fully-connected DNN layer
maps the features to the final prediction outcome. As for the prediction process,
the testing data are used as inputs of the trained LSTM, the model generates the

predictions based on the outputs and internal memory states of the LSTM layer.
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Figure 3.2: The architecture diagram of the LSTM model used in the experiments.

Table 3.1: The architecture summary of the LSTM model used in the experiments.

Layer (type) Output Shape Param #
Istm (LSTM) (None, 5, 20) 2640
dropout (Dropout) (None, 5,20) 0
Istm_1 (LSTM) (None, 5, 50) 14200
dropout_1 (Dropout) (None, 5,50) 0
Istm_2 (LSTM) (None, 100) 60400

(

(

(

dropout_2 (Dropout) (None, 100) 0
dense (Dense) None, 32) 3232
dense_1 (Dense) None, 2) 66

3.2 Deep Neural Network

The Deep Neural Network (DNN) is a feed-forward neural network that can
also be used for time series data, although its detection performance may not be as
well as LSTM in time series data. Unlike LSTM, it is not designed with feedback
loops and therefore cannot preserve previous state information. However, the DNN

model as a traditional deep-learning-based model is also effective in the field of
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anomaly detection. There are various techniques can be used in the DNN model
to enhance detection performance, such as incorporating appropriate features or

utilizing different loss functions.

The architecture diagram of the DNN model used in our experiments can be
referred to Figure 3.3. We flatten the trajectory vector data as the inputs of the
training and testing section. In the training process, the DNN layer extracts the
features from the time series data. The model uses a backpropagation algorithm to
adjust the parameters in the DNN layer, and dropout layers are also used to address
the issue of overfitting. The features extracted by the DNN may not capture long-
term dependencies, but they can still detect abnormal driving behaviors such as
significant differences in position, velocity, or acceleration compared to surrounding

vehicles.

Multi-layers
Fully-Connected DNN

I

Input

Fully

connected connected

Fully

Binary
Output

Sigmoid

Dropout

r(t_s)

Sigmoid

Dropout

U1 B
U0 B

Figure 3.3: The architecture diagram of the DNN model used in the experiments.
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Table 3.2: The architecture summary of the DNN model used in the experiments.

Layer (type) Output Shape Param #
Istm (LSTM) (None, 5, 20) 2640
dropout (Dropout) (Nome, 5,20) 0
Istm_1 (LSTM) (None, 5, 50) 14200
dropout_1 (Dropout) (None, 5, 50) 0
Istm_2 (LSTM) (None, 100) 60400
(
(
(

dropout_2 (Dropout) (None, 100) 0
dense (Dense) None, 32) 3232
dense_1 (Dense) None, 2) 66
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Chapter 4

Experimental Results

4.1 Experimental Setup

We conduct the traffic simulation using the Simulation of Urban Mobility
(SUMO) [1]. We build three traffic environments: highway, roundabout, and oppo-

site overtaking, to provide a broader range of analysis.

In the simulation setup, we keep the default setting for the size, speed limit,
and acceleration limit of vehicles. However, we slightly enhance the lane-changing
willingness of vehicles, as they tend to change the lane to drive more smoothly. The
anomalous vehicles used in the attacks account for 10% of the total vehicles in the
simulation. In the case of highway and roundabout, there are 5000 training data
and 1000 testing data, with a 1:1 ratio between normal data and anomalous data in
both the training and testing datasets. However, in the case of opposite overtaking,
generating the data that meets our requirements is more challenging. Therefore, we

generate 1500 training data and 300 testing data in opposite overtaking.

4.2 Attack Deployment

In our experiments, we directly deploy the attacks into SUMO during the
simulation. We modify the position, velocity, and acceleration of the anomalous

vehicle that is transmitted to other vehicles during the simulation. To clarify, ve-

26
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hicles in the simulation receive false data from anomalous vehicles. However, the
anomalous vehicles still maintain their original states during the simulation. The
situation can be referred to Figure 2.3. In summary, we directly modify the inputs
during the simulation, instead of adding the attack offset values to the simulation

data generated by the simulation without modified inputs.

Nevertheless, most experiments conducted in SUMO use Traci (Traffic Con-
trol Interface) to modify various settings, such as inputs, during the simulation.
Although Traci allows users for adjusting the settings during simulation, there are
limitations in Traci, as Traci is an API interface that does not allow direct modi-
fication of internal functions. Modifying the source code of SUMO is necessary to

achieve the goal of the experiments.

Unfortunately, due to the complexity of the SUMO source code, achieving
our goal by modifying the inputs during the simulation is not a simple task. We
provide an approach for modifying the SUMO inputs in our experiments. We hope

that the approach can benefit anyone interested in using SUMO.

Modifying SUMO inputs involves several steps:

1. Download SUMO:

SUMO is an open-source and free software.

2. Set up road network (.rou) and network (.net) files:

You can also find pre-existing files from the tutorials provided in SUMO for

convenience.

3. Find the target file:

In our example, the data related to vehicle positions are stored in the “mi-

crosim” folder. After that, you can access the “MSVehicle.h” file for further
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modifications. In most cases, vehicle-related data can be found in the “MSVe-
hicle.h” file. If you want to adjust road-related data, you can refer to. the
“MSLane.h” file. Similarly, if you need to modify traffic signal-related data,
you can look into the “MSTrafficlight.h” file. Similarly, the specific files within

the SUMO source code correspond to different components of the simulation.

4. Find the target function:

Most of the functions in SUMO have well-named identifiers, making it rela-
tively easy to locate the desired functions for modification. Take our work for
example, functions that require modification are “getSpeed()”, “getAcceler-

7

ation()”, and “getPositionOnLane()”. By changing the return values within
these functions, you can achieve the desired modifications. Note that, if you
modify the “getPosition()” function instead of “getPositionOnLane()” func-
tion, other vehicles in the simulation still receive the unmodified data during

the simulation process. Therefore, it’s crucial to consider the behavior of each

function and its impact on the simulation.

5. Find the target function:

The modified code must be compiled. First, navigate to “sumo/build/cmake-
build” and enter the command “make -j$(nproc)” to initiate the compile pro-

cess. Once the compile is successful, you can proceed with the simulation.

4.3 Comparative Detection Model

We use some detection models for comparison to the deep-learning-based
models LSTM and DNN. These include a rule-based model (RBF) and two machine-
learning-based models, which are the Support Vector Machine model (SVM) and
Random Forest model (RF).
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4.3.1 Rule-Based Approach

In the rule-based approach, the physics rules and the traffic phenomena are
used as the standard for the detection in our experiments. First, the position,
velocity, and acceleration of vehicles need to follow the linear motion of the physics
rules, any inconsistency in these parameters is unacceptable. The second rule is that
the ego vehicle has no sudden brake or acceleration while it has the lane-changing
intention. If such behavior occurs, the ego vehicle may have encountered abnormal
driving behavior from the surrounding anomalous vehicles. If the data satisfy these

two rules, we classify it as normal data; otherwise, it is considered anomalous data.

4.3.2 Support Vector Machine

Support Vector Machine (SVM) is a machine-learning-based model that can
effectively deal with high dimensional data and nonlinear problems. Therefore, when
we use time series data as inputs, SVM can handle more complex relationships, which
can achieve better accuracy. However, the training time of SVM is relatively long,

especially when the dataset is large.

4.3.3 Random Forest

Random forest (RF) is an ensemble machine-learning-based model, consisting
of multiple decision trees. It has high robustness and flexibility, which can achieve
better accuracy on complex time series data. However, since random forest uses
multiple decision trees that are built independently, it may not capture temporal

relationships in time series data.
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Figure 4.1: The figure of the highway in our SUMO simulation.

4.4 Traffic Environments
4.4.1 Highway

We design a two-lane highway with a length 1500 meters, where each lane has
different speed limits. The speed limits are set to 35 m/s (126 km/h) for the inner
lane and 30 m/s (108 km/h) for the outer lane. By setting various speed limits,
we ensure that the simulation meets the real-world scenarios, and also enhance
the drivers’” willingness to change lanes. The figure of the highway in our SUMO

simulation is shown in Figure 4.1.

4.4.2 Roundabout

We design a roundabout with a radius of 55 meters. It includes four entrances
and exits, evenly spaced at every 90 degrees around the perimeter of the roundabout.

The figure of the roundabout in our SUMO simulation is shown in Figure 4.2.

4.4.3 Opposite Overtaking

We design a four-lane highway with two lanes in each direction as the traffic
environment of the opposite overtaking simulation. In our simulation, emergency ve-
hicles perform opposite overtaking maneuvers to reach calls for service on time. We
extract lane-changing data of emergency vehicles during their opposite overtaking
maneuvers. The figure of the opposite overtaking scenario in our SUMO simulation

is shown in Figure 4.3.
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Figure 4.2: The figure of the roundabout in our SUMO simulation.

Figure 4.3: The opposite overtaking maneuver performed by an emergency vehicle
is represented by a white-colored vehicle in the opposite lane. The route of the
emergency vehicle for the overtaking maneuver is depicted by the gray line segment.

4.5 Experimental Results with Acceleration Bias Attack

The simulation step is 0.1 second, and the input size (w) of the data is 5
and 10, respectively. It means that the model uses 0.5-second and 1-second infor-
mation to identify whether the vehicle is attacked while it has the lane-changing
intention. We consider different lengths of data to analyze whether the detection
model generates better predictions in the longer time series data. The magnitude m
of the acceleration offset in Equation (2.6) is 0.8 in the highway and the opposite-

overtaking cases, 0.3 in the roundabout case.
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Table 4.1: Experimental results (F; scores) with Acceleration Bias Attack on the
highway.

| w [ LSTM | DNN [ SVM | RF | RBS |
5] 092 [ 086 [ 0.74 [0.79 [ 0.03
10 095 | 0.92 | 0.72 [0.80 | 0.04

Table 4.2: Experimental results (F) scores) with Acceleration Bias Attack in the
roundabout.

| w || LSTM | DNN | SVM | RF | RBS |
5] 0.90 [ 087 [0.78 [0.76 | 0.03
10 094 092 | 077 [0.77 ] 0.05

Table 4.3: Experimental results (F) scores) with Acceleration Bias Attack in the
opposite overtaking.

| w | LSTM | DNN [ SVM | RF | RBS |
5 0.84 | 0.78 | 0.63 | 0.64 | <0.01
10| 0.85 | 0.81 | 0.63 | 0.61 | <0.01

The experimental results of the highway, roundabout, and opposite overtak-
ing are listed in Table 4.1, 4.2, and 4.3, respectively. In all of the three traffic environ-
ments, the rule-based model can not detect the anomaly. The deep-learning-based
models, LSTM and DNN, outperform traditional machine-learning-based models,
SVM and RF. Deep-learning-based models have more powerful learning capabili-
ties, allowing them to automatically learn higher-level features from data. Among
the two deep-learning-based models, the LSTM model performs better than the
DNN model since LSTM is proficient in processing the time series data. Addition-
ally, the detection performance improves with longer input data length due to the

increased amount of information available.

The detection models perform better on the highway than in the other two

cases. We believe that it is because of the low tolerance for operational errors in
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high-velocity environments, where a small mistake can lead to serious accidents.
Therefore, the standard of normal driving behavior on the highway is much stricter,
which makes the detection model easier to detect the added attack offset on accel-

eration and velocity.

The detection performance is slightly lower than highway due to the fre-
quent lane-changing occurrence in the roundabout. which results in more frequent
acceleration and deceleration of vehicles in both normal and anomalous data. Con-
sequently, it becomes more challenging for the detection model to detect the added

attack offset on acceleration and velocity.

As for the opposite overtaking, the detection performance is even lower. This
is because the leading vehicle and the following vehicle in the target lane acceler-
ate and decelerate frequently, providing sufficient space for the opposite overtaking
vehicle to safely change back to the original lane. The scenario of the frequent ac-
celeration and deceleration is similar to the roundabout case, which leads to weak

detection performance.

4.6 Experimental Results with Mistiming Trajectory At-

tack

The simulation step is 0.1 second, and the input size (w) of the data is
10. This means that the model uses 1-second information to identify whether the
vehicle is being attacked or not. We deploy the attacks by transmitting false data
with different time step intervals (At). One attack transmits the false data from
10 time steps (At = 10) ago, while the other attack transmits the false data from
20 time steps (At = 20) ago. We observe whether transmitting the false data for a
longer time results in larger differences in driving behavior, making it easier for the

detection model to identify the attack.
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Table 4.4: Experimental results (F} scores) with Mistiming Trajectory Attack on
the highway.

| At | LSTM | DNN | SVM | RF | RBS |
10 [ 072 ] 0.66 | 0.60 [ 0.51 [ <0.01
20 | 0.81 | 0.72 | 0.63 | 0.56 | <0.01

Table 4.5: Experimental results (Fj scores) with Mistiming Trajectory Attack in
the roundabout.

| At | LSTM | DNN | SVM [ RF | RBS |
10 | 086 [ 0.83 | 0.65 [ 0.64 [ <0.01
20 | 0.89 | 0.84 | 0.71 | 0.67 | <0.01

Table 4.6: Experimental results (F; scores) with Mistiming Trajectory Attack in
opposite overtaking.

| At | LSTM | DNN | SVM [ RF | RBS |
10 0.70 | 0.61 | 0.61 | 0.59 | <0.01
20 0.75 | 0.65 | 0.64 | 0.60 | <0.01

The experimental results of the highway roundabout, and opposite overtaking
are listed in Table 4.4, 4.5 and 4.6, respectively. Similar to the experimental results of
the Acceleration Bias Attack, the rule-based model can not detect the anomaly. The
deep-learning-based models LSTM and DNN outperform machine-learning-based
models SVM and RF in all three traffic environments. Also, the LSTM model
performs better than the DNN model. Meanwhile, transmitting false data from a

longer time ago results in better detection results.

However, the results show that detection performance in the Mistiming Tra-
jectory Attack is worse than that in the Acceleration Bias Attack. In the Accel-
eration Bias Attack, the detection model can improve its detection performance

by detecting the added offset values, which diverge from normal driving behavior.
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Nevertheless, in the Mistiming Trajectory Attack, the detection model can only
detect the anomaly by classifying whether the false information is from the past,

conforming to normal driving behavior at the current time step.

As we mentioned before, the standard of normal driving behavior on the
highway is much stricter. Therefore, some cases of abnormal driving behavior can
be easily detected. However, not all of the anomalous data corresponds to abnormal
driving behavior. In some cases, the surrounding vehicles of the ego vehicle are far
apart from each other due to the scope of the highway. The surrounding vehicles
have little impact on the driving behavior of anomalous vehicles, the pattern of
the anomaly driving behavior is similar to normal driving behavior. Therefore, the

detection model cannot easily detect anomalous data.

In the case of the roundabout, due to the smaller scope of the traffic envi-
ronment, the distances between vehicles are relatively closer compared to those on
the highway. As a result, the driving behavior of anomalous vehicles is more likely
to be affected by surrounding vehicles, making it more possible to be detected as

abnormal driving behavior, namely anomalous data.

Lastly, in the case of the opposite overtaking, the vehicle driving behavior is
more inconsistent. The inconsistency makes it difficult for the detection model to

classify between normal and abnormal driving behavior.

4.7 Runtimes

The training times and testing times of machine-learning based models are
crucial factors that impact various aspects of model development. The training time
has a direct impact on cost-effectiveness. Training complex machine-learning models

can be computationally expensive. Reducing training time can lead to significant
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cost savings in computation resources. Also, the scalability of a model relies on its
training time. A model with a shorter training time makes the model can be trained

efficiently even with massive datasets.

The training times with Acceleration Bias Attack are shown in Table 4.7 and
the training times with Mistiming Trajectory Attack are shown in Table 4.8. The
training times of detection models in our two attack models are reasonable, none of
the training times exceed 30 minutes. It indicates that our models do not require

significant computational resources. This characteristic makes our models scalable.

Table 4.7: Training times (minutes) with Acceleration Bias Attack.

| Environment / Data Length [ LSTM | DNN | SVM | RF |

Highway / 5 11 B | 2 |5
Highway / 10 7 | 22 | 3 |6
Roundabout / 5 12 17 2 4
Roundabout / 10 20 25 3 6
Opposite Overtaking / 5 18 21 3 5
Opposite Overtaking / 10 27 30 3 8

Table 4.8: Training times (minutes) with Mistiming Trajectory Attack.
’ Environment / Time step intervals H LSTM ‘ DNN ‘ SVM ‘ RF ‘

Highway / 10 17 21 3 | 4
Highway / 20 19 21 3 | 4
Roundabout / 10 17 18 3 3
Roundabout / 20 17 20 4 3
Opposite Overtaking / 10 26 23 4 3
Opposite Overtaking / 20 28 23 4 3

The testing times of detection models are important since the autonomous
vehicle system is safety-critical. The detection model have to minimize the time
it takes to identify anomalies. The testing times with Acceleration Bias Attack

are shown in Table 4.9 and the testing times with Mistiming Trajectory Attack
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are shown in Table 4.10. With no testing time of a detection model exceeding

1 millisecond, it indicates that our detection models are suitable in autonomous

vehicle systems.

Table 4.9: Testing times (milliseconds per data) with Acceleration Bias Attack.

’ Environment / Data Length H LSTM ‘ DNN ‘ SVM ‘ RF ‘

Highway / 5 0.12 | 0.03 | 0.0 | 0.01
Highway / 10 024 | 0.07 | 0.04 | 0.03
Roundabout / 5 0.09 | 0.03 | 0.01 |0.04
Roundabout / 10 0.15 | 0.07 | 0.03 | 0.06
Opposite Overtaking / 5 0.17 | 0.04 | 0.02 | 0.05
Opposite Overtaking / 10 0.26 0.11 | 0.06 | 0.07

Table 4.10: Testing times (milliseconds per data) with Mistiming Trajectory Attack.

’ Environment / Time step intervals H LSTM ‘ DNN ‘ SVM ‘ RF ‘

Highway / 10 0.18 | 0.08 | 0.05 | 0.04
Highway / 20 0.20 | 0.10 | 0.04 | 0.03
Roundabout / 10 0.24 | 0.07 | 0.03 | 0.06
Roundabout / 20 0.16 | 0.07 | 0.03 | 0.06
Opposite Overtaking / 10 0.31 0.15 | 0.07 | 0.06
Opposite Overtaking / 20 0.28 0.12 | 0.05 | 0.08
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Chapter 5

Conclusions

In this thesis, we detect whether a vehicle is attacked while it has the lane-changing
intention. The attacked vehicle receives false information from anomalous vehicles,
resulting in the lane-changing route is blocked or colliding with another vehicle.
To address this issue, we propose two deep-learning-based models for anomaly de-
tection, which are the LSTM model and the DNN model. Also, we propose two
stealthy attack models. The first one is the Acceleration Bias Attack, where ve-
hicles receive modified acceleration values of anomalous vehicles. The other is the
Mistiming Trajectory Attack, where vehicles receive outdated data of anomalous ve-
hicles. Meanwhile, we directly deploy the attacks into SUMO during the simulation,
instead of adding attack offset values to the simulation-generated data. Addition-
ally, our anomaly detection workflow has the generality that can be used in different
lane-changing environments, we design three environments to experiment, includ-
ing highway, roundabout, and opposite overtaking. Our proposed detection models
achieve some decent F'I scores against the anomaly. We also establish the standards

and specifications for modifying simulation inputs in SUMO.

In future work, we can improve the detection performance by exploring more
efficient detection approaches, such as applying other deep-learning-based models
like the Convolutional Neural Networks model (CNN) or Generative Adversarial

Networks model (GAN). Additionally, we can propose more powerful attack models,
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such as Collaborative Attacks. The more powerful attacks provide comprehensive
testing and evaluation of existing detection systems. This helps to strengthen the

system robustness in more complex attack scenarios.
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