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THESIS ABSTRACT
Business Administration

COLLEGE OF MANAGEMENT

NAME : Kun Cheng Lin
MONTH/YEAR : JANUARY, 2005

ADVISER : Shu-Cheng Chi
TITLE :

The Research of Enterprise Crisis Management --While Fraud Gangs Attacking
Online Shopping Site--A case study of the anti-fraud procedures of PayEasy

Every crisis caused by information security breaches presents challenges for
enterprises in modern days. To cope with the increasing needs of enterprises
and their clients, we have seen an emergence of complex information systems. But, in
fact, the attempt of developing a perfect information system for managing varieties of
threats is nearly impossible. The data merger attacks confronted by PayEasy
exemplify a case that even a well-managed information system could unexpectedly
being hacked. Moreover, this event pinpoints the importance of the elaboration of
a crisis management procedure and a security management framework that is essential

for preventing and confronting crises.

The account hacking crisis of PayEasy in December 2007 had put its clients
into the risk of being fraud. In the face of a dilemma of assuring the safety of clients’

properties or maintaining the credibility of the company, PayEasy adopted the strategy



of disclosing the crisis to the public. A multilevel analysis reveals two benefits of
such crisis disclosure strategy. One is, honestly informing the customers who undergo
the crisis regains their trust and wins back PayEasy’s reputation. Second, based on the
Chicken’s Game theory, the best strategy to prevent continuing threat from both
hackers and fraud gangs is to confront them and directly fight against them since this
kind of direct confrontations achieves the best payoff in comparison with evasion
(swerve).

Lastly, since there exists no information system that is perfectly designed to
secure the attack. All related enterprises should work together and share the
responsibility in fighting against the online gangsters. In such cases, a win-win
situation can be created between customers and sellers. That is, the customersl have
strong faith in the online shopping companies and the companies increase their market
share in e-commerce business.

Keywords: Crisis management, game theory, fraud gangs
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Certificate TW09/00089

The management system of

PAYEASY DIGITAL
INTEGRATION CO., LTD.

13F, No.11, Chung Shan-N. Rd., Sec.1,
Taipei, Taiwan

has been assessed and certified as meeting the requirements of

ISO/IEC 27001:2005

PCash Management MM
maintenance related activities prgwldedlbyﬂmor L
Departrnant. This Mfrae

This certificate is vhﬂdafﬁﬁn gfﬂam 200
remaﬂs valid subject to sati

B

SGS United Kingdom Ltd Syatems & Services Certification UKAS
Rossmore Business Park Ellesmere Port Cheshire CHE5 3EN UK e ld S
t+44 (0)151 350-6666 f+44 (0)151 350-6600 www.sgs.com 005
SGS 27001 01 0206
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