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Abstract

In the realm of cybercrime, domain names are commonly used as guides for illicit
websites, facilitating the expansion of criminal activities. To control access to these illegal
websites by the general public, apart from shutting down the contested websites, domain
names can also be canceled or subjected to “DNS RPZ”. DNS RPZ prevents internet users
in our country from accessing normal DNS resolution services. As a result, even if the
website is hosted on a foreign server or its domain registered overseas, our law
enforcement agencies can independently and promptly prevent cybercrime through DNS
RPZ, rather than relying on international legal assistance.

However, the judicial practice hasn’t built up the standard procedures of DNS RPZ.
Additionally, whether domain names can be subjected to seizure is also arguable, for there
is limited domestic literature focusing on this matter. Therefore, this paper aims to
develop the legal framework for regulating the DNS by referring to American and
Australian laws. Following that, the constitutionality for domain name seizure in the
practicing laws will also be examined. Hopefully, this paper will be a proper proposal for

the law enforcement to apply technological means legally and legitimately.

Keywords: Domain Name, DNS RPZ, Virtual Seizure, Cybercrime, Freedom of

Speech
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66 BFEDA N &BAERs &R OB EERR S 2 T AT R R AR B A O RS SR BT

— ~ JELVER R HAY » DU M B B R E IR A fR AL A - HERE R E - 1
RS o — ~ i ~ fﬁ)’mﬁ/\ BB PR PR A (Internet ) 4HARRT M ELA(E I?HQ.EWZ%E%

BB EEZ %S - = - B 2 B S Rt e A 2 R LA&T%%EF?I*"*HH&?&Z*W\
AU Tﬁﬁﬂﬁi?ﬁﬂf” WHE R IHERS - WA & ER A2 SRS -
33

doi:10.6342/NTU202302025



& LA 2 S S E A5 DNS RPZ AR5 28185 - # L EIZ: &Y DNS
RPZ Z&f# » DNS RPZ FRRMHHEEHZ A A2 A RS T otw BIZRTRERIS AL TS
TE Ry FREISR N 8RS N B AR A TR 55— 4R P78 I -
= -~ B %! DNS RPZ 2 IEfE

DNS RPZ £RHY F (e U4k » &N E 4 A2 R e IP ikl 55 A - £ DNS RPZ
P 251 DNS RPZ B2 4R BG5S FR 2 UL R & a4 i 5 TP ik (5]

6) o

B £ %! DNS RPZ Z£#

TWNIC #§4% 1 #8472 48 3% #k A\ RPZ DNS 7%, TWNICRPZ DNS .44

$6 F1 % 24 £ B WG4 FADNS FHHE o
ARG —H LA o R

TWNIC Recursive Recursive Recursive
TWCEBy.CE ______ Sl€mmmmmmmmid Resolver Resolver Resolver
1 %4’? 2nd RPZDNS| |2nd RPZDNS| |2nd RPZ DNS

8 | =

%12 5 4 RPZ DNSH3% £ H4

modified
response
E Taiwan RPZ Trusted Network

B 6 E3¢%! DNS RPZ Z2f%

BRARE © =l (09/23/2020) - (DNS RPZ 25 ) > TWNIC »

1

‘ A SR S

query

https://blog.twnic.tw/2020/09/23/15311/ (f{&%IE H : 03/28/2023) -
& TWNIC Kalie 1Lt~ 444l A\ DNS RPZ 1% » /& [E20 B 2 BN
ISP £ 1y DNS EftHEe » 2 F 4 B 1EfEtT < WER » 1L %8 DNS RPZ 7 ('
T e
FHFITE SR A4 B 2 BRI SER » (572 TWNIC #EA R AR A4 B E A LG T ] ISP ZE# A
k28 2 BE 7 - 5540 ISP SE R TS E ffF (LT < 148 » MEAL ATl TWNIC /Y DNS

67 ISP HEH S E LA IEoRAINE - SR A2 IR (A B B RERC & - MRS saH 2SR T RUAA
68 iP5t (09/23/2020 ) > ( DNS RPZ HE275H ) » TWNIC - https:/blog.twnic.tw/2020/09/23/15311/ ( £
1%BIEEH © 03/28/2023) -

Gl R = DA

34

doi:10.6342/NTU202302025



RPZ B> BEIS I ER 2 6% WA & BT HIEIEEE - RS (i@ TWNIC
AERIMEC ST TE LA - f5 2 » BBEZ) DNS RPZ ZHE(E » HERAE
ZFEAE PR (KRB M Z Fkes B (FA IR riGs s -
TR R 2 Boffa g > PR A DUE B H IR T ZRER - (B BRTR A -
(R LR R N REARE Z F M E I E AT - S HAAER IR
FAMEE Z 0B > DU it Je HAR A PR A (B A e B S e - s e

Rt B EY
£—R PUTHRE

B B3R L2 0 SR R S E LT Z B - AR AT R TR R DA
RO g S PR T RAVAERS &R - H¥dT & R R B Sl B E R ~ 2 B
RS Z A &1 - (F A DASERIT © JhAh - BIREI M sl TR AT THER AR -
(% (R o] DUE R ELATTE) - MERIURAVEAREFT -

% =8 EIABHTIE

B 7 DNSRPZ Fh » iy b AFAEEA B °] LAz SR FIAE 02 2 H Y - #
AIANEHM T RE TS » W H B (T L -
— ~ IP fir3ik @& (IP Filtering )

IP firhl 2 BEHE AR E 4 AR P EAAE ~ B LA — R T - 1E
S (BT - TRE SRR S o A DAEEt 1P ik 2 FRAAE » B E A EE b
Y TP firsilk » 58T EHLR R E 1P izl - iSfdiEE 1P firik 2 775 > TMGEE]
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Berkeley Tech. L. J. 1093, 1121 (2017).
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2 Benjamin Edelman, Web Sites Sharing IP Addresses: Prevalence and Significance, https://cyber.harvar
d.edu/archived content/people/edelman/ip-sharing/ (last visited Sept. 6, 2022). “Research by plaintiffs’
expert Michael Clark empirically confirms the prevalence of shared IP addresses. ... at least fifty percent
of domains shared an IP address with at least fifty other domains.” Ctr. for Democracy & Tech. v. Pappert,
337 F. Supp. 2d 606, 618 (2004).

3 Id. “One cannot determine with any certainty using technical means whether a given web site shares its
IP address with another web site.”
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80 Legal Information Institute, Administrative Forfeiture, https://www.law.cornell.edu/wex/administrati
ve_forfeiture (last visited Sept. 15, 2022).

SRR T 2EHEEE 79 H 9T -

82 [F F&F - H 97 - 18 U.S.C. §981(c).

8 18 U.S.C. §981(b)(2):

Seizures pursuant to this section shall be made pursuant to a warrant obtained in the same
manner as provided for a search warrant under the Federal Rules of Criminal Procedure, except
that a seizure may be made without a warrant if—

(A) a complaint for forfeiture has been filed in the United States district court and the court
issued an arrest warrant in rem pursuant to the Supplemental Rules for Certain Admiralty and
Maritime Claims;

(B) there is probable cause to believe that the property is subject to forfeiture and—

(1) the seizure is made pursuant to a lawful arrest or search; or

(i1) another exception to the Fourth Amendment warrant requirement would apply; or

(C) the property was lawfully seized by a State or local law enforcement agency and transferred
to a Federal agency.
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8 Department of Justice, Statement for The Record U.S. Department of Justice (Apr. 15, 2015), https://w
ww.justice.gov/sites/default/files/testimonies/witnesses/attachments/2015/10/06/doj submission for the
record re asset forfeiture reform act 15apr152 2 508 compliant.pdf, at 4.

© IERE - 1% 0 SRHEEE 79 0 H 97 < 18 US.C. §983(a)(1)(A)().

8 [F F&F - H 97 - 18 U.S.C. §983(a)(3).

Gk (2009)  (EEVUFEFTS BB ERIRTE ) - EEE M ERREE -  H9 -
R T SEHEE 79 HIT -

8 The United States Department of Justice, Types of Federal Forfeiture, https://www.justice.gov/afms/ty
pes-federal-forfeiture (last visited Sept. 11, 2022); U.S. Department of The Treasury, Forfeiture Overview,
https://home.treasury.gov/policy-issues/terrorism-and-illicit-finance/asset-forfeiture/forfeiture-overview
(last visited Sept. 11, 2022).
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92 Fed. Rule Crim. Proc. §32.2(a): “A court must not enter a judgment of forfeiture in a criminal proceeding
unless the indictment or information contains notice to the defendant that the government will seek the
forfeiture of property as part of any sentence in accordance with the applicable statute.” #i7E:780 > fEIH:
W TSR G UERAT - S A2 EAIRE (Right to Notice ) » 552 Fed. Rule Crim. Proc.
§7(c)2, Notes of Advisory Committee on Rules—1972 Amendment.

P GERE - S 2AHEEET9 0 H 99

MG (2016) > (TRUCHTHIFIPRE ) bR EEERACsE ) - QU] (—) TIERVESEEE) -
H274 -

» [E EEE - H 276

% “Preponderance of the evidence means that the evidence ‘more likely than not” weighs in the
government’s favor—or, put differently, that there is a 51% chance the government is correct.” Institute of
Justice, Standard of Proof, https://ij.org/report/policing-for-profit-3/pfp3content/civil-forfeiture-laws-fail-
to-protect-property-owners/2020-civil-forfeiture-law-grades/standard-of-proof/ (last visited Sept. 18,
2022).
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109 18 U.S.C. §981(a)(1)(C); 18 U.S.C. §1956(c)(7).

11018 U.S.C. §981(a)(1)(B); 21 U.S.C. §881(a); 18 U.S.C. §2254

1118 U.S.C. §981(a)(1).

12 18 U.S.C. §1963(a).

13 18 U.S.C. §981(a)(1)(G).
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117U. S. Const., 8th Amend.: “Excessive bail shall not be required, nor excessive fines imposed, nor cruel
and unusual punishments inflicted.”

" G > SAERE 8T H 14 -

53
doi:10.6342/NTU202302025



LECHIERAL - {1 18 U.S.C. §983(g) » Fahr M DL KIABEHIAR TR EH
& (Grossly Disproportional ) [fli 2 S5l 7 A/ (EIEZE » AN BRI EI2UT
Mg EEVUSE R E M Z e BT tefl (GRRIMEERAD < SRBE APV 74
P m gl 2 WAL 7 AR

2URERR MK 18 US.C. §983(a) » ZRBUM R BSE TR EVIE P AR e
RESNT T ERER7US - BRI E A A RE A 2 A2 SRR DA R Segie e > 4 T 2 1%
HUETERLIETR 60 RNEBHIFENA - Wik R A S EE - I H - R
MR 90 RNTEEERR » Srefiek - HIWEEARAREFERIU
(ERT R A TS ZRE P e 2 B8 8 2 PRI © 554K 18 U.S.C. §983(c) » JRBHRER
R SR B L ST L TR E IS — 2R -

3FHERECRIE © (R 18 U.S.C. §983(b) » A TR AN WA NIGH M HAEE
PR BRI > AR KA B E AT R H I E AR > O HRhEE 2 ORI - i 2
st HELE > ik 28 U.S.C. §2465(b)fF o R BRI AERERM N Z AT F ' - 1E Ry
BIZEI AR ERTRZME - B2 B 7S TESAE AR R RlT

e ) FE A RS ORI AR - K 18 U.S.C. §983(h) B R RGN ) R U 2k
BN HIEME -

ASTFFRER? © {HRE Ry PRl - ] DAUEBUR BRI UCHIA Z Fide A ~ &
BB E > AMENIENEZ 5 SRR Z RS i - NI
Rt N\RIGEOBERE » I H & FREEABIUEIERZ IR ZEI 2
JFA 2 18 U.S.C. §981(b)ic A IR FIQUL IR Z AR &G A IRHTEFIFT S ERELSIR
A EEERAE ZBYMEIE - AL ESE A & Z TS BT -

Hep iR A S eEEME - EASES RV ERA A Z4/G1E - &2
7 i B AR e B WCHIA A R B BB S 5 - RUBE R B (EEA

" e g B 47 ¢
20 LSS b T RIS R RS — ST E B AR 2 - Department

of Justice, supra note 84, at 6.
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123 HSI Investigation Results in Seizure of 3 Domain Names Purporting to Be Biotechnology Company
Websites With COVID-19 Treatments, U.S. IMMIGR. AND CUSTOMS ENFORCEMENT (Apr. 7, 2021), https://w
ww.ice.gov/news/releases/hsi-investigation-results-seizure-3-domain-names-purporting-be-biotechnology
-company.

124 Id

125 The United States Department of Justice, United States Seizes Domain Names Used by Foreign Terrorist
Organization, https://www.justice.gov/opa/pr/united-states-seizes-domain-names-used-foreign-terrorist-o
rganization (last visited Sept. 22, 2022).

126 Over A Million Websites Seized in Global Operation, U.S. IMMIGR. AND CUSTOMS ENFORCEMENT (Nov.
26, 2018), https://www.ice.gov/news/releases/over-million-websites-seized-global-operation.
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TEHETL T E B A 2 E e 1% - HEE RSB LD IE RuET

FRlRy > REP R AT HES T

BUTEFEE > HG6-

132 gEsiG (2001) » ({2 ICANN ( the Internet Corporation for Assigned Names and Numbers ) HYATE
BlZs R B PR AERS N ER  BO RIS i E 4 S8 B B A BCRBU AR RTE © — /(& Zoo—
FH BB EREE ) (BRI ZERE AT ) > 305 61 > H 98 -

1 2GR SHERE 170 H 355 Bl (10/04/2016) » (LERAGEEAHT TROM 5 ¢ FEEIER T
ZIEHRE ) > (EALEFL) o https://www.bnext.com.tw/article/41205/icann-domain ( £z 12 21E& H
09/23/2022) -

B4 E R HE -
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FIFmT - RBRRHIE BT TR s 4 - (EQUCHIA RTINS RS S 2 384 -
PURBg AT 2/ rdd 2

i 18 U.S.C. §981(b)()IFUTZ I » FRIEA 18 U.S.C. §985 AMGHTIFFZIE

(an: AghE) - JFAE SR - iR ECS KR FRA BB A ERE
FUARER e S SIS - 0 H RN ~ BAGaCala T FARaY DR 2 RS -
EEREZPPMIGKE &AER - B2 - EEARE  B2BEhEGEE
BEEFIIMEIER S 215 -

7 18 U.S.C. §981(b)(2) RF I Z A2 Fr i I FS I S I FaiA Z e » #X
ICE FlUAMRBIN TR EARRIRE IR 1R - UDUTRF EUEY 6 - SRR AR
PHEHEA Z AT S I AR B e R A EH R 2R - LR bRy UFRE > 52
(R £ B 55 K 2 A B R (L R 0 Z Tt 2 I - 54 - R AT
ZHBRIRBESEBE AR ERNARFEES (UEE) RUREESRE -

BT RN A 6 R R SS BB E B A 3t POER 3 SR
HUEP R Rz A < [ SR BRI Z SRV E B R e R MRS 0K > B T
g pr S ECL 1P (L HEE R SKEBURT > DUZRHI ~ UGZIsi 2 HEY - il
MZ1& - G AEh 2 SRR (E 2 > R 8 24 i b 2 ORI BRI A - 1015
B SR I E AT - RO g (R B REF (Ex-Parte
Proceeding) - #FEREE A HERET - BUATKBHRIR R ARSI AR (=3 fth A RE

135 U. S. Const., 4 Amend.: “The right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and
the persons or things to be seized.”

DO BEE - SREIRTR > SHEEEE 70 0 H 125-126 -
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Fy.com ~ .org Fll.net AL I » /3 F)(H & 2 a4 B 4 ) 28 SR E K R
WHE - S HIERH A IR - DL B2 R AR AR R R EA B B e
TARIMEIESTEAER - ERES 2R -

(Z) ICANN B 0RFES|

S et - ICANN ALIRM A 8 2 BUSEES - HAR—IEIifEs| - 2%
155 | F B R SEBL AR 2 FIR - Eorb o JES T s A sE s B RS K 177 &
FTRe et 2 & ER - DUEFRZ SR RAIERET - ASCI AR P55 20T © 1L AR
SR AN B - 2 @ FRIkIE Ry TIARR AR S TEEEAEEKR BREE
AN 539 NEE I (A B T (L B3 > 56598 o 3. RBIIT ~ $THAR - 4B REB TR L
iR B S IR A R BUR s iR AR B (1= 1L PRI i
ERIs AL BRI ) - SEMA TR EN AR 2 WHOIS 24 » sZ2 80U fofl
&l DU SARERR -

bl 5 [HESE R TI A HHE - DASE K AT AT DL B Fhe il 2 SRt e 2 &k
IS AL L B ~ SZ BRI S - RIS BTTIFAFBRAR - B Z AR5 ]
TR - DURCBTIG 201 2 2 4HEf -

BT S ZE 0 SREEE 64 0 H 10

PYOEERE H 1L 5E39 -

DA R H 1L 5E40 -

WOREEE - REURER - 2RHERE 70 0 H 125-126

141 TCANN, Guidance for Preparing Domain Name Orders, Seizures & Takedowns, 6-11 (2012), https://
www.icann.org/en/system/files/files/guidance-domain-seizures-07mar12-en.pdf.
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T EEREUE 2 IR A AT M SRS 2 s st I E B AR - RUEEDUE A b
PRI SRR - EREAB I M e B 2 8% - PrENEEBIZ BB T o 53
SPNEDEK R SR M E B 2 RS R ST 8L WA RS HEiE
BREIRRAEE R BRI - SLLL > BIRETINEAL DAV ARST -

ARem e 2 AR BTN ESEEDE BRI ME A 2 fR BT 1
A EHB R - EEERE > AU BA  : (—) BREEAARERE
TRBEHPIRAEE? - QUFTFTAL - KRR AT F . com ~ .org TV A=
BT SR MVE EE > SO BB S - SN 2 IR AL e D&
AR IR E 2 - HAEEFRK > (SRBIZ BT - S A BN —A
ROEIH'S 5 S8 ICANN g fe sl » tha] DI LSS BUR BRI (R 2 % D) -
1€ ICANN BRI MaA4 ST E B 2 2240 T TR Al R EI IR 2 P4 A
A HEY - (Z) fEAHIE LERZE - thn] ISR REBEYIUGTA Z FHMEA &
IS EEN I MERE Z 1B - BRAAS NS A BN 2 UCE » B ARSI -
iR 1SU.S.C. §1125(d)(2)(A)'* > fERGEMZHE ~ tstZFfnth - BARBEWIZUGT
EATRHIME VAR - PRIA TR e Bois A Y T i B B A S 4 i R P
it DUR T8 e DAL S8 A4 PR (58 FH s BRI AR ) SR E AN AREZ
I - ME 2 FESREDE BRI NE 2 A S sren thall e as AR (RIR

FEHEEEERGE) -

-

2R FiEEE 17 0 H9-10

W HTPUE " ThePirateBay.cr | Fhis#4 2 FgPRA - PirateBay & AHVE(FRE(TREQNS » T ELIE#A (%
S BT AT MV B » 2B BB S M AT (AP A R BT » B I e
A& T R AR TR I8 o MG 38 o o] DASE SR o {18l G » — 2 SR B A el b ] DS 1 fe
My > MEAS AT SRR AR T TEE - S AR B2 AR AN 2 RE T - S5ER T S AERR AU
R 5 2B KA o o2 - IS BB PR i AL (B3 - R AR h B A DA
MR B PATIS (F Ry 7B - WEE ISR S MVEFRRS IS 1) - Bl 8 EPRE EOHEA[E] - Bk
FRSEBHERERATL - B EEA T BhRHSAL E HIRE R BRI MIRIER AT AE © Andy Maxwell, US Embassy
Threatens to Close Domain Registry Over “Pirate Bay” Domain, https://torrentfreak.com/us-embassy-
threatens-to-close-domain-registry-over-pirate-bay-domain-170620/ (last visited Oct. 27, 2022).

144 15 U.S.C. §1125(d)(2)(A): “The owner of a mark may file an in rem civil action against a domain

name in the judicial district in which the domain name registrar, domain name registry, or other
domain name authority that registered or assigned the domain name is located if....”
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% ARSI Z BT _E > A B S5 RT LU 8 H REm RIS i e B 17 i
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SEEE EARHE (R E R RTINS EE 2 20 - 200 EEESS B  4EES = am
B ll_E A P (R AT T R T T B - MEFEREZ RETRAT - IMF
[R5 eEKIARE A ISP HEE % E5 25]< (Injunction Order ) - [M#Z 24 2 (7 77 XA
JEZEIE ISP SEEH 2 P EERE G Ik FR AL ARAT AR '+ £ ICANN HUSTIFFH55 [
WA SRR BU IR B 2 s Tidie o - B i — G R sk D
{2 (RPN AR 40 - 2L FOAEREHEE » ASCRTE A S A
Z R - MR E IR T B G — G RE R LR 2 R 2 I A TR T -
SO N TS AT & B AR - &P S R E L AT HI(E R
AT TELHIAERE T -

R BREPWEENRES
-3 AFHTR

I B — R R EREE ~ /WP sOBE R RHbE 7 - st /BB s RS HHES
NI » DL RS IRk » SUE& N UR RS DL THIRR 0 'Y - (EEBIEZ
BRSPS R R IR G Z S ARE (R RAEERE - DL E IR TRV &R

145 United King Film Distribution Ltd. v. Does 1-10, 21 Civ. 11025 (KPF) (S.D.N.Y. Apr. 26, 2022).
146 JCANN, supra note 141, at 5.

U ~ SREAME ~ FREE (2022) 0 OFIZEFTERE (L)) 6/l H 315 -
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GRS T WARESIH ESRT A AZTE B H - TFEZIR
Hl - FE APV ERT R NEI LR EZE - SOETE, [T ARHEERAME(EE
PAEERE ~ FRALME' « 5981 - SHEREEEFEAVIIFN Ot g FHEEHIITEL = 5m B R R Z
e o &7 L ALIREEAVERE T DU SRR AR A R HTEEAREL A & (&
HE—EMH > SASTREES A Z & FB MR A EFE NIRRT
ZREARE > TR REARE T2 FAEK -

FEI AR o - EREAERE 2 T-TRIN - REUA EaTamey o — R (S I B 55
BEFBEFENRESWEEY WERZERE R - A LT B2
R~ SRR A0 > BRI T R A RIS = s T IR - BEPAMELL T34 T4
FAEBRAREIR G > HIE ULV e K S5 B H R £ IR R R4 Sm L PR
ZeEtt e

=2 AU AT e 2 Ham > B REVEIEME - WA EOBREUREFEE(E
W2 - MMERBFEZE L 5558 - (e IUSEZ S d o = e H B IR i
AR g - A Sl IS A LEARE  SEIF B EIRHEZ - SRR —E
ERZEE - M AR R INEN S B IEEREL S LR
2 MEA S > RIS IR E R S B2 EARE L Shm - BEAEGR
REEFEFTGF AR AZRES R IBREG - DU TR R R 2 05

8 [E_EEE 0 H 315-316

149 Paul Ohm, The Olmsteadian Seizure Clause: The Fourth Amendment and the Seizure of Intangible
Property, Stanford Tech. L. Rev. 40, 59 (2008).

150 Quantity of Books v. Kansas, 378 U.S. 205 (1964).

151 Alex Abdo, Why Rely on the Fourth Amendment To Do the Work of the First?, 127 Yale L. J. Forum
444, 444 (2017).

152 ERWIN CHEMERINSKY, CONSTITUTIONAL LAW: PRINCIPLES AND POLICIES 1018-19 (4th ed., 2011).
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BIE @RI EAE R BRI EE TR AEHHRARE L FHFEELALZ
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THHT ) o B LR BT R > HILVERT & SEBFE A IUE IR R 2 Z0K - BT
SEMRE BRI A I TS (EERREES) WEREHT
SR - B3R B BRI BT -

M F SRR T LARIZE B AR S AT 2 T BB Tt
ACKEHERREEFE - AMRITERR SR EZE T, AR IFERE
5835 - N B BT E N B IUE IR AT (T By > RIS MR < %
R B S BHEEAIFT RS 2 20k th B &I F0% [ (EEDELL > United
States Code ) 1 ~ JEULZ HE » 16158 - s> A BTy BIUHETE
7 EAS BRI - BT SRR DAL By et il > Ll -

PR EEDE EHTEL U MRS - S RIARERHE T B AR - B T
R AT DUBHE A (Property ) Fo1 o 58 3R ILAR RIS A B TS
i ~ EH LB A AT BETS TR 2 EE > URISRES
B THER o DUTERR Y -

(—) BRREHSEBIUTEZME - B g

SERAS FERUL Y W - B fE P LB 2B B0 9R 4 (Facilitating Property )

153, itk 44 2 i FA A B S0 TR 2 ML R BRI TT - B0 i — B

153 18 U.S.C. §981(a)(1)(B).
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§981(a) /R 2 -

TS A LB I U R T A - R A DI G IR 2
() BEARER THIRE, 2

EEGHHR ZARR S BERGY) W EREOED BUUIRAIRR 2 58 - ARk
LN T2 AP B RE (AT - 2RI ~ RER - 25 B T 2 A A I
5EF% o W15 > BIEERIDIRE EMHER - Dl— R 4ghlF HR BRIP4 - T E
AR - HR & ] DMERGIIER Z T I ) RS -

175 TE At —Ita 2 (5 5 S 1T AR s s VD R k2 524

R EEE B AR GRS E 2 R - BEIGERE N s AR R
Network Solutions Inc. v. Umbro International, Inc.!3*2Z& ( DL ¥ Network Solutions
Incorporation &%y NSIAE] ) 1 » S Ra A0 IR BT ~ EARESEAH RIS I
AR ERE © HMIERSRHETRE P E R EB A AT EHI - HE = NEESBA
SHREZME (Gamishable Property) ° L IRAZEEE Rt IR H I
BT AR -

Hrp e Z A o] 0 S = AREB A BAEEZME - R BlER &
FHEMRGER " A DLse N B = AN ERR - 1 HERTE RN AR E - i
[EIARRE T R (4T ) FERRTY AT BT il - AR AEE % Umbro A5
AR TEEMEY NSI A5 Z @MY - AR EREFERESE -
H Umbro 13 E{ZHEN M ERHET IS IEEREE - 2 BE R FREA
B NSI A E] Z AR 34T > 38 (8 P 2 R e B e i s A w07 5 48T
AL AR = NERREIN LA ~ 105 ~ BB 2 72 - 2L - BEZA NSI
NEHMREANE RS RS 2 (575 - {2 Umbro NG R FHHE -

154 Network Solutions Inc. v. Umbro International, Inc., et al, 529 S.E.2d 80 (Sup. Ct. Va., Apr. 21, 2000).
13 2R SiiEEE 25 0 H 202-203 ¢

67
doi:10.6342/NTU202302025



ARE R RIS BA BINEE 2 (E{E - HBLmpa i 2 MEEA Bl
R 2 MR E M R T RIS 2224y ) > BS54 R R B it
BZA G 5 R B IR -

(B o T RE SR MRS 2 5 A T o7 > A IERIRRR I  FOAZE P EFEA
[FER, SRR S B MR B A T 2 AN A E R R
& SO - S5 2 B AR R 2 - AR RitEm - B
TRl (AT ~ 08 2 o FRLLIRFEERRAG T RARE A S8 FH A S F R -

&I A AR E s A ER A U ARLERRE - LR e M Rl e > A
A EERE T IR ELE Z R B o LA S (R WO (B R © LSt e ad g iy > 38
A HA B B SR AE RN F - BOP EAR S Y rhe A 5 RN DA SR A B4R
H - 2AEHSEEREET - HINEREM AN E ZREIEARELE LS (Conversion)
B RealFAZRER K > TEZGIREANE IR A - B LA SN E RS e M R 224 -
A B A RN 2 5T > BaR 1 - BUAR Ryl eI PRIEE 22
REMERPIRAE B ERERE -

2. E SR R EE
(1)§FAB S —Kremen v. Cohen

f£ Kremen v. Cohen ZEH1 - filEF AV > (HRAIAlRE LM 2B - A%
ZJRNEE (% Kremen 1£ NSI A E[EEM 17384 sex.com - fiidf{& Cohen AILA—£H{f
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BEHUES sex.com A4 FFE -

Kremen {E5FFA T £ - NSI A F]R A HAEZE (F BRI AIITT R Y8R
RHETT By > (EHZ A RIS (E 285 - AL ibEAY £ 2 Z > Kremen
MBS B 7 o] LAEEE Kremen 81 NSI A EIREASLAFAE 7 )CET R A

156 5] F#E 0 B 203-204 o
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157 Kremen v. Cohen, 325 F.3d 1035 (9th Cir. 2003).
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159" Jubber v. Search Mkt. Direct, Inc. (In re Paige), 413 B.R. 882 (Bankr. D. Utah 2009).
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162 Daniel Hancock, You Can Have It, But Can You Hold It?: Treating Domain Name As Tangible Property,
99(1) Kentucky L. J. 185, 200-02 (2010).

' WHOIS 2 —1E4aIE4ErE e - FRE IR i A BMHRZR > A - Brigg =X~ Azl s
AIRERE S © T4dRs B ARFS WHOIS &isHE r] (A3 -

164 Daniel Hancock, supra note 162, at 203-05.

165 15 U.S.C. §1125(d)(2)(A).

166 Daniel Hancock, supra note 162, at 205-07.

167 Id, at 208.
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169 United States v. Jacobsen, 466 U.S. 109 (1984).

170 Id, at 113. “Some meaningful interference with an individual’s possessory interests in the property.”
171 United States v. Chapman, 559 F.2d 402, 407-08 (5th Cir. 1977).
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ﬁﬁﬁ% (POCA2002) 3 EH Automatic Forfeiture ( HERZWLS » BIREEEFE » M REEILIE
IR TIURERE o] LLE BRI 2 U ) |, Pecuniary Penalty (Ei5K< » RHUIEATSA 2 AT T 20K 8
B ) FRik 2 Sk - Australian Government, Confiscation of The Proceeds of Crime: Federal Overview,
https://www.aic.gov.au/publications/tcb/tcb1 (last visited Dec. 14, 2022). {EBUNAYEREGULT » tE A
HETF(THEE  AtEEEERES %Z‘%ﬂ% » BEMERTA NEA I E 2 R E R LA B2 -
PEAEEE %42 B T & B ESE AR - BN AP e TV R EER -
23 BEIRY POCA 2002 DLR & I NATQUC AR - B ih UL BV EASE B AR RS - B R E RlR EITR
NEJLTEATTS 2 BFZE (Property ) > fELEFHRE . MU AFERRRHSR A E Ry A EEFUFREL G UL > BT RE
Mo AN ERHESE KRR 2 BiE T SRS ERMNG IR AR RIS A Ry WS RERT -
David Lusty, Civil Forfeiture of Proceeds of Crime in Australia, 5(4) J. Money Laundering Control 345,
348-49 (2002).
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MAETZE 7 1H » fRHE 2004 FEHYEE %54 (Surveillance Devices Act2004)
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224 Australian Government, Department of Parliamentary Services, Copyright Amendment (Online
Infringement) Bill 2015, https://parlinfo.aph.gov.au/parlinfo/download/legislation/billsdgs/3830145/uploa
d_binary/3830145.pdf;fileType=application/pdf.
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225 Australian Government, Department of Home Affairs, Data Disruption Warrants, https://www.homea
ffairs.gov.au/about-us/our-portfolios/national-security/lawful-access-telecommunications/surveillance-leg
islation-amendment-identify-and-disrupt-act-2021/data-disruption-warrants (last visited Dec. 15, 2022).
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226 Derek E. Bambauer, Filtering in OZ: Australia’s Foray into Internet Censorship, 31(2) U. Pennsylvania
J. Int’1 L. 493, 496-97 (2009).
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229 [&] ¥ Lasa Sun, Freedom of Speech, Democracy and Cyberspace: Lessons from Australia, Singapore
and India, 43 (2016), https://doi.org/10.25949/19427480.v1 (last visited Dec. 19, 2022).
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230 Id, at 43-44.
Bl Id, at 45.
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232 Id
233 Derek E. Bambauer, supra note 226, at 502-03.
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234 Australian Government, Attorney-General’s Department, Right to Freedom of Opinion and Expression,
https://www.ag.gov.au/rights-and-protections/human-rights-and-anti-discrimination/human-rights-scrutin

y/public-sector-guidance-sheets/right-freedom-opinion-and-expression#what-is-the-right-to-freedom-of-o
pinion-and-expression (last visited Dec. 19, 2022).

235 Australian Government, Australian Law Reform Commission, Traditional Rights and Freedoms—
Encroachments by Commonwealth Laws (ALRC Report 129), https://www.alrc.gov.au/wp-content/up
loads/2019/08/alrc129finalreport.pdf (last visited Dec. 30, 2022).

236 Id, at 459.

7 Id, at 477.

238 Id, at 460.
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239 Electronic Frontiers Australia, Submission Regarding the Inquiry into the Use of Subsection 313(3) of
the Telecommunications Act 1997 by Government Agencies to Disrupt the Operation of Illegal Online
Services,  https://www.aph.gov.au/DocumentStore.ashx?id=14651c8e-5461-4ceb-b511-59a4c1566fed&
subld=299629 (last visited Apr. 5, 2023); Bruce Baer Arnold, Inquiry into the Use of Subsection 313(3) of
the Telecommunications Act 1997 by Government Agencies to Disrupt the Operation of Illegal Online
Services, Submission 10, https://www.aph.gov.au/DocumentStore.ashx?id=e8908{46-9df3-44a7-acd7-8d
7588b02066&subld=299370 (last visited Apr. 5, 2023).
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