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Abstract

This paper proposes a solution for embedding inversion attack of textual embedding
in scenarios where the number of queries is limited. To address this challenge, we propose
a model called Surrogate-Assisted Document Embedding Attack with Query Selection
(SADE) that is designed to fit practical scenarios. Specifically, we introduce a means
to exploit external documents to overcome the challenge of limited private documents,
which is a common issue in practice. Additionally, we propose a novel query strategy
that addresses the issue of limited queries to the private encoder. Unlike previous works
that require a large number of private documents and unlimited query access, our approach
utilizes a small number of queries to achieve high retrieval accuracy. Overall, our proposed
model and query strategy demonstrate the effectiveness and practicality of our approach

for embedding inversion attacks of textual embedding.
Keywords: Embedding Inversion Attack, Document Embedding, Limited Query, Surro-

gate Model, Deep Learning
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Chapter 1 Introduction

Inrecent years, representation learning techniques have experienced exponential growth
and demonstrated remarkable success in various fields, including natural language pro-
cessing, computer vision, and graph data analysis. The primary objective of representa-
tion learning is to convert structured or unstructured data into dense vectors that retain the
input data’s essential characteristics. These embeddings include semantic and contextual
information, enabling humans to leverage them for downstream tasks. Despite the fact that
complex black-box models (such as neural networks) generate the embedding vectors, and
the dimensions of the embeddings may lack explicit meanings, the learned embeddings are
highly valuable. Embeddings can be shared with third parties to streamline downstream
tasks or uploaded to cloud services for further analysis. For instance, the document owner
could generate document embedding locally and upload it to an online visualization plat-
form'. Another example would be companies that release document embedding systems
along with their pre-trained embeddings such as Word2vec [20], GloVe [24]. While re-
leasing embedding vectors is intriguing, the underlying privacy risk is still unclear to the
public. Therefore, exploring the privacy and information leakage of embedding vectors

becomes the key motivation of this work.

With the increased literature on interpretability, fairness, and privacy, understanding

Yhttps:/ /projector.tensorflow.org/
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modern machine learning models’ privacy concerns has become an essential topic. The
privacy issues include revealing information of training data [27], stealing model weights
or decision boundaries [23, 33] or inference sensitive information [4, 2 1] from the learned
embedding vectors. In particular, inference sensitive information of input data from em-
bedding (i.e., embedding inversion attack [28]) has become an emerging topic due to the
advance of embedding models. In general, the embedding inversion attack exploits the
idea that the adversary is given the latent representations(i.e., embeddings) E of data that
contains sensitive or important information. On the other hand, the adversary aims to infer
such information of interest from E. Mahendran et al. [17] first proposed to invert image
representation to its original image and demonstrate that several layers in CNNs retain
photographically accurate information about the image. In the NLP domain, InvBERT [9]
demonstrated that contextual representations could be perfectly reverted to the original
sentence sequence when the weights of the embedding model are known to the adversary.
On the other hand, Song et al. [2&] proposed the Multi-Set model to facilitate the black
box embedding attack where the embedding model is unknown. In this work, we aim to
investigate the privacy risks of document embeddings in the context of inferring sensitive
key terms of the document. For instance, we consider the scenario where electronic med-
ical records are encoded into dense embedding vectors by the data owner (e.g., hospital
or medical institute) to protect data privacy while releasing these vectors to third parties.
However, if these document embeddings are leaked to an adversary, who is able to predict
the top-£ important terms in the original document with high accuracy, it could result in
serious personal information leakage to the patients. To formalize this problem, we as-
sume that the adversary is provided with the private embedding E as input to the threat

model, and the objective is to predict the top-k£ important terms in the original document

2 doi:10.6342/NTU202302014



Table 1.1: Comparison of related studies. Note: given model weights of the embedding
model (MW), acknowledgment of embedding model type (MT), query access limitation

(QA)

MW MT QA
Available | Unavailable | Known | Unknown | Limited | Unlimited
InvBERT [9] v v v
Multi-set [28] v v v
Coavoux et al. [4] v v v
Panetal. [21] v v v
This work v v v

according to an arbitrary evaluation function defined by the adversary, such as the term
frequency-inverse document frequency (TF-IDF) metric, KeyBERT [7], or YAKE [2].
We evaluate the performance of the adversary in terms of the top-k accuracy, where the

importance score of each word is ranked in descending order.

Despite the privacy risks revealed by previous literature discussed above, existing
attack scenarios usually followed with several assumptions: (i) The adversary can obtain
a large number of documents from a private domain, where the private domain denotes the
domain of the document(e.g., medical or financial domain) used to generate embeddings
E. (ii) The adversary has unlimited query access to the private embedding algorithm [21,

]. (ii1) The adversary was given the type of embedding model (e.g., BERT or GPT) [4,
]. The attack scenario under such assumptions exhibits a gap to general open-world
adversary attack settings. Therefore, in this work, we bridge this gap by addressing the

following research questions.

* Public-to-Private Threat Model Transferability: Can the adversary build a threat
model from the publicly available dataset and perform a transferable attack on em-

beddings generated with a private dataset?

* Limited Query Access: How well can adversaries identify sensitive terms from

embeddings with few, limited query access to the private embedding model?

3 doi:10.6342/NTU202302014



* Unknown Model Algorithm: Can sensitive information still be extracted by adver-

saries even when the type of embedding model is unknown?

To address these questions, we propose the use of domain adaptation techniques to achieve
the transferability of threat models between public and private datasets. Additionally, we
suggest a query selection strategy that accounts for the limitations of query access and en-
ables adversaries to select the most appropriate documents to query. We also introduce a
surrogate model that can learn the distribution of the private embedding model, rendering
the private embedding model type irrelevant to the adversary. By addressing these chal-
lenges, our work provides practical solutions to mitigate the gap in general open-world
adversary attack settings. To compare our approach with previous works [9], [28], [4],
and [21], we present a comparison of the limitation settings across these different works

in Table 1.1.

Moreover, the follow-up experimental results present compelling evidence of the ef-
ficacy of our proposed approach, exemplified by achieving the highest top-5 precision
score of 75% and an NDCG score of 72%. Our approach effectively addresses the chal-
lenges posed by an unknown private embedding model type and a restricted number of
200 queries imposed on the adversary. Notably, our method outperforms the second-best
competitor in terms of precision and NDCG score across most of the experiment settings,
thus demonstrating its robustness and superior performance. These results lend strong

support for the practical viability and utility of our proposed approach.

To summarize, the main contribution of our work is as follows:

* We introduce a publicly available dataset to leverage domain adaptation, mitigating

the domain gap between the private and public datasets. This overcomes the chal-

4 doi:10.6342/NTU202302014



lenge posed by the limited number of documents available in the private domain

and enhances the transferability of the attack.

* Query selection strategy: We propose a query selection strategy to assist adversaries
in selecting the most suitable document to query under the situation of limited query
access. This approach improves the efficiency of the attack and enhances its effec-
tiveness, and reduces the number of queries required to achieve a high precision

Score.

* Pre-training of surrogate models: We pre-train the surrogate models to learn the
distribution of the private embedding model. In doing so, we eliminate the need for
adversaries to know the type of private embedding model used. This enhances the
transferability of the attack and makes our method more robust to different types of

embedding models.

* Experimental evaluation: We conduct thorough experiments evaluating the eftec-
tiveness of our method in a scenario where only 200 queries are allowed and the
type of private embedding model is unknown. Our experiments demonstrate that
our method outperforms the second-best competitors in terms of both the top-5 pre-

cision and NDCG score.

Overall, our approach enables transferable attacks on embeddings generated with private

datasets while overcoming the limitations of previous attack scenarios.

5 doi:10.6342/NTU202302014



Chapter 2 Related Work

Embedding model for text representation. Document embedding is a technique
used to represent text documents as dense vectors in a high-dimensional space, allowing
them to be used as inputs for machine learning models. One of the earliest methods for
document embedding is the Bag-of-words model[8]. This method represents text as a
multiset of its words, disregarding grammar and word order. A more recent approach
to document embedding involves constructs document embeddings by performing vector
arithmetic on the vectors corresponding to the words in the document. Doc2vec[14], is an
attempt to generalize word2vec to work with word sequences. Recently, contextualized
word embedding approaches have gained widespread use. Some of the most notable ex-
amples include [10],[1 1], and [15]. The Sentence-BERT [26] further enhances the quality
of the sentence embeddings which is achieved by fine-tuning a pre-trained BERT model
using a siamese network. By leveraging SBERT, more semantically meaningful sentence
embeddings can be derived, leading to better performance in tasks such as semantic search

and paraphrase mining.

Privacy in deep representation. In [29], Song et al. demonstrate that supervised
models have the potential to retain sensitive information from input data that is not related
to the task they were trained on, leading to unintended privacy violations. In the domain of
NLP, [21] first to consider privacy concerns related to general-purpose language models.

6 doi:10.6342/NTU202302014



They particularly emphasize the reconstruction targets that exhibit predefined patterns.
After that, [28] expands the taxonomy of embedding inversion attacks by loosening the
requirement for a predefined pattern of the target. They classify the attack type into three
categories, Membership inference attack, Embedding inversion attack, and Sensitive at-
tribute inference attack. Membership inference attacks[27] aims to determine whether a
data point was used in the training process or not. In embedding inversion attack, the ad-
versary tries to reconstruct a set of words from the given document embedding and our
work also belongs to this type of attack. In sensitive attribute inference attack[21], the
adversary aims to identify sensitive information within the document, such as Citizen ID,
authorship, and medical history. However, this information may not be explicitly present
in the document embedding. Even so, [5] demonstrated that an adversary with access
to the black-box model can still retrieve some sensitive information using a multi-label

classifier.

7 doi:10.6342/NTU202302014



Chapter 3 Problem Definition

In this research, we adopt the attack pipeline described in a prior study [21], in
which an adversary can make queries to a private encoder to obtain the document em-
beddings. To elucidate our approach, we introduce the following notations. We consider
a private encoder denoted by P E, which an adversary can access with a limited number
of queries N, a set of private embeddings denoted by E that the adversary aims to at-
tack and retrieve, and a set of private documents D, that belong to the same domain as
the documents used to generate the private embeddings by P. We define a query set as
Q = {(dn,en,y);0 < n < N}, where d,, € D, represents the documents selected by
the adversary to query the private encoder P, e,, denotes the corresponding embeddings
generated by P, and y,, denotes the label vectors. The label vectors are defined by the ad-
versary and can be generated using techniques such as TF-IDF or the outputs of keyphrase
extraction algorithms such as KeyBERT [7] and YAKE [2]. In this work, we refer to the

label vectors as “importance vectors”.

Additionally, we define the external set £ = {(d.,,, e/ ,y..),0 < m < M}, whered,,
denotes the external documents that belong to the public domain and that the adversary
can collect from other NLP benchmark datasets or the Internet, €/, denotes the embed-
dings of d/,, through the surrogate model, y,,, denotes the importance score vectors of the

external documents d,, and M represents the number of external documents available to

8 doi:10.6342/NTU202302014



the adversary.

The importance score vectors i, € RV and ¢/, € RY represent the importance of

each word in the document d,, and d,,, respectively with respect to the adversary’s cus-

tomized vocabulary. The score for each word can be calculated using various methods,

such as term frequency-inverse document frequency (TF-IDF), or using neural network-

based approaches like attention mechanisms. Typically, the size of the importance score

vector is equal to the size of the customized vocabulary V. The detailed definition of those

notations mentioned above is reported in Table 3.1.

Table 3.1: Detailed definition of all notations.

Notation Definition Notation Definition
PE The private encoder. d, The private document.

S The surrogate model. ep The embedding of d,, generated from PE.
D, The private document sets. €p The embedding of d,, generated from S.
Dg The external document sets €y The private embedding € E.

E Private document embeddings set. d, The document selected from D, to query to PFE.

P Number of private documents. Yn The importance score vector of d,,.

M Number of external documents. én The embedding of d,, generated from PE

U Number of private emmbeddings € E. d,, The external document.

N The budget for query access. Em The embedding of d,,, generated from S.

V Vocabulary size. Yra The importance score vector of d,.

doi:10.6342/NTU202302014



Chapter 4 Methodology
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Figure 4.1: Overall structure of SADE.

This section presents our proposed model, Surrogate-Assisted Document Embedding
Attack with Query Selection (SADE), which aims to extract sensitive information from
private embeddings. The overall architecture of SADE is presented in Figure 4.1, which
comprises three major stages: query selection, surrogate model training, and adversarial
representation retrieval. Given the limited query access to the embeddings, the query strat-
egy becomes a crucial factor in the query selection stage. In the query selection section,

we explore various strategies that the adversary could employ to effectively select appro-
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priate documents from the private dataset D, while adhering to the constraints imposed
by their query budget N. We elaborate on the details in Section 4.0.1 and the experiment
results presented in Section 5.0.6.1 demonstrated that could significantly affect the attack
performance. However, utilizing the limited queried data to build an attack model could
lead to sub-optimal attack performance due to insufficient training data. To mitigate such
an issue, we propose to learn a surrogate model S that aims to mimic the behavior of
private encoder PE. With the aid of the surrogate model, the adversary to-some-extend
obtains unlimited query access where the adversary could collect the publicly available
datasets and obtain the corresponding document embedding by feeding to .S for gaining
additional labeled data. Finally, in the adversarial representation retrieval stage, we train
the representation decoder that takes the document embedding as input and outputs the pre-
dicted importance of the individual word. Meanwhile, since there exists a distributional
discrepancy between embeddings derived from public and private documents, we intro-
duce a domain classifier to ensure the embeddings were mapped to identical embedding

space. In the following, we provide a detailed description of the process for SADE.

4.0.1 Query Selection Strategy

Prior to introducing the detailed architecture of SADE, we will outline our query
selection strategy, which aims to identify the most appropriate documents d,, from the
private document set D, given the adversary’s limited query access to the private encoder
PE. As a reminder, the adversary has access to the private document sets D,, which
contain a limited number of documents related to the private domain, and seeks to attack
the private embeddings sets E without knowledge of the original documents in order to

retrieve sensitive information.

11 doi:10.6342/NTU202302014



The selection of suitable documents for querying the private encoder PF is a crucial
factor that can significantly impact the performance of the representation decoder. The
private encoder-generated embeddings e,, are highly dependent on the documents selected
for querying, which in turn can affect the quality of the final retrieval results. Thus, it is
imperative for the adversary to adopt an effective query selection strategy, especially when

the number of queries is limited.

In our study, we propose a novel query selection strategy to address the aforemen-
tioned challenge. The conventional approach involves randomly selecting a set of doc-
uments d,, from D,, but this approach has the drawback of generating unstable private
encoder-generated embeddings e,,, which can, in turn, affect the performance of the repre-
sentation decoder. The crux of the query selection strategy is to select documents whose
embeddings are similar to the target embeddings while simultaneously ensuring that these
documents are diverse enough to be scattered around the target embeddings distribution.
To this end, we propose a document selection strategy that involves mapping the surro-
gate embedding e, to the distribution of the private embeddings ¢, in E and calculating

the similarity between each transformed embedding and the K-means clustering center c,,.

Initially, the adversary generates surrogate embeddings ¢, for all documents d,, € D,
by utilizing the surrogate model .S. However, due to the potential non-congruity between
the surrogate embeddings €, and the private clustering centers of the private embeddings
€., there exists a risk of low similarity scores for certain pairs (c,, €,) even when the corre-
sponding original document d,, of ¢, exhibits high similarity with the scattered documents
within cluster n. This arises due to the fact that the clustering center c,, and the embed-
dings e, belong to fundamentally different distributions. In essence, the similarity metric

may not adequately reflect the similarity between the original documents when computed

12 doi:10.6342/NTU202302014



across differing distributions. To mitigate this challenge, it is imperative to ensure that the

embeddings derived from disparate encoders are positioned in the same distribution.

To overcome this issue, it is necessary to identify a transformation matrix that can
effectively map the surrogate embeddings e, to the distribution of the private embeddings
€,. One commonly used approach to find the transformation matrix between two matrices
is the Procrustes transformation [18]. In this work, we propose to apply the Procrustes
transformation to the surrogate embeddings €, prior to computing the similarity score. The
objective is to ensure that similarity scores accurately reflect the similarity between the
original document pairs even when the embeddings originate from different encoders with
different distributions. To this end, we represent the embeddings as matrices H € RP*W
and B € RY*W | where each row corresponds to an embedding ¢, and ¢, respectively,
and W denotes the dimension of the embeddings. Due to the fact that the number of
the €, embeddings is less than the number of ¢, embeddings, resulting in H € R”*W,
we augment the matrix with zero vectors to obtain A € RV*W_ Subsequently, we use
the Procrustes transformation to compute a matrix T € R"W*W that maps A to B and
transforms the embeddings into the same distribution space. The resulting transformed

matrix is denoted as A’, which satisfies the following equation:

min [|[AT — B||% (4.1)
T
A’ = AT (4.2)

where ||A||» denotes the Frobenius norm of matrix A, defined as:

P W
layw]? = V/Tr(ATA) (4.3)
2.

p=1 w=1

[AllF =

13 doi:10.6342/NTU202302014



Here, a,,, denotes the element of matrix A with embedding index p at dimension w, and

Tr(A) denotes trace of matrix A.

After obtaining the transformed embeddings, we perform K-means clustering on the
private embeddings €, to obtain /V clustering centers c,,. For each clustering center c,,, we
compute the cosine similarity Sim,,, between it and all transformed surrogate embeddings

a,. The similarity score is defined as follows:

!/
Cn " @y,

Simy,, = 0<n<N O0:<p<P (4.4)

[enlla|”

Here, a; denotes the row with index p in matrix A’, which represents the Procrustes-

transformed embedding of e,,.

After transforming the surrogate embeddings and computing the similarity scores, for
each clustering center c,,, we select the candidate document d, with the top one similarity
scores with it. These documents are then queried to the private encoder PE to gener-
ate their corresponding private encoder-generated embeddings e,,. Finally, we construct
the query set () which consists of the selected documents d,,, the corresponding private
encoder-generated embeddings e,,, and their importance score vectors y,,. The equations
are denoted as follows:

Q= (dn,en;Yn);0<n < N (4.5)

where ()5S represents the query selection strategy employed by the adversary and /.S de-
notes the importance score algorithm used, such as term frequency-inverse document fre-

quency (TF-IDF).
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The complete process of query selection strategy of SADE is depicted in algorithm 1.

Algorithm 1: Query strategy algorithm

Input: Private documents set D,, Private document embeddings E
Output: Query set )

1 Generate embeddings with the surrogate model €, < S(d,)
// Procrustes Transformation

2 Construct the embedding matrix A with e,

3 Construct the embedding matrix B with &, € £
4 A’ < Procrustes(A, B)
// K-Means similarity

E, + K-Means(E) with N Clsuters

forc, € E.do
Compute the similarity between each a;,
Get the index x with max similarity
e, — P(d,)

10 Qz + (ds, €2, Yz)

n end

12 output query set ()

o e 9 SN W

4.0.2 Surrogate Model Training

The first stage of our approach involves training the surrogate model .S, which con-
sists of an encoder (e.g., transformer-based encoder, Doc2Vec, or other document em-
bedding encoder algorithms). The surrogate model generates the embeddings é,, of the
selected documents d,, € () and aims to mimic the output embeddings distribution of the
private encoder PE via private encoder-generated embeddings e,,. We also introduce an
algorithm classifier C,, which discriminates whether the embeddings e,, and €,, are from

the private encoder PFE or the surrogate model S, respectively.

The primary task for the surrogate model S is to ensure that the distribution of &,
is similar to that of ¢,, € @), while also confusing C, by generating embeddings that are
difficult to distinguish from e,,. As training progresses, the discrimination from C, forces

the embeddings é,, generated by S to gradually align with e,, in the adversarial process.
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To achieve this goal, we define an objective function L, as follows:

Ljign = mgn max V(C,, S) 4.7)

Ca

V(Cy, S) = Ecgllog Cyu(e)] + Eqgllog (1 — C,(S(d)))] (4.8)

where Ee ~ Q[logC,(e)] represents the expected logarithmic probability of the algorithm
classifier C, given input embeddings e sampled from the query set (). Similarly, E;q[log(1—
C.(S(d)))] represents the expected logarithmic probability of C, given surrogate embed-
dings € = S(d) generated and sampled from the surrogate model. The objective function
encourages the surrogate model S to generate embeddings that are difficult for the algo-
rithm classifier C, to classify as either from the private encoder or the surrogate model,

effectively confusing C,,.

After completing the surrogate model training stage, we can gather external docu-
ments from various NLP benchmarks or directly from parsed documents on the internet.
These external documents are denoted as {d),, € Dg;0 < m < M}, where D, represents
the set of collected external documents, and M represents the total number of documents
in Dg. The domain of these documents d,, is considered public, which may or may not
be similar to the private domain. The surrogate model .S is then used as a document em-
bedding encoder to generate embeddings €/, for external documents d,,. This creates an
external set as follows:

B = (d), & yh), 0 < m < M (4.9)
d,, € Di, &, = S(d,,). yh, = I5(d,,) (4.10)

The external set will function as a pivot for the subsequent stage of our proposed approach.
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4.0.3 Adversarial Representation Retrieval

The purpose of incorporating external documents d;,, and their embeddings €/, is to
improve the retrieval performance of the representation decoder, particularly when the
adversary only has access to limited private encoder embedding pairs (d,,, €,,). The set of
the external set denoted as F = (d/,, €., v, ), in our work, d/ is the documents from the
WikiText [19]. For each document d,, € () and d,,, € E, we construct the retrieval labels
or importance score vector y,, and y/ respectively. Each element y” or y”, represents the
TF-IDF score of a word in the original corpus d,, or d,, with v indicating the index of the

word in the customized vocabulary.

It is important to note that the domain of the public documents d;,, may not necessarily
be similar to the private domain of d,,. Thus, to transform the embeddings e/, € E from the
public domain to the private domain, we apply domain adaptation through an adversarial
training process. Once the embeddings have undergone domain adaptation, we employ
the feature extractor and representation decoder to extract the latent representation for the

retrieval task.

Since the adversary selects the documents d/, € E from a known domain, while the
documents d,, € () are from an unknown domain, domain adaptation can be employed to
transform the public domain (chosen by the adversary) into the private domain (unknown
to the adversary). We adopt an adversarial training approach, similar to the one described
in [6], that involves a feature extractor F' and a domain classifier C;. The feature extractor
converts the embeddings €/, of the public domain to that e,, of the private domain, while the
domain classifier aims to accurately classify the domain of each embedding. The feature

extractor also functions as an auxiliary role, ensuring that the transformed embeddings
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which are sampled from the public domain are suitable for the representation decoder R D
to extract the latent representation. Thus, the objective function of the feature extractor is
a combination of the adversarial objectives and representation decoder objectives, and is

expressed as follows:

LF:LRD‘i‘aXLadv (411)
Loy = min max V(Cy, F) (4.12)
V(Cd, F) = ECNQ [log C’d(e)] + ]Eg/NE[IOg (1 — Cd(F<é/)))] (413)

where Lrp denotes the objective functions of the representation decoder RD, and «
represents the weight of the adversarial loss term L,g4,. The term E.g[log(1 — Cy(e))]
represents the expected value of the logarithmic probability of the domain classifier C
when the embeddings e,, € () are sampled. The domain classifier tries to minimize
this term by correctly classifying the private domain embeddings. Similarly, the term
Eeg[logl — Cy(F(€))] represents the expected value of the logarithmic probability of
the domain classifier C; when the embeddings ¢ € E are sampled and transformed by
the feature extractor [’ to the private domain. In this case, the domain classifier tries to
maximize this term by distinguishing between the embeddings in the public and private
domains. Simultaneously, the feature extractor tries to minimize it by transforming the
embeddings such that they are indistinguishable by the domain classifier. As training pro-
gresses, the distribution €/, € E in the public domain becomes increasingly similar to the
distribution of e,, € @ in the private domain, making it harder for the domain classifier
Cy to distinguish between them. Moreover, the embeddings €/, € E are transformed to
retain more relevant and abundant latent semantics, enabling the representation decoder

RD to extract sensitive information from the original corpus d/,. The domain classifier
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Cy, which is adversarially trained with the feature extractor F’, discriminates between the
elements e,, € @) and €, € E to determine their domain. This competitive process en-
ables the domain classifier to become more precise at distinguishing domain class while
forcing the feature extractor to transform the public domain where €/, lie closer to the

private domain where e, lie, thus reducing the domain gap gradually.

In this work, the representation decoder RD is tasked with extracting the latent se-
mantics of the embeddings e,, and €, and predicting the importance vector ¥,, and yzn,
which represents the importance of each word in the original corpus. The adversary can
infer sensitive information of d,, and d, through the ranking of the elements in the pre-
dicted importance vector ¥, and yzn. It’s worth noting that the importance score vectors
can be quite large - in the order of the customized vocabulary size V', which can be over
4000 in some cases. However, the original documents corresponding to these embeddings
are typically quite short, with fewer than 100 words, leading to highly sparse importance
score vectors with most elements being zero. This sparsity can cause the representation
decoder RD to predict all-zero outputs during training when using mean-squared error

(MSE) as the objective function.

Previous studies, such as [28], [21], and [4], have treated this task as a multi-label
classification problem and used binary cross-entropy (BCE) as the objective function.
While BCE can identify and detect the presence of words in the original documents, it
is more practical for the RD to be able to extract and analyze the relative relationships be-
tween these detected words. In other words, when given the embeddings, identifying the
ranking of the importance of the presence words provides more valuable information for

an adversary who wants to extract and attack the sensitive information of the embeddings.
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To mitigate the above challenges, we apply ListNet [3] as the objective function of
our representation decoder RD, a listwise method that learns the ranking relationships
between the target and predicted vectors. By optimizing the top-1 probability of each ele-
ment in the prediction lists, this approach enables RD to optimize the ranking importance

of the words, rather than just detecting their presence.

ListNet, which was introduced in [3], presents a listwise ranking approach for learn-
ing the ranking relationship between target and prediction lists. The authors propose a
probabilistic model for ranking that is capable of computing the probability of all possible
permutations of a list based on the scores of its elements. The ranking objective function

is formally defined as follows:

y
L(yi, §:) = — Y Py, () log(Py, (1), (4.14)
j=1
. exp(y})
Py(j) = = 4.15
=SV explah) 19

where V' is the size of the customized vocabulary, y; and g; are the importance score vec-
tors of the ground truth and predicted importance scores, respectively, and Py;(j) is the
probability that the importance score of the word with index j is ranked at the top one

position in the importance vector ;.

The proposed probabilistic method provides a principled way to capture the complex
dependencies among the elements in a list and obtain a ranking probability distribution
over all possible permutations. By maximizing the likelihood of the observed rankings,
ListNet [3] can learn a set of effective ranking features that are specific to the target list
and improve the ranking performance. Overall, ListNet [3] offers a promising solution to

the challenging task of learning to rank and has demonstrated its effectiveness on various
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datasets in information retrieval and natural language processing.

Optimizing the objective function in Eq. 4.14 enables the representation decoder RD
to identify and analyze the relative relationships between the detected words, with sensi-
tive words assigned higher importance scores in the original documents. The ranking
objective function offers an improvement over previous studies that regarded the task
as multi-label classification and adopted binary cross-entropy as the objective function,
which only allows the representation decoder to detect the presence of the words without
considering their ranking importance. To clarify the entire attack pipeline of SADE, we
depict the training algorithm in Algorithm 2. It is worth noting that during the inference
stage, only the trained representation decoder RD is used to extract sensitive information

and predict the importance score vectors from the private embeddings €,,.
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Algorithm 2: Training algorithm

N R W N =

10
11

12
13
14
15
16
17
18
19
20
21
22

Input: Query set (), External documents set Dy
Output: Trained SADE
// Train surrogate model S
Initialize algorithm classifier C,, with parameters O,
Initialize surrogate model S with parameters Og
for epoch € {1,2, ..., pre-training epochs} do
én < S(d,), where d,, € Q
Update ©¢, with {e,, €, } using cross entropy loss
Update O g using adversarial training loss Lgj;gn
end
// Generate external set £
for d € Dy do
|, S(d,)
end
Construct the external set 2
// Train representation decoder RD
Initialize feature extractor F' with parameters O p
Initialize domain classifier C,; with parameters ©¢,
Initialize representation decoder RD with parameters Ogp
for epoch € {1,2, ..., training epochs} do
Un < RD(e,,)
i, — RD(F(&,))
Update O, with {e,,, F'(€},)} using cross entropy loss
Update O using adversarial training loss L4,
Update © gp with {(yn, n), (Y., Y., ) } using ListNet

end
output trained weight ©

22
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Chapter S Experiments

In this section, we conduct a comprehensive analysis and comparison of our pro-
posed method via a series of experiments. We begin by evaluating the performance of our
method under different experimental settings, including various datasets, retrieval targets,
private encoder algorithms, query selection strategies, and surrogate model algorithms.
Our experiments consist of detailed analyses that demonstrate the consistent superiority
of our proposed method over other baseline models. Furthermore, we conduct an ablation
study to investigate the impact of different components of SADE on the overall architec-
ture, providing insights into the effectiveness of each component. We conducted a series

of experiments to address the following research questions:

RQ1: To what extent can SADE adapt to diverse corpora?

RQ2: What is the effectiveness of SADE across different target?

RQ3: How effectively can SADE adapt to multiple embedding algorithms?

* RQ4: Is gaining knowledge of a private encoder algorithm critical for an adversary?

RQ5: Which component is responsible for the pivotal role in SADE?
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5.0.1 Experimental Settings

Datasets and Embedding Algorithm. We conducted experiments on three widely used
datasets: (1) 20 News (20NG)[ 3], consisting of about 20,000 newsgroup posts on 20
different topics, (2) Ag News[3 1], containing news articles from over 2000 different news
sources, and (3) IMDB [16], comprising 50,000 highly polarized movie reviews. We also
utilized (4) WikiText [19], a dataset with a collection of over 100 million tokens extracted
from Wikipedia articles, as the external set. In the data preprocessing phase, we removed
stopwords and words that appeared less than 0.3% of the time from the sentences and
removed words other than nouns and verbs through POS tagging. Finally, we filtered out
articles with fewer than 15 words. Table 5.1 displays the statistical data of the datasets
after preprocessing, including the number of documents, vocabulary size, and average

length.

Table 5.1: Detail information of different datasets.

Dataset # document vocab. size Avg. length
20 News [13] 18,589 4823 86.8
AG News [31] 19,081 1154 18.8

IMDB [16] 48,404 3904 63.7
WikiText [19] 13052 2479 31.9

For the data split, we partitioned the dataset into three subsets: 80% for testing, con-
taining the private embeddings é; € E to be attacked by the adversary; 1000 documents
reserved for query selection, denoted as the private document set D, possessed by the
adversary, from which only N (the query budget) documents were selected for query-
ing to the private encoder, while the other documents were discarded; and the remaining
data were used for validation to determine the optimal hyperparameters. Furthermore, we

randomly sampled 10,000 documents from WikiText [19] to create the external set. To
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investigate the effect of attacks on different embeddings, we selected seven representative
methods, namely SBERT [26], BERT [11], ALBERT [12], ERNIE [32], XLNET [30],
GPT2 [25], and Doc2vec [14]. To verify the attack performance, we compared three re-

trieval targets: TF-IDF, KeyBERT [7], and YAKE [2].

Attack Models. We used five different baseline models to compare with our proposed

method.

* MLP: The approach introduced in [2&] transforms the given document embeddings
to the important score vectors. We use ListNet [3] as the objective function to train

this baseline model.

» PLD: Pseudo labeling decoder. A two-layer neural network that trains with a pseudo-
labeling technique. We also apply ListNet [3] as its objective function. We introduce
the same external dataset £’ as mentioned in our method to achieve semi-supervised

learning.

* DAAM: The Domain Adversarial Attack Model, introduced and following the same

setting as in [21].

* RB: A rule-based approach that outputs the average of the label vectors of owned

private domain documents as the prediction.

* BERT-GAN: A semi-supervised method that introduces adversarial training to help
improve model performance under limited data scenarios. It consists of a BERT
as the generator and a two-layer network as the decoder. We replace the original

objective function from cross-entropy to ListNet [3] to better fit our task.

Evaluation Criteria. In our study, we employed two widely used evaluation metrics in
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machine learning to measure the performance of SADE: Precision@K and Normalized

Discounted Cumulative Gain (NDCG)@K.

Precision@k is a standard metric used to evaluate the effectiveness of ranking algo-
rithms by measuring the proportion of relevant words among the top k£ words in a ranked
list. The relevance of a word is typically assessed using a binary label, where a relevant
word is assigned a label of 1, and an irrelevant word is assigned a label of 0. The pre-
cision@k score is computed by dividing the number of relevant words in the top k by

k.

NDCG@K is another widely used metric for evaluating ranking algorithms, which
measures the effectiveness of a ranking algorithm by assessing how well it ranks a set of
words based on their relevance scores. The NDCG@k score is computed by taking the
discounted cumulative gain (DCG) and normalizing it by the ideal discounted cumulative
gain (IDCG). DCG is computed by taking the sum of the relevance scores of the top-ranked
words, where the relevance scores are typically binary or graded on a scale from 0 to 1,
and are discounted based on their position in the ranking, with words at the top being given

more weight.

The use of these evaluation metrics in our study allowed us to quantitatively evaluate

the performance of our proposed model (SADE) in document embedding retrieval.

Hyperparameters. In our experiment, we fix the decoder as a 2-layer neural network, set
the batch size to 32, and the learning rate to 1e-4 during training. In addition, as mentioned
in Section 4.2, we set the value of «, which is used to adjust the adversarial loss, to 10
to make the adversarial loss value similar to the ListNet [3] loss. Finally, in the model

selection part, we use the validation set to choose the best-performing model among every
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epoch and evaluate the score on the testing set.

Default Setting. It is worth noting that for the following experiments, the default setting
includes the 20 Newsgroups [ | 3] as the dataset, TF-IDF as the retrieval target, SBERT [26]
as the surrogate model and private encoder algorithm, and 200 as the number of allowed

queries.

5.0.2 Attack performance analysis

To evaluate the effectiveness of our proposed method, SADE, we experimented with
seven distinct encoders and utilized SBERT [26] as the surrogate model to retrieve impor-
tance scores for three different targets. Due to the limited number of queries allowed to the
private encoder, we only used 200 private encoder-generated embeddings. We then com-
pared the performance of SADE with three baseline models. The obtained Precision@5

and NDCG@)S5 results are presented in Figure 5.1a and Figure 5.1b respectively.

5.0.2.1 Comparing on different threat models (RQ1).

The results of our experiments, presented in Figures 5.1a and Figure 5.1b, demon-
strate that SADE outperforms three baseline models in terms of top 5 precision and NDCG
scores across all datasets and retrieval targets, even when limited to only 200 queries.
Specifically, in the first column of Figure 5.1a and Figure 5.1b, when the private encoder is
SBERT [26], SADE achieves top-5 precision and NDCG scores of 67% and 19%, respec-
tively, while the second strongest baseline (PLD) achieves only 39% and 13%. Overall,
SADE obtains an average top-5 precision and NDCG score of 48% and 36%, respectively,

compared to 33% and 25% for PLD. These results demonstrate the effectiveness and poten-
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Comparison of attack performance on different datasets, retrieval targets,

and private encoder algorithms using different models. SADE-QS represents SADE with
query selection, which selects different document embedding pairs compared to the five

baselines.

On the other hand, SADE represents SADE with random selection, which

chooses the same document embedding pairs as the five baselines.

tial of SADE in the extraction of sensitive information from document embeddings and its

superior performance over competing methods. Furthermore, our experiments show that

SADE is robust and reliable in terms of embedding inversion attacks, and does not require

a large number of queries to achieve effective retrieval of important words. These findings

suggest that SADE can be applied to various domains and datasets for the extraction of

sensitive information.
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5.0.2.2 Comparing on different retrieval targets (RQ2).

In practical scenarios, the importance score may vary based on the adversary’s fo-
cus on different sensitive information. To address this, we introduced additional types
of importance scores by leveraging the output of other automatic keyphrase extraction
tasks [22]. Keyphrase extraction is a process that involves automatically extracting rep-
resentative phrases to summarize the main ideas of a document. To generate importance
score vectors for each document, we leverage two different models: KeyBERT [7], which
calculates the distance between each n-gram in the context and the document embedding
to identify the most relevant phrases, and YAKE [2], an unsupervised model that combines
several handcrafted features, including word casing, word position, word frequency, and
word relatedness to the context, to derive scores for the words in the context. The experi-
mental results demonstrate that SADE can effectively extract and retrieve sensitive words
even when customized importance scores are used, which allows for a more targeted and

focused approach to extracting sensitive information.

5.0.2.3 Comparing on different embedding algorithms (RQ3).

We investigated the effectiveness of a proposed embedding attack on several private
embedding algorithms using SBERT [26] as the surrogate model. The results reveal that,
in general, the attack achieves high precision scores (ranging from 40% to 70%) on top-
5 predictions for most private embedding algorithms, with the exception of GPT2 [25].
This finding suggests that the use of GPT2 as a private embedding algorithm significantly
improves the robustness of the embeddings against the proposed attack. Consequently, our

study recommends the adoption of GPT2 as a private embedding algorithm for individuals
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seeking to prevent embedding attacks.

5.0.3 Attack performance varying number of queries.

To investigate the impact of the number of queries on SADE’s performance, we con-
ducted an experiment where the number of queries varied from a highly limited scenario
of 10 to a more relaxed scenario of 1000. The performance of SADE was compared with
other baseline models. The results, as illustrated in Figure 5.2, indicate that SADE and
PLD consistently outperform other competitors in terms of top-5 precision, regardless of
the number of queries. This outcome is attributed to the use of external documents in
both methods, which assist the representation decoder in learning to extract and retrieve
keywords from the given embeddings, even with a limited number of private documents.
Additionally, the superiority of SADE over PLD suggests the effectiveness of domain
adaptation on external documents, enabling the representation decoder to learn effectively
from these additional embeddings. Furthermore, when the number of queries is quite lim-
ited (only 10 is allowed), the difference in the decline of SADEand PLD also indicates
that these additional embeddings, applied through domain adaptation, serve as an auxiliary
role for the representation decoder to learn to extract information, particularly in scenarios

where only a small number of queries are available.

5.0.4 Attack performance varying number of private documents.

In this experiment, we investigate how the number of private documents affects the
attack performance. With a fixed query budget of 100, we vary the number of private

domain documents from 1000, 500, and 200, to 100. As shown in Figure 5.3, we observe

30 doi:10.6342/NTU202302014



Method

—e— SADE-QS ~# PLD -~ DAAM BERT-GAN
SADE 4 MLP -+ RB
0.7 t —o—— S
0.6 ./ =
S
N 0.5 N — ]
@ ./’/ .................................. :‘—-____-+
g 0.4 g SURPRRRT T TLELL [ —-‘-—______
% S
§ 03 "_z"
o ,/"
02 'z"
/'*/ ———————————————— *
O 1 :, .::}.ze.'.::.,_., ,—.-.:‘..‘.’.::_:::: ......................... -
L ot
0.0 *
0 200 400 600 800 1000

Number of query

Figure 5.2: Performance varying number of query. SADE-QS represents SADE with
query selection, which selects different document embedding pairs compared to the five
baselines. On the other hand, SADE represents SADE with random selection, which
chooses the same document embedding pairs as the five baselines.

that the number of selection pool (i.e., the private documents) has the most significant
impact on SADE-QS. This is because the strategy relies on selecting the most appropriate
documents, some candidate documents may be excluded from the selection pool when
the number of private domain documents decreases. Notably, when the number of private
documents decreases to the query budget of 100, SADE-QS demonstrates similar attack

performance to SADE, which adopts random selection.
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Figure 5.3: Performance varying number of private document. SADE-QS represents
SADE with query selection, which selects different document embedding pairs compared
to the five baselines. On the other hand, SADE represents SADE with random selection,
which chooses the same document embedding pairs as the five baselines.

5.0.5 Effectiveness of surrogate model structure with different em-

beddings algorithm (RQ4).

This study aims to explore the impact of different encoder algorithms on the perfor-
mance of the representation decoder. To this end, we have conducted experiments in which
we evaluated the top 5 precision scores achieved by utilizing SBERT [26], BERT [11], AL-
BERT [12], ERNIE [32], XLNET [30], GPT2 [25], or Doc2Vec [14] embeddings as the

surrogate model, along with seven distinct private encoder algorithms.

Our findings indicate that the optimal performance of the representation decoder,
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as measured by top-5 precision, is not necessarily obtained when the corresponding pri-
vate encoder algorithm is employed as the surrogate model. This suggests that gaining
knowledge of the private encoder algorithm may not be a critical factor for the adversary.
Figure 5.4 displays the precision scores for each embedding algorithm and private encoder
combination, highlighting the varied performance outcomes observed across the different

experimental conditions.
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Figure 5.4: Heatmap of different encoder algorithms.

In Figure 5.4, the ”Attack™ column shows the average of the top 5 precision scores
obtained by using an encoder as a surrogate model to attack all seven encoders as the
private encoder (the higher the better). Our results indicate that GPT2 [25] is a more
favorable choice for adversaries attempting to launch embedding attacks, with an average
top 5 precision score of 66%, compared to Doc2Vec [ 14], which only achieves an average

top 5 precision score of 29%.

The ”Attacked” column indicates the average of the top 5 precision scores obtained

by all seven encoders as the surrogate models when using an encoder as the private encoder
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(the lower the better). Our findings suggest that using GPT2 [25] as a private encoder is a
promising approach for individuals seeking to prevent such attacks, as GPT2 embeddings
are more robust to adversarial attacks, with an average top 5 precision score of 22% when
subjected to attacks, compared to the other six encoders whose scores ranged from 57%

to 66%.

In summary, our study demonstrates that GPT2 [25] is both a more effective surrogate
model for embedding attacks and a more robust private encoder compared to other models

evaluated.

5.0.6 Ablation Study (RQS).

This section presents experimental analysis to evaluate the impact of each compo-
nent of SADE on document embedding retrieval. Our experiments are organized into four
parts. Firstly, we examine the impact of query selection. Secondly, we investigate the ef-
fectiveness of the ranking objective. Thirdly, we examine the effectiveness of pre-training
the surrogate model. Fourthly, we analyze the impact of adversarial training during the
2nd stage. Lastly, we verify the combined effect of pre-training and the existence of ad-
versarial training. For comparison purposes, we include the baseline MLP, which can be
viewed as a version of SADE that does not pre-train the surrogate model and does not

include adversarial training in the 2nd stage.

5.0.6.1 Analysis on different query strategies.

Table 5.2 presents a comprehensive analysis of the impact of query selection on re-

trieval performance in SADE across various private encoders and datasets. The study
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compares two query selection strategies: random selection and the proposed strategy,
which involves applying the Procrustes transformation before computing K-means sim-
ilarity. The experimental results show that the proposed strategy outperforms random
selection in terms of precision scores and NDCG scores across various private encoders
and datasets, underscoring the significance of query selection strategy in determining the

overall retrieval performance of SADE.

These findings are particularly noteworthy in embedding inversion attack, where the
extraction of sensitive information from private encoders is the primary objective. The
proposed query selection strategy enhances the performance of SADE in extracting sen-
sitive information, thereby improving the overall retrieval performance. Moreover, the
generalizability of the proposed query selection strategy is demonstrated by its consistent

effectiveness across different private encoders and datasets.

In summary, this study provides empirical evidence of the critical role played by
query selection in the retrieval performance of SADE and highlights the effectiveness
of the proposed query selection strategy in enhancing the retrieval performance of the
model. For more details on different query selection strategies, refer to 7. Additionally,

7 provides insights into the impact of diversity in selected documents on the attack results.

5.0.6.2 Effectiveness of the ranking objective

As previously mentioned, the sparsity of retrieval target-importance score vectors
can negatively impact the performance of the representation decoder in terms of retrieval

accuracy. To address this issue, we conducted a comparison between mean squared error
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Table 5.2: Strategy of query selection.

Precision@S / NDCG@5
20 Newsgroups SBERT BERT ALBERT ERNIE XLNET GPT2 Doc2vec

Random 0.6233 0.6891  0.6222  0.6597 0.5355 0.1325 0.6370
0.1795 0.1688  0.1376  0.1516 0.1154 0.0689  0.1597
P-Kmeans 0.6701 0.7208 0.7161  0.7032 0.6022 0.1438 0.6723
0.1918 0.1933 0.1480  0.1851 0.1162 0.0857 0.1501

AG News
Random 0.5039 0.4825 0.3969  0.4808 0.2998 0.1415 0.4004
0.4126 0.3536  0.2755 03153 0.2169 0.1353  0.2868
P-Kmeans 0.5423 0.5124 0.4361  0.4958 0.3355 0.1959 0.3881
0.4405 0.3682 0.2767 0.3370 0.2081 0.1828 0.2645

IMDB

Random 0.3935 0.4604 0.4389 0.4578 0.3773 0.1305 0.5578
0.2271 0.2954  0.2797  0.2996 0.2501 0.0605 0.3090
P-Kmeans 0.3891 0.5105 0.4622 0.5186 0.4088 0.1652 0.5935
0.2401 0.3138 0.2812  0.3166 0.2593 0.0898  0.3225

(MSE) and the ranking objective for optimizing SADE. The results, presented in Table 5.3,

demonstrate that optimizing the ranking objective yields superior performance, with an

improvement of approximately 40% in the top 5 precision score and 5% in the NDCG

score compared to using MSE.

These findings support our insight that the sparsity of the retrieval target can neg-

atively affect the performance of the representation decoder when MSE is used as the

objective function. Moreover, the results suggest that by adopting ListNet [3] as the ob-

jective function, the representation decoder is able to extract and retrieve sensitive words

based on their ranking positions.

Table 5.3: Comparison of Objective function.

k=5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
MSE 0.2875  0.1499  0.2430 0.1479 0.2190 0.1466
BCE 0.1374  0.1250 0.0956 0.1106  0.0757  0.1029
ListNet 0.6701 0.1918 0.5433 0.1905 0.4526 0.1891
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5.0.6.3 Effectiveness of training the surrogate model

Table 5.4 presents our analysis of the impact of training the surrogate model on the
performance of SADE. The results demonstrate that training the surrogate model effec-
tively enhances the retrieval performance of SADE. Specifically, the improved accuracy
in document embedding retrieval indicates that the closer the surrogate model imitates the
private encoder, the smaller the gap between the surrogate-generated embedding and the
private encoder-generated embedding. With training the surrogate model, SADE achieves
top 5 precision score and NDCG values of 67% and 19%, respectively, both of which out-
perform those when the process of training the surrogate model is deprecated. Notably,
even without training the surrogate model, SADE can still outperform the other baseline
MLP. These results underscore the importance of training the surrogate model for SADE

to achieve superior retrieval performance.

Table 5.4: Ablation of training the surrogate model.

k=S5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
MLP 0.1240 0.0742 0.1029 0.0738 0.0922 0.0740

without training  0.6021  0.1479  0.4572  0.1445 0.3717 0.1418
with training 0.6701  0.1918 0.5433 0.1905 0.4526 0.1891

5.0.6.4 Impact of the adversarial training during 2nd stage

We conducted an experiment to compare the retrieval performance of the modified
SADE architecture with the original SADE architecture, in which the feature extractor
and domain classifier were removed. The results are presented in Table 5.5. The modi-
fied SADE architecture achieved a lower top-5 precision score and NDCG score than the
original SADE architecture, which indicates that the adversarial training between the fea-

ture extractor and the domain classifier significantly improves the retrieval performance.
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Thus, we conclude that the adversarial training component during the 2nd stage is indeed
essential for transferring the embeddings from the public domain to the private domain
while retaining sufficient information for the representation decoder to extract the sensi-

tive information. Therefore, it is indispensable for SADE to achieve superior retrieval

performance.
Table 5.5: Ablation of Adversarial training in 2nd-Stage.
k=5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
MLP 0.1240 0.0742  0.1029 0.0738 0.0922  0.0740

no adversarial ~ 0.6035  0.1617  0.4846 0.1690 0.3595  0.1715
adversarial 0.6701  0.1918 0.5433 0.1905 0.4526 0.1891

5.0.6.5 Comprehensive Analysis

The results presented in Table 5.6 clearly demonstrate that the performance improve-
ments observed in SADE are not solely attributable to the training of the surrogate model
or adversarial training components alone. Rather, it is the combination of both that leads
to the most significant enhancements in retrieval performance. Specifically, the configu-
rations lacking either training the surrogate model or adversarial training outperform the
MLP baseline but fail to match the performance of the complete SADE architecture that
integrates both components. These findings indicate that training the surrogate model and
adversarial training during the second stage are complementary and synergistic techniques
that work in tandem to enable the representation decoder to extract sensitive information
with superior top-5 precision and NDCG scores. Therefore, we conclude that both com-

ponents are indispensable for SADE to achieve optimal performance.
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Table 5.6: Ablation of training the surrogate model and the adversarial training in 2nd-

stage.
k=5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
MLP 0.1240  0.0742  0.1029  0.0738  0.0922  0.0740
training + no adversarial ~ 0.6035  0.1617 0.4846  0.1690  0.3595 0.1715
no training + adversarial ~ 0.6021  0.1479  0.4572  0.1445 0.3717 0.1418
training + adversarial 0.6701  0.1918 0.5433 0.1905 0.4526 0.1891
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Chapter 6 Defense Approach

Itis imperative to investigate effective defense strategies to address the potential issue
of information leakage through embeddings in the context of adversarial attacks. One
commonly utilized approach is to obfuscate the embeddings. In this study, we evaluate
four distinct defense techniques for embedding obfuscation while preserving the utility of
the embeddings. The ultimate objective is to remove sensitive information while retaining
the essential information for downstream tasks, including classification tasks on the 20
Newsgroups dataset. Our empirical findings suggest that achieving this desirable scenario
necessitates a trade-off between privacy and utility. Specifically, we evaluate four defense
approaches, namely, Laplace noise, Random Projection, PCA, and Autoencoder which are

introduced as follows:

6.0.1 Laplace noise

In this defense approach, we leverage a differential privacy approach in our study
to address potential information leakage through embeddings. Specifically, we utilize
Laplace noise to obfuscate the embeddings while preserving their utility. The approach
involves randomly selecting a 1000 document from the private documents set and remov-

ing the top frequency of the word from each document multiple times. After each removal,
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we generate the embedding for the modified document and compute the distance between
the original and modified embeddings. The average distance computed, A f, is used as
the Laplace noise scale. To ensure differential privacy, we add Laplace noise to the em-

bedding with a scale of %.
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Figure 6.1: Attack and utility performance varying different e.

6.0.2 Random Projection

The second approach aims to reduce the dimensionality of the original embedding
space by projecting it with a randomly generated matrix. The matrix follows the distri-
bution N (0, é), where d represents the reduced dimension. The primary objective of this
method is to preserve the pairwise distance between any two samples of the original data
while obfuscating the embeddings to mitigate potential information leakage. According

to [1], this method has shown applicability to text documents.
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6.0.3 PCA

The third defense approach we employ is Principal Component Analysis (PCA), a
widely used technique to reduce the dimensionality of data while retaining as much infor-
mation as possible. PCA transforms the original data into a new set of orthogonal variables
that account for most of the variance in the data. By reducing the dimensionality of the
original embedding space, we aim to obfuscate the embeddings and mitigate potential

information leakage.

6.0.4 Autoencoder

The last defense approach is a non-linear dimension reduction method utilizing an
autoencoder. An autoencoder is a neural network that learns to reconstruct its input data
through an encoder and decoder architecture. We train a two-layer autoencoder with the
objective of minimizing the mean squared error (MSE) between the original document
embeddings and their reconstructed versions. We use the encoder part of the autoencoder
to achieve dimension reduction. This approach is particularly effective when the reduced

dimension is relatively small.
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Figure 6.2: Attack and utility performance varying different dimension.

The efficacy of Laplace noise as a defense mechanism is substantiated by the results

shown in Figure 6.1, which reveal the challenges in simultaneously preserving the utility
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of embeddings while mitigating the potential information leakage due to adversarial at-
tacks. Moreover, Figure 6.2 provides a comparative analysis of three distinct dimension
reduction-based methods, namely Random Projection, PCA, and Autoencoder, which also
validate this finding. Consequently, the findings indicate the existence of a trade-off be-
tween privacy and utility when implementing defense approaches for embedding obfusca-

tion.
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Chapter 7 Conclusion

In this study, we conducted a comprehensive investigation into the privacy and in-
formation leakage of document embeddings in the open-world scenario, characterized by
severely limited query access. To address this challenge, we propose a query selection
strategy that identifies the most appropriate documents for an adversary to query the pri-
vate encoder. Moreover, we introduce external documents from the public domain and
leverage domain adaptation techniques to reduce the domain gap between the private and

public domains.

Our experimental results demonstrate that our proposed approach consistently out-
performs other baseline models on various datasets, retrieval targets, and private encoder
algorithms. We also conduct a thorough analysis of the impact of different configurations
of each component of our approach on attack performance. Finally, we present practical
defense approaches to our attack, demonstrating the importance of addressing privacy and

information leakage in document embeddings.
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Appendix A — Dimension Reduction

and Transformation

Table A.1: Comparison of different defense strategies.

k=5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
SADE 0.6701 0.1918 0.5433 0.1905 0.4526 0.1891
Random projection  0.6321  0.1518  0.5114  0.1526 0.4212 0.1516
PCA 0.6521 0.1623  0.5171  0.1609  0.4282 0.1600
Autoencoder 0.6689 0.1703 0.5336 0.1692 0.4383 0.1677

In this section, we aim to assess the impact of transformation on attack performance
in various defense approaches, aside from just dimensional reduction. To achieve this, we
perform experiments on the 20news dataset. We ensure that the dimensionality reduction
is set to match the dimension of the original embedding. This allows us to isolate the effect

of transformation and observe its influence independently.

The result is shown in Table A.1. Our investigation yields two findings. Firstly, we
validate that defense transformations have a noticeable influence on the performance of
attacks, as evidenced by the observed performance drop in different defense approaches,
even when their embedding dimensions match those of the original embeddings. Sec-
ondly, we observe that different transformation methods produce distinct effects on at-
tack performance. Notably, we find that more complex dimension reduction methods,

which potentially incorporate a larger amount of information, lead to better decoding per-
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formance.
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Appendix B — Query Strategy

Comparison

Table B.2: Comparison of different query strategies.

k=5 k=10 k=15
Precision NDCG Precision NDCG Precision NDCG
Random 0.6233  0.1795 0.5154 0.1783 04315 0.1761
Max Sim  0.5353  0.1465 04346 0.1497 0.3698 0.1504
Kmeans 0.5640 0.2008 0.4924 0.1978 0.4255 0.1956
P-Kmeans  0.6701 0.1918 0.5433 0.1905 0.4526 0.1891

In this section, we compare the performance of four different query strategies. These

strategies are as follows:

* Random: The adversary randomly selects documents to query the private encoder.

» Max Sim: The adversary selects the documents whose surrogate-generated embed-

dings have the highest similarity as candidates to query the private encoder.

* Kmeans: The adversary selects documents whose surrogate-generated embeddings

have the highest similarity to the k-means centroids as candidates to query the pri-

vate encoder. The key distinction from the strategy mentioned in Section 4.0.1 is

the exclusion of the Procrustes transformation before computing the similarity.

* P-Kmeans: The adversary adopts the strategy mentioned in Section 4.0.1.
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The results in Table B.2 illustrate that random selection is a strong baseline, providing
diverse candidates. However, a strategy solely based on similarity may lack diversity,
as similar candidates may originate from the same cluster or group. The lower perfor-
mance of the K-means strategy compared to P-Kmeans emphasizes the importance of us-
ing the Procrustes transformation to align embedding distribution spaces when selecting
candidates with high similarity to centroids. These findings underscore the significance
of selecting candidates with both high similarity and sufficient diversity in the distribu-
tion space while ensuring they belong to the same or similar distribution space for optimal

performance.
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Appendix C — Impact of Diversity in

Selected Documents

Table C.3: Impact of Different Clustering Centers (n) on Attack Performance. The number
of clustering centers is 200, while n denotes the selected centers used to compute the cosine
similarity between transformed surrogate embeddings. We vary n from 200, 150, 100, 50,
10, 5, to 1. The table presents the corresponding attack performance results for different
values of n.

k=5 k=10 k=15
n Precision NDCG Precision NDCG Precision NDCG
1 0.5613  0.1204 0.4396 0.1221 03618 0.1229
5 0.5491 0.1297 0.4341 0.1300 0.3636 0.1305
10 0.5843  0.1395 0.4671 0.1383  0.3837 0.1371
50 0.5935 0.1490 0.4778 0.1483 0.3979 0.1471
100 0.6164 0.1760 0.4981 0.1734 04157 0.1716
150 0.6578 0.1894 0.5352 0.1892 0.4514 0.1885
200  0.6701  0.1918 0.5433 0.1905 0.4526 0.1891

In this section, we explore the impact of private document diversity on attack per-
formance using the query strategy described in 4.0.1. We vary the number of clustering
centers used to compute the cosine similarity between them and the transformed surrogate
embeddings. For instance, when there are 200 clustering centers (i.e., the query budget),
we consider only 100 centers. As a result, the selected documents are confined to the distri-
bution of these 100 centers, which becomes more concentrated and exhibits less diversity

compared to considering all 200 centers.
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Table C.3 illustrates that lower attack performance is observed when the number of
clustering centers decreases. This suggests that selecting documents from a less diverse
distribution leads to weaker attack performance. Conversely, when documents are selected

from a broader distribution, higher attack performance is achieved.
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Appendix D — Case Study

Figure D.1 depicts the examples of attack output, with each column representing
the prediction of the corresponding attack model. These examples utilize TF-IDF as the

retrieval target and SBERT [26] as the private encoder.

Additionally, we investigate the effectiveness of the attack on practical documents
with customized retrieval targets. To achieve this, we perform the embedding inversion
attack on clinical record documents' and customize the retrieval target by setting the vo-
cabulary to include medical keywords. We apply the output score of KeyBERT [7] as
the importance score. The attack results on practical clinical records are illustrated in

Figure D.2.

'https: //huggingface.co/datasets/Elfsong/ClinicalDataset
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https://huggingface.co/datasets/Elfsong/ClinicalDataset

{mm: demon@desire.wright.edu (Not a Boomer) \
Subject: The state of justice
Organization: ACME Products
Lines: 23
Summary: GM's quest for justice

A judge denied GM's new trial motion, even though GM says it has two
new witnesses that said the occupant of the truck was dead from the
impact, not from the fire.

Thoughts?

It's kind of scary when you realize that judges are going to start
denying new trials even when new evidence that contradicts the facts that led to
the previous ruling appear.

Or has the judge decided that the new witnesses are not to be believed?
Shouldn't that be up to a jury?

And what about members of the previous jury parading through the talk
shows proclaiming their obvious bias against GM? Shouldn't that be
enough for a judge to through out the old verdict and call for a new trial? Bank of Ireland Posts Rise in Earnings (AP) AP —

‘Whatever happened to jurors having to be objective?
The Bank of Ireland reported a 7.8 percent rise in first half profit Thursday but

Qeu / also revealed a significant rise in withdrawals at its asset management unit.
Label SADE PLD MLP DAAM @RBY  BERT-GAN Label SADE PLD MLP DAAM @RBY  BERT-GAN
gm wright reply wins wright quadra per ireland irland ireland rates district retail wing
judge  witnesses car cray contains milwaukee democracy rise bank rates demand rugby defeat de
witnesses trial anyone honest causing min upenn bank rise effort effort death decline argued
trial desire wins fathers party minded  provides revealed management charged rise bank decided back
Jjustice ruling posting  spending rate task press posts percent calls rose power know line
ruling judge see honda coast ecs headed management  profit countries profit  introduced known  decision
denying truck accident lance mind economy  useless unit rose rise dollar play debut  published
bias denying dave mt life ece guide earning ap going ireland nation striker freedom
brett demon opinions tactics passing minimal  mailing reported  thursday come point reason debate fun
wright motion  everyone  reserved winds eastern eternal profit deal blair costs causing death rates

(a) The attack results on the 20News. (b) The attack results on the AG News.

I saw this film on television and fascinated by the beauty of Jennifer Mccomb. It
was neat film and you can watch it for the beauty of Africa and of Mccomb. At
that time I was thrilled watching this movie and from them onwards I am trying
for VCD of this film but I am unable to find it. Huge African linons makes
appearance int his film and we will be spell bounded simply by the size of those
animals and grace of them. All section of audience can watch this movie
particularly children will enjoy this film. But some scenes involving Mccomb
forces parental guidance for this film. It is a enjoyable holiday movie for one and

all.
Label SADE PLD MLP DAAM “RB BERT-GAN
beauty film saw shock home grade emotion
film movie movie  boyfriend parliament station psychological
spell love mind storyline  moved grab edit
holiday story get question  jennifer status anyway
size acting scene saw residents gothic  gameplay
section made film role house gory gripping
jennifer  jennifer get fashion colonel  gorgeous  station
forces recommend please honesty move staying  interview
animals camera lot please thomas stays young
grace work g0 tea see goofy president

(c) The attack results on the IMDB.

Figure D.1: Case Study on three different corpora
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Positive for heart disease, hypertension and cerebrovascular accidents. Family history is positive for colon
cancer affecting her father and a brother. The patient has a daughter who was diagnosed with breast cancer at
age 40.

Label SADE PLD MLP DAAM “RB BERT-GAN
hypertension disease headache spondylosis diabetes pulmonary pain
cancer cancer symptoms treatment weight allergy headaches
accidents family cancer surgery tobacco specialist symptoms
heart heart medication female cancer photophobia disease
diagnosed hypertension surgery hypertension sister appendectomy male
daughter dementia diabetes risk heart liver blood
disease patient history xylocaine lenalidomide smoked vomiting
patient incontinence  hypertension benefits died mammogram  potassium
colon history heart corpectomy ~ complications aspirin incontinence
family prostate brain ankle alcohol glass

nausea

(@)

His father died from breast cancer. He also had diabetes. He has a strong family history of diabetes. His
mother is 89. He has a sister with diabetes. He is unaware of any family members with neurological
disorders.

Label SADE PLD MLP DAAM "RB BERT-GAN
diabetes diabetes cancer symptoms diabetes pulmonary disease
family family patient diabetes foot allergy history
died disease symptoms patient orthopedics specialist dementia
disorders cancer diabetes weight cellulitis photophobia parents
cancer acupuncture deformity time patient appendectomy anemia
breast heart tenderness cholesterol hospital liver constipation
history mother vomiting reflux itching smoked diabetes
members breast female glucose extremity mammogram  vomiting
sister siblings surgery home debridement aspirin told
mother sister disfigurement bronchitis pain glass smoke

(b)

She has had a hysterectomy, salpingoophorectomy, appendectomy, tonsillectomy, two carpal tunnel releases. She

also has had a parathyroidectomy but still has had some borderline elevated calcium. Also, hypertension,
hyperlipidemia, as well as diabetes. She also has osteoporosis.

Label SADE PLD MLP DAAM “RB BERT-GAN
tonsillectomy parathyroidectomy drug symptoms diabetes pulmonary patient
releases hypertension diabetes hypertension ms allergy weeks
parathyroidectomy osteoporosis hypertension female surgery specialist medications
calcium headache family dysarthria symptoms photophobia home
borderline asthma heart weakness patient appendectomy presents
osteoporosis diabetes  parathyroidectomy pain ambulation liver history
tunnel tonsillectomy tunnel edema radiculopathy smoked chills
hyperlipidemia disease cancer arm cuff mammogram today
diabetes symptoms history presented time aspirin headache
hypertension thromboembolism lung cva dysfunction glass removed

(©

Figure D.2: Case Study on clinical records
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