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Abstract

Alias analysis plays an important role in various program analyses Comparing to tradi-
tional static alias analysis which struggles for precision under the lack of dynamic in-
formation, profile techniques show a great potential in this area since they don’t need to
make any over-approximation. In this paper; we propose an framework which uses profile
techniques to perform alias analysis. We can get more 52% queries than the worst case
for 429.mcf. We also find that although we have'a mote accurate alias analysis, the per-
formance has insignificance-gain. And"we simulate several schemes in context sensitivity
and field sensitivity. We find that acyclic-seheéme in context sensitivity is useful and field

sensitivity is important for alias analysis.

Keywords Alias analysis, Profiling, Open64, Memory disambiguation, Context Sensi-

tivity, Field Sensitivity
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Chapter 1

Introduction

Alias analysis is important in program analyses as indirect memory references, such as
pointers in C programs and references in Java programs, are ubiquitous. Recently, various
applications such as programunderstanding, software verification, data race detection [1],
and automatic lock generation [2]; all heavily rely on alias information. Unfortunately,
traditional static alias analysis has some limitations in precision because it can only over-
approximate program behaviors. Thus, profile-techniques have a great potential in this
area since they could get exact dynamic info.rmation. In this section, we briefly introduce
serveral common schemes, incltding the transfer funetions for pointer assignments, flow
sensitivity, context sensitivity, field sensitivity,and abstract names of memory in static
analysis. We also identify their restrictions and describe why profile techniques doesn’t

have these problems.

Most static alias analyses can be classified by the transfer functions for pointer assign-
ments into two categories: inclusion-based [3] and unification-based [4]. In inclusion-
based analyses, a pointer assignment p = q implies that the locations pointed by g are
a subset of the locations pointed by p. In unification-based analyses, the locations re-
spectively pointed by p and g are unified. We could easily notice that the precision of
inclusion-based analysis is better than unification-based analysis. Nevertheless, some
unavoidable imprecision would be introduced and propagated around even in inclusion-

based analyses. Profile could totally eliminate the transfer function and conquer these



if (axb == 0)

p = &c; // block 1
else

p = &d; // block 2
... I/ block 3 irrelevant to a, b, p
if (a==0 [|[ b==0){

// block 4

}

Figure 1.1: points-to(p) should be the same in block 1 and 4

problems by capturing what is actually accessed at each independent location of the pro-

gram.

Flow-sensitive alias analyses provide different alias information at different positions
in the control flow graph. Thus,they are very important for applications caring about local
information like some local optimizers in compilérs.~Even though the obvious benefits,
this option is eliminated in many analyses because-of its extra:overhead. Furthermore, the
artificial example in Figure 1.1 illustrates.a si_t_l_lation that the fact points-to-set(p) = {c} in
block 4 could not be trivially captured without the help of other program transformation
even by flow-sensitive analysis. The reason.is that standard control flow graph doesn’t
capture the dependence of block:1 and 4, and the imprecision caused by conservatively
merging the points-to sets from bloek 1, 2 into block 3 as points-to-set(p) = {c, d}.
Similarly, this restriction could be resolved by profiling what actually accessed at each

location, because it’s caused by another transfer function.

Context-sensitive analyses distinguish different calling contexts of methods. Rather
than generating false alias in callees like Figure 1.2 and in callers like Figure 1.3, context-
sensitive approaches generate much more precise information, and is very useful in anal-
yses requiring inter-procedural information. They are even more important in object-
oriented languages like Java, where objects could be treated as contexts [5]. However,
complete context-sensitive alias information is almost not reachable because there are
usually cycles, resulting infinite possible calling paths, in call graph. Only dealing acyclic

paths is also very challenging because the number usually grow exponential to the number
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void func(int *p, int *q);
func(&a, &b);
func(&b, &a);

Figure 1.2: Imprecise points-to(p) = points-to(q) = {a, b} is generated in callees when
ignoring contexts

int xfunc(int xa) { return a;}
p = func(&a);
q = func(&b);

Figure 1.3: Imprecise points-to(p) = points-to(q) = {a, b} is generated in callers when
ignoring contexts

of procedures. Profile is capable to capture the boundaries of procedures during execu-
tion, so context-sensitive information 1s easy te.obtain. Moreover, profile only captures

real execution paths which form.a-muchssmallenspace:

Field sensitivity is non-negligible when aggregate data, such as structures and unions
in C programs, plays an important role ind';l?e analyzed program. Practical implemen-
tations like [6] make a compromise to dis"ti_nguish fields but not between individual in-
stances. The concept could be extended to deal with arrays as elements are actually fields
of the whole array. Since the number of elements is normally tremendously larger than
the declared variables, collapsing each elements as.the whole array is common due to the
scalability issues. Pearce et al. [7, 8] extended the inclusion-based alias analysis to reach
field sensitivity. But according to their result, they think field sensitivity is expensive to
compute. As profile could see the exact region of memory referenced, it is not difficult to
design a scheme to reach complete field sensitivity. But according to [9], our result is not

portable since the memory layout of structures is implementation dependent.

Naming schemes also need to be carefully selected for the precision purpose. User-
declared variables and line numbers are the most intuitive names for memory objects on
stack of activation frames and in the heap for dynamic data. Unfortunately, these are too
coarse-grained. For example, there might be multiple instances of the same procedure on

the stack of activation frames like Figure 1.4, and the variable name could not distinguish



void func(int c, int xp)

{
int q;
if (c!=0) func(c—1, &q);

Figure 1.4: p is not pointing to the local q

void xwrapper(){
void xp = malloc (SIZE);
/!l do initialization

return p;

= wrapper(); // instead of malloc ()
q = wrapper(); // instead of malloc ()

o]
|

Figure 1.5: Wrapper Functions Like malloc()

the multiple instances of local variables. The wrappes function behaving like malloc ()
is another example. In Figure 1.5, thespoints-to sets of both p-and q will be collapse to the
same line number of the real call to mall'_c_a.c__( ). instead of the calls to the wrapper func-
tions. Dynamic behaviors complicate the naming problem too.  As Figure 1.6, the fields
of dynamic allocated objects are.difficult to assign names:. Memory objects dynamic allo-
cated in a loop are also hard to assign names uniquely due to the nondeterministic number
of iterations. Regardless of traditional names, profile can be aware of these issues by re-
solving accessed addresses to capture multiple instances on the stack of activation frames,
monitoring malloc () to capture dynamic memory allocations, recording at each mem-
ory reference point to know the real propagation of dynamically allocated memory, and

the real access patterns.

In this paper, we use the compiler profile techniques to do alias analysis. At compile

time, we instrument profile library functions at every memory references, dynamic mem-

p = malloc (SizeA + SizeB + SizeC);
// access the block in the order of C, B, A

Figure 1.6: Access patterns could not be inferred by sources.



ory allocations, and procedures. During the execution, the instrumented program collects
the point-to sets information as profile data. Since alias queries issued by optimizers in
the compiler are used to evaluate our approach, we finally re-compile the program again

and feed profile data for solving those queries.

The rest of this paper is organized as follows. Section 2 describes the related work.
Section 3 describes the design of our system. Section 4 shows our experiment result and
demonstrate this system could be used to construct prototypes of different alias analyses.

Section 5 give the conclusions.



Chapter 2

Related Work

According to M. Hind [10], there are two dimensions in alias analysis, scalability and
precision. How to get a reasonable trade off between these two conditions is still an
unsolved problem. Most researchers havefocused on improving scalability of static alias
analysis [11, 12, 13, 14, 15, 16, 175 18, 19] recently , but not too many discuss precision,
since more precise information means more costs to analyze programs. If we can get
more precise alias information, we’ll haye more opportunities to take more aggressive

utilization.

To the best of our understanding, Mock€t.al. [20] have pioneered in applying profile
techniques to alias analysis. Their goal'is'to provide program understanding tools a more
useful dynamic points-to sets rather than potential candidate targets of a pointer. They
use Calpa instrumentation tool to instrument their applications, and present a comparison
of several static pointer analyses and dynamic behavior. Their results show that dynamic
behavior can get that average points-to sets size close to 1 which is better than other static
alias analyse. This means using dynamic tools could get more precise information than

static alias analyses and could help improving static information.

Chen et al. [21] [22] have also used profile techniques on alias analysis. They studied
the importance of the granularity of the naming scheme. Naming scheme is the most im-
portant part in their work. They assign names to heap-oriented memory objects according

to different length of call paths which maintained by profile library, and assign names to



global variables and local variables according to symbol table id. But this may still cause
some imprecision since using symbolic names may get same name in two different mem-
ory objects. We extend their work and consider more dynamic information to fully utilize

more benefits of profile techniques.

Ghiya et al. [6] has already studied the correspondence between their memory dis-
ambiguation framework and the performance of the compiled program. Their results of
little extra performance improvement contributed alone by alias analysis are very similar
to ours. Though their inter-procedural alias analysis is flow-insensitive and only uses the
line number to deal with dynamically allocated memory, the deficiency is hided by other
heuristics. We’re different in ignoring the heuristics used in their framework and still

achieve high disambiguation ability.

PIN [23] is used in monitoring.the program behavior. 'However, PIN monitors the
program at instruction levelinstead of‘atR level.»Although we can get the details of the
program at runtime through PIN, we can’timprove the program performance by this way
since several reasons. First, we can’t feedback thel/data into.compiler. Second, the data

may be too huge. Finally, we may have no source codes.

Zhang et al. [24] present an-infrastructure using another dynamic instrument tool
Valgrind [25, 26] to analyze data dependence. Their infrastructure could provide users
the regions which are suitable to parallelize. Since it still need programmer to parallelize

the codes, their infrastructure has some drawbacks.

Lin et al. [27] proposed a compiler framework with data speculation. They use spec-
ulative alias and dataflow analysis to improve optimization. Their result show that they
can achieve some performace gain in their framework. The difference between their and

our framework is we didn’t use speculative optimization.



Chapter 3

System Design

Our alias profile framework with the clients of alias information in Open64 [28] is shown
as Figure 3.1. There are three phases. In the first phase, the source code of the investigated
program is compiled. During the.compilation;‘the compiler will insert instrumentation
code to the intermediate representation of the original program. Then, the instrumented
code will be linked with our ‘profile library, where our alias scheme is implemented, to
generate an executable binary. We simply execute the instrtuménted program in the second
phase. In addition to the original functionalities, it would generate the profile data con-
taining the points-to set information. The final phase.is recompiling the source code and
feeding the profile data into compiler. -In; this phase, optimizers in Open64 are expected

to get better alias information.

1st compilation
[ intermediate representation ] < | source code
instr@ntation 2nd C"ﬁ;‘am“ client

profile data
[instrumented intermediate representation j (points—to set) |:E [ intermiediate representation }
1 o
profile library |::> |::> binary for profile optimized binary

Figure 3.1: Framework

optimjization




The original source code:

xp = ...

The instrumented code:

Xp = ...
PFLIB_.MEMORY REFERENCE(ref_id , address , size)

Figure 3.2: Instrumentation to Memory Reference

3.1 Instrumentation

The primary goal in the first phase is to insert our library functions into the original pro-
gram. The design philosophy is to collect sufficient information to the profile library
for alias analysis. This section describes the instrumentation of memory references, pro-
cedures and dynamic memory allocations, and highlights the correctness and properties

about instrumentation at intermediate representation:

Memory reference is the most important information we need, since we are interested
in alias analysis and pointers are primary-used as indirect memory references. Thus,
our instrumenting compiler-simply walks tﬁrough the intermediate representation of the
currently compiled program and tnserts profile library function calls to collect the real
address and size of the memory reference, The idea is'depicted as Figure 3.2. Though we

show it in the form of C code, the real work is done at IR level.

Procedures also need to be instrumented as mentioned. We need to instrument both
before and after the procedures in callers since we need to maintain a stack to keep pro-
cedure information. The second reason is the callee may have multiple exits. It’s pretty
tedious and unreasonable to instrument every possible exits. And the last reason is we can
establish the context relation by these functions. But we don’t enable this feature now.
Instrumenting profile library functions at the beginning of every procedure body is used
to identify the exact procedure even when function pointers are involved. The idea of
instrumentation is depicted in Figure 3.3. This approach could also deal with the situa-

tion that the callee is in pre-compiled libraries. In this case, our profile library could still



The original source code:

void f(){

}

void g(){
f£0);

}

The instrumented code:

void f(){
PFLIB_PROC_EXEC (proc_id_f);
}

void g0
PFLIB_PROC_EXEC (proc_id_g)
PFLIB_BEFORE_PROC_CALL(call_id_x)

f0)
PFLIB_AFTER PROC_CALL(call_id_x)

Figure 3.3:.Instrumentation to Procedure Call

do pre- and post-processing. to the procedure call, with the only loss of the information
about the callee. And we need to instrumented a| special version at the beginning of the
main () to initialize our profile library and install a post-processing function to capture
the termination of the original program via atexit () in.the instrumented routine. The

idea is shown in Figure 3.4.

Memory allocation is also needed toinstrument for our alias analysis, we also gener-
ated a special version of instrumentation to the standard allocation-related routines as in
Figure 3.5. Unfortunately, this approach could not capture memory allocation behaviors

in pre-compiled libraries.

The correctness about whether instrumentation modifies the original behaviors of the
program is worthy to discuss. For example, one might think instrumentation introduces
new memory references as the result of inserted function calls and register spilling, so
what we want to monitor is also changed. Undoubtedly, the behavior is changed in the
instruction level. However, what we monitor is the behavior at the IR level. The memory

reference behaviors in the original program are preserved in the instrumented code and
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int main(){
PFLIB_MAIN_EXEC ()
}

A typical profile library:

void PFLIB_MAIN_EXEC (){
atexit (PF_-MAIN_EXIT, ...);
}

void PFLIB_MAIN_EXIT () {
}

Figure 3.4: Instrumentation to main()

The original source code:
p = malloc(size);
The instrumented code:

p = malloc(size);
PFLIB_.MALLOC( alloc_id_x-, p, . size);

Figure 3:5:/ Instrumentation to.Memory Allocation

information describing each reference is passedto the profile library via inserted function
calls. The newly introduced behaviors likeé'new, memory references do not affect the

original functionality of the application and aren’t noticed by the profile library.

The properties of instrumentation at IR levelrather than the instruction level should
also be highlighted. The local variables whose addresses aren’t taken as pointers are
usually transformed by the compiler as pseudo-registers, and registers has no memory ad-
dresses to be taken. Thus, it is impossible to know every actual memory reference by our
framework. On some architectures like IA-32, the number of architecture registers are so
few that most memory references are accessing local variables. However, under the IR
abstraction, most of these references are just data manipulations on registers and ignored
by our mechanism. Thus, what could be monitored by our framework is somewhat biased
relating to the real machine behaviors. However, as we only consider the memory refer-
ences relating to alias analysis, there is no loss of interesting information. Moreover, it

helped boosting the performance of the instrumented binary as the memory references to

11



the irrelevant local variables and memory references caused by memory spilling are not

noticed by the profile library.

3.2 Profile Library

The profile library is implemented with the most features of alias analysis in our frame-
work, so it is the core part of the system. After the profile phase finishes, the profile
library generates profile data containing the points-to sets information for each memory
reference location. We describe how to reach flow, context, and field sensitivity and the

naming scheme used in the proposed alias analysis.

Flow sensitivity is naturally achieved by our instrumentation framework because we
have individually instrumented each memory reference. Thus, the points-to sets obtained
at a particular point in the control'flow graph is independent to other points. This is the
essence of flow sensitivity. Although we.can acheive this'attribute easily, our framework

only can get the information onreal execution'paths.

Context sensitivity analysis 18 also easy‘in our/framework. We push the sensitivity
to the each dynamic instance of procedure calls. 'AsS.each procedure call information is
passed into the profile library, the libraty generates an unique context identifier for sub-
sequent record, and restore the previous context identifier after this procedure finishes.
We simulate two schemes in context sensitivity, k-CFA scheme and acyclic scheme re-
spectively. k-CFA scheme is used to distinguish calling context by last k procedure calls.

Acyclic scheme doesn’t consider cycle calling paths.

Our framework is field-sensitive since we can directly get the address and size of
memory references. Through this mechanism, we can get the detail of a field if a memory
reference accesses to the field. We are interested in the effect which field sensitivity cause,
so we try to simulate field insensitivity. We need to map the adress of memory reference

to entire memory object in field insensitivity scheme.

We take the advantage of dynamic profiling to directly use the memory address to

12



describe the elements in the points-to sets. Since we consider each different context in-
dependently, there is no false alias between local variables on the activation frames and
global variables when analyzing a particular frame. However, it might take the same ad-
dresses in the heap as the same objects, when the memory location is actually released
and re-allocated. That means the same addresses on the heap could represent different
memory objects over time. We try to use a naming scheme to solve this problem. That
means, we assign a name to each memory object. Every memory object on the heap has
a unique name. Thus, we can distinguish different memory objects even if they have the

same address.

3.3 Feedback

The goal of the third phase is to feed the profile data eontaining points-to set information
to the clients for improving its performance. Inour current implementation, the clients are
optimizers in Open64. Thisssection describes'the feedback mechanism, what is expected,

and the correctness.

Feedback is a typical mechanisminiprofile-guided compilers. The compiler also walks
through the IR during second compilation. At the point before instrumentation in the first
phase, the program should be the same as what it is before instrumentation. Instead of
inserting codes to the IR, the compiler reads the points-to set of each memory refer-
ence in the profile data, and annotates it to the corresponding location. Then, the profile
data would be carried around with the IR during subsequent transformations. An alias
query, which contains a pair of interested load or store, would be issued when an analy-
sis need it. We intercept the issued alias queries, and give a better answer based on the
profile data. Calculating the answer to any alias query could be done by the set inter-
section. Under the assumption that the points-to sets are completely profiled, the queried
pair is solved as NOT_ALTASED if the intersection is empty. Otherwise, it is solved

as POSSIBLY_ALTASED. The context information is encoded in the name of each ac-

13



cessed element, so information from different contexts won’t confuse the set intersection.
However, this mechanism doesn’t fully utilize the context-sensitive alias information. To
completely take the advantages of the context-sensitivity alias information, we should
compile different versions of callees of different function calls if the points-to informa-
tion is different in those function calls. We discarded this feature in our implementation

since this approach would let the compiled program grow exponentially.

More definite NOT_ALTASED are expected to those queries. We have to highlight that
the later queries issued by other analyses are changed as answers of the earlier queries
changed. Comparing the percentage of queries solved as NOT_ALTASED is not mathe-
matically meaningful since the queries themselves is changed, but it reflects how much
information sent back to the client is-definite rather than ambiguous. Undoubtedly, we
could measure the improvementby-the profiled infermation, and still keep the answers of
static alias analysis unchanged. We discard the option sinc€ it.doesn’t reflect the usage of a
typical client. For example, if accessed targets-are already determined as NOT_ALIASED,

a data race detector will not interested in the real locks protecting these areas.

A correct answer to an aliasiquery should be conservative regarding to traditional opti-
mizers. That means it is always safeto identify memory references as POSSIBLY ALTASED.
Once the analysis identifies them as NOT_ALIASED, they should never be aliased. Thus,
if we identify a common element in the profile points-to sets, the answer POSSIBLY_ALIASED
is definitely correct. In comparison, if the intersection of the two points-to sets is empty,
that only means they are highly possible NOT_ALIASED because of the inadequate input.
Our implementation doesn’t measure the probability and aggressively reply NOT_ALIASED.
The optimizers are slightly fault-tolerant that a incorrect optimization is usually caused by
several erroneous answers. An incorrect optimization would lead to segmentation faults
in the execution of the compiled program. In this paper, we only discuss precision on the
basis of correctly compiled program for all selected inputs. To correctly utilize profiled
points-to sets in real world, we should build the probability model and the clients should

also consider it.

14



Chapter 4

Experiments

We implemented the framework by extending the instrumentation feature in the x86
Open64 compiler 4.2.3-1. We focus-our study on the alias queries issued at optimization
level -O2, which is the most stable configuration.. We do instrumentation and feedback at
code generation(CG) phase since the optimizers using alias information are only at this
phase. Perlbench and libquantum are eliminated due to incorrect compilation caused by
Open64 with instrumentation. Benchmarks ate' compiled into 64-bit binaries and tested
on an x86-64 machine with-Intel® Xeon®.CPU X5550 at 2.67GHz and 24G memory.
We use all the input sets provided in the SPEC 2006 suiteas the possible input space, and
carefully ensure all the compiled programs correctly executed for all the input sets. To
simulate a typical usage of a profile-guided system, the smallest input set is used as the

representative input for profile.

The queries issued from optimizers in Open64 are used to reflect the real usage of a
client of alias information. The profile information is used to improve the default intra-
procedural unification-based alias analysis in Open64, and this shows the ability to com-
bine profiled information with high level information in the compiler. The details about
these queries are showed in Figure 4.1 where redundant queries are only counted one.
The type heuristic [29] is also listed for comparison because it is widely believed to be

lightweight and efficient in memory disambiguation.

All the profiled-based schemes improve the results of alias queries than default unification-
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Figure 4.1:-Queries'Solvedias NOT-ALIASED

based alias analysis. The result 1s also better than the type-heuristic except hmmer and
h264ref. The defects are caused by the low'coverage of executed code. The profile scheme
uses the most advantages of dynamic information and distinguishes the most points-to

sets.

Suprisingly, littel improvement in-the performance of optimized binaries is really
achieved with better alias information. ‘We measure the performance and the results are
listed in Table 4.2. The performance of hmmer and h264 is also improved with our pro-
filed alias information because the information falls in the hot region of the program.
Nevertheless, we still have to mention that the performance measurement is not very ap-
propriate that it is affected by many factors and may be unexpected. Performance of the
benchmarks compiled with no alias information is listed as a proof of the insensitivity to

alias information.

We simulate several schemes in context sensitivity. The aliasing pairs found in context
senstivity is showed in Fig4.3. We can find that 0-CFA is satisfied for several benchmarks.

But like gcc, it needs 2-CFA. Therefore we think, the effectiness of context sensitive alias
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analysis depend on the structure of application. Wrapper' functions, data structure, and
constructor, all required an,additional levelef analysis. The,result of acyclic scheme is

similar to the result of unristicted path scheme.

The aliasing pairs found in‘field sensitivity and insensitivty are normalized as Fig4.4.
We can see that field sensitivity is important sinee the number of aliasing pairs from field

insensitivity scheme is about 3.9 times higher than from field sensitivity scheme.
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Chapter 5

Conclusion

We have identified several problems of transition functions , flow sensitivity, context sen-
sitivity, field sensitivity and naming schemes in static alias analysis. Using profile tech-

niques would not have the same problems and-¢an easily achieve the above attributes.

We proposed a framework which uses profile techniques:to collect dynamic informa-
tion. When measuring intra-procedural-aliasing-pairs, the worst case for 456.hmmer is
about 10 times than our profile scheme. Wﬂ@n we measure alias queries, we can get more
52% queries than the worst,;case for 429.mef.: And we also find that although we have a

more accurate alias analysis, the performanee.has small gain.

We believe that the alias profiling has a‘great potential as the probability model and
clients can consider the probability nature of this alias information. As many current
implementations of optimizations haven’t utilized the inter-procedural alias information,
there is only small improvement in performance of compiled programs with accurate alias
information, and we urge the research and implementations of optimizations to take this

advantage.
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