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P RCE Bk v £ 2 4 % mag(round key) » 1% kv & RakBR RSB AED B4
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Abstract

This paper details a novel chosen ciphertext attack on RC6 cipher which has been chosen
as one of the finalists for AES competition (March 1999) and has been declared to be
resistant to all known cryptanalysis since then. In this paper, it’ll be shown that with the aid
of side channel information and algebraic analysis the attacker can recover all round keys
and whitening keys by using at most O(2*%) ciphertext pairs and O(2'®) computations.
Moreover, this paper also provides theoretic analysis of the trade-off between different
oracles and the general assumption (without any side channel information given), and then

proves that the distribution of round key candidates may not be uniformly random.

» Keyword: RC6, side channel information, algebraic analysis, chosen ciphertext attack,

cryptanalysis
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RC6 #_RSA 9 % % 5 %+ AES(Advanced Encryption Standard)#c:E #r#& 1) sag7— &

FHABFEE L AESHFAED S F2 - HEHEKE T RCEAH R

FrAHAMATEREEORIFEYL 4o B & feo(xor) T 54 72 (modular addition) | %

"9 % gk (circular rotation) ; % > T A dFE R (TR A o Bl ¥ At P

2]

smart
card %:i& ¥ FihF LAk

RC6 ¢ & — % RC5— f 1994 i # ) 15

ES
Movi- PRI AR A ? RCEE G TR R 2 22 R g > S5 97 L
W bR F TP iyt > g5 v EE R G T F AR o TG
RCS #c 24261 RCB » % 1 % § RCS #f & frcdf hisduic 4 o 7417 M2 st

£ ) 2ok k o GO R RCE R T kR D 2 22

2k fH B
HHEBHLT 2% A wRFERIMIE 24T L A7 E |~ TRMTHEE |

BT Y Tt NN O ST S S Y

R P o AP RS F T R 2 T AT 2 fAoracler ¥ #

Pafegrioracle T 0 Fa R B RS S ®m e L4 0 TE I N gt

W

whitening key 2 round key ) > H J 32 g i @ L

o v gR Feistel 7 Hen

RC6m 7 » o2z g 2Pt By orc¥F{ =

BB $EE R RCE %2 M h BB o Ptk A%

AGHe BT DR R R AR $ 4T 5 RCO R E M B
2 HR @

& g2 AF2 15 8 whitening key 2B R 5 % L F Pl 257 I oracle & s 4y
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RS CRFEZIRAD S PR RERRG - D F - - BEE (bl
BEANEA)RGE BB PRI ERE TR ALY TR 2 B g R
Yo o~ ARE > A2 ERE Sl N forcE I eLiE o PIE-p 223 LR EZ N

s%p
SR P
ZHAFBRADPZ RGP LI R AL ERTINEAZFGY o

al

19F Shannon 3% » F 2N HEH SR FEZF LA A BER S TR
(confusion) ; £ " ##c(diffusion) ;o o & B RASTERR 2~ ® e B R Fopl o

2 I’{?%ﬁ%'fl}“ IR FKP R HE g ¥ AR AR THRE(S
&

_|
*’“%

S Ap 2 24 (data dependent rotation) ;5 {5 F -1 ¥ it R ATE T
YO o RP L ERBEAGT RSB PER Y SE B A B Y R ERRG
(divide and conquer) > ¥ % ergfic~ i 5 T 7| (permutation) | 2 ¥ i AU

(invertible linear transform) | °

Fo8 N BB
1. Feistel Network

Feistel Network £_p %0 & 57 7 cn®R B % % 1‘#1 — » 42> 1973 & Horst Feistel
“r3k e Lucifer 4o iR H ik 0 ) EAHFRAARB LR REL AL DRA
BAFH FMAL D% HRER AN 2 RERpE A I RA T (o
& FY R Tw & &d@ic(roundfunction) | 2 T s A S BRI EER P RE
BN AR L IEACE RN > TE e Slcd s P ALpE s gpad F] T R Moax
J& (Fast Avalanche Criteria, FAC) | # & 1 Feistel Network ;% & ;* ¢ 32 DES~-DEAL~

TwiFish &2 RC6 % -



SPN(Substitution-Permutation Network)

SPN ;- % 7 Shannon ¢fg 2 » #-2 B4~ 5 & K T 43 & (Substitution layer)
g2 T 35| & (Permutation layer) | » m 2 %[ FIUR % 22 JFdcansc % o &2 Feistel
Network 7 Fe e > SPN 228 fEek 4 b 2 3 o~ B> e B il seor f
oA T R AR EH LV G w & Sfcm iz L EP
MRAERIFEE A AR B AAFEY AEAE o F L SPNFE 2 ¢

1% Serpent &2 SAFER+% -
Square

Square = Joan Daemen ¥2 Vincent Rijmen & % >+ 1997 # 3% 1 e~ B 337k SPN %
oV BrBERHAM A LE B PR UK EGEN By 943 3F B A

it o ¥ L enSquare ;i & 2 ¢ 32 AES(Rijndael) 2 Crypton % -
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& AESEWE 2
T3

SMEAWMBTD AR R R RE Y A TEFREA AL T EGE R T
56 =~ DESfEiEm 3 » BX 2Me 5 (ks ¥ 5% o #3000 > 2 RR pRILIT
2% & (National Institute of Standards and Technology - # # NIST) ** 1997 & 1

DB HGERT N R P EAHBN Y R A DES H B 2 0 1 R ) R

WA R a2 T RS AT T B a4 B %2 (Advance Encryption Standard,

REPFX) 2 & et pE B NIST %30 41998 & 8 o4 di g i

4

%%E%@ﬁ’

T MARS -~ RC6 -~ Rijndael ~ Serpent &2 TwoFish > @& B f§ 4 4o

(1) MARS : # Feistel Network 7 # > & 4% 32w & > ¥ L 3% 128 ~ 192 2 256
AR B 0 3R 3-DES 2. % 2t ieig B Art - = DES P3F % o
PEEEd IBM 2 390 %354 2 - 0 Don Coppersmith § 4- 7 i 422

DES 4v i & % ek 3+ o

(2) RC6 : d RC5#7eca % » # 7™ 4k Feistel Network 2 # » ¥ £ 3% 128 ~ 192 =
256 A cnRdgE R 0 SR w S8cs 200 a p ookl T A A s T MM
02 TRk ) $G ¢ frstF o BB sd RSAF R TR

FrrEE TG LR

(3) Rijndael : 4 SPN %4 > £ 4c % 10 w & > 7 £ 4 128 ~ 192 2 256 (=~ e
ERCHKHED RSP Ho YTy ¢ dost B LA 5 AES
e AR B S EE A o B2 d {1 %48 & fJoan Daemen % Vincent

Rijmen #% ! » &) 5 T Square | j# 5 % -



(4) Serpent : 4 SPN 745 » x4 32w & » ¥ L 3% 128~ 192 2 256 & ~ i
AR R BBRAEANFAE S HFRAERIE DESH IR E G R
HEZ sk o d MR PIEARET > T 2MEF 0 R A

¥ L AESE M AESR S Lo

(5) TwoFish: ¢ £ % 3 Blowfish - 7= £ Feistel Network 7 4§ > % 4c % 16 w £ -
A3 128192 2 256 Ak E B o B FF At T kg A
£ (Key -dependent S-box) ;> & # ;’gﬁ Bt (22 A) AitgHBEY

seir (PERFR A ) 5 AESE %455 = 2 o



Frad s BB
1. %Ak seng > T &
(1) =& %% 2> (Unconditionally Secure)
ERAAT R B ETRLRT 2 E AN EEERS SR ]

FEBE AT AP 2 pF 0 4o One-time Pad % 78 & 5t o

(2) :*% = 2 (Computationally Secure)

L4

MRS FEFRICIERITG AR RAE AT F et A &
T Bl

(L 2FRAT)ZPFEF RS F ARG LI RHT - 2{RE I H

PR o
2. magrHaa (iR R RAEEH)
(1) &% < s ¥ (Ciphertext Only Attack, COA)
ERPETT R BIA

FEEREG PR RBATE RS E
» Wik B ERATE OV A R

BRI, e - MBS 2L TR BRI
TR LINRG A AP G
(2) = ~ sz # (Known Plaintext Attack, KPA)
FOE BEZ G2 BB F T - L wh TP R 7R
b4 Word < i &% e-mail ek Ep i Fap e & o
(3) EH P <~ s# (Chosen Plaintext Attack, CPA)
" Rz e PR s REL T T ERG 1 E

S RS -

(4) £ # % < =¥ (Chosen Ciphertext Attack, CCA)
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(1) % # % 4<% % (Exhaustive Search Attack)

AAE TR TR 0 T - R TR RKE L IAMEL L 0 FF

dgE R AN~ Tiam 3 II%EJZ Fp2" s A f&f':;i Tk o

(2) # ~ rc# ;> (Differential Attack)

R
4
R
By
N
=)=
TE

PR L - ATERP e A R LA
RS- AR SRS DL AR (THFABFRF F) EE R
AFR L ERL T HBAFLEARFATA B DL M L

EF TR R SR Sl B R g (ShoX)Z % 2 AT o BT

A

G R N R

(3) |+ s ¥ ;% (Linear Attack)

~

>

USie LN T L R 3 "Q‘fq*%?‘l”’“‘ﬁlﬁ_..—r*ﬁ%]ﬂ!
A L2 BB BRI REAE S e BT BT Bl
o - (7, MHEITEERES YT Ea ﬁ‘g%—*‘%;;u'} w L2 i
ZE(bias)fAd B> Vi ) FAF R TP R T B LA

K g BT o dr PEA T Y ik Sl E TR g T 2L e
(4)  #coT ¥ 2 (Algebraic Attack)

FI* RGN AT HE A R PR e E S Y A B A

EEFF Y VERES TR I TR VR Y TR R L



Fork Rk R A AW TR AR L R IR AE®
3] LFSR B i@ p¥ » F]LFSR et o i 50 el B - &l k 6
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(5) R B 2 4 s # % (Related Key Attack)

BRGTEFVRRAER 2 b3 R RGT OE L) Wl gl e
T fr (R ER ) blHe T R K 2 RaG K, hA 80 A Apl | &
TR K, S MK, A 1 Ak ) B BT b R T AR

ST BRI R o TN BRI RZ K EF TV A0 AR 0 T

3

FREAT I TS

% i 77 % ;% (Side Channel Attack)

AP & 4 3T #: (Bruteforceattack) & £ 12 & 47 i e 449 B F (TR e kb
B g TSR E AT AL PR e R EFR LT
PORBRGA NG R T REET NS RE ST AR B RS
(FI* B339 ) F L2 ¢ 35 Timing attack ~ Power monitoring attack -
Electromagnetic attacks ~ Acoustic cryptanalysis ~ Differential fault 2 Data remanence

analysis & -



$ 3% - RC6 4w K

RC6 - BF 228 Bitenhe BiFEZ ez A4 A WA~ Bw Sficriuz
EFEERLIDEAEE Y FTITS S A - H 25882 5 RCO-wirlb» 27 % &
BEd4win > 23530 4B w8 5EA-B-C-DPEFEY > GHrw &
%S &.?%ﬁis?]ﬂz Aw =@ 5 F b EAEE R E Bb i s S RERARITE 1S
VIR G 2rAF w &5 R0 ~ 502 S[0] > ...~ S[2r+3] & 1 o

Fo8 - AAEY

AREAERCO4eBiFE 22 0 FAALR AT 40T ¢

[ % 3-2-1] RC6 A~ ¥

Eh P 2 m

a+b {4 % (mod 2%2)
a-b B % (mod  2%2)
adb B 2 {r(bitwise exclusive or)
axb #9k i2 (mod 2%

BhE M5 AL 10 pETL AR
akkhb

T AR 2 R g o

BhE M5 AL 10 rETL AR
a>>b

MR TR o
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FZH REBEAATILR

[ 4 3-2-2] RC6 *c i & % fh 424

#-128 i~ P < (plaintext)47 = 4 i F = (words) » 4~ %

GrA-B-C-D4BEEELY o

5~ B4 45128 ~ 192 2 256 ) S B IE SR T E (5 o

-
I3
o)

|- v & %44S[0]...5[43] > Fi v L RskT L

32 =7~ > £3+ 1408 =~ o

B3 EA-~B-~C- D 3% (ciphertext)x 4 7 ~ »

£3+128 =~ o

v £ #ic 20 »

B =B+ S[0]
D=D+S[1]

for i=1 to 20 do
{

t=(Bx(2B+1)) <<<5
u=(Dx(2D+1)) <<<5
A=((ADt) <<<u) + S[2i]
C=((C®u) <<<t)+S[2i +]]
(A/B,C,D)=(B,C,D,A)

W AR

}
A= A+ S[42]
C =C+5[43]

11



RC6 4 Zinifzm 2 Bl4r™ » H ¢ f(x)=x(2x+1) :

A B C D
«— S[0] «— S[1]
M\ M\
\J <<< \J <<<
3 lg w g w
=)
e
‘»,;, /:I A A\ 4
LA - — S[2i] — S[2i+1]
rv s
I I I I
I I I I
I I I I
~— — _|. ______________ I ________ -
— S[2r+2] «— S[2r+3]
A B C D

[ @ 3-3-1] RC6 4 %4277 & B
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Fe s BRT IS

AP AE LH Y hH v u’v,éijg—g » RC6 m?ﬁ*}#ﬁéﬁf ~EHM ARG A 2 RCH T

7138 5 end

i

% o 2 3Ed TR 4p iz 2 g8 (data dependent rotation) ; #-@  FER S 2
Ao B 3 0 RABE F-RC5 ARG RC6 ff AR FE 2447 o Ra » & RC5
OB L R S A 48R 2R A A 5[10, 13,12, 1, 14, 15] > T £ K& A 45 T F vk
Bk ovi- VLRI e TRCOE G FARApZEEHEI 22 MR ¢

St T b (T chrc iR E T o

%> RC5 ¥7 RC6 & —‘g RGP ehg RApin o RC6 A K4 7 RC5 %t
BT A s andadna 4 0 dod A TcH o MM M RgITE LR L R
oS o w8 RC5 &t 7 fp 2 et » RC6 ¥ 1+ 1 T 2 & (fixed rotation) ; £
= =t & ;% (quadratic function) ; & ~ i i+ 7 RC5 &+ ° Tl ipia 2 &€ 72 = 22
Bop o o  FPRE{HES I RPCEFRRE B X >R HEFFHRICHER > PR Ep D
R W s ba S [°] Rl E NP &= A L - P S AR PR R

ot BRI B RCO i TR A T o
1. X A~z

Fho YR BB LA T

0 0 e, e 0 0 0 e
\
0 0e O 0O e e O

—\

B s dm2 A TF A ARt lAaACEAY E 024702 193

[4]7 4v> 5~ 43 LA FHPF AT A5 Q% pxp oo S X6 w8k
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e ROV BT 0 Rt S S~ VEUZEIR A TR L

0<t,s,vyv<26 * 15<u<?26

pX (qt X ps X pv X pu ><qufS ><qu—lo)

AR IAEAABREE G R AFAPT > S ETL=117 u-15=11 (sS&EVR|¥ &

d B ) PV EE LRI 4oT

2
paqulx(ipij X Pag X Up1 X g
~ 230 %2738« (2’4)2 x2°x 202718
:2—91
B SRS FER 3K (H36x3=18% & AK 20w & ) RIEF 445
=270 e, Tog g 2PE e AoV E R LA R R
s h S RN RE (HF2TOPRARTL0QY)) Herd g L4

£ (902%% ) 7 40 RCB +¢ % 5 i 4 £ A 5 #F s 50 4 153 o
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2. MM cH

B T

AR % gk A=B <<<C e BRI T8 4o !

A-,.=B-, ®C-,,

B0 R - kg AR (ask) RS R b0 8 K B b0 & AR
RO (¢ 3 0 R RS g S T - BB D

NIEER CY-a
AR TSk & (FRIE L E biase i 0)o

FRE, 7O URRRERS £, AT 0 5 - i

% hobias, =27° 0 @ &% MR ik E £ B 5 bias,

. s
& E I

:276 o
FAEE (deit et &

ZHNE)HA BLE ek T A
O E Az MM Tk 0 R Tk o

Y RAr R 2 W Lt 2 MM iR iT

(A-e)®(C-g)=(A"e)D(C"e)

H X T 4T

d piling-up 3132 % & PR T ik L E G
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o, % pxa,x px2°

BHe sq @ AN EFU-ViEAdhE m AR IT AR FIE R R S PR L
B pRliECARPRT AT REHESDRLE R[4 o F
U=v=0F > titHiEs2";Ffu-~vEdz2-520m¥%->2502 &)
W5 s BALEE 2% A ASuv<4pE s BEBER L2024 B

t=s=u=v=0chs E 2, P7FI - B 6 » &M Prwis > HBHLE:

(21} x22 =2, FLrv MM iT BLET B8 4T
r r
(2—11)L2J > ZEJ&

e RCOE4eR 20w 4 > A ARBHFYT  EAMBTHLEY

Wi

80 — (2711)10 % 29 — 27101

S AT IR G P 2 B LT 802:,\2_1} s Farh 20 w4 b B
BT 2 FEOQ%)LFH P Berc > B A e R T BB A

174
P R o % RCO 7 § 2cds % - ZSHEICH o
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BMMmiTHEE S
2736 % 2—9 % 2723.2 % 217 ~ 2751
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227, ward g RORMP)ER 2 FHAT o B RMITE o o A

CRBRHEAE BT P HE o & RCE T oL T - A M
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SER - RHea¥E 2

@]

Ol

538 B & w (r-th inner loop) 4¢ % {6 ¥ {¥

[(C® f(D)s) <<< F(B)s]
+ S[2r +1]

[(A® f(B)s) <<< T(D)s]
+ S[2r]

[(C® f(D)s) <<< f(B)s]
+ S[2r +1]

w|
o)

[(A® f(B);) <<< f(D)s]
+ S[2r]

Nud
X

f(X)s =x(2x+1) <<<5

RTXEGE S 3N EE (AH2PEERT) o B 2 AR a2 i

B .

i 7 7s 8T whitening £ * (5

Bisparsz) | (COTP)<<<f®B)l| 5 oo, o | (ADT(B)) <<<f(D)]
+S[2r+1] +S[2r]

Susprin | COTON<<<t®L | 5 o o | [AOF(B),) << (D)]
+S[2r+1] +S[2r]
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Bl BRAC=AD=0> Pl 5 £ %2 FHA Y5

B + S[2r + 2]

[(C® f(D)s) <<< f(B)s]
+ S[2r +1]

D +S[2r + 3]

[(A® f(B)s) <<< f(D)s]
+ S[2r]

B+S[2r + 2]

[(C® f(D)s) <<< f(B)s]
+ S[2r +1]

D+ S[2r + 3]

[(A® f(B)) <<< f(D);]
+ S[2r]

A2 BEA=AB=0 P} a L3 FRL L

B+ S[2r + 2]

[(C® f(D)s) <<< f(B)s]
+ S[2r +1]

D+ S[2r +3]

[(A® (B)s) <<< f(D)s]
+ S[2r]

B+ S[2r + 2]

[(C® f(D)s) <<< f(B)s]
+ S[2r +1]

D+S[2r +3]

[(A® f(B)) <<< f(D);]
+ S[2r]

S ATk L BRR 2 3 SHHALIEA) 0 T AR L P

> it & 475% 1 & whitening 1T * 2 35 o

© i FALA G

[(C® (D)) <<< f(B)s] [(A® f(B),) <<< f(D)s]
B +S[2r +1] ° +S[2r]
B [(C® f(D)s) <<< f(B)s] [(A® f(B)s) <<< f(D);]
B +S[2r +1] D +3[2r]

FA o SERAS G EEL

Cipher, =[(C ® f (D)) <<< f (B),]+S[2r +1]




Cipher, =[(C ® f (D)) <<< f (B).]+S[2r +1]
THRS S F2 R AS S

Diff = Cipher, —Cipher,

[(C ® f(D),) <<< f(B);]1-[(C ® f(D),) <<< f(B).1+S[2r +1]—S[2r +1]
[(C® f(D).) <<< f(B).]-[(C ® f(D),) <<< f(B),]

= [(C® (D)) <<< f(B);]-[((C ® f (D)) <<< f(B)) <<<(f(B); — f(B))]
= X —(X <<xoffset)

X =(C ® f(D),) <<< f (B),

g

offset = f (B), — f (B),
d 2% Diff - offset 22 X +S[2r +1] (¥ Ciphery ) % @ 4> Z i 43451 it B % 7 X
ST R E o BIF A TR

S[2r +1] = [(C® f(D);) <<< f(B)s]1+S[2r +1]-[(C @ f(D),) <<< f(B);]
=[(Ce® f(D),) <<< f(B) ]+ S[2r +1]- X
= Cipherg, — X

F 0w & RS2 +1] 97 i o (FIL o R 27 R18w & B S[2r] 7 ik )

21



> iBFEA TR £ whitening 17 2 25 o

Pl FAA UG

B+S[2r+2] [(C® f(D)s) <<< f(B)s] D+ S[2r +3] [(A® f(B),) <<< f(D).]
+S[2r +l] +S[2r]

_ [(C® (D)) <<< f(B);] [(A® f(B),) <<< f(D),]

B+ S[2r + 2] 4 S[2r +1] D+ S[2r +3] 4 S[2r]

F o SERES GG ELE

Cipher, =[(C ® f (D)) <<< f (B),]+S[2r +1]

Cipher, =[(C @ f (D)) <<< f (B),]+S[2r +1]
?%m&:ﬁiﬁ%iﬁé

Diff = Cipher, —Cipher,

[(C® f(D).) <<< f(B).]-[(C ® f(D),) <<< f(B).1+S[2r +1]—S[2r +1]
= [(C® f(D),) <<< f(B);]-[(C ® (D)) <<< f (B).]

[(C® f(D),) <<< f(B)s]1-[((C ® f(D),) <<< f(B),) <<<(f(B)s — f(B)s)]
X — (X <<<offset)

He
X =(C® f(D),) <<< f(B),
offset €{0,...,31}
d ** Diff £ X +S[2r+1] (* Ciphery ) % ¢ &>  offset &5 32 &+ it > % it 1944

JOE B AT X T R Bl L TS
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S[2r +1] = [(C & f(D),) <<< f(B);]+S[2r +1] -[(C @ f(D),) <<< f(B)]
=[(C® f(D),) <<< f(B) ]+ S[2r +1]- X
= Cipher, — X

@ w & B S[2r+1] 7 i e (I KR 27 R0 & B4 S[2r] T AL )

O
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%= &~ & (Oracle)

Y%Oracle 1 : & 3 B&

i A F IR

‘Pz 2

ETIRN
)‘P,b
—+
_‘?
W
-
A
o
ok
!
ER
%.‘\
H
H
ey
R
_\_\_

Axt-1lw &

/FE‘
<y

"R, T R FF T Fast-lw £ LFH 2 AC,=AD,=0¢

Y¢Oracle 2 : — 4 iB3%

BRPFTEZFIrE A F YT ErEa LFR AT -1 SR GNP

£ & (Hamming Weight) | #_F J1sipidg » 7~ % > ;;:gt%? B gt 2 E 4
W(A[ 1) W(A[ 1) W(Ct 1) W(Ct 1)\ F‘f[' °

Y¢Oracle 3 : & 33 B#&

lr;fﬁ paw &k 5 &—-ﬂkﬁ,; FagFpenr & REadEe g o
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& % _Diff =(dg,,...,d,) & offset =k > #x & f%
Diff = X —(X <<<offset) X =(Xgy,..., X, ) € {0,
St RfET N
Diff = X + X <<<offset +1 X = (Xy,..., X,) € {0,13*

He 5 X <<<offset 3 X <<<offset &4 #ic(complement) - 2 = i &fz > + 5+

FCE A TTE RN, A, o PN AT AR NS s o T

P
2/

X, ® X Zkymod3z = do
T X D Xy yymogse PL=10,
0, DX, D X (2-kymod32 ®1=d,

O30 DXy @ X (31-k) mod32 ®1l=dj

Oy = XoX(—kymod32
0, =0,X ® o, X 1-kymod32 ® X1 X (1-kymod32

O30 = 09Xz @ 029X (30-k) mod32 ® X30X(30-k) mod32

)
¥

HP 0 Ogp A B 5 RS2 EE P % 0~30 B ik~ (carry bit) -

K kfga £ @ ¥ 41 * SAT Solver ¢ Grobner Basis F-f% o
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2. fEenA A

wERE 1

X —(X <<<k)=D4r X —(X <<<(n=K))=D 7 40 I c1jiz b #c

[P ) em g2, FAEPIIE L1 HI®™12.

Vo3 1.1

X —(X <<<k)=D4r X —(X <<<k)=-D } #p I 13 1 #c -

[P ] 74 BRRXEX-(X<<<k)=D 5z > Bl X% &

X—(X<<<k)=D

AN

x':)_( (?rvxgﬁﬁg(), e i

X+x=2"-1

]

X <<<k = x <<<k

Pl datd
x <<<k =2" —1—(x <<<k)

TR

X—(X'<<< k) = x — (x <<< k)
=(2"-1-x)—[2" —-1—(x <<<Kk)]
=[x —(x <<<k)]
=-D

Fhex' 2 i X —(X <<<k)=-D iz o
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4 3tE R xef{01}" @ = > g hri- it exe{0,1}" # ¥

Xx@®x=(1,.,1)

7 ae f(x) = x 2B - $— 3 5% (injective function) o Bk X —(X <<<k) =D 2 &
L5 A X—(X<<<k)=-D2 28 & 5B > Ryptit > vl

|A|S|B| ...... (1)
FaZ s B XA X —(X <<<k) =-D e3fz > P X% &

Xx—(x<<<k)=-D

X'—(X'<<<k) = X — ()_( <<<k)
=—x—(x <<<k)]
~~(-D)
=D

T X d X —(X <<<k)=D g o d 2 f()=x Lik- - S5t o wT e

|B|g|A| ...... )

1195(1) ~ (2 %3 0 7 |B[=|A > T X —(X <<<k) =Dir

X —(X <<<k)=-D 7} 4p I ez i #ic -

27



Yeilm 1.2

X —(X <<<(n=k))=Dfr X —(X <<<k)=-D 7 4o Fr 1% i} Hc °

[#P ] 54 BEXEX-(X<<<(n—k))=Dfz > R Xk &

X—(Xx<<<(n-k))=D

P

X—(X>>>k)=D

,ﬁv

X'=(x>>>k) » 4 g™ ¢

X'—(X'<<<k) = (x >>>k) —x
=—x—=(x>>>k)]
=-D

X' % 5 X —(X <<<k) =-D ej# o

a8

WwerE L xe{0l}' a7 o g - enye{01} # #

4

y =(x>>>k)

el

2CoORgp it viaE
Cl<[B]
P2 B XA X —(X <<<k)=-Denfz » B| X% &

X—(Xx<<<k)=-D

£ X'=(x<<<k) » F BTN

28

w f(X)=(X>>>k) B - - S350 o B X - (X <<<(n-k))=D2 34 &




X'—[x'<<<(n=k)] = x—(x">>>k)

= (X <<<k)—=x
=—[x—(x <<<k)]
-—(-D)

=D

Faox' g i X —(X <<<(n=K))=-Djz - d 3z L xe{01}' a7 » v 5 &

- chye{0,1}" # 1@

y = (x <<<k)

e f(X) = (x<<<k) - o 3 v
|B|S|C| ...... ()

1195 (3) ~ (4)= %% > ¥ «v|B|=|C

X — (X <<<(n—k)) =D~

X —(X <<<k)=-D 73 #p I cf% B #c

¢ cefB|=|A2 B=[c] 7 A =IC] + ¥ X ~(X <<<k) =D e

X —(X <<<(n—=Kk))=D 7 4o Fr cr7fid i o
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diff e{0,1}" /% &

diff =x—(x <<<k)

fEF"é’jﬁ»] 13\;":_'0

[zp )] 2 e R ke, ,n-1 ¢ itz xe{0D" 7 = » &7 ark—

ye{0,1} ¢ ¥y =(x<<<k) » &7 4rdiff =x—(x<<<k)=x-y7*

v 7y .
LFE— B o

U IR R & &

(]

k=234 8 8 =~ i L2 18

diff =(1,1,0,1,0,0,0,1)
Pl diff =x—(x<<<k)®&fz > =¥ gz xe{0}" » % >
x—(x<<<2)# (11,010,002

- 2z

o 2bard gk LA B AIff F T A A % X—(X<<<k) o 4o B

[§4-3-1) ja L4 2 f3% B 7 4 W
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[2% 1]

Bagpiz £ 4 diff e{0}" 2w E ke{0,...,n—1} - pl#X(K,diff ) %7 2

#X (k, diff ) =#{x e {0.3" | x — (x <<<k) = diff }

Ye3132 2.2

SR ke{0,.,n—1 > BI#rF 2 £ A @ diff e{0" 2 HkfEld

#X (K, diff ) 4e 5,75 2 5 2" 5 7

> # X (k,diff ) = 2"

vdiff <{0,13"

[P ] #3121 ¢ &
{0,1}" = Diff U Diff
# ¢ Diff ={diff e{0,"|Ix e{0.1}" st. diff =x—(x <<<k)}2*

Diff ={diff e{0,1}" | vx e{0,1}" st. diff = x—(x <<<k)} » d **

Diff N Diff = ¢

SHX(k,diff )= S #X(k,diff )+ > #X (K, diff )

vdiff {0,13" vdiff Diff vdiff Diff
=t#{x e {0.3"H#{¢}
=2"+0
=2"
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N D ek £ i diff e{01" » %2 X% &

diff = x—(x <<<k)
diff =x—(x<<<(k+1))

A x ={0,...0} & x ={L.. 1} «

v @

[zp ] & sodiff =x—(x<<<k) ? diff =x—(x<<<(k+1)) » B3 3 4p5 1

(x<<<k)—(x<<<(k+1))=0

7 g

(X <<<k) =(x<<<(k+1))

L oX=(Xx<<<k+1) o P (Q)F i

5

X'=(X'>>>1)

T8 X'=(Xgr X, 1) €03 0 RN ()T FH RN AeT

Xi = Xi,amodn)
7% e
Xo =X
X =X,
n-2 = Mo
Xn—l = XO
¥ I



7 x'={0,...,0} &« x'={,..3 - d >t x=(X'<<<(k+1)) > ¥ sxx ={0,...,0} &

x={1,....1} -

Ye5132 2.4

SR ke{0,.,n—TF « ik LA B diff e{00" 2% #odd » = X% &

diff =x—(x <<<k)
{ diff = x—(x <<<(k +o0dd))

Bl x ={0,...0} & x ={L... T} °

[P ] & diff =x—(x<<<k)® diff =x—(X<<<(k+o0dd)) > B & ;% 4p s

v 8

(x<<<k)—(x<<<(k+0dd))=0

(x<<<k)=(x<<<(k+odd)) e (1)
£ x'=(x<<<k+odd) » Bl (1)F it § &

X'=(x'>>>odd) e (2)

Y Ja X'=(Xgrn X)) €03 0 1IN (2)F FRBE N Ao

Xi = Xitodd(modn)
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Xy = Xodd(modn)

Xoddmodn) = X2.0dd(mod n)

X(n—2)-0dd(mod n) = X(n—l)-odd(mod n)

X(n-1)-0ddmodn) = Xn-odd(modn) = Xo

¥ I

Xo = Xodd ==+ = Xn-1)-0dd

4 st n=2"» ¥ 42 ged(odd,n) =1 » F]

<odd >={0,0dd,2-0dd,...,(n—-1)-odd }={0,1,...,n-1}

A, N i &

Xo = Xodd =+ = Xn_1)-0dd

7 5ox'={0,....0} & X'={L.. I} ¢ ¥ * x=(x'<<<(k +0dd)) » ¥ 417 x ={0,...

x={1,....1} -
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Y¢3l® 25

o

on=2" £ B A EEEKe{0,.,n—T i LA diff {021 Kk

je{l...m} > FX0m

diff =x—(x <<<k)
{diff =Xx—(x<<<(k+2%)

Bl x 7% % Tdiff = x—(x<<<(k+2-21)) ~ diff =x—(x <<<(k +3-2J))---

»diff =x—(x<<<(k+(2" -1)-2%)) -

[#m] ¢ aodiff =x—(x<<<k)® diff =x—(x<<<(k+2') » PIA A8+

(x <<<k) —(x <<<(k+21)) =0
(x<<<k)=(x<<<(k+21)) e (1)
£ ox'=(x<<<k+21) > pIAQ)F i
...... 2

X'=(xX'>>>2")
Y Ja X'=(Xgrn X)) €03 0 1IN (2)F FRBE N Ao

Xi =X 21 modn)

g il
XO = le = X2A21 = = X(zm-i_z)Azi = X(Zm-i_l)gi
X = X1+2j = X1+2-2j = T X1+(2m’LZ)<2j = X1+(2m’1'71)-21'
= T = )((21—1)+(2“‘*J—2)-2J = X(2"—1)+(2m*i—1)-2j

X2’—1 = X(zl—l)+2j - X(zi—l)+2-2j
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H,={0,0+27,0+2-2!,..,0+ (2™ -1)-2'},
H, ={L,1+2’,1+2-2),...,1+ (2™ -1)-2'},

H, ={@-),@ -D+2',2'-D+2.2",...,2' -)+ (2"’ -1)-2'}
#2552 {0,1, ..., n=L - % 4~ Z(partition) > 7

H, "H; =4, Vi |

=1

H,uH, U..UH_;, ={0,1,...,n-1}

S
daE 3 HH S TREHEL0A L A2 F 22 BTG P A
X'=(x>>>s-2))  ,vse{0,1,.. 2" -1}
d 3 xX'=(x<<<k+2)) > ¥ E
(x <<<k+21)=(x<<<k +21)>>>s.2]
=x<<<(k+(L-s)-2%)

=x<<<(k+(2™ ' +1-5)-2")

#A¢ 5 2™ 41-5e{0,1...,2" -1} -
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Ye3la® 2.6
chrn=2"> FrRHEEKk: HEF T

#X (k,0) =2
BRI RK WP T e

#X (k,0) = 2°0)

[/ ] @ 4ox—(x<<<k)=0 A7 {FH B4 :
X = (X <<<k)
£ X'=(x<<<k) > PIFV()F v @

(X'>>>k)=x'

Y X'=(Xgrn X)) €03 0 1IN (2)F FBE N AoT

X; =X

i+k(mod n)

XO = Xk(mod n)

Xi@modn)y = Xakmodn)

X(n=2)yk(modn) = X(n-1)-kmodn)

X(n-1)kmodn) = Xnk(modn) = Xo

FK5E #9531 247 ox={0,..,0b& x={L.. 0 > = * #X(K0)=2: %

k5 m#ico 194531 25 a0 B £{0,1,...,n—1}5
HosHy oo Hojogos * 2 @ 0(K) 4 7 K 99k A (order) » o
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AT

~ =

n

o(k)
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n

n
BEL208 1 7aoxs4 2°W@me i@ 7w #X(k,0)=2® o

Ye513 2.7

F =322 470 e

31
> #X(k,0)=66176

k=1

[P ) A H Z2T-n=iFT 28HBE > 195513226 7407 L b %% 4o

™o
H, =2'+2H,

B A

H,=2+4+2=38

Hy =2 +2H, =16+2x8=32

H, =2° +2H, =256 +2x32 =320

H,, =2'° +2H,, = 65536 +2x 320 = 66176

O

Y313m 2.8

LB ke{0,..,n-T > P EL 2 LA Edf el a3 > T

~

#X (k, diff ) <#X (k,0)

[ ] 19455132 23~26 2 P A7 o - L% & kef{0,..,n-T:F <& >

X=(Xgr Xpg) €0 P FRE A2 SRR T2 B L0 Gldort T B kdd
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Xo = X@modn) > Xak(modn) ~ ++
Xl - Xk+1(mod n) - X2k+l(mod n) >

Xy = Xiiomodn) ™ Xoks2modn)y ~ -

TP F A A Ediff =0pF > XPREAES A XH

R

Xg = Xk(modn) = XZk(mOdn) =...
X1 = Xisamodn) = Xoksagmodn) = *+-

Xy = Xisomodn) = Xok+2(modn) =+

=

¢ irh e M R4aHA A R B3 F 4

~

s U

“~

kA I 2O 0 XTI R B LA A e R

hAp e B PR T o ST IUHIE 40 R R P

diff =02 {7) (4t ) o

39

=
v

-

7L

T

T

FHEHELATE (208 1)

n
Ho maiz G em 3 o R lcB L 5 2x2x..x2=2" 258 o ¥ = 3 § > §



Sras BRYE R

1. I f% Vs 453542
xOracle 1 :
AT PEES LR LAC (XAA, =AB ,=0) 2
A E AT LSk R R S Ry £ R S[2r +1] (& S[2r]) T
i % Flwhitening 7% i 5o # iz @ froffset - RIS g offset =0,..31
ZEEL I R CACEE NCIRCGE S E ok I SRS I S R R
ﬁif’é’f—,:iﬁa:ﬁxrg—%%ij_ v L Rk
[P ]) srzm b FLEP TIL 28 I8 3o

WEE2:
moffset @ drz mifeT TN Erw £ Rdf, & T2 TRREEE,, 3 F3
2 E B
[/,vspg] ,:nya—-r =\
(X, <<<k) — (X, <<<k,) =X = (X <<<(k, — k)
H ¢ X, <<<k, =Ciphery —S[2r +1] ~ X, <<<k, =Ciphery —S[2r +1] * k, ~ k, ¥

S aeo B

A I%Fﬁgl“mr

LA

;—}:3

r,

_Q ]4 N A \gjz}ﬁpa 4T o

<>

AAMEP D (F4 TREERE SoBNEr Y

& Hék)

FHL TEEAA X

— v

X, =

Cipher, —Cipher, = (X, <<<k;) - (X, <<<k,)
= (X, <<<ky) = (X, <<<k,)
= (X, <<<ky)—((X, <<<k,) <<<(k, —k,))

40



7 (X, <<<k,) &_Cipher, —Cipher, = X — (X <<<(k, —k,)) ef% »

(X, <<<k;) =Cipherg —S[2r +1]
¥ i

S..ng = Cipherg, — X
= Cipher, — (X, <<<k;)
= Cipher — Cipher, + S[2r +1]

=S[2r +1]

cand

A Egd TR o RT RN LY & R

S O REPEEP I (F2 TEEER ) <BFIRTYE RS

FAEA i > B X #X, o 5 EX

Scang = Cipherg — X = S[2r +1]
R
S[2r +1] = Cipher, — (X, <<<k;)
Rl
Ciphergy — X =Cipherg — (X, <<<k;)
GE
X =(X, <<<k))
e

Cipherg —Cipherg = (X, <<<k;) - (X, <<<k,)
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=t

Cipher, —Cipher, = X — (X <<<(k, —k,))
= (X, <<<ky)—((X, <<<k;) <<<(k, —K;))
= (X, <<<k;) - (X, <<<k,)

L]
Fera vavhoffset @ ez BT 0§ TRERR ) FAE T ENE
v F R A 5T R E GG

L]
WEIHR 3!
By gty offlet 2 mET T A TR, 2 TRALEy &R, D

2 A . 5
A p/.,{ B m ELINVA _ﬁ {Eg

CUDES AE
(X; <<<k)) = (X, <<<k,) =X - (X <<<(k, —k,))
2 ¢ X, <<<k, =Cipher, —S[2r +1] - X, <<<k, =Cipher, —S[2r +1] ¥ k, ~ k, ¥
Jaoo Bl TAA M | BP hoT o
¢ 2 THERE, S>BNEE YL Rk

Fd TmERR o B X, =X,

Cipher, —Cipher, = (X, <<<k;) - (X, <<<k,)
= (X, <<<k;) - (X, <<<k,)
= (X, <<<k) = ((X] <<<k;) <<< (k, —k)))
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F10< (k2 _kl) mod32<31l ¥ 3k G{O,l,...,3l} 18 (Xl coc kl) 3
Cipher, —Cipher, =X — (X <<<k) shji# - v v

S g (K) = Cipher, — X ®
= Cipher, — (X, <<<k;)
= Cipher, — Cipher, + S[2r +1]
=S[2r+1]

~
ETRS
Jmk
I
@
e
=
&

> fBNERw LR FS TEEAR

5B Mg 4 rﬁ_ﬁﬁf’xﬁ.,ﬂJ % rﬁ'i:”._ﬁ_‘ﬂ‘}"é‘,q@'%J s B EE S Pl

Xlixsz?s:’ ScandZF‘;;ﬁ;’ﬂ;gJ}gﬂg%%O

¥ R TR

X, =X, <<t
He t20 1)

Cipher, —Cipher, = (X, <<<k,)— (X, <<<k,)
= (X, <<<ky) = ((X; <<<t) <<<k,)
= (X, <<<k;) = (X, <<<(t+k,))
= (X, <<<ky) = ((X; <<<ky) <<<(t+k, —k,))

FO<(t+k, —k)mod32<31 > ¥ 5w 5tk e{0.L... 30 & @ (X, <<<k,) &

Cipher, —Ciphery = X® —(X® <<<k) ez - g7 4

Sana (k) = Cipher, — X ®
= Cipherg — (X, <<<k,)
= Cipher, —Cipher, + S[2r +1]
=S[2r +1]
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GBI RAG RHETIRT 5
U
FE it WAkt gty offlet 2 H BT 0 THRERE ) FAF VR

o

CRRE AR

MNE W L R
]
> Casel: & whitening 1% 2_ 35
¢+ Z_Diff ~ offset 22 Cipher, » @ & 32— =0 % #c;0
Diff = X — (X <<<offset)
Lf’i’
S[2r +1] = Cipher, — X
e R S[2r+1] T i fEE L S D HBET L EXAF o TSNS
1 if x=S[2r+1]
Pr(xe S =< S.ql—1 .
(X € Seana) —| 2°22d| n if x = S[2r +1]
FagffEn St WEIN BT AEE S SG, S S
PRV R E X IR ez B Y E EXp(#X) 4o
Y 1=n if x=S[2r+1]
i=1,..h
BOO0 =1 80,1 |
= <n if x=S[2r +1]
i=1,...n 2 -1
- Scana| —1
(o wlshe <2 mam 3 PSR 3 Lo focn s i offet
i=1,...h - i=1,...h




AR B BT (S <2)
FACENA A NIRRT T & RRE -

» Case?2: % whitening i®%* 2_J§3}

% z_Diff ~ Ciphery &2 offset =k €{01,...,.31} > & #v& Ff2- = &t

Diff = X — (X <<<offset)

S[2r +1] = Cipher; — X

TF 448 S[2r+1] v i jad £ S, ,(K) ¥ Ek=0,..31> 2

Scand cand (k)

kO ..... 31

IS4 & XA o T A s

>1 if x = S[2r +1]
Pr(xe S = S -1
(X € Scana) s—| Zgl if x = S[2r +1]

(20 BegWIml=pr 84 42)

b 3 ]‘\}/"*n'k Rt FRNRET R fERE S Sé;LdaSc(azr)wd’ Sé:r:d
T2 B EXp(#X) 40T ¢
> Y 1=n if x=S[2r +1]
i=1,..n
Exp(#x) = s® |-1
S,lz “;‘Tm if x = S[2r +1]

(d BT 247 NIA P 1 S BHEES S NB)

¢ 5 |SO

cand

45

<66176 (4-3!11® 2.7 #7571 ; #Rm £ & ¥ K offset & & #icz F2)

CRIF R X

) E]lj'p_‘



,
8

SY

cand

<32)> v

46

66175 66175
= ‘n<n

232 232



Y¢Oracle 2 :

ST P E A 2 TR

(Cipher ", Cipher", Cipher/", Cipher ")

(Cipher (", Cipher ", Cipher (", Cipher/")

I %% &_Cipher " = Cipher("” = w(Cipher{™) = w(Cipher"™) » = f]# I it
Fox Lfr Nl L EE v & Bk S[2r +1] 0¥ i @ 0 = F] whitening T % % 3%

# JFT &% @ avoffset » BIJE¥ g offset =1,3,...,.31 %75 F #icfi ) 1 38 {7 4e Jh 50

il

SEE S SN SN LIPS SUNE Y S E L

v A Rk o PIL o FPEiTA L FR % & CipherD = Cipher® »

w(Cipher"™) = w(Cipher"™) » p|¥ £® 2 & chw & %4k S[2r] -

[:#p ] = % Cipher!” = Cipher!” < Cipher{™ =Cipher{™ » £ P 2 7% w &

% v Cipherl™ & Cipher{™ &3 P € EF s K2 HHRTHF R E~4p % iy

Z o A

P = Pr[Cipher/"™ = Cipher{"™ | w(Cipher! ™) = w(Cipher{"™) = k]

AR EP L EK o VEBI AT AT
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k Cipher ™™ # Cipher{™ &+ i {25 #n P,

0 | (00..0) c? 1

1 (10...0),(010...0),...,(00...01) c> ~0.0313

2 (110...0),(1010...0),...,(00...011) c? ~ 0.0020

3 | (1110...0),(11010...0),...,(00...0111) C? | ~2.0161x10™*
4 | (11110...0),(111010...0)....,(00...01111) C? | ~2.7809x10°
5 (111110...0),(1111010...0)....,(00...011111) cx ~ 4.9658x10°°
6 (1111110...0),(11111010...0),... cx ~1.1035x10°°
7 | (11111110...0),(111111010...0),... C¥® | ~29710x1077
8 (111111110...0),(1111111010...0),... Cx ~9.5072x107®
9 (1111111110...0),(11111111010...0),... C ~3.5652x10°°
10 | (1111111110...0),(11111111010...0),... cx ~1.5501x10°®
i (11...10...0),(11...1010...0)....,(00...01...1) c> 1/Cc*
30 | (001...1),(0101...2),...,(11...100) c? ~0.0020
31 | (01..1),(101...1)....,(11...10) cx ~0.0313
32 | (11..1) c? 1

#9C? <CP? <C?<..<C? » ¥ 4§ kA%#217 16 p& » Cipher ™ & Cipher(™

0 S T AR T F RN D AEY & AR S AR o S LA RR R

PR AR R HE (B 0tR A D BRI BRI

offset & # ez 37 + dopt 7 ]S,

whitening f£% ) I p o
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> Casel: & whitening 2 13
% % Diff - offset ~ Ciphery &3 P £ £ Bk - © v ffi— = & o3t

Diff = X — (X <<<offset)

S[2r +1] = Cipher, — X

TE B S[2r+1] h SRR £ S0 2 M BT L EXA T T I N 2

P, if x = S[2r +1]
= S -
PI’(X (S Scand) Pk . (|(2c§r;d| 1) (1 P ) | cand| |f X % S[ZI’ +1]

FAFRENE AR FREN BV EE L SD,, 88,80, (B H A

g s u 3 RO R LLRM ) BT X I e B Y EXp(#X) 4o T

> R if x=S[2r +1]
i=1,.
Exp(#x) = o (s® |-1) SO
TR GE gy R if x = S[2r +1]
7T Ee
> R if x =S[2r +1]
i=l,..n
R0 = SO -RY
~ 2% if x= S[2r +1]
i=1,...) n
S I
n
RY > L
_lzﬂ —IZ:n C1362 C1362
#5512 28 7 (ST | <2 0 T e
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> Case?2: % whitening &% 2_ 3

¢ %_Diff - offset =t<{1,3,5,..,31} ~ Ciphery #g P g € £k > & & £f2- =

[aF &2
Diff = X — (X <<<offset)
S[2r +1] = Cipher, — X
W T F 47 S[2r+1] 07 i f2E & S, () ~1,3,5,..31 L Vi Gkl L
Scand:t:1 cand(t) B ii’?%" Rb IE’Xr_ﬁ"—? ’ 'JT’&E IV
1 | cand| - .
2[P 1-PR)- ] if x=S[2r+1]
Pr(xe S_,4) = 1 (|S |_ | |
[P, -2 +(1-P)- °a”d] if x = S[2r+1]

2 (2°2-1)
FaF R AN > 2 RENGET R RE L SD,, 82,80, (B H R
@amau s RY, PP, LRY ) RIT 3 E X M e B i EXp(#X) 4o

0]

cand

% D IRPY+@1-PRY)- -1 if x = S[2r +1]
Exp(#x) = =L . |

= > [P“t—(séa)”d = +(@1-PY)- C(“)”"] if x = S[2r +1]

2 0 (2@ -0 2%
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o nd

()

1 i )y |Sang . .
5> [Pk§>+(1—Pkf>)-? = ZP(’ EXP(P”)— 2
i=<,.hn & & j=l..
v
O]
Y (0 E O P Rt
— —_——— + — . ~
2 i:;'n[ ki (232 ~1) ( ki ) 2832 ] 9. 932
He
Zséall)nd ZEXP(SC(;)nd) 16-n
i=1,..n  i=l,...
Ror b e i
()
g | _ Q) 2. [Séna
Z [ (.) cand l) (l—P(I))' cand] ~ i=hen ~ 16-n _ n
..... 232 ~1) ki 232 2.98%2 2.9%2 9 928
=¥ g g
EXp (# prong) < EXp (#XS[2r+1])
Vg Ny < B NI Bk 3 —‘ﬁf@a Er T L kT o
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Y%Oracle 3 :

Sl KT E R E P ®_Cipher/” = Clpher(” 2% 2 > A TR E R Nk
FoBRFaEarEpts c B S a2 TERR % & £ (fitting)
%,%ggﬂ?gﬁﬁﬂﬂ+ﬂ°FE’%ﬂ§%EDMWP Qmum7'

e iF e R BT REE D chw & %4 S[2r] -

[p ] Bk & - =tids > e FF PPk~ > PRI T4 poediz ) v
Cipher{™ ¢ Cipher{'™ & & 7 7 gifg 2 # % %

232

(232)

» Casel: & whitening €% 2_§3;

¢ s Cipher{™ 2 Cipher{™ & A 7 2 g > 2 1w & B4k S[2r+1] < 7 113>

AR REX, =LA A E D RGA DM A F X, =0 B kI

N Z oo £ BRI KR0S b F S (experiment) ¥ 3 B B 1w £ R4k A
n

NI H X = DX, v RIS R X 2 % A F A 4 £ = 5T A e (Binomial
i=1

Distribution) » 7=
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(k)

o]

|
8
il

o)
—
=~
<

%

7, F kAR pF q(k)bk’q(k)7 £ P AP B ’I:c%t'*:i-\p I R R S

F¥—$%\/’a\—# l‘j—"] ° /\Klijb& gﬁxcand%\ﬂ. r%? ;; '/—E'——Scand t“:_l—n:,”\“?:%l\’J t’ ‘:”/’J:'

M e F XD 2 P F A T HAARRT T A B(n,qY) » RISy =S[2r+1] 2

L]
> Case 2 : % whitening €% 2§35
¥ jg offset =1,3,...,.31 » ¥ 3 E It Bk A NI F G
Cs  ck t ckt
16
k) ~ (k) (k)
o132 Sl (3] (1)
=1
HeY 2123 %F B 22 32 HEE c ¥ - 20 » BFRKL AR S
cs
Q® (_Ej
232
e I
Q(k)
Q(k)
——:.rrék;j,\—\ﬂé} Q(k)bhiQ(k)7 i-ﬁﬂ'\ﬁqﬁf";{%jﬂ\,ﬁg % A {EJ}@,‘%?%
AR A e LR XY A T ES, T nEF B ¢
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M B F XY 2 ko # AT o 8 A fe B(n,QW) o RIS, =S[2r+1] 2

cand —~

VAR
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¥I& - BRiEo Rk

» Casel: S[2r+1] @ v

1. F1* S[2r +1] ¥4 Cipherg ¥z Cipher, :& {72 % » # 3 :F 5 A TEEaRK | o

%~ ¥ ¥ es-d ¥k nCipher, - Cipher, £ offset -

2. HREBFRIT A ED R4 ES,,, (BAxF2¥BVaE T

Scand[ovlv"v232 _1] ’ fé 1 1&1&/}%‘ ) 'P
f (CipherA - Scand[i])s - f (CipherA - Scand[i])s * Oﬁ:set

B85 Sy [i] ° Gt f(X)y =Xx(2x+1)mod 2°)

2

3. EAFAIL~2 BRI BFRAEETAISEN S L (0 wF S E g
L2 P RASHEk I v BAE LWL 2Y s v ad kgL
7 S ERATT BFERKE)
» Case?2: S[2r] ¢
1. 41* S[2r] 4t Ciphery £ Ciphery &7 f2% » ¥ 3 F 5 & (RERR | B2

o & eskd ik anCipher. - Cipher, £ offset -

2. RBFRIT RS BARES,,, (BTG 2TRBTRE T

cand[o :L 232 1] LL 19 i /blle)\’:\‘ )

f (Cipher, — S.,[il); — f (Cipher, — S, ,[iT), = offset

pligis S, 4] - Gt f(X)s =Xx(2x+1)mod2°)
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5

EATHHL~2 0 B P14 BERESARAER S (2 o A

4

20 Pl S B Fk X P BRI L2 waed kg o

¥ REH AT R E )
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A REHR

pEEs LTS L

\ 4
A

Ci=Cr*

T >

YR T
offset

[ ® 6-1-1] Oracle 1 s # /w42
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< T ’

\

PiEEA LFH

- /% iCrz C* B

T EEEHFE
(Cr—l) = W(Cr-l*) 2

AL
offset

[ B 6-1-2] Oracle 2 s # /w42
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2 g 1 ?'J"*ﬁ@ft‘.?"@ i PE T L
FH R o s rispenm -

A 4
# 6 E

= >
PPt

l

BB IRT A
A

€=

[#6-1-3] % %k Rtz
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ERTE N

e ffr';ﬁ},%",?—;_w i

LA

AR A 4

T a7 g T L BERK F g offset

Bag2 s HAFSRR 5 O(2%) x

TEARTEG T AT -

# Her {7

v 1- .»/La
» Casel: & whitening 1% 2_{F3}
[# 5-1-1] £ 48 Oracle % 3% & NI f3 s fdenh ¥ e (BB )
EIN EIE - =S Oracle
EXp (# Xtrue) EXp (# prong)
TRERE R iy
n 6 -32
Oracle 1 n < %7 n=2 2
n n (C32)2
Oracle 2 o7 < > n=2% Z ~ 0.0993
Oracle 3 —> 0 1
Rifpt 2 FHEERP ECEFE LERTETFREEFEARR 0T

[#5-1-2) 4 Oracle # % ™ 2w &5 17 7

.'—E_;::

Oracle 1 2°. S = 2% 0(2°-2%)=0(2%)

Oracle 2 37 L 40.33 0(237 A 232) — 0(269)
0.0993

Oracle 3 —> 0 —> 0
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© 5w RCO N 20% 4% 19w & » A

[ % 5-1-3) % 4

“J

£ o
SR TR 5 R
Oracle 1 2%8 %19 0(2% x19)
Oracle 2 24033 419 0(2%° x19)
Oracle 3 —>w >0
» Case 2 : £ whitening 1% 2_{§35
[ % 5-1-4] 246 Oracle % 4% ™ I I R 45 2 faendp 3 e (R G )
BRI e A Oracle
BXp(#Xye) | EXP(H#Xurong) L
TEPREE R R B
n
Oracle 1 >n <7 n =26 2%
n n 32 C-32 2
Oracle 2 =% PYT) n=2% Z( L. 0.0993
2 2 = 2
Oracle 3 —> 0 1
Hp 42 VEERATEER L EXTTFTHEEFEHFRARAT

[ % 5-1-5] & 4& Oracle # #% & % v & s #7

TEAR R
1
Oracle 1 2°. S = 2% 0(2°-2%.2"y=0(2")
1
Oracle 2 292, = x %3 0(2%%.2%.2)=0(2"®
0.0993 ( ) 25
Oracle 3 —

—> 0
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15 Case 17 Case2 2 247 » 7 e B FH T THE L HAF R R4-T

[ # 5-1-6] & 48 Oracle # % T sc#F ¥ 3 S FH £ 2 B4R

T TR PR AR
Oracle 1 0(2") 0(2")
Oracle 2 0(2%) 0(2")
Oracle 3 —> 0 -
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CIE S

Ryprwme B2 Choc® 2 v o SEseForfina T pIGEi ) f

5| T
2 RC6 3k ™ & 2 4c % %4k S[2r +1] (

S[2r]) 2 BR R R T
24w 5 0(2%) 2 0(2%) » 2 E R Al 0Q2%) 2 0Q2%) 5 4 bbkw & Bife
Esntdl afi;}';%—f ) 9{]3“' ﬂ\’/‘@ ;}-;% |—Lg%//§l/z‘ 7T 4

§oeB R B R S[2r+2] (

Kihe = Ed R

FH) T
B2t pAREH R L v b Ry RUPFRPERD
T M A MENE BT B2
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