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Abstract

International countries put great emphasis on the issue of AML (Anti-Money
Laundering) and CFT (Combating the Financing of Terrorism) in recent years. With the
advances in technology and the rapid expansion of the Internet application, the new forms
of the money laundering with virtual currencies began to be noticed among the

international organizations and countries around the world.

Based on the understanding of virtual currencies and AML, this thesis is aimed at
the AML with virtual currencies to discuss the tendency and attitude in Taiwan and other
countries. It is also arranged three international cases related AML with virtual currencies,
as below:

(@) Online Trading with Virtual Currency — the black market Silk Road;
(b) The Disappearance of Bitcoins in the Virtual Currency Trading Platform, Mt. Gox;
(c) The Theft of Virtual Currency NEM.

By referring the recommended methods from the international agencies and
analyzing the above cases, this thesis also concludes three general rules of AML with
virtual currencies, as below:

(a) Defining the legal nature and business scope of the virtual currencies clearly and
rapidly;

(b) Implementing the real-name system for virtual currency exchanges or trading
platforms;

(c) Strengthening the AML’s responsibilities of the financial institutions for virtual

currency exchanges.

Keywords: virtual currency, anti-money laundering, AML/CFT, financial institutions,

virtual currency trading platform
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Type 1

‘ Real economy money .

Type 2

‘ Real economy money '

Type 3

‘ Real economy money |

‘ Virtual money '

==

./ S

—Tl'—

‘ Virtual money '

. Can be used for virtual Can be used for virtual
Used only for virtual
and real goods and and real goods and
goods and services
services services
——

Source: ECB.
Note: A subscription fee may be required for Type 1.
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