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Abstract

Employing multiple radio access technologies such as WiMAX, HSDPA and Wi-Fi in
a mobile network to provide users with more cost-effective communication services
has long been a vision of many service network providers. In this thesis, we propose a
security roaming solution in handover scenario and provide a novel user-decided
service model in a cooperative wireless network environment and in the last, we based
on user-decided service model, proposed a QoS guaranteed solution in vertical handoff
scenario. When the radio resources of:multiple wireless networks are collectively

managed, four issues are raised.in such-a.communication environment: a) service users

=
il
T

would like to have IP-based..roamin.g Eg'_pébil.ity as__;[hey move rather than being
constrained to a single spot or'.bei.n'g forced :t(:)-di.sconnect because his/her service
provider does not have entire coverage of the city/region; b) the need on security and
accounting management for mobile Internet; and c) the execution of AAA however
would incur extra delay to handoff latency. For applications like VVolP, video streaming
and TCP connections, it may disrupt the on-going communications if such latency
becomes too large. d) within these versatile reless technologies, how can mobile users
choose the suitable wireless network to move in. In this work, we propose an
AAA-enabled roaming alliance architecture that provides fast and secure universal

roaming service across multiple service domains. The associated protocols and the
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supporting security mechanisms are also proposed. Our design provides continuing
communications service to mobile user belonging to different service operators to
quickly and securely access service when roaming across multiple service domains.
Mobile users only need to carry a U-Mobile Token to receive the service. The schemes
proposed only incur minimal latency in security check. This is particularly important to
the support of real-time mobile applications.

For the novel user-decided service model which provided with multiple service
options with different levels of service quality and charges. It is up to users to choose
the most suitable service option(and accéss network) based on their personal
preference and the amount of money tﬁéﬁ.ﬁgﬂrjé}_\/villing to pay. We use a video streaming
service in a WiMAX/HSDPA n'e_twork as an exar'!nple_ t6 illustrate the key concepts and
resource management of our approaéh. Thé results of simulation show that, under the
model, the service network can accommodate more users and provide higher user
satisfaction than the traditional network-decided service model. It can also achieve
higher resource utilization and revenues. We also extend this service model to vertical
handoff service, besides providing seamless handoff, also keep the QoS service level as
in the original network.

Keywords: cooperative, roaming, AAA(auentication, authorization, accounting),

user-decided, service model,vertical handoff, service level



1 Introduction

Today’s wireless networks are highly heterogeneous, with mobile devices
consisting of multiple wireless network interfaces. The mobile devices roam not only
between the same wireless technology but also in different wireless technologies. In
the increasing complicated wireless network environment, if we want to serve user in
good experience of wireless access. We should conquer many challenges to achieve
this goal. Research in this area of wireless handoff management includs many
dimensions as shown in Fig. 1, such as mobility protocol, security control, handoff

control and QoS control . We” wili __discyss these: related issues and problem

background including other researeher’s Werk in Chapter 2.

~
* Encryption Handoff Protocol oL
- Authentication Layer 2 * Mobile IP(v4,v6)
« Authorization Layer 3 * HMIP
o Accounting Application based * SIP
: a
Security Control Handoff Scenarios QoS Contro!
User Security Check Management Resource reservation
System Security Check Horizontal (Intra-system) Admission Control
S Mutual Security Check _ Vertical (Inter-system) ﬂdunng
» Throughput
* Network Controlled Handoff Control gp
. » Handoff delay
» Mobile Controlled . Hard handoff P
f Soft handoff » Packet loss
* Hybrid Controlled e o « Call Blocking

Figure 1: Research issues in handoff management

When technical details about seamless mobility and handoff across multiple



administrative domains either in homogeneous network roaming scenario or
heterogeneous networks, users should not need to know what wireless technology,
base station, access point they are using at this given moment. Also under the
condition the QoS level can be satisfied by user and maintained by operator. This
thesis firstly presents the contribution in handoff security control. We propose an
alliance service model called universal roaming service in which mobile users
belonging to different service operators can fast and securely access needed resources
provided by foreign service domains as they move without being constrained to a
single spot or being forced to disconnect.. In-this scenario, users may access
multimedia services through multi-m-()fdé:;:_,rﬂ_lr]_'c?i_bile devices; across possibly integrated
homogeneous/heterogeneous he:__tworks, z;i-:riytim!e, anWhere they move from one
cell/network to another. Secondly, We propose a-novel user-decided service model to
provide service option for mobile user. Under the model, when a new user submits
his/her service request or the current level of service quality can no longer be
sustained, the service network provider examines the resources of the individual
networks, computes all possible service options, and sends the options to the user for
him/her to make a choice. Each service option is described by the QoS parameters of
the service application that the user requests after careful evaluation of the feasibility

of using the network resources to provide the requested option and calculation of the



corresponding service charge. The user then makes the final decision based on the
promised service quality level and the charge information. The goal is to let service
network provider conduct the resource feasibility evaluation based on the state of the
cooperative network status and provide the information to the user. The final decision
is made by the user, as indicated by the name of the model. Thirdly, we expend the
service level option to a heterogeneous network environment in vertical handoff topic.
These heterogeneous network is cooperative model, the interworking architecture can
provide options to user for selection. Users take option to do vertical handoff in these

networks with QoS service level guaranteed.

1.1. Problem Statement and
Motivation ®,

Because the usage of mobile wireless connection is very popular and versatile day
by day, there are many wireless technologies have deployed and provided commercial
service by WISP, such as WLAN, UMSS, HSDPA, and WiMAX. So it is an urgent
demand to have effective method to monitor these wireless networks in good condition
and serving mobile user in good feeling. This thesis focuses on finding a solution in
mobility issues, including user security control and handoff QoS provisioning. We take
care of these issues from three categories. The first is what kind of added value and

changes to the system architecture does in network assisted or network approach bring
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when consider from the point of view of handoff management. Elaboration of this
problem requires analysis the system architecture and related communication
procedures. The second is how to utilize the different wireless technology advantage
when mobile users want to make a roaming decision. Elaboration of this problem rises
developing an analytical framework for handoff analysis that considers moving-in and
moving-out scenarios. The goal is to find a method to provide better performance than a
traditional handoff algorithm based on a received signal strength threshold. The third
question is how to analyze handoff procedure in IP packet based of multimedia
application. This question involves.from hiQher application layer to lower radio
interface, we need to handle the applicétit;.l@l.;;!g?)'_/er QoS requirements such as service rate,
delay latency in video streaming__and I\/oic.i;ove_r'! IP(\_/cﬂP) separately and besides this,
and also should looks down to mobiie IP addressing overhead and underlying wireless
radio network resources. The most important part but mostly will be ignored is
AA(Authentication, Authorization, Accounting), AAA message exchanging is highly
time expensive which will incur long latency when roaming occurs. The approach
should be considered in evaluating hybrid and cross-layer analytical approach
including mobile IP protocol and security relation management and also inter-domain
packet-switched routing in cooperative manner.

Based on the seamless handoff requirement, the motivation to address the handoff



management problem in this thesis is to develop a wireless packet-switched
communication by facilitating a cooperative approach for handoff in AAA and QoS
guarantee issues which can be either horizontal or vertical handoff in wireless
networks. Besides the cooperative method, the consideration we take here involving
the cross-layer information both in physical layer and network layer or application
layers. Lower layer parameters and context information such as RSSI, CINR and
location based information can be used to trigger for preparing handoff procedure.
Applications and operating systems are getting more resource consuming as they are
becoming more capable for supporting richer. multimedia, games and other content.
The whole problem area includes desi-g'h'iégr_s?s_/stems that can meet the requirements of
mobile wireless resource manég_ing for v.gi.fiou_s'! app_liéétions and mobility scenarios.
The most challenging task for systém designers-is to provide means to deliver time
sensitive data such as voice or video over each mobile wireless scenario. For handoff
system design, network selections have to be done between different implementation
strategies for how to utilize available alternative protocols, algorithms, middleware
and other technical solutions. For the end-user, it would be preferable to have suitable
resource to meet the application requirement and seamless experience when roaming

across multiple wireless networks.



1.2. Scope and Methodology

As was in the problem statement, the scope of problem of this thesis has three
categories. Firstly, architectural issues in cooperative wireless network are discussed
and a new concept of sharing alliance security information in mobile wireless network
is presented. Additionally, an advance concept of user-decided service model is
proposed based on the same cooperative manner. This work includes identification of
the theoretical aspects around this concept and implements a prototype named
FAS-URS for handoff latency analysis in AAA process for handoff management. .

Secondly, handoff efficiency 1S thesmost irﬁportant issue in mobility area. We
utilize the AAA alliance prototy.pe (FASIJRS) to emulate the real roaming situation
and collect the latency data to demonst%éte tl:we handoff latency reducing. In the
user-decided service model work, We show many dimensions of improvement from
many perspectives to prove the concept will benefit both mobile user and WISP.
Thirdly, we particularly develops implementation-oriented security framework, we
build the prototype of token-based security mechanism in wireless packet
communications within multiple domain wireless networks. Hybrid usage of mobility
management protocol for future ubiquitous Internet and networking algorithm for

wireless connectivity is considered through this thesis.



1.3. Contribution of This Thesis

This thesis helps to understand the key parameters and issues in this diversity to
be considered in the cooperative network interworking system design, implementation
and standardization, As vertical handoff, should consider the factors that diversify the
heterogeneous wireless technologies. In addition, service providers have to understand
what type of applications and interworking architecture can be used in various vertical
mobility scenarios. For this purpose, the process of handoff has to be elaborated, both
moving in and out of wireless hotspots.

This thesis also contributes to the given .research problem in AAA and a novel
user-decided service model by utilizir%g"'%l..'pﬂ_‘!jitectural design, developing a theoretical
and simulation framework an'd__ proyidir{;c-‘j: a p!roof_-of-concept implementation and
experimental results.

The AAA issue in handoff management is addressd in Chapter 3. The
user-decided service model in heterogeneous network is presented in Chapter 4. For
AAA roaming issues, in addition to architectural considerations and communication
aspects, the work includes theoretical aspects around this concept and builds a
framework for analysis. Results from the empirical work shows that IP layer mobility
with AAA with our solution provides an efficient way to interconnect different

wireless administrative domain.



The data analysis of simulation is used to illustrate the improvement of user
satisfaction index and the volume of user accommodation in the cooperative network
system. Most importantly is the service model also increase the revenue of wireless
operator. We extend the user-decided model to vertical handoff topic. We first design a
interworking architecture of WIMAX and HSDPA. This architecture besides
providing the seamless ( no packet loss and no handoff latency) handoff service, also
guarantee the QoS service level. The simulation results show high non-disruptive
service level, and user satisfaction compare.to conventional lossely coupled mobile IP
approach
1.4. Outline of TH"QJ..TheSiS

The ouline of this theis is ds__follqws. In this Chapter the importance of the studied
topics for next generation networks was shortly discussed. This will be further
enlightened in Chapter 2 which provides an overview of the handoff technology
evolution and related works in this area, ranging from the first initial concept, and
going through the current state-of-art technologies towards future B3G and 4G
systems. The whole area is looked at from a system architecture design point of view
to form an security alliance for holistic system architecture design including a
comprehensive understanding of AAA role in roaming scenario, integration alliance

model and handoff management in all IP based. A high level view for the issues



related to mobility engineering, and resource and service management is provided in
user-decided service work. In Chapter 3, the universal fast and secure roaming service
detail is given. In Chapter 4, the original paper of novel user-decided service model is
given. In Chapter 5, We based on the proposed user-decided service model, to design
an operation architecure to enable seamless and QoS level guaranteed vertical handoff
in WiMAX/HSDPA networks. In Chapter 6, conclusions are given in the end and

including directions of future work.
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2.0verview of Handoff
Management and Related
Works

Mobility management contains two components: location management and
handoff management[1]. This Chapter gives an overview of wireless handoff
management, which include homogeneous and heterogeneous handoff among the
same and different wireless technologies— called horizontal and vertical handoff.
Handoff management enables the ‘network te maintain a user’s connection as the

mobile terminal continues to move and, change its access point to the network. As

T
- B

shown in Fig. 2, there are fhree stagé"::;_;:f:)rlbcesses fdr handoff, the first involves
initiation, where either the usef, a.rlwetwork agént, .or changing network conditions
identify the need for handoff. The second stage is new connection generation, where
the network must find new resources for the handoff connection and perform any
routing operations. The final stage is data-flow control, where the delivery of the data
from the old connection path to the new connection path is maintained according to
agreed-upon service guarantees. In the following discussion an overview is given for
handoff management related technologies. In Fig. 3, the convergence of
telecommunication and data networks has been driven by the integration of Internet

technologies with wireless and cellular networks. This integration involves both radio

10



carrier switching, network level routing information updating, and transport and

application level adaption. The primary goal has been to enable these processes to

appear seamless (low latency and packet loss) to the users. In addition, services

provided by the operator have to adapt to the vertical mobility scenarios, and in some

cases provide additional value through content-aware solutions. Service quality while

switching between dissimilar system has to be managed in a systematic way.

Handoff
Manageme

Initiation

¥ \

Connection

New

Data Flow

Control

User Network Resource Connection Buffering Multicast
Movement Condition Allocation Routing /Sequencing
User Heterogeneous : 3 ;
. clerogeneo S Addressing Packet loss
mobility wireless environment

Figure 2: Handoff management operation
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Figure 3:Next generation wireless networks

In this thesis, all the handoff technology and scenario are based on IP technolgoy.

For mobility addressing issue.;The Mebile IP[2] had:designed for mobility purpose.

-
—
v -

Mobile IP allows transparent.r.outing iof“E{dét.ggrams_.on the Internet. Each mobile
node is identified by its home ad'.d're.sé 'di_sregaréi!ng ifs current location in the Internet.
While away from home, a mobile node is associated with a care-of address which
gives information about its current location. Mobile IP specifies how a mobile node
registers with its home agent and how the home agent routes datagrams to the mobile
node through a tunnel(IP-in-1P). Mobile IP provides an efficient, scalable mechanism
for roaming within the Internet. Using Mobile IP, nodes may change their
point-of-attachment to the Internet without changing their IP address. This allows

them to maintain transport and higher-layer connections while moving. Node mobility

is realized without the need to propagate host-specific routes throughout the Internet
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routing fabric.

2.1. Location Management

Location management enables the system to track the location of MS’s between
consecutive communications. It includes two major tasks. The first is location
registration or location update, where the MS periodically informs the system to update
relevant location databases with its up-to-date location information. The second is call
delivery, where the system determines the current location of the MS based on the
information available at the system databaseé‘ when a communication for the MS is
initiated. Two major steps are'invol'\_',/'e_g,_in:_ call deli\/ery: determining the serving
database of the called MS and-locating th"‘é-':visiting cell/subnet of the called MS. The
latter is also called paging, whére polling,mess;ages are sent to all the cells/subnets
within the residing registration area of the called MS. For intersystem roaming, the
design of location management techniques has the following challenges:

v Reduction of signaling overheads and latency of service delivery

v" Quality of service (QoS) gurantees in different systems

v When the service area of heterogeneous wireless networks are fully

overlapped:

v Through which networks an MS should perform location registrations

v In which networks and how the up-to-date user location information should
13



be stored
v" How the exact location of an MS would be determined within a specific time

constraint

The location management issue and solution are out of this thesis scope.

2.2. Horizontal handoff: Micro

Mobility
Horizontal handoff includes two types of roaming situation: micro- and
macro-mobility. Micro-mobility occurs'when the user moves within a service area(or
cell) and experiences signal st.rength__deteriorati'on b_elow a certain threshold that
results in the transfer of the user’s call to rTéW radio channels of appropriate strength at
the same base station (BS). Macro-mobility occurs when the user moves into an
adjacent cell and all of the terminal’s conﬁections must be transferred to a new BS.
While performing handoff, the terminal may connect to multiple BS’s simultaneously
and use some form of signaling diversity to combine the multiple signals. This is
called soft handoff. On the other hand, it the terminal stays connected to only one BS
at a time, clearing the connection with the former BS immediately before or after
establishing a connection with the target BS, then the process is referred to as hard
handoff.

Handoff Management research concerns issues such as: efficient and expedient
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packet processing; minimizing the signaling load on the network; optimizing the route
for each connection; efficient bandwidth reassignment; evaluating existing methods
for standardization; and refining quality of service for wireless connections.

There are some researches in localized IP mobility management. Some requirements
of this issue are (1) The mobility management signaling or binding update (BUS)
caused by frequent change of CoA should be minimized (2) The Access Router (AR)
should play the role of a localized mobility management agent, (3) Defining two
classes of control signals for mobility management, one for inter-domain mobility and
one for intra-domain mobility for MNs. The régional binding updates should employ
intra-domain control signals and Wh-i:lé'.;.ifg_lg?_gIobal binding updates should employ
inter-domain control signals. T'h_is means %at r_n'!obil_ity' management signaling should
be restricted to local signaling Withih a domain for' micro-mobility.

The primary role of micromobility protocols is t ensure that packets arriving from the
Internet and addressed to mobile hosts are forwarded to the appropriate wireless
access point in an efficient manner. To do this, micromobility protocols maintain a
location database that maps mobile host identifiers to location information. In what
follows we provide an overview of Cellular IP[3], HAWAII[4], and Hierarchical
Mobile IP[3], and then present a simple taxonomy to distinguish the different mobility

management approaches used to design IP micro-mobility protocols.
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2.2.1.Cellular IP

Cellular IP- The Cellular IP protocol from Columbia University and Ericsson
Research supports paging and a number of handoff techniques. Location management
and handoff support are integrated with routing in Cellular IP access networks. To
minimize control messages, regular data packets transmitted by mobile hosts are used
to refresh host location information. Cellular IP uses mobile-originated data packets to
maintain reverse path routes. Nodes in a Cellular IP access network monitor mobile
originated packets and maintain a distributed; hop-by-hop location data base that is
used to route packets to maobile hosts.- CeJ:IuIar IP use IP addresses to identify mobile
hosts. The loss of downlink paékets vlvhen.';i. mo_b'!ile hogt moves between access points
is reduced by a set of customized hahdoff procedures. Cellular IP support two types of
handoff scheme. Cellular IP hard handoff is based on a simple approach that trades off
some packet loss in exchange for minimizing handoff signaling rather than trying to
guarantee zero packet loss. Cellular IP semisoft handoff prepares handoff by
proactively notifying the new access point before actual handoff. Semisoft handoff
minimizes packet loss, providing improved TCP and UDP performance over hard
handoff. Cellular IP also supports IP paging, and is capable of distinguishing active

and idle mobile hosts. Paging systems help minimize signaling in support of better
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scalability and reduce the power consumption of mobile hosts. Cellular IP tracks the
location of idle hosts in an approximate and efficient manner. Therefore, mobile hosts
do not have to update their location after each handoff. This extends battery life and
reduces air interface traffic. When packets need to be sent to an idle mobile host, the
host is paged using a limited scope broadcast and in-band signaling. A mobile host
become active upon reception of a paging packet and starts updating its location until
it moves to an idle state again. Cellular IP access networks use special session keys
where base stations independently calculate keys. This eliminates the need for
signaling in support of session| key management which would inevitably and

additional delay to the handoff process| ' ;;

2.2.2. HAWAII

The HAWAII protocol from Lucent Technologies proposes a separate routing
protocol to handle intradomain mobility. Hawaii relies on Mobile IP to provide
wide-area interdomain mobility. A mobile host entering a new FA domain is assigned
a collocated care-off-address. The mobile node retains its care-of address unchanged
while moving within the foreign domain; thus, the HA does not need to be involved
unless the mobile node moves to a new domain. Nodes in a Hawaii network execute a

generic IP routing protocol and maintain mobility-specific routing information as per
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host routes addes to legacy routing tables. In this sense Hawaii nodes can be
considered enhanced IP routers, where the existing packet forwarding function is
reused. Location information (i.e. mobile-specific routing entries) is created, updated
and modified by explicit signaling messages sent by mobile hosts Hawaii defines four
alternative path setup schemes that control handoff between access points. The
appropriate path setup scheme is selected depending on the operator’s priorities
between eliminating packet loss, minimizing handoff latency, and maintaining packet
ordering. Hawaii also uses IP multicasting.to page idle mobile hosts when incoming
data packets arrive at an access network énd- no recent routing information is

available.

2.2.3. Hierarchical I\/Iobi|é IP

The Hierarchical Mobile IP protocol from Ericsson and Nokia employs a
hierarchy of FAs to locally handle Mobile IP registration. In this protocol mobile hosts
send Mobile IP registration messages(with appropriate extensions) to update their
respective location information. Registration messages establish tunnels between
neighboring FAs along the path from the mobile host to a gateway FA(GFA). Packets
addressed to the mobile host travel in this network of tunnels, which can be viewed as

a separate routing network overlay on top of IP. The use of tunnels makes it possible
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to employ the protocol in an IP network that carries non-mobile traffic as well.
Typically one level of hierarchy is considered where all FAs are connected to the GFA.
In this case, direct tunnels connect the GFA to FAs that are located at access points.
Paging extensions for Hierarchical Mobile IP are presented in [12] allowing idle
mobile nodes to operate in a power saving mode while located within a paging area.
The location of mobile hosts is known by HAs and is represented by paging areas.
After receiving a packet addressed to a mobile host locate in a foreign network, the
HA tunnels the packet to the paging FA, which then pages the mobile host to
reestablish a path toward the currentspoint 0f attachment. The paging system uses
specific communication time slots lnapaglng area. This is similar to the paging

channel found concept found in second-gehérat_idn celltjlar system.

Table 1: Mapping of micro mobility protocols
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Cellular IP HAWAII Hierarchical MIP
Network Layer L3 L3 L3.5
Mobile Routing Point | All CIP nodes All routers FAs
[MN Identifier Home address Clo address Home address
Intermediate nodes L2 switches L2 switches L3 routers
Next MRP filed MAC addr. MAC addr. IP addr.
[Means of update Data packet Signaling message |Signaling message

2.3. Vertical Han_doff _

2.3.1.3GPP Interworki'h'Qf-g-Architecture

Interworking of networks especially, w{r;aless. local area networks(WLANSs) and
UMTS(3G) is a key area of researcﬁ and a'great deal of efforts has been made so far.
The major theme of interworking is to enable a client switch between two networks as
seamless as possible without user’s intervention and maintain session mobility across
different network. In Fig. 4 and 5 show that, there are mainly two architectures for
interworking of WLAN with 3G, namely Thightly-Coupled and Loosely Coupled in
3GPP[5]. In Loosely-Coupled architecture a UMTS client is provided access to packet
switched networks through an Interwork wireless LAN (I-WLAN) gateway under the

3G operator’s policy for authentication and authorization. The gateway connects to
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the Internet and has no direct connection with the 3G operator’s core network. A local

AAA server interacts with 3G AAA and facilitates authentication, local authorization

and policy enforcement. Both of networks work independently however, network

access and rights assignment is controlled by the 3G operator.

Dual Mode SM M
* PMM| GTP GTP
P WQDMA L|/L2  Transport Netwdrk Transport Netwdr
SMIPMM
WCDMA L11L2] WLAN L11L2 .

1G-SGSN  3G-GGSN rarkpon NE’Q\"’OH( Trarhporl Ne[}wom

UE m = Router Host

Access Point  RNC Emulator
Relay
RRC/ U
| RRM
WLQ Transport| Network

Figure 4: Tightly coupled approach

In Tightly-Coupled architecture the I-WLAN gateway is connected directly to
the SGSN (Serving GPRS Support Node) of the 3G network. This means that to the
3G network, this new network appears like one of its entities with all the protocols

translation taking place at the gateway node between the two networks.
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Figure'5I:- Locisely coﬁpled approach

2.3.2.|[EEE 802.21#/ ~ .

- | i 5
.('.-:-.'-_|

-
il

) | === , B
It is a draft standard IEEE 802:21[6] g[me'g! torenhance the experience of mobile

L i
"o | L) | y
users by facilitating handovers. between“heterogeneous networks. A framework is

specified to enable service continuity when a mobile node (MN) roams between
networks employing heterogeneous technologies. It specifies a media independent
handover (MIH) reference model for interworking between two different link layer
technologies,ref. Fig 6. An entity called the MIH Function (MIHF) is used to provide
a set of handover-enabling functions within the protocol of the network elements,ref.
Fig. 6.

A media independent handover Service Access Point (called the MIH_SAP). In.

Fig 7, IEEE 802.21 is defined to provide MIH Users with access to the services of the
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MIHF. A link layer service access point (SAP) and associated primitives is defined for
each link-layer technology to allow the corresponding MIHF to collect link
information and control link behavior during handovers. IEEE 802.21 identifies the
functionality of framework and procedure to achieve media independent handover.
However, it does not support a seamless media independent handover. It is not clear
how these functional components and archtiecture be realizable in real networks in
current status. Moreover, most of elements proposed by IEEE 802.21 are logical entity,
and it does not define in which actual network component the specific function should

be implemented.
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Figure 6: Example of network model with services

23



Media Independent MIH users
Handover Function
(MIHF)

Laver 3 or higher
Mobility Protocol
(L3MP)

MIH_SAP

MIH event service
MIH command service

MIH nformation service —<  LLC_SAP »—

B

- By
| = < L3 |2 b
| = @, Transport | @2 MI Link layer
= - = ! )
\ =) = —| 'C (e.z. 202.3, B02.11. 802.16)
\ = 7 ra = eg, el sul 1L U2 10)
\ 2 o L2 — |
| g = | Transport | = =
I p= =3 =

Figure 7: General MIHF reference model and SAPs

2.4. Related works
As the mention in Chaptér_ 1 qf this the_s'lis, t_hefe are three issues in handoff
management to deal with, separatély théy are security control, QoS control and

handoff control. The following section will introduce the related research works in

these topics.

2.4.1. Security Control : Mobile IP and AAA

The goal of the basic Mobile IP architecture [2] is to enable a mobile node with a
registered home address in a home domain to roam across different network segments
of a service domain. In the simple triangle routing model, the home agent (HA) will

redirect packets destined to the mobile node to the network indicated by the mobile
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node’s care-of-address by using IP-in-IP tunneling technique. A more efficient
communication paradigm called route optimization is to let mobile node or home agent
send binding update to the correspondent node (CN).

In response to the growing demands on security and accounting management for
mobile Internet, IETF has defined the AAA Framework [11][12] to assure only
authenticated mobile users can get access to the resources in a foreign network. As
shown in Figure 8, each network domain has at least one AAA server. A mobile node
(MN) must have a home AAA and establishes a service subscription relationship with
its home AAA. To receive services at@ foreigh domain, a MN must follow the AAA
protocol for identity authentication, servIce level authorization and accounting for
billing purpose. This AAA frarﬁe_workl requ.'-i}es t_v'yo secdrity relationships established in
advance: a security association (SA) between MN and its home AAA, and an SA
between the foreign AAA and the MN’s home AAA.

In AAA-enabled mobile IP, there are two basic scenarios. First is that user must
complete the AAA check from the service provider’s AAA server before performing
Mobile IP (MIP) operations, e.g., sending the MIP registration message. The other
scenario is to explore the possibility of parallelizing and/or pipelining the exchange of
these messages to reduce the latency. This is important when handoff across different

service domains. Figure 9 shows a simple protocol of the second approach (which is
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similar to the pull sequence in [12]). When a mobile node moves to a foreign domain, a
mobile node sends a message containing both the Mobile IP registration request and the
AAA request to the foreign agent (FA). The FA extracts the AAA request from the
received message, forwards it to the local AAA server (i.e. AAAF) and waits for
approval. To authenticate the foreign visitor, AAAF can either establish a security
association with the mobile node’s home AAA server (i.e. AAAH) or indirectly via an
AAA broker. Once authenticated, the service access is enabled and FA forwards the

Mobile IP registration request to HA Nf“_ﬁ that the execution of AAA incurs extra

large.

Figure 8: The mobile IP AAA turst model
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Figure 9: Aisimple AAA + mobile IP protocol
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Although there are a number of ;r__e_s_‘earc.h_e-zls- on hew to minimize handoff latency
(such as [4][9][10]). Very few researp;tr]-;ﬁ'ﬂ?}ési %lddresgéd fhe fast handoff problem in
secure universal roaming service. I_r:ﬁ-[13-]-,- a !q"ugsii'registration method is proposed
which suggests a MN’s AAAH to send service authorization message to not only the
requesting AAAF also some candidate neighbors of AAAF to minimize the
AAA-enabled handoff latency if MN roams to these neighbor domains. However, this
reference paper did not describe any security mechanisms or details about how to avoid
forgery users to access the service in these neighbor domains. Neither the paper
describes how AAAH would know the identities or information about AAAF’s
neighbors and how rigorous the authentication and authorization process is conducted

between them and MN. In [14], they consider AAA with QoS requirement. They do not



address roaming across multiple administrative domains.

2.4.2.QoS Control and Handoff Control : User
Decided Model

A number of works focus on how to select a network to access in a heterogeneous
network environment. Conventionally, the most commonly used criterion is the
Received Signal Strength (RSS). In [28], the authors proposed to additionally consider
network charges and the service bit rate requirement when making handover decisions
between heterogeneous networks. Based on [28], [29] added more parameters to the
handover criteria, including power consumptidn, load balance and the delay latency in
vertical handover. Both Works_assume-fﬁéz;gé?hdover decisions are made by the service
provider networks rather than uégrs. .

In [30], a joint radio resource ménagement'scheme was proposed to reduce the call
blocking probability for an 802.11 and CDMA-2000 network. The scheme requires
modification of the core network structure to integrate underlying wireless technologies
into one single radio access network (RAN). Again, the handover decision is made by
the service provider network. The authors assume that WLAN is always the first choice
for high priority data transmission. They do not consider an individual user’s QoS
requirement or how much the user is willing to pay as a service charge.

In [31], they used game theory to study network performance when the radio
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resource sharing decisions are solely made by the service users in a WiMAX/HSDPA
network. In this model, resource sharing is a non-cooperative game between groups of
users. The payoff function only considers the minimum throughput received per user. If
any user cannot be satisfied with the goal, the network will step in to perform resource
assignment. In this case, it goes back to the traditional network-decided resource
assignment approach is used.

Observing that many wireless technologies are becoming increasingly popular
among users, an EU research initiative_called ARAGORN [32] introduced a new
functional module called Cognitive Resource Manager (CRM) to help users choose a
network to access in a heterogeneou-s"@Jgi:'_eess network environment. The CRM is
responsible for collecting needéd__ infqrmat.i-"d.n fr_Qm the.'network. When a user joins the
environment or is about to hand off,' it Sends a request to CRM for network entry or a
roaming decision. The decision does not consider the user’s preferences for QoS and
service charge. In contrast to the above works, we propose a user-decided service
model for a heterogeneous wireless environment. Under the model, the service provider
network evaluates all possible feasible service options in each wireless network based
on the user’s QoS requirements and service charge information. Decisions about
network and service option selection are made by the users, who are completely aware

of the QoS level choices available and the associated service charges. This model
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allows users to choose services according to their personal preferences and needs. We
also explain how to relate application QoS requirement to the resources needed in each
individual network.
2.4.3. Seamless Vertical Handoff

In [45], this is the first major paper to discuss the vertical handoff besed on IP
technology, the authors specified two primary technical objectives in the design of a
seamless vertical handoff system, the first issue is reducing handoff latency, the
purpose is to make the switching between networks as seamless as possible for
disruption-intolerant applications. Thesseécond ié alleating packet loss to handoff with as
little data loss as possible. However, th-e' 'r'r.i::q%t_ii_mportant how to keep users QoS(service
level agreement) was not considg_red ip thi;bapef! or t_he.'other works in the past. In[46],
the authours discussed two possibie UMTS/WLAN interworking scenarios: tightly
coupled and loosely coupled. They analyzed pro and con of these two interworking
approaches. Ref. Fig. 4, the tightly coupled approach, firstly considering
complexibility, for each WLANSs operator needs to be equipped with a RNC or SGSN
emulator in order to connect to the UMTS core network. The emulator is responsible
for protocols translation and messages exchange between the UMTS SGSN or GGSN
and WLAN AP. The additional cost of RNC or SGSN emulators may be an issue to

operators. Another consideration is scalability, the WLAN and UMTS technologies
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are quite different. The WLAN provides high bit rate capacity (e.g. 54Mbps in 802.119)
and small coverage (e.g. 40m indoor in 802.11g) while UMTS radio access provides
low bit rate capacity (384Kbps) and large coverage(1km-3km). There are different
network traffic plannings for these two networks because of the differentiate network
capacity. The tightly coupled approach will affect the traffic planning of network, if
aggregating all traffics into one of core network. The major advantage is low handoff
latency when vertical handoff occurs due to share the same FA (foreign agent),
therefore no MIP procedure involved. Ref. Fig. 5, the loosely coupled approach, the
advantages are no needs to be modifiedthe cofnponent of network core device and no
impacts in original traffic planning. Thed;awback is incurring extra MIP process with
additional latency. The total 'I_atencl:y can be '! brokéh into some parts, including
scanning network, network entry, M'IP and ‘AAA process. In order to avoid the latency
introuduced by MIP and AAA, In [47], based on 3GPP standard, the authors proposed
a pre-authentication and -registration mechanism to facilitate fast handoff procedure.
The purpose is for low latency delay, network assists mobile user in performing

authentication and registration before network scanning and entry is completed.
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3.Cooperative Universal Secure
Handoff Service

Rapid deployment of IEEE 802.11 based wireless access networks in hot spots
and the integration of the networks to the existing wide-area communication
infrastructure have become a major driving force to speed up the design and
development of necessary security and quality of service (QoS)-guaranteed
mechanisms with roaming capacity to mobile users. Three issues are raised in such a
communication environment: a).service: users-would like to have IP-based roaming

capability as they move rather:than being constrained to a single spot or being forced

T
T

to disconnect because his/her..service prowder does ndt have entire coverage of the
city/region; b) the need on secufity .aind accounfing .management for mobile Internet;
and c) the execution of AAA however would incur extra delay to handoff latency. For
applications like VoIP, video streaming and TCP connections, it may disrupt the
on-going communications if such latency becomes too large. In this Chapter, we
propose an AAA-enabled roaming alliance architecture that provides fast and secure
universal roaming service across multiple service domains. The associated protocols
and the supporting security mechanisms are also proposed. Our design provides
continuing communications service to mobile user belonging to different service

operators to quickly and securely access service when roaming across multiple service
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domains. Mobile users only need to carry a U-Mobile Token to receive the service.
The schemes proposed only incur minimal latency in security check. This is
particularly important to the support of real-time mobile applications. We also
implemented this U-Mobile Token system to measure the end-to-end latency compare

to conventional AAA latency

3.1. Problem Definition

The motivation for this work comes from an observation of rapid deployment of
IEEE 802.11 based hot spot wireless access.'net_works and the integration of these
networks to the existing wide-area é@;ir__r'}:mu-hication ihfrastructures, both wired and
wireless. It has become one of-the major":a'ri:/ing forces to speed up the development
and deployment of new services .(e.g., VolP and ﬁiﬂltimedia content delivery) and new
multi-network attachment equipment (e.g., dual-mode wi-fi/HSPA and 3G/WiMAX
handset).

Our vision of the future wireless networks will have the following characteristics:
a) different, possibly overlapping, radio access networks serving the same area; b) each
provides different services in terms of coverage range, bandwidth or delay; and c) users
carry small light-weight, pocket-size multi-mode terminal devices (e.g., a

3G/wi-fi/WIMAX terminal device). Users may access multimedia services through

multi-mode mobile devices, across possibly integrated heterogeneous networks,
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anytime, anywhere they move from one cell/network to another. Network provider
must develop services and applications that are able to attract customers and to produce
profitable business.

To make the business model of such a vision successful, in addition to rich
services catering to various subscribers’ needs and tastes, we have identified one
important feature for these emerging Internet services. That is the mobility — service
users would have IP-based roaming capability as they move rather than being
constrained to a single spot or being forced to disconnect because his/her service
provider does not have entire coverageof the 6ity/-region. Hence, seamless IP roaming
across different service domains is aﬁ;’ essentlal service to assure users good service
usage experience as well as to'r_nakel the gérvic% busiﬁéss successful. Here, a service
domain is an independently adminisfered sérvice network. This service enables mobile
users belonging to different service operators to access needed resources provided by
foreign network domains. We refer to such service as the universal roaming service.

The importance of providing universal roaming service is easy to understand by
looking at the advantage (or the success) of the current cellular phone service over the
fixed-line phone service. This service model is indeed a win-win to both service
providers and service users. Service providers can profit from additional use of their

networks/services from the customers of other service operators. Moreover, individual
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operator has no need to spend enormous investment on building infrastructure that
covers the entire area. All operators’ investments are not overlapped and wasted due to
redundancy. Resources will be better utilized. From the service user’s perspective, they
can enjoy convenience access to more resources whenever they go and on-going
communications are guaranteed to continue. The administration issues such as service
authentication, authorization and accounting should be well designed and equipped to
make them transparent to service users. We believe providing universal IP roaming
service is fundamental and key to the success of mobile business and mobile commerce.

One of the key factors behind the succeés of-mobile Internet has been seamless
roaming across network service bor-déléf;_,;_“!;!owever, the development of universal
roaming and handoff has beeh__ extrlemel.j;:slov'\!/ SO f;air. New technical and service
provisioning challenges must be ovércome'. Past solutions more focus on three areas.
First is the problem of roaming within an operator’s own networks, e.g., HAWAII[3],
IDMP[3][9]. This is no longer sufficient to meet long-term customer demands for
“universal” services, anywhere and anytime. To address this goal, a number of
commercial solutions have been proposed mainly in cellular phone service and wi-fi
networks. They consider the problem of enabling subscribers to travel between native
and foreign service areas and be able to obtain the Internet access. They expand the

wider area of coverage through roaming agreement with other providers. The focus has
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been on addressing many of the commercial issues as they establish roaming contracts,
settlement agreements, peering arrangements, and the charge for the services. For
example, Vodafone and O2 have agreed to allow operators within the T-Mobile group
to roam over their GPRS networks to offer some regional/national/international
roaming. For a foreign operator, the issue is on the authentication check for the initial
access (rather the handoff) of foreign visitors whether an access-attempt from a
non-home subscriber is indeed a valid customer of an allied/trusted operator. If
permitted, a foreign visitor’s roaming is. treated just like an ordinary intra-domain
roaming. Third, a lot of efforts from«device fnanufacturers to provide products that
enable access to voice and data servi(-:.é"s.;.ifgg_;‘[%_)ss multiple technologies and in a broad
range of spectrum bands in thé __vvorlld fOFé]lObE;ll ro_arﬁing. For example, the CDMA
Development Group (CDG) propoéed to Support seamless roaming on CDMA and
GSM systems and to enable CDMA2000 customers to use their phones around the
world. There are also many efforts and works mainly from the industry dedicated to the
methods for wireless devices to roam across multiple cellular air interface standards
and frequencies.

The goal of this work is to enable instant, seamless roaming across borders. To
achieve this goal, additional intelligence must be integrated into the network so that

sessions can be maintained while subscribers are roaming. This should include the
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security (AAA) validation so to provide continuity as subscribers roam between
home/foreign, foreign/foreign service areas. The design/mechanisms must be able to
separate foreign visitors’ profile information necessary for service access
authentication/authorization/accounting  purpose  from  private  home-network
subscriber-profile information to preserve privacy while achieving universal roaming
service to mobile users.

For real-time security check during handoff across borders, there must be able to
provide instant access to subscriber profiles by foreign network operator so that
individual requirements can be supported. Mofeover, our scheme allows "home-based
roaming" in which subscriber-profile mformatlon andiauthentication, authorization and
accounting (AAA) remain on"g_he slubsc.f-:i:ber'_s'! home.'network. The related service
provisioning and execution are coIIaborativ'er accomplished by participating operators
and across their multiple networks.

The forward-thinking operators that deploy the systems proposed here will be able
to offer high-value services to subscribers wherever they go. They will flourish at the
expense of competitors that stick with legacy technology.But the technical limitations
of today's IP networks make it difficult for operators to share services and
subscriber-profile information with other operators.

Universal seamless roaming is the ability for wireless interoperability between
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two or more wireless service networks. This is accomplished through rigid security
support and cooperation between pariticapting operator’s networks. It requires security
check control protocol, and security at customer handsets that enable the verification of
three parties — the user, the home operator and the foreign operator so to ensure the
accounting and no denying by user after accepting service. Moreover, such a
mechanism must also address the real-time requirement during the
across-service-border handoff.

There are some security works in_wireless technology, we take popular
802.11i/WPA[7] as an example, the 802.11i/WPA is designed to enhance WEP security
strength, use the TKIP (Tempor.al Keylmegrlty Prot(.)_col » TKIP) and longer initial
vector to overcome brute-forée__ method on WEP _kéy attack. IEEE 802.11i/WPA
method does not take care of fast roéming issue we address in this work. If MN across
multiple WISP domains using 802.11i/WPA method due to AAA information should
come back to home domain to complete AAA process, it will incur longer
authentication time. Comparing to our work, we can securely ,quickly and smoothly
accessing foreign network resource by using U-Mobile token. And the cooperative
alliance concept is also proposed to provide mobile user one single bill from home
operator, no matter where and when you use the network service, such as iPass[&]. The

objective of security alliance is totally different from ours. The alliance function we
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proposed in this work, all alliance members share the authentication public key and
updated alliance key periodically. The purpose is to provide fast authentication when
handoff occur between alliance members.

To our knowledge, the problem of combining handoff and AAA was first
addressed by us and has not been addressed in the literature. In this work, we endeavor
to systematically analyze the problem and devise accurate and efficient secure and fast
AAA design, schemes and algorithms.

In this work, we propose a service architecture to provide secure and fast universal
handoff service across different service domaiﬁs. The associated protocols and security
mechanisms are also presented. The goalsof our design are a) to provide continuing
communications service to mobi__le user bé'fangiQQ to d.i'fferent service operators being
able to roam across multiple servicé domains: b) mobile users only need to carry one
single identification or service token to receive the same service on any service
networks; and c) to minimize the handoff latency in secure (AAA-enabled) roaming
service specifically to support real-time applications.

The rest of the chaper is organized as follows. In Section 3.2, we present the
AAA-enabled roaming alliance architecture and the membership management
protocol. The proposed model is aligned with IETF Mobile IP[2]Jand AAA

frameworks[11][12][14]. In Section 3.3, we describe the goals and the design of
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U-Mobile Token which is used to enable mobile users to fast securely roam across
different service domains belonging to the same AAA roaming alliance. In Section 3.4,
we present the two-stage roaming authentication procedure to achieve fast and secure
handoff. In section 3.5, we give security analysis and base on the U-Mobile Token
AAA approach to implement a FAS-URS( Fas(t) Earth) system and using the real
system to measure end-to-end delay with our approach. Finally, the conclusion is

given in Section 3.6.

3.2. Forming.an AAA-enabled
Roaming ‘Alliance

In this section, we present the afénitecture and the protocols to form an
AAA-enabled roaming alliance .to support fast and-secure universal roaming service.
An AAA-enabled roaming alliance is an association of service domains (or service
operators) that agree to cooperate with one another to expedite AAA
authentication/authorization to ensure non-interrupt service to mobile users. Each
alliance member supports the architecture as shown in Figure 1. They all support IP
technology although individual physical networks may employ different networking
technologies such as IEEE 802.11, GPRS, 3G and WiMAX. It is assumed that the
AAA and mobile IP entities operating in a service domain are pre-configured to share

administratively created security associations. Namely, HA and FA have established
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security relationships with their local AAA servers as part of the trust model in the
AAA-enabled mobile IP architecture. The AAAF will dynamically establish security
relationships with external authorities to check the credentials of mobile visitors and
their authorized service level. The establishment of security association may use
techniques such as IKE[15] and IPSec[16][17].

A roaming alliance is assumed to have a master domain, for example the creator
of the alliance. The master domain is responsible for alliance membership

management and the key management for the secure universal roaming service. -

3.2.1.Join | | *'

Member domains join the é!_lianqe by.';ﬁvita?ion _frém the master domain. The join
process consists of two phases. In phase orie, the authorities (e.g. AAA servers) of the
master domain and the invited service domain authenticate each other and agree upon
the keys to be used to protect the alliance service-related key distribution between them.
A simple three-way handshake protocol is used (as shown in Figure 10) by exchanging
the RoamAlliancelnvite(), RoamAllianceAccept() and RoamAllianceAck()
messages. Then they determine the four keys: transmit and receive pairs of the keys for
authentication and encryption between the two AAA authorities. Here we assume the

Diffie-Hellman [22] key exchange algorithm is used. If the invited domain rejects the
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invitation, it will reply a RoamAllianceReject() message to the master domain.

In phase two, master domain distributes the fast roaming authentication
package and the alliance membership package to the newly allied domain. The
former is for the new domain AAA server to distribute it to its home service users to
generate U-Mobile Token. The latter is to be used by the domain AAA server to

authenticate mobile users from the other allied service domains.

3.2.2.Leave
When wishing to leave :-the..-_allia.nce,' a member domain sends a

RoamAllianceLeave() message to the-master—domai‘h-which will confirm the request
by replying a RoamAIIlanceLeaveC!dlnflr_,gq() lessage °
AL ": v,

\J L |}

3.3. U-Mobile Token

Table 2: U-Mobile Token notation definition

Key Notation Description
Xalliance Alliance private key
Xana Alliance public key
Y alliance Private key keep by FA/HA
Y ana Public key sent by FA/HA in the route advertisement
HomeDomainKey MN’s home domain key
UsrPrivateKey MN'’s private key
AllianceSvcKey This key dynamically generated by two parties(AAA and MN),

used for fast and secure authentication
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In this section, we present the design of U-Mobile Token which is dynamically
generated by mobile service users to receive secure universal roaming service. The
U-Mobile token carry abundant information than traditional certification concept.
U-Mobile token is dynamic generated for authentication purpose to provide more strict
security protection. The benefits of the use of U-Mobile Token are two folds. First, a
MN can conveniently access the subscribed service at areas or networks not owned and
administered by its home domain. Second, the token is designed to enable rapid AAA
check especially when roaming across multiple service domains to minimize the secure
handoff latency so to avoid undesirable disrur;t-ionnto any on-going communications.

Member
domain

» MasterID, e,

w <EH Ay, (Sig)X mberID, non

)

cey,,

ber|D, NONCEW:

terlD, Mem!
D, Mes (Sig)%e)

Ccept(A‘“aﬂCG‘ Ye <E H,AU>*,

amAllianceAl v
cookiey, NONCeEs cookieg,

E

1D, MemberlD MemberPublicKeyGroup)
celD, ,

doamAlliance TXRV(Allian

Figure 10: The three-way handshake protocol in phase one member join process

3.3.1. Design Goal

A MN subscribes the universal roaming service from a home service domain. At
the subscription time, the MN will receive a fast roaming authentication package from

its home AAA for the generation and management of U-Mobile Token. Since a wireless
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network is basically an open communication channel, strong authentication of mobile
nodes is necessary. Under the AAA roaming architecture, a MN wishing to attach to a
foreign network sends a U-Mobile Token to AAAF. For AAAF, the inspection of the
U-Mobile Token should include the following three tasks:

v/ authentication of the issuing party - AAAF must check whether the received
U-Mobile Token is genuine and issued by the claimed home domain.

v/ authentication of whether the token holder is truly the claimed user so that
when AAAF issues a billing statement to the user (or user’s AAAH), user
cannot deny the use of the service;

v integrity check - The céntent-:bf;.l:.trljej_:p—Mobile Token is not modified en route.

In the meantime, the U-I\/'I(_)_bileltoke.i;:shal! also éerve the purpose of, from the

mobile node’s perspective, authentiéating the AAAF as a legitimate alliance member
to further inspect the content of the U-Mobile Token and charge the service usage at
the foreign network accordingly. These checks are necessary and important between
mutually un-trusted sender (mobile user), receiver (foreign AAA) and token issuer
(home domain and alliance master domain) in mobile-commerce for the purpose of
service charging and billing. The service record must be undeniable and of no
repudiation.

To achieve these goals, two security mechanisms are proposed: alliance key pair
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and alliance service key.
3.3.2. Alliance Key Pair

The alliance key pair consists of a public key and a private key denoted as Y ajiance
and Xaiance. FOr easy reading, we summarized all used notification in Table 1. Upon
joining the alliance, a member domain will receive a membership authentication
package from the alliance master which contains an alliance public key Y ajiiance and two
Diffie-Hellman algorithm parameters: g (a very large prime number) and o (a primitive
root of g). The alliance private key Xajiance IS held by mobile service user. When a
mobile user roams to a service domains(home 6r foreign), the AAA server and mobile
node will follow a distributed alliancé sermce key generation protocol to dynamically
generate an alliance service kéy - alsharga se_c'!ret key based on the Diffie-Hellman
algorithm for U-Mobile Token encr)}ption. '

The master domain is responsible for the generation of the alliance key pair
according to the following equation:

Y

alliance — axa”iance (1)
It is also responsible for rekeying after member join and leave. Each member AAAH
will periodically receive a new alliance key pair for each service period. Here we

define the service period as a valid time of Alliance key pair. The methods such as

periodic batch rekeying method[18] can be used for alliance key pair management.

45



3.3.3. Alliance Service Key

Each mobile service user will be given a fast roaming authentication package upon
service subscription time. The package contains an alliance private key Xajiance and the
two Diffie-Hellman algorithm parameters: g and o the same as those in the alliance
membership package. To secure the exchange of U-Mobile Token and for timeliness
control, a shared alliance service key is devised between MN and AAA server (AAAF
and AAAH). Alliance service key is dynamically generated by the two parties
according to the following distributed key generation protocol. Per universal roaming

service period, AAA server determings-a random integer Xaaa as its private key and

=
il
S

sends its public key denoted as ¥aaa mthe route advertisement message. It then
computes the alliance service key for.the current service period as follows:
K Y *wa mod g (2)

allianceSvcKey :( aIIiance)

When received the route advertisement message, a MN computes the current
alliance service key according to the following equation:

K alliancesvekey = (YAAA)Xa”iance mod q (3)

In this method, the shared alliance service key is never transported on the network for

security. The advantages include the alliance service keys are updated and generated

periodically by local AAA servers and mobile nodes (no master domain is involved);

and there is no need to store alliance service keys for a long period of time for
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timeliness to prevent replay attack. Moreover, each service domain (even individual
network segment of a service domain) may use different alliance service keys for

better security control.

3.3.4. Content Design

To achieve the goals of “fast” and “secure” roaming authentication across multiple
service domains of an alliance, the information necessary to carry in the U-Mobile
Token is designed as follows:

U-Mobile Token = (roamAlliancelD; Yaaa, homeDomainID, nounce,

{userID, serviceClass, homeDomainID,~{useriD}nomepomainkey, {S€rviceClass,

T gt
il
-

servicelLifeTime, aIIiancePri.vlateKey, at.r:l-‘i};ance.SVCIn.(.jeX}usrPrivateKey}al|ianceSchey)
The roamAlliancelD is thé idehtifier of the uhiversal roaming service alliance
with which the MN’s home domain has a membership. The public key (Yaaa) sent by
FA/HA in the route advertisement message is repeated here for timeliness control. The
homeDomainID is the identifier of the MN’s AAAH. The rest of the data is
encrypted by the alliance service key generated according to the protocol in Section
I11.C. The purposes are three-fold. First, if AAAF/AAAH can decrypt and read the
content, it simultaneously authenticates AAAF/AAAH and mobile node as a
legitimate member domain and a legitimate service user. Second, the information

encrypted in this data block is secure because non-allied members cannot read the
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content. Last, both AAAF/AAAH and MN are synchronized in terms of having the
keys of the same current alliance key pair. In the case that the AAAF’s (AAAH’s)
decryption of U-Mobile Token fails, the AAA server will forward the token to AAAH
requesting for alliance private key update. The updated information from AAAH will
be relayed back to the MN which can then re-compute shared alliance service key and
re-issue the U-Mobile Token.

In this encrypted block, it contains three sets of data (info4AAA, info4dAAAH
and info4Update) related to the service. The first three fields are for AAA server’s
authentication of the user’s access te'the seNice (referred to as info4AAAF). The
requested service class can be such ag th:egold silver and bronze as defined in the
DiffServ or detailed QoS redq_iremgnts of th? se_rvﬂ:e user. The protected home
domain id is for AAAF to forwafd the "AAA hessages. The second set of data
(referred to as info4AAAH) is intended to forward to AAAH for token holder’s
identity validation, thus encrypted by AAAH’s homeDomainKey. The third set of
data (referred to as info4Update) contains four important service parameters which are
intended to be forwarded to AAAH as well for information update. It is encrypted by
using mobile node’s private key. We assume a home AAA has access to the public
keys of its service users. The allianceSvcindex and alliancePrivateKey are the

current service period index and the key used when the U-Mobile Token was sent.
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3.4. Fast Roaming Authentication

The service provision to and security check of a mobile user under the proposed
fast and secure universal roaming service are conducted in two stages. Decrypting a
received U-Mobile Token constitutes the stage-one security check. If passed, AAA
server will temporarily grant MN the requested service to keep minimal handoff latency
to assure on-going communication sessions are not disrupted in handoff. The
temporarily time is valid till AAAF receive reply from AAAH. While the service has
started, the AAA server will continue to perform stage-two security check by sending a

service authorization request message to-MN’s-AAAH according to info4AAAAF. If the

T gt
il
1

authorization request is conf.i.rmed by AAAH the _s_érvice to MN will continue.
Otherwise, the service will be térmiﬁated imméaiatély. Figure 4 shows the time step
diagram of the proposed scheme. The timer intervals denoted as T, and Ty, refer to the
stage-one and stage-two authentication. While the former achieves faster security check,

the latter keeps up rigorous security check.
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Figure 11: The protocol of the proposed fast and secure AAA enabled

Mobile IP procedure when amobile user roams to a foreign service
domain. N

Message 1: FA sends a route advertlsaﬂent message including Y aaa.

Message 2a: MN sends a rﬁessagel inc-l-l-Jdinlgl .l\/lobil.e IP registration and U-Mobile
token which is encrypted by al.Iiance service key.

Message 2b: FA forwards U-Mobile Token and forwarded it to sends the
U-Mobile token to AAAF.

Message 3a: AAAF sends stage-one service authorization confirmation to FA to
granting mobile user temporary service access.

Message 3b: FA replies MN a temporary service authorization.

Message 3c: AAAF sends service authorization request message to AAAH.

Message 4a: FA forwards MN’s Mobile IP registration to HA.
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Message 4b: MN sends a Binding Update message to CN.

Message 5a: AAAH replies a service authorization confirmation/failure message
to AAAF.

Message 5b: Depending on the service authorization result, AAAF notifies FA to
either continue or terminate the service to the MN.

Message 5c: AAAF forwards the service authorization result including the

information update from AAAH to MN.

3.4.1. Service Data Record(SDR)

In the service authorization™ reguest message’ to. AAAH, in addition to the

e —
T

info4dAAAH and info4Update e*cerpted:fro%‘-tlhe Q-Mopile Token, AAAF also includes
its own identity and informatioh sqéh as a se;\r:v-ice. instance identifier for complete
authentication of the mobile user and authorization of the requested service. If
authorization is granted, a service authorization confirmation message is sent back to
AAAF. The AAAF will then notify its service equipment to continue the provisioning
of the service to MN. Otherwise, a service authorization failure message is returned
and the service will be terminated immediately.

The purpose of having AAAH-encrypted info4AAH and MN-encrypted
info4Update are to be used as a secure proof of the service instance by MN at AAAF’s

service domain. Because throughput the entire course of the authentication and
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authorization of universal roaming service, these data are secure. No one except the
home domain and the mobile node can produce, decrypt and modify the contents. As a
result, the authorization confirmation will be used by both AAAF and AAAH as the
service data record (SDR) for the service charging and billing of the home

domain/mobile user.

Master
Domain

Periodic Alliance Key
1 Pair Update/Distribution

Alliance Alliance Alliance
Member Member |  ........ Member
A B N
Alliance Private
Key Distribution
Service

Service Service
OTK Netwo

Figure 12: The alliance key pair update and distribution structure

3.4.2. Universal Roaming Service Management

Info4AAAAH and infor4Update are stored in the MN’s fast roaming authentication
package which were originally initialized by the home AAA server at the MN’s service
subscription time. When received a service authorization request message, AAAH will
first decrypt Info4AAAH to obtain user id and checks if MN is still a valid service user.

If so, it then uses MN’s public key to decrypt Info4Update and updates the content of
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Info4Update with the current alliance private key, the associated service period index
and the MN’s service life time and service class. Here we assume when a service user
subscribes the service, the value of ServieLifeTime is set to a very large number
(equivalent to infinite). In the case that between two service confirmation instances the
user’s service subscription has been terminated, AAAH will set the ServieLifeTime to
zero.

The updated info4Update is re-encrypted by using the MN’s public key and included
in the reply message (confirmation or failure) to return to MN. When received the
update data, if serviceLifeTime is setto zero, fhe fast roaming authentication package
of MN will destroy itself so that thel’sé}.‘lgﬂi}gé user will no longer be able to use the

service. Otherwise, the package will updaté 'the_l'(l)cal _pa'rameters accordingly.

3.4.3. Distribution of Alliance Private Key to
Mobile Nodes

Besides the above mentioned update scenario when a mobile user issues a
U-Mobile Token for service access, we still need a method to update mobile users
(possibly a very large population dispersed in a very large geographic area) the new
alliance private key periodically? The issues raised are not only scalability of user

population, also how to locate them. There are possibilities that some users may turn
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off their service equipment while the home AAA is conducting the update process.
The others may be in the middle of the AAA service. In the design of alliance key pair
management, it is important to make sure there is no blind service period during the
rekeying distribution process over a distributed environment.

The alliance key pair management is similar to group key management in terms of
sharing keys among a group of users[18][19] but with higher complexity. In the
universal roaming service model, three parties are involved: the master domain,
member domains and mobile users. Figure 12 shows the relationship between them.
The update or rekeying interval of the alliance. key-pair is a design parameter between
the key update/distribution Qverhea(-js"'.@rq:}_the degree, of forward access control
vulnerability. The forward acceé_s_ con;rol r.'éi‘ers_ tp aft_er.'a member leaves, it will not be
able to access future communicationé. Here e assume the rekeying interval is the same
as the service period.

In a distributed environment, it is very difficult to achieve exact synchronization
of information distribution. Here, three methods are taken to synchronize the alliance
key pair used by AAA server and mobile node in generating shared alliance service
key. First, when a mobile user makes a first-attempt to associate to an allied network
(either home or foreign) (e.g., power on the mobile equipment, “log-in” the service on

a laptop, etc.), it will use the local values to generate U-Mobile Token. As described in
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the stage-one authentication procedure, if the MN’s alliance private key is out of date,
AAAF will not be able to decrypt the token. Instead, it will forward the token to MN’s
AAAH for update. After receiving the updated information, MN can re-submit the
U-Mobile Token. Second, after “logging-in” the service, the MN’s fast roaming
authentication package will periodically send an alliance private key update request to
AAAH at the time interval aligned with the service period. Such update can be done
some time right before the expiration of the service period (e.g., 1/3 of service period).
Third, considering that a handoff may take place right during the period across two
service periods, we introduce the notion of vélidation window. An AAA server will
keep a window of the valid alliance keyp‘alr We assume the window size is two. An
AAAF will honor the U-Mobille_)_ Tokpn e:iié:rypt;ed b_y.'using either the current or the
previous alliance key. It is assumed'that the paick.age residing in the MN’s equipment
is secure such that the mobile user has no access to the fast roaming authentication
key, thus it cannot modify the content of the U-Mobile Token such as forging a user or

home domain ID.
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3.5. System Implementation and
Performance Evaluation

3.5.1. System Implementation

For our research work, we had implemented this system named as
FAS-URS( Fas(t) Earth). We use the x86 based personal computer with Linux 2.4.7 as
our development platform. Based on this hardware we installed the HIMPv6[23] to
support MIPv6 and Usagi[24] Project package as development tool. In the implement
process, we modified Usagi package to implement “Mobile IPv6 Fast and Secure AAA
roaming” on linux kernel.

In figure 6, Mobile 1Pv6 FASURSsyStem WhiCH include three different service
domain and one mobile user(M'N_). The usé"r:’s ho:me domain is Domain_NTU and may
roam to foreign domains which are Domain'_WIFLY and Domain_McDonald. . We use
rdtsc(Read Time-Stamp Counter) which is the function provided by Pentium CPU to

precisely measure Hand-off latency.
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The system overhead whlch Jni: r to Mﬁ system is the local AAA message
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exchange. In Fig. 11., Ti represent rﬁessragé i transmission latency. We have two steps
process to finish AAA process. T1~T3 is the first step of AAA process and T4~T5 is
the second step of AAA process.
Conventional mobile IP without AAA process, the hand-off latency time will be
T1+ T4a+T5a+T5b+T5¢C (4)
Our approach with secure and fast AAA hand-off process, the hand-off latency
time will be

T1+T2a+T2b+T3a+T3b+T4a+T5a+T5b+T5¢C (5)
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Since (5) — (4 ) the extra incurring latency will be
AAA Overhead = T2a + T2b +T3a+T3b (6)

In (6), T2ais the time which mobile user sends U-Mobile Token out to FA. T2b is
the time which FA retransmits U-Mobile Token to AAAF. T3a is the time which AAAF
decrypt U-Mobile Token and authenticate mobile user, after AAAF authenticated
process  replying temporary confirmation message (Temp OK) to FA. T3b is the
time which FA retransmits confirmation message(Temp OK) to mobile user. In general
network setting, mobile user, wireless AP.and AAAF will be covered in the same
geographic area and belong to the same Wirele§s ISP. The data packet exchange latency
between these entities is possible contr:olled in bounded range. AAAF decrypt
U-Mobile Token overhead is IiQ_ht, silnce may us‘:e sir_n[.)'le 3DES is secure enough. We
use rdtsc (read time-stamp counter) function provided by Pentium CPU, to measure the
hand-off latency in mini seconds granularity. After many times measuring, the average
hand-off latency is 23.1978 ms and it is leverage in VoIP service to get higher MoS
(mean of score) value.

IETF define the Inter-Domain AAA roaming service, mobile user cross network
domain need to be authenticated by AAAH. In Hess’s technical report[25] show that
the roaming latency is dominated by packet transmitting between AAAH and AAAF.

From their research results, the cross domain hand-off latency is about 52.511 ms, It’s
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ten times the local intra-domain hand-off latency. With our approach, we can

minimize hand-off latency to provide better qualitative hand-off service.

3.5.2. Security Analysis

Wireless security faces a number of threats. The major aspects of security are
authentication, cryptography and attack-in-the-middle[26][27]. Addressing to the
authentication problem, we use the PKI(public-key-infrastructure) to derive the
allianceSvcKey key to authenticate the _mobile user belong to the alliance. In the
process of creating allianceSveKey, which neéd to exchange local AAA and alliance
public key first, in this pr_ocedure-;'ﬂig;yﬁ_}obile user and operator had mutual
authentication each other. The'a}llianpeSv.ékey '!<ey _is.'used to encrypt the U-Mobile
token and keep token privacy. Becéuse of this session key is generated locally and
will dynamically updated due to alliance public key(Yaniance) periodically renewed by
Alliance master domain. By this way, we also avoid the man-in-the-middle attack;
because of man-in-the-middle attack can only be successful when the attacker can
impersonate each endpoint to the satisfaction of the other. In the fast authentication
scenario we design here, there is no way to have fake user or operator within the

authentication process. We also include nonce in the token to prevent replay attack.
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3.6. Summary of This Work

In this work, we first propose a service model called universal roaming service in
which mobile users belonging to different service operators can fast and securely access
needed resources provided by foreign service domains as they move without being
constrained to a single spot or being forced to disconnect because his/her service
provider does not have entire coverage of the city/region. Due to this situation, there are
two issues need to be taken care. First, AAA issues are not only to deal with single
sign-on to pass user authentication. Second, we need to shorten the authentication
process time. In this Chapter, we address thesé two important issues and then propose
the architecture and the protocols to f-o'r'h.i.Ll.:_g__“n'}_AAA-enabled roaming alliance to allow
different service operators tb__ coqperafé Wit:h one, another to expedite AAA
authentication/authorization to ensUre non-interrupt service to mobile users. The
supporting security protocols and algorithms including the generation and management
of the alliance key pair and the alliance service key for U-Mobile Token are described.
Our design of U-Mobile Token successfully achieves the authentication of the issuing
party and the holder as well as the integrity of U-Mobile Token by AAA servers
(AAAF and AAAH), and the authentication of AAA server as a legitimate service
authority by mobile node. The schemes support undeniable and of no repudiation

service data records for service charging and billing. This is necessary and important
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between mutually un-trusted mobile user, foreign AAA and token issuer (home
domain and alliance master domain) in mobile-commerce. Moreover, the U-Mobile
Token is so designed to facilitate two-stage security check for not only rapid service
provision to mobile user with minimal handoff latency, also with strong, rigorous
service authentication and authorization.

Our design of the fast and secure universal roaming capability to mobile users
which we believe is an essential feature both to provide users good service usage
experience and to make the service successfully. This is fundamental and key to the
success of mobile business and mobile commefce.-

Base on the design, we implemeﬁt FASURS( Fas(t) Earth) system to demonstrate the
efficiency of roaming within 'd__iffergnt WISP '!Peoplé can get good experience in

wireless service.
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4. Cooperative User-decided
Service Model

Employing multiple radio access technologies such as WiMAX, HSDPA and
Wi-Fi in a mobile network to provide users with more cost-effective communication
services has long been a vision of many service network providers. In this chaper, we
propose a novel user-decided service model for a cooperative wireless network in
which the radio resources of multiple wireless networks are collectively managed.
Under the model, users are provided. with.smultiple service options with different

levels of service quality and charges~It is up, to users to choose the most suitable

T
T

service option (and access hetwork) based on their.personal preference and the
amount of money they are Wili.ing. 'to pay. We: usé a video streaming service in a
WiIMAX/HSDPA network as an example to illustrate the key concepts and resource
management of our approach. The results of simulation show that, under the model,
the service network can accommodate more users and provide higher user satisfaction
than the traditional network-decided service model. It can also achieve higher
resource utilization and revenues. This demonstrates the importance of defining the
concept of user-decided service model in a cooperative heterogeneous networking

environment.
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4.1. Problem Definition

It has long been a vision of broadband wireless network operators around the
world to evolve their mobile networks to support multiple access technologies, such as
WiIMAX, HSDPA (High Speed Data Packet Access) and Wi-Fi. The goal is to take
advantage of these powerful wireless technologies to provide users with convenient,
pervasive and cost-effective communication services. This raises two issues. First, for
service network providers, it is important that the multiple radio access technologies be
collectively managed in terms of service provision. Second, there is some debate about
whether the decision regarding which.acCess nétwork to choose would be best made by
the network or whether it should be theusers choice. In the past, the service decision
model was simple: user might 's_l_meilt his.]-‘ﬁ.er QpS r_edUirement, and it was up to the
network to make the final decision'based on its.evaluation of the state of the network
and resource usage. Usually the decision would be the one that best suited the service
network provider’s business goal.

In this work, we propose a novel user-decided service model for cooperative
wireless networks in which multiple radio access technologies are employed and the
radio resources are collectively managed. Under the model, when a new user submits
his/her service request or the current level of service quality can no longer be sustained,

the service network provider examines the resources of the individual networks,
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computes all possible service options, and sends the options to the user for him/her to
make a choice. Each service option is described by the QoS parameters of the service
application that the user requests after careful evaluation of the feasibility of using the
network resources to provide the requested option and calculation of the corresponding
service charge. The user then makes the final decision based on the promised service
quality level and the charge information. The goal is to let service network provider
conduct the resource feasibility evaluation based on the state of the cooperative
network and provide the information to the user. The final decision is made by the user,
as indicated by the name of the model:

The user-decided service model 6ffé§}§éveral benefits. First, the service network
provider can ensure higher 'u__ser Isatisf;ctio_ri! Wheﬁ provisioning services in a
multi-networking technology serviée envifonment. This is because users can make
service selections according to their preferences as well as their concerns about quality
of service and acceptable prices rather than the service provider network making the
decision for them. Second, each radio technology has different transmission
characteristics in terms of network capacity scale and service rate plan. The results of
simulation show that, by considering users’ preferences, a cooperative network has the
flexibility to accommodate more users and achieve higher resource utilization and

revenue.
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In this work, we use a real H.264 video streaming service in a WiMAX/HSDPA
network to demonstrate the feasibility of the proposed service model. We also explain
how to relate application QoS requirement to the resources needed in each individual
network.

The remainder of the work is organized as follows. In Section 4.2, we detail the service
quality specification of the H.264 video streaming service. In Section 4.3, we present an
overview of the network resource requirements in WiMAX and HSDPA in terms of the
transmission bit rate based on the H.264 quality level and the user station’s channel
condition. Our subjective is to. show hew to Iink the-application-level QoS requirements
to the lower-layer resource manageme'rit.;.ifgr_érder to lsupport the user-decided service
model. In Section 4.4, we desér__ibe three .'i-"r:npor':tant _eléments in user-decided service
model: service charge, evaluation of'user satisfaction and channel access scheduling to
guarantee application’s QoS requirements. In Section 4.5, we present the simulation
results of the number of users admitted, network resource utilization, user satisfaction
and the revenue using the proposed user-decided service model, and its comparison
with traditional network-decided service model. Then, in Section 4.6, we summarize

our conclusions.

4.2. Application Service: Video
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Streaming

We take video streaming as an example of an application service to illustrate the
proposed user-decided service model. H.264 is chosen as the codec technology for the
service. It employs layered coding and can support robust delivery of a broad range of
applications in a wide variety of networks and channel-type environments, ranging
from very low bit rate, low frame rate, and low resolution for mobile devices to high bit

rate and high resolution HDTV.

Table 3: Different video quality levels of H.264

Video Quality
Max/Minbit rate (fma/Tmin)

Level number

2 . . _ 2048/768kbit/s

13 S5 || Tesksdkbitis

1.2 . A1 Ssanspusivs

1.1 ¥ ! | 1.71921128Kbit/s

1b : . M 128/64kbit/s

1 <=64kbit/s~

To enable multi-vendor end devices to successfully interwork with each other, all
H.264 encoders and decoders (software and hardware) must conform to the standard
specification. H.264 defines the profiles and levels to achieve such conformance and
interoperability. A profile specifies a particular set of coding function requirements for
an encoder and decoder. For example, the Baseline Profile supports intra and

inter-coding (using I- and P-slices) and is suitable for applications like video
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telephony. The Main Profile supports interlaced video and inter-coding using B-slices
and is suitable for applications like television broadcasting. Additionally, the
Extended Profile specifies modes for efficient switching between coded bit streams
and improving error resilience. It is useful for streaming media applications. A level is
defined to place limits on the parameters, such as the sample processing rate, picture
size and coded bit rate of user devices. The first two parameters are related to the
performance of user devices, and the third specifies the network QoS requirements.
Sixteen levels from 1 to 5.1 have been defined in H.264/AVC [33] with the maximum
bit rate ranging from 64kbps to 240Mbp§. For the current 3G and WIMAX
networking environments, six level numbersare considered here as listed in TABLE 3.

A H.264 video streaming service.reguest must specify.the requested level number.

4.3. Network Resource-Application
View

We now present the network resources in the term of the QoS parameters defined for

each network type from an application (or service) viewpoint, i.e., the Network

Resource-Application view. These are the resources that a WISP can leverage to

provide users the possible service options.
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4.3.1. WiMAX Resource Management: OFDMA

Symbol Scheduling

Here, we consider a WiMAX network based on the IEEE 802.16-e 2005 standards. It
provides mobile broadband wireless services with the geographical coverage scale of a
metropolitan area. In WiMAX, the physical layer technology is based on Orthogonal
Frequency Division Multiple Access (OFDMA) [34]. In the MAC layer, WiMAX
frames are constructed in two dimensions: subchannels in the frequency domain and
OFDMA symbols (or time slots) in the time domain. User data are carried in areas
called bursts, each consisting of Ja_group of. subchannels and associated OFDMA
symbols (see Fig. 14). Data carried mthesame burstiare coded using the same coding

and modulation, randomization, FEC coding and bit interleaving techniques.

OFDMA Symbol Number (time)
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Figure 14: The WiMAX frame structure

In WIMAX, the radio transmission quality is measured by CINR (Carrier to
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Interference plus noise ratio). The better the channel quality, the larger the amount of
data that can be transmitted using a higher modulation method (e.g., 64QAM (3/4)),
and the smaller the number of OFDMA symbols with more data bytes per symbol.
Seven modulation options are specified in the standard, as shown in TABLE 4. Each
mode carries a different amount of data per time slot and requires a different maximum
number of concatenated time slots to carry a certain amount of data.

A H.264 video streaming service request specifies its video level number requirement
| to the WiMAX network. According to the transmission rate range of the desired video
quality level number and the channel condi-tion. of ‘the user’s mobile station, the

#

WiMAX network resource ma_nagemer;it'"s;y;o;_t_é_m iexamines the state of the network and
-..ﬂ:.. N

computes the set of feasible transmissio'h' modes fof user’s selection. Each mode

specifies the bandwidth allocation, service fee anddiscount rate.

Table 4: The modes of channel coding and modulation in WiMAX

Max number of
Mode (k) Modulation Useful data per slot (By) Max data payload
concatenated slots
0 QPSK(1/2) 6 bytes 6 36 bytes
1 QPSK(2/3) 9 bytes 4 36 bytes
2 16QAM(1/2) 12 bytes 3 36 bytes
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3 16QAM(3/4) 18 bytes 2 36 bytes

4 64QAM(1/2) 18 bytes 2 36 bytes
5 64QAM(2/3) 24 bytes 1 24 bytes
6 64QAM(3/4) 27 bytes 1 27 bytes

For a service instance i, given the required service level number and its channel
condition, we have the bandwidth r (bps) allocated for mode k as follows:
ri(\NiMAX,k):kai(fjxmj)xF )
=
where By is the useful data per slotl of mode k; b; is the number of bursts allocated to
instance i; f; and m; are the number /of subchanr-lels--and the symbols allocated to a burst
j; and F is the number of frames per seé&é__&j.-jh'éddition,
rt 's._r!(\Ni;I\{.IAX{,%() s,—; .. > ©
Variables f , mand b are pérarﬁetérs controlled by the WIMAX resource
manager. The information about which coding and modulation methods to use on
allocated bursts is carried in UL-MAP (UpLink) and DL-MAP (DownLink) of each

frame to the mobile stations (MS). Each MS will follow the information for its data

receiving and sending.

4.3.2.Resource Management in HSDPA

There are two types of downlink transport channels for data transmission in
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HSDPA: the downlink Dedicated Channel (DCH) which is a resource reserved for each
service user; and the High Speed Downlink Shared Channel (HS-DSCH), which is a
common channel shared between users in a cell [35]. Hence, a user may be allocated
resources in both types of channel. When a channel is assigned, it is configured with a
spreading code; and each spreading code is associated with a spreading factor (SF). The
SF allocation is based on the Orthogonal Variable Spreading Factor (OVSF) code tree.
The value of SF determines the bit rate of a channel.

The OVSF code tree is a binary tree, as depicted in Fig. 15. The HSDPA downlink
resource manager uses it for resource aIIocatioB. The SF value of a node depends on its
position in the tree. For the downlink tr-ah'%fgji‘_s?_sion, the value of SF ranges from 4 to 512.
To ensure orthogonality, when é__codg IS aé-‘é:igne('!j t0.a ﬁode, its parent and child nodes
are blocked from use. This ensures that all assigned spreading codes can be used at the

same time.
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Figure 15: The spreading factor allocation in the OVSF code tree
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The current HSDPA standard sets-"ﬂtt;ﬁﬁ'Eﬁvlalue of HS-DSCH, denoted by ™, to
| == |
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: I M |l W«
| | .II ¥ .
16. The value of SF, denoted by 3rf’°:h, [of a DCH; |ls set.by the system. Once determined,

all DCH channels will have the sarr;e'SFx '\'/al‘ue Which does not vary from frame to frame.
Moreover, it is up to the network resource manager to decide the numbers of channels
reserved for HS-DSCH and DCH. The standard sets a maximum number of spreading
codes for HS-DSCH, h™. to 15. Let the number of channels assigned to HS-DSCH
and DCH be denoted by h™®and h®", respectively. We calculate the total number of

DCH channels as follows:

hdeh — i 16— pyhsd ) (9)

hsd
7[5

Let C"PPA denote the capacity of a HSDPA downlink channel. The bit rates of a
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HS-DSCH and a DCH channel, denoted by r*" and r™? | as follows:

C HSDPA

and o _ C HsDPA (10)

- ﬂ_dch

hsd
rs

T hsd

The individual total capacities of the HS-DSCH and DCH channels are as follows:

C HSDPA C HSDPA

chsd _ _ hed and clen _ _ hydeh (11)
7

In HSDPA, each service request is allocated one DCH channel and zero or more
HS-DSCH channels based on the bandwidth requirement of the requested service level
number, i.e.,

r,(HSDPA,K) = r*" +n™ (12)
where n; is the number of HS-DSCH channels.allocated to the service instance i. This

variable is controlled by the HSDPA re’ébiigg_é’ manager such that

r < (HSDPAK) <FL || ? (13)

4.4. The User—Decided Service
Model

The concept behind the user-decided service model is that the service provider
network evaluates all possible service options based on the state of the cooperative
network it manages and provides the information together with the service rates to the
users. A user then chooses the service level and network that best suits his/her needs
and the amount of service charges he/she can accept. The model considers the quality of

service that the user requests, and allows him/her to consider the service charges when
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selecting a service.

4.4.1. Service Charge

Table 5: The service rates for the levels of H.264 video streaming service

H.264 level number WiMAX service fee HSDPA service fee
2 80 100
1.3 64 80
12 52 65
11 48 60
1b 44 55
1 40 50

Each service option provided is described by two elements, the QoS level (e.g., the
H.264 level number 1) and service rate (and in which network type). TABLE 5 shows
the service rates for the six quglity I_(_a_vels o._f-l-L"264 video streaming service in the
WiIMAX and HSDPA networks. We havesié’tthe service rates in WiMAX cheaper than
those in HSDPA based on the A-DSI__:- rate ;Iané .’o_f NT.T [36] and CHT [37]. Because
no WIMAX service is currently provi.sio.ned, we consider that similar to ADSL
WIMAX technology is aimed for the last mile broadband access service solution. We
compare the existing service rates of ADSL and 3G and therefore set the WIMAX

service rates to 80% of those of HSDPA.

4.4.2. User Satisfaction

To evaluate user satisfaction under the proposed user-decided service model, a
user satisfaction function is designed to measure whether the collectivities of the
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service meet user’s goals [38][39]. A general approach to construct user satisfaction
function is to collect real user feedback data and then perform positive correlation of the
data to define the function with multiple dimensions; each may be assigned with a
different weight [40]. Here, we consider two dimensions in defining the user
satisfaction function: the user-perceived QoS and the service charge.

Wireless networks are constructed following the open system interconnection
(OSI) layered structure where each layer performs a distinct role and has the potential to
impact upon the performance of the layers above it. At the application layer, a
user-perceived QoS may be poor duerto netWork congestion and packet loss in the
network layer. In turn, it may be re-zsh.:t:fqu:}_from improper bandwidth sharing and
allocation at the MAC layer. 'I\_/leanrime,jéach '!Iaye_r .'protocol defines its own QoS
parameters and may use different méthods for resource management. Taking all layers
of QoS parameters in the modeling of user-perceived QoS is too complex and not
realistic. In this work, we consider the actual bit rate received in delivering the contents
is the most important QoS parameter that affects the viewing experience of video
streaming service to the users. Hence, it is used to measure user-perceived QoS.

In [41], a subjective survey of user-perceived QoS for data application in wireless
networks was conducted. They showed that user-perceived QoS usually increases with

the allocated transmission bit rate, but the increase grows slower as the rate rises
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beyond a certain value. Based on it, the following function is adopted to approximate
the user perceived QoS [42]:
f(x)=1-e” (14)

where x is the actual bit rate received and R is the maximum bit rate of the highest QoS
service level of the service. The function describes the relative satisfaction from the
marginal use of the service. It follows the "Law of Diminishing Marginal Utility".
Namely, the marginal utility to a user’s satisfaction of receiving the bit rate from 0 kbps
to 64kbps is much greater than that of receiving the bit rate from 128kbps to 192kbps.
In this case, the total utility will increase fast in.itially then grows slower as the quantity
of service consumed increases. ;;

It has been shown that real;l_ife egonofi-‘i:ic act!iviti_eﬁ stich as communication service
rates are all under the law of diminiéhing rmarginal utility. The price compensation of

sacrificed quality is a kind of utility in economics[43]. Accordingly, we define the

service charge utility function as follows:

’(l*y/ Aj,max)

g(y) =1-e" P’ him (15)

where y is the service charge paid for the service, and Ajmax and A;jmin are the maximum
and minimum service rates specified for the service for network type j on which the
service is carried, respectively. (1-y/Ajmax) represents the actual charge reimbursement

of the sacrificed service bit rate. We define the user satisfaction function as
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S(x,y)=1()+9(y) (16)

4.4.3.Scheduling with WF*Q-M

Under the proposed service model, it is important that the service quality level
specified in each service option submitted to the users once being chosen, the
availability of the corresponding resources necessary is guaranteed. To meet the goal,
we use the WF?Q-M scheduling algorithm - a weighted fair service discipline which
provides both the upper and lower bounds of transmission rate guarantees [44] to assure
the transmission bit rate range of all H.264 service levels are enforced.

A WF?Q-M scheduler is devised”at the.MAC layer in each WIMAX BS and
HSDPA NodeB for outgoing .packé;".z;cg?_'rinel acce;s scheduling. Packets of all
downstream video streaming sés__siong are %Fans_rr':litted ﬁnder the WF?Q-M scheduler’s
control to assure each session is guafanteed'with aminimum service rate and subject to
a maximum rate constraint according to the bit rate range of the service level of each

session. In the scheduler, weight ¢ is allocated to session i of service level | in

network type k as follows:

Here, C* is the link capacity of network type k. If some other sessions do not require

service, the surplus capacity is redistributed among the other backlogged sessions in

proportion to their respective weights subject to the maximum rate constraint.
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Therefore, the actual amount of service received by a session is guaranteed to receive

more than the minimum guaranteed amount but no more than the amount specified in

I
I"max.

4.5. Performance Evaluation

In this section, we compare the number of users that can be accommodated to the
cooperative network, the network resource utilization, user satisfaction and service
revenue under the proposed user-decided service model with those in network-decided
service model via simulation. The parameter -setti.ngs in the simulation are shown in
Table 6. The quality levels and slervicé{fé:t:tn;gﬁ_:é'séd are in Table 3 and 5. Three types of
users are considered here: uhi'gh_, Hepetiiom a#nd ,L“ow Eaﬁh type of users has different
preferences for service quality and sérviée rate. \e assume Uhigh, Hmedium aNd Liow USErS

only accept level numbers 2 and 1.3, 1.1 and 1.2, and 1 and 1b, respectively. In the

experiments, each user type randomly selects one quality level in the service request.

Table 6: The network parameters setting in simulations

WIMAX HSDPA
Frame per second:100 SF of DCH:128
System Configuration
Slot per frame: 40 SF of HS-DSCH:16
Capacity 20 Mbps 14.4 Mbps

78



The arrival of user request is modeled as a Poisson process with average arrival
rate A=0.2 with equal probability of each type of users. In the network-decided service
model, the first-fit policy is used — users specify no personal preference of the quality
level in the service request. The service provider network checks the quality level
starting from the highest level and finds the first best quality level available according
to the resource state in the WiMAX/HSDPA network, and assigns it to the request. If
there is a tie of available service level, the WiMAX network is chosen because it offers

lower service rate.

4.5.1. Number of Users:-; '-

| S
Table 7: Number of users admitted and network utilization

Number of Users Agmitted 1 4 Resource Utilization
WIMAX | HSDPA | Total | . WiMAX HSDPA Total
User-decided 33 16 49 85% 85% 85%
Network-decided 8 8 16 80% 71% 76%

Table 8 : The service level distribution in user-decided and network-decided model

Level number . User-decided - Network-decided
WiMAX HSDPA WIMAX HSDPA
2 15% 14% 100% 63%
1.3 16% 16% 0% 0%
1.2 17% 17% 0% 0%
1.1 18% 18% 0% 0%
1b 17% 18% 0% 0%
1 17% 17% 0% 37%

In TABLE 7, we compare the number of users that are admitted to the network
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under the user-decided service model with that in the network-decided service model.
One can see that under the user-decided service model, the network can accommodate
three times the number of users than that using the network-decided service model.
From TABLE 8, it is clear view to show the service level distribution in these two
service model. The different service level achieve to uniform distribute in
user-decided model, compare to network-decided the service level densely locate in
high service level. This is because under the user-decided service model, the network
has the flexibility to accommodate more varieties of users with different preferences
for service quality and service charge«in addiﬁon,- the network under the user-decided

service model achieves higher resource Utitization ratio.,
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4.5.2. User Satisfaction
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* Figure 16: User satisfaction °
In Fig. 16, we compare the.user 'satiéfactildn of each user admitted according to

equation (16) for the user-decided and network-decided service models. First, one can
see that all the users admitted under the user-decided service model have higher degree
of user satisfaction than those under the network-decided model. Meanwhile, the

user-decided service model is able to admit more number of users.

4.5.3. Service Revenue

TABLE 9 shows the revenues received by the service provider network using the

user-decided and network-decided service models. The revenue of the user-decided
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service model is about twice of that of the network-decided service model. This is

mainly due to that the user-decided service model can accommodate more number of

users to the cooperative network.

Table 9: Service revenue for network service provider

Service Revenue

WIMAX HSDPA Total
User-decided 1760 1030 2790
Network-decided 640 800 1440

4.6. Summary of This-Work

In this work, we propose a novél,u:_s,er-’de(:ided service model for a cooperative

T

i B

heterogeneous network environment. Undgr the. model; the service provider network
evaluates the state of the network 'Iand' computéé all possible service options. The
information is then provided to the users so that they can make the final service
selection according to their preferences for service quality and service charges. The
rationale behind the model is that a) service provider network has complete knowledge
of the network state in each network; and b) the importance of the concept of
user-oriented service provisioning. We take the H.264 video streaming service and the
WiIMAX/HSDPA network to demonstrate how the service provider network can

evaluate the feasibility of service options to support the model, as well as how to link
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the application’s quality level requirement to the low-layer resource management.

The simulation results show that, under the proposed model, the service network
can accommodate more users, generate higher user satisfaction, and achieve higher
resource utilization and revenues, compared to the network-decided service model.

The user-decided service model enables network operators to provide more
flexible and efficient service to users and improve resource utilization in a cooperative
network. It effectively adapts user service requests by letting users make the choices
based on the possible feasible service options provided by the network to the real-time
condition of the environment. This demonstratés-the importance of defining the concept

of user-decided service model in & coop'e'i"c'tr_qu_é héterogeneous networking environment.

-~
i1
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5.Vertical Handoff In
WIMAX/HSDPA Interworking
Network

Nowadays, the wireless communications have focused on user centricity and
personalization. Multiple networks have been overlaid to provide supplemented
connectivity to a user. Competitve options in the current communication technologies
need to be carefully studied for designing an interworking solution. A lot of works are
done on interworking of UMSS(Universal Mobile Telecommunications System) with
Wi-Fi. With more recent technologi.es __Iike_ WIMAX: in the market; which offers
wireless broandand access with mobility support (IEEE .802.16e), and can be deployed
for a wider coverage; we can inte'.rwolr'k it with UMSS for enhancing its performance. In
this Chapter, we propose a interworking architecture of WiMAX with HSDPA. In the
WiMAX/HSDPA interworking model we design a component named VHOM(vertical
handoff manager) which locate between these two networks, The goal of VHOM is to

design an operation model to enable QoS guaranteed and seamless switchover service

from one network to another in heterogeneous wireless network.

5.1. Problem Definition

Based on the proposed user-decided service model, users are given the options of
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choosing service level he/she is willing to pay and take. The service level is described
in terms of application service quality requirements and service price. Because of
vertical handoff is one of the important roaming scenarios under such a service model.
It is necessary to investigate the technical feasibility of performing service level QoS
guaranteed vertical handoff between heterogeneous networks. The goal of this work
describes how to design an operation model to enable effective and seamless
switching from one network to another. As following heterogenous network in the
Chapter 4, we take the HSDPA and WiMAX as example in this work. There are three
significant issues we consider invertical hahdoff between heterogenous networks,
separately is total handoff latency, connectlon packet loss, and QoS support (service
level guarantee). As our knowlle_:_dge,l we ;Fe the: first.one to consider all these three
issues in vertical handoff scenario.

In order to achieve seamless and QoS guaranteed vertical handoff between
WIMAX and HSDPA, we propose an interworking architecture, which prove

technically feasible solution for these two networks.

5.2. WIMAX/HSDPA Interworking
Architecture

We based on 3GPP[5] loosely coupled approach to derive the WIMAX/HSDPA

interworking architecture as shown in Fig. 17. The reasons why do we take loosely
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coupled approach? We have the followint two considerations which are scalability and
complexity. In scalability consideration, the HSDPA and WiMAX have similar
network capacity, the traffic will be aggregated in one of individual networks in
tightly coupled approach, For example, if all traffics are through HSDPA core network,
this will affect the original traffic planning of HSDPA. We take the advantage of
traffic load sharing of loosely coupled approach in our work. The traffic will be routed
through the original core network; this approach can keep the important scalability
issue of two heterogeneous networks interworking together. Secondly in complexity
consideration, the new entities (RNC emulétor-and SGSN emulator) required by
WiIMAX/HSDPA interworking result-:ih.;.ﬁ_p_(':ionsiderabl_e increase in implementation
complexity. The loosely coupléq applroac.f;':is r_ri:uch_si.r'npler and feasible compare to
tightly coupled approach. In this Iooéely coupléed scenario, no additional component is
needed to be modified, i.e., we don’t need to modify the current technology and
deployment. The only drawback of loosely coupled architecture is long latency, this is
because handoff will cross different routing domain, care-off address is provided by
FA of target network and routing information should be updated in HA.

In order to deal with the long handoff latency issue, we design a VHOM(vertical
handoff manager) to avoid latency, the details are given in next section.

Based on the above disscuation, we assume WiMAX and HSDPA belong to two
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different operators, each operator own its AAA system and the mobile user belong to
either one can switch over to another networks. The home network is responsible for
access control and own its HA to handle the mobile IP process. Charging record can be
generated in the visited and/or the home 3GPP network. Some assumptions in this work
are listed below.

(1). A user has a dual mode device. In other words, a device has two radio access

interfaces.

(2). These two networks (WiMAX and HSDPA) have a roaming agreement, we
called cooperative networks.as describe in Chapter 4.

(3) Two networks are peer netwo-rk's.;.grq}g?_operate individually. That is to say, there
is a individual HSS/AA_A seltup ir:i-:'zeach'!netv_vo.r'k.

(4). There are a handoff managér which funetion is to provide the information of
target network through current serving network, to help UE temporally
simultaneous enable two network inferfaces, this will perform soft handoff,
so the services, transactions and IP connections will not break during the
handoff between these two networks.

(5) Because we take loosely-coupled approach, the individual network traffic
to/from a network will handle by the network itself without involving the

other networks.
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Figure 17: WiMAX/HSDPA interworking architecture

5.3. Vertical Hand.oﬁ I\/_Ianager

Y | i’iz |

For fulfilling the seamtess vertlrF I handoﬁ r'e”qm'rement the component named
Vertical Handoff Manager (VHOM_) |s 'cr.e:-alted. and located between these two
networks, ref. Fig. 17. Because of these two networks are assumes to construct and
operate independently, but wish to offer roaming services to their customer. The
VHOM is designed for this purpose as the cooperative meant. The VHOM relays
control signals and routes data packets between these two networks.

To accelerate the VHO procedure, HOM performs the following important tasks:
Separately they are querying resource of candidate networks, choosing target

network, pre-authentication (AAA) and pre-registration (MIP), provides service
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options to UE, target network resource allocation, inform HA to do packet buffering
and Data Packet Redirection.
In this thesis, introduce two handoff directions for scenario description in Section

5.3.1and 5.3.2.

5.3.1. From HSDPA to WIMAX

As the Fig.18, 19 decipt, we broke the whole scenario into 25 steps, the details as
the folloing descritions. One thing needs to be noticed here, when UE want to attach a
WIMAX network, in the regular situation, UE need to contend with other UEs to

grand the transmission time'slot for sending rangingirequest, if in this short instance

e
il
T

there is more than one UE réquesting td}_éttléch this \_NiMAX network. In our case,
before UE switch to WIMAX ﬁetwérk as taréét--nétwork, VHOM already had sent
information of UE to WiMAX, the target WIMAX network can pre-allocated time slot
fot rhe coming UE, so called this as fast ranging in IEEE 802.16e standard.

In step 3 and 6, VHOM get the UE request and help UE to find a qualified
candidate networks. After step 6, UE select option of target network and send back to
VHOM. In setp 9, VHOM help UE to do pre-authentication and pre-authorization.in
target network In step 11, the target network perform resource reservation. In step 15,
VHOM order HA to temporarly buffer data packet of UE till step 24. In step 19,

VHOM inform UE to enable the target network interface, at this moment After MIP
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registration finished in step 24, In setp 26, the original network resource can be

released.

HSDPA . WIiMAX1 WiIMAX2
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,,,,,,,, >
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P —

PSR 2. HO_|Inititate.Response
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[ U P
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5. HO_Query Resource.Response
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@
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D E  E s o
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1
- =
I ¥ &,
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18. Enable WIMAX interface P
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________ >y
22. HO_MobilgIP_Registration.Response|
< .........................
"""""""""" 23. HO_MobilelP_Registration.Complete
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@
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Figure 19: From HSDPA to WiMAX (2/2)
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5.3.2. From WIMAX to HSDPA

Ref. Fig. 20 and 21, it is the reverse direction of section 5.3.1, similar to the same
procedure as from HSDPA to WIMAX, only one different step is when perform
HSDPA network entry, there is PDP(Packet Data Protocol) exchange between UE and
Node B. The PDP context offers a packet data connection over which the UE and the
network can exchange IP packets. Usage of these packet data connections is restricted

to specific services. These services can-be accessed via so-called access points.

WIMAX HSDPA1 HSDPA2
UE BS/ASN GW AAAIFA  HA(WIMAX) VHOM  HSS/AAA HA(HSDPA) GGSN/FA (NodeB+SGSN) (NodeB+SGSN) UE
T g P >
1. HO_Inititate.Request 1. HO |Inititate. Request
PERDE
-------- 2. HO |Inititate.Response
2. HO_ Inititate.Résponse 3. Find out the candidate network
4. HQ_Query_Resource.Request
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, N
4. HO_Query_Resource.Request]
PSRRI e IR FE
5. HQ_Query_Resource.Response
€ el
5. HOQ_Query_Resource.Response
o
6. Choose the target network
P SSURRPRURPR ISSSPRPRRPNY PPN ipepepepepepepepey
7. HO_HSDPA_OptionL.ist.Indication
7777777777777777777777777777777777777 > Py
8. HO_HSDPA_Option| Seleted. Confjrm 9. Pre-Authentication and Pre-Authorization ‘
________ > g g g g g g g
10. HO_Resource_Allocation.Request
’ 11. Resource Allocation ‘
A PP bt
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Figure 20 : From WiMAX to HSDPA (1/2)
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Figure 21 : From V-ViMA_'-).(_ to HSDPA (212)
5.4. Performance Evaluation

In this section, we compare'the ?sérvi@é c(pr?\tinuity probability to the cooperative

heterogeneous network in handbﬂ‘ .-Ila'te_ncy, pééket loss, user satisfaction and QoS
disrupt probability under the proposed VHOM assisted vertical handoff in
user-decided service model with those in network-decided service of MIP based
vertical handoff model via simulation. The parameters settings in the simulation are
the same as section 4.5 and shown in Table 6. The quality levels and service rates used
are in Table 3 and 5. In our simulation environment, there are two HSDPA radio
access networks and two WiMAX radio access networks, as depicted in the Fig. 20.

There are two handoff directions, the first is the UE switches from HSDPA to

WIMAX, for example, UE moves from A to B, and there are two candidate WiMAX
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networks (WiMAX1 and WiMAX?2) can be chosen. The second is UE switches from
WiIMAX to HSDPA, for example, UE moves from C to D, and there are two candidate
HSDPA networks (HSDPA1 and HSDPA2). We assume that the UES” QoS level in
original networks is uniform distribution ( level 1, 1b, ..., 2). We continually increase
VHO request till system saturation to calculate the QoS continuity probability in both
network-decided MIP handoff and our proposed user-decided with VHOM approach.

In MIP handoff, the vertical handoff can be broken into 4 steps, shown in equation

(18):

Thandoffotal = Tscan* Tenig™® Tmip TilAAA (18)

Tscan IS the latency of UE to find ;'h‘éfz_g;l_“_\}_vireless network, if UE handoff to new
wireless network, UE will firé’;_ scans th.'; corf!espodihg frequencies of network to
search candidate network, for exafnple, in WiMAX network first to looking for
downlink frequency to get DL-MAP, UL-MAP, DCD(Downlink Channel Description),
UCD(Uplink Channel Description) in searching the candidate network, so called
network scanning latency. Tenyy is the latency of UE negotiate connecting paraMSers,
for example, in WiIMAX entry process, there is a ranging procedure to negotiate
modulaton mode, power-level adjustment...etc. Taaa is the latency of AAA procdure
as we discussed in Chapter 3. Typ is the latency to perform binding update to reroute

data packets, we had discussed in Chapter 3, too.
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In MIP scenario, UE continuely receive data from serving network based on
user-decided service option, if handoff occurs UE randomly choose a candidate
network as the target network. However, the target network maybe cannot support the
UE’s service level. In our proposed approach, the VHOM will help UE choose a target
network which can support the QoS level. Hence, the service level non-disruptive
probability in our VHOM assisted approach is lower than than MIP based handoff in
both two handoff direction, shown in Fig. 21,22.

Consider latency issues, in the VHOM assistance approch, which performs the
soft handoff due to UE simultaneously, enable two wireless interfaces and excute
pre-registration and pre-authenticaioﬁ"iﬁ;;g_évance. Therefore, VHOM reduece the
overall Thandoffiota 1IN €QUation (i_8), a!so n.i;:pack!et Ios§ because VHOM order HA to
buffer data packet after UE finished fhe vertical ha.ndoff procedure.

In VHOM solution, the service level non-disruptive point occurs till system load
near 0.75 in the case from HSDPA to WiMAX.We observ that it will occur earlier
service discontinuity point at system load 0.6, even at 0.4 in case WiMAX to HSDPA.
This is because the HSDPA network resource is determined by SF(spreading factor)
code, the allocation granularity is more rough than WiMAX.

As we discussed in user-decided service model, the user satisfaction depends on

the parameters of service level option including service charge and service bit rate.
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In this scenario, because the target network will be different from the original
network, the service charge of corresponding level will also be different. From user’s
view, there is not enough information for user to choose network, therefore the
VHOM should help users to choose a level of target network based on users’
preference. Hence, as the same design scenario, VHOM provide the all possible
options( service charge, QoS level) for user to make decision of target network.

When UE initiate service in a overlap heterogeneous wireless network area, these
options will be provided to UE. In this simulation, we compare the user satisfaction in
service initiation (first time enter thesoverlap .heterogeneous networks) with the user
satisfaction in target network to Whlch:UE handoff. We have two cases for two
handoff directions. In case 1, U§ers (Ianter.'; HSI?PA_ nétwork (original network), and
then they switch to a WiMAX nétwork (new.-network). In case 2, users enter a
WIMAX network (original network), and then they switch to a HSDPA network (new
network).

The results of user-satisfaction index simulation had shown in Fig.23, one can see
that all the users admitted under the user-decided service model have higher degree of
average user satisfaction than those under the network-decided model. Meanwhile,
after VHOM assisted vertical handoff, the average user satisfaction is still higher than

under the network-decided model. We also see that after switching to WiMAX, the
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average user satisfaction higher than switching to HSDPA. This is because the price of

WiIMAX network is cheaper than HSDPA network in the same service level.

Service Level Mon-disrupted Probability

0.8

06

04

0z

BS

{ ]
(k({f“g-‘il}}

A

oo
£ -
-
o
-]
°
o
=
Mobile IP - &
VHOM & 4 i i : t
0.2 0.4 1:3 0.8 b
WIMAX Networks Load

Streaming
Server

Figure 23: Service non-disruptive probability in HSDPA to WiMAX
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5.5. Summary of This Work

In this work, we base on user-decided service model in a cooperative
heterogeneous network environment to provide vertical handoff service. Under our
vertical handoff model, UE can do vertical handoff among these overlay networks
with seamless and specific user-decided service level guaranteed. We proposed a
VHOM server located within these overlay networks to help handoff procedure.
Before vertical handoff, UE send handoff request to VHOM server via serving
network. Then VHOM evaluates the state of'the networks and computes all possible

service options, and send these:options-back fer, user selection. The information is then

T
- N

provided to the users so that théy can makethe final ser\)ice selection according to their
preferences for service quality dhd sérvice charées ih vertical handoff scenairo. The
rationale behind the model is that a) VHOM has complete knowledge of the network
state in each network; b) we take the advantage of the importance of the concept of
user-oriented service provisioning. Following Chapter4, we take the H.264 video
streaming service and the WiMAX/HSDPA interworking network to demonstrate in
user-decided model characteristic and ¢) we successfully reduce vertical handoff
latency and avoid packet loss, the most important is we keep the service continuity.
The simulation results show that, under the proposed interworking model, the service

network can generate higher user satisfaction after vertical handoff, and achieve higher
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resource utilization and revenues, compared to the network-decided MIP-SHO

service model.
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6. Conclusions and Future Work

Handoff, especially vertical handoff in wireless overlay networks has been a topic
of research for over a decade now, and it is deployed in commercial products and field
tests. Yet, the popularity of seamless services has not taken its place in the every day
life of consumers in the same way that talking to a mobile phone or using Internet
from a home PC. While there is some doubt if vertical handoff will ever have
significant enough revenue creating ability for operators, the future challenge is to
“put into action” services and applieations t.hat-utilize vertical roaming with both
technical and economical excellenc-e'."'.g.zt;p_ése services -need to be enabled and
introduced in mobile handsets'\{vith Iviabl.'é: and'!tail(_)réd applications in order to see
their full benefits. The challenge 1s ébout enabling better mobile applications through
holistic plug-and-play connectivity and “always best connected” paradigms.

This thesis presents a holistic approach for system architecture design for the
seamless and service continuity of interworking WiMAX and HSDPA networks. In
the beginning of the thesis, we introduce an AAA topic when roaming occurs. In this
work, we introduced there are two issues need to be taken care. First, AAA issues
are not only to deal with single sign-on to pass user authentication. Second, we need

to shorten the authentication process time. In this AAA work, we address these two
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important issues and then propose the architecture and the protocols to form an
AAA-enabled roaming alliance to allow different service operators to cooperate with
one another to expedite AAA authentication/authorization to ensure non-interrupt
service to mobile users. The design of U-Mobile Token successfully achieves the
authentication of the issuing party and the holder as well as the integrity of U-Mobile
Token by AAA servers (AAAF and AAAH), and the authentication of AAA server as
a legitimate service authority by mobile node. The schemes support undeniable and of
no repudiation service data records for service charging and billing. This is necessary
and important between mutually un-trusted mdbile user, foreign AAA and token issuer
(home domain and alliance master don:Ialn) in mobile-commerce. Moreover, the
U-Mobile Token is so designéq to facilif;te t_v':vo—st_ag.;'e security check for not only
rapid service provision to mobile usér with'minimal handoff latency, also with strong,
rigorous service authentication and authorization.

Our design of the fast and secure universal roaming capability to mobile users
which we believe is an essential feature both to provide users good service usage
experience and to make the service successfully. This is fundamental and key to the
success of mobile business and mobile commerce. Furthermore, base on the U-Mobile
Token design, we implement FAS-URS( Fas(t) Earth) system to demonstrate the

efficiency of roaming within different WISP. People can get good experience in
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wireless service.

Before we jump into vertical handoff, if we want user have good experience in
vertical handoff service, we first need to concern what is the user wanted of wireless
service? Bit rate or lower service charge? Therefore, we propose a novel user-decided
service model for a cooperative heterogeneous network environment. We choose the
popular wireless technologies WiMAX and HSDPA as the managed network. Under
the model, the service providers should cooperate to evaluate the state of the network
and computes all possible service options. The information is then provided to the users
so that they can make the final service selecﬁon according to their preferences for
service quality and service charges. 'I'-hé'.;.qu_ltj:;;_)nale behind the model is that a) service
provider network has complete 'k__nowlledge.:‘b:f the'!netwdfk state in each network; and b)
the importance of the concept of usef-orient’ed service provisioning. We take the H.264
video streaming service and the WiMAX/HSDPA network to demonstrate how the
service provider network can evaluate the feasibility of service options to support the
model, as well as how to link the application’s quality level requirement to the
low-layer resource management.

The simulation results show that, under the proposed model, the service network
can accommodate more users, generate higher user satisfaction, and achieve higher

resource utilization and revenues, compared to the network-decided service model.
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The user-decided service model enables network operators to provide more
flexible and efficient service to users and improve resource utilization in a cooperative
network. It effectively adapts user service requests by letting users make the choices
based on the possible feasible service options provided by the network to the real-time
condition of the environment. This demonstrates the importance of defining the concept
of user-decided service model in a cooperative heterogeneous networking environment

It is seen that holistic vertical system architecture design requires considerations
on not only providing the basic infrastructure but also optimized functionality through
a cooperative resource managementsto fulfill user-decied paradigm in handoff
decisions. For vertical handoff, the tﬁéé‘if;;}i‘[ﬁroduces a feasible technical solution in
interworking architecture of WIMAX anc.i:-:'zHSD'!PA._H.ére following the user-decided
service mode work, for the analysis 6f vertical handoff performance impact to various
vertical handoff metrics including service continuity , handoff delay, packet loss, user
satisfaction. In the vertical handoff topic, a VHOM server located within these
overlay networks to help handoff procedure to achieve seamless and QoS guaranteed
goal is designed here. Before vertical handoff, UE send handoff request to VHOM
server via serving network. Then VHOM evaluates the states of the networks and
computes all possible service options, and send these options back for user selection.

The information is then provided to the users so that they can make the final service
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selection according to their preferences for service quality and service charges in
vertical handoff scenairo. The rationale behind the interworking design is that a)
VHOM has complete knowledge of the network state in each network; b) we take the
advantage of the importance of the concept of user-oriented service provisioning.
Simulation results showed that the user satisfaction increased in the VHOM assisted
interworking model. Future work includes further considerations of holistic
connectivity management that takes into consideration further aspects of the
cross-layer approach, rules for mobility and session management, combined radio
spectrum and network resource management énd-adaptive QoS control. The stage is
open for new technological in_novatio-rl's".'.;.?_}_l/‘j_earning from the lessons of the past; by
taking advantage of existing 'Ignowlledgé-:and '!knqwﬁow; and ultimately, creating

something in real world.
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Appendix: Handoff Message Description

The proposed HO message —
HO_ Query_ Resource.Request

HO_Query_Resource.Request{ Before transmitting this message, according to the location

Sourceldentifier,
Destinationldentifier,
GeographicLocation,

Sourceldentifier
Destinationldentifier
GeographicLocation

information, HOM find out the candidate networks from its
database which collects the associated network in advance.
After that, HOM sends the HO_Query_Resource.Request to
each candidate network founded from the database.

When the candidate networks receives this message, by
referring to the GeoGraphicLocation field, they estimate the
probable receive signal strength for UE in corresponding
candidate network.

Message sender’s IP or MAC address
Message receiver’s IP or MAC address

UE's geographic location information(will be provided by
Location Based Service)

The prbposed HO message —
HO_Query_ Resource.Response

HO_Query_Resource.Response{ When UE's received signal strength is hard to support it's

Sourceldentifier,
Destinationldentifier,

AvailableQoSLevel

Sourceldentifier
Destinationldentifier

EstimatedReceivedSig
nalStrength

AvailableQoSLevel

current service, it will send this message to serving BS/NodeB
to do information request, i.e., handoff request.

In this message, UE provide its handoff related information
which detailed in the following table.

Message sender’s IP or MAC address
Message receiver’s IP or MAC address

The UE's probable Received Signal Strength in the candidate
network(sender of this message)

When the HOM has received this message, it chooses the target network
based on both EstimatedReceivedSignalStrength and AvailableQoSLevel
fields.

The available QoS Level supported in this candidate network(sender of this
message)

HOM will choose the network witch can provide the best AvaiableQoSLevel
of all candidate networks as the HO target network. If there exists some
candidate networks providing the same AvailbleQoSLevel, HOM will choose
the one with highest EstimatedReceivedSignalStrength from them.
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The proposed HO message —
HO Resource_Allocation.Request

HO_Resource_Allocation.Request{ After choosing the target network, HOM
Sourceldentifier, will ask the target network to do resource
Destinationldentifier, allocation via this message
ServingQoSLevel (HO_Resource_Allocation.Request).

}

Sourceldentifier Message sender’s IP or MAC address

Destinationldentifier Message receiver’s IP or MAC address

ServingQoSLevel UE'’s serving QoS level

The allocated resource in target should be sufficient to
support the ServingQoSLevel.

The proposed HO message —
HO_Resource Allocation.Response

HO_Resource_Allocation.Responsef{ By sending this message, the target
Sourceldentifier, network respond to HOM with the result
Destinationldentifier, of resource allocation.
ResourceAllocationResult

}

Sourceldentifier Message sender’s IP or MAC address

Destinationldentifier Message receiver’s IP or MAC address

ResourceAllocationResult The result of resource allocation in target network. If the

result is positive, HOM will go on to ask HA to buffer
data packets.
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The proposed HO message —
HO_Packet Buffering.Indication

HO_Packet_Buffering.Indication{ HOM ask HA to buffer data packet by this
Sourceldentifier, message.
Destinationldentifier,
Bufferinglndication

}

Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
Bufferinglndication Buffering Indication

The proposed HO message —
HO_Packet Buffering.Confirm

HO_Packet_Buffering.Confirm{  After HA confirming the

Sourceldentifier, HO_Packet_Buffering.Indication, it starts buffering
Destinationldentifier, data packet and redirect the data packet to the
BufferingConfirm FA/GGSN of target network.
Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
BufferingConfirm Buffering Confirm
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The proposed HO message —
HO_3GPP_Attach.Indication

HO_3GPP_Attach.Indication{ Using this message, HOM notice UE to
Sourceldentifier, start 3GPP attachment procedure.
Destinationldentifier,

TargetNetworkNodeBID
3GPPAttachIndication

}
Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
TargetNetworkNodeBID The NodeB ID of target network
3GPPAttachindication 3GPP attachment indication
HO_3GPP_Attach.Confirm{ After this message, UE start attaching the
Sourceldentifier, target 3GPP network (HSDPA in our
Destinationldentifier, case).
3GPPAttachConfirm This message also indicate that WiMAX
} network can release its resource.
Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
3GPPAttachConfirm UE’s 3GPP attachment confirm
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The proposed HO message —
HO_3GPP_Attach.Request

HO_3GPP_Attach.Request{ UE send this message to target HSDPA
Sourceldentifier, network for attachment requesting.
Destinationldentifier,
3GPPAttachRequest

}

Sourceldentifier Message sender’s IP or MAC address

Destinationldentifier Message receiver’s IP or MAC address

3GPPAttachRequest Request target HSDPA to attach

The proposed HO message —
HO_3GPP_Attach.Response

HO_3GPP_Attach.Response{ HSDPA respond to UE’s attachment
Sourceldentifier, request
Destinationldentifier,
3GPPAttachResponse
}
Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
3GPPAttachResponse HSDPA respond to UE’s attachment request
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The proposed HO message —
HO_PDPContext_Activation.Request

HO_PDPContext_Activation.Request{ The target HSDPA send this message to
Sourceldentifier, its GGSN for PDP context activation.
Destinationldentifier,

PDPContextRequest

}

Sourceldentifier Message sender’s IP or MAC address

Destinationldentifier Message receiver’s IP or MAC address

PDPContextRequest PDP Context activation request

The proposed HO message —
HO_PDPContext_Activation.Response

HO_PDPContext_Activation.Response{ GGSN respond to the target HSDPA and
Sourceldentifier, activate the PDP context.
Destinationldentifier,

PDPContextResponse

}

Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
PDPContextResponse PDP Context activation response
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The proposed HO message —
HO_MobilelP_Registration.Request

HO_MobilelP_Registration.Request{ After PDP context activation, GGSN send
Sourceldentifier, this message to the HA to register the
Destinationldentifier, Mobile IP for the UE.
MobilelPRegistrationRequest

}

Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver's IP or MAC address

MobilelPRegistrationRequest  MobilelP Registration Request

The proposed HO message —
HO_MobilelP_Registration.Response

HO_MobilelP_Registration.Response{ HA complete the GGSN's mobile IP
Sourceldentifier, registration, and respond to GGSN.
Destinationldentifier,

MobilelPRegistrationResponse

}

Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
MobilelPRegistrationRespons  MobilelP Registration Response

e
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The proposed HO message —
HO_FastRanging.Request

HO_FastRanging.Request{ After receiving the
Sourceldentifier, HO_WIiMAX_Attach.Confirm from UE,
Destinationldentifier, HOM request target network(WiMAX) to

UEldentifier start fast ranging procedure.
}
Sourceldentifier Message sender’s IP or MAC address
Destinationldentifier Message receiver’s IP or MAC address
UEldentifier UE'’s MAX address

The proposed HO message —
HO_FastRanging.Response

HO_FastRanging.Response{
Sourceldentifier,
Destinationldentifier,
FastRanging.Response

The message is the response from target
WiMAX network to HOM.

}

Sourceldentifier Message sender’s IP or MAC address

Destinationldentifier Message receiver’s IP or MAC address

FastRanging.Response Fast ranging response to HOM

117



The proposed HO message —
HO_FastRanging.Indication

HO_FastRanging.Indication{
Sourceldentifier,
Destinationldentifier,
FastRanging.Indication

Sourceldentifier
Destinationldentifier
FastRanging.Indication

WIiMAX BS can provide a non-contention based initial-
ranging opportunity to the UE by placing a Fast Ranging
Information Element in the UL MAP. This information
will facilitate the RAN(Radio Access Network)
connection setup of the UE. So, this message is
implement by UL MAP in practice.

Message sender’s IP or MAC address
Message receiver’s IP or MAC address
Indicate UE to do fast ranging
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