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Abstract

Machine learning applications have been proliferating and creating incalculable busi-
ness value across various fields. High-quality data plays a crucial role in training SOTA
models. However, the use of personal data poses risks to privacy infringement. There-
fore, organizations worldwide continually improve regulations to govern the collection
and access behaviors of data controllers. Examples of such regulations include Taiwan’s
Personal Data Protection Act established by the Executive Yuan in 2015 and the European
Commission’s General Data Protection Regulation introduced in 2018. These regulations
impose restrictions on the handling of accessed personal data, requiring de-identification
processes that reduce the information contained therein, presenting a significant challenge

for machine learning applications.

The authorization of personal data applications should be transparent and rigorous.
Therefore, it is common to clarify the application requirements first and then seek ways
to collect data with the consent of data subjects. An example of this is the deployment of
smart meters driven by the public interest in energy conservation and carbon reduction in
various countries. To enhance data sharing efficiency and unlock the potential value of
data, previous studies have proposed the Bounded-Error Data Privacy Protection (BEDPP)

framework for privacy-preserving IoT data sharing services. However, this framework
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lacks a clear indicator for quantifying the level of de-identification, which is one of the

application context explored in this research.

k-anonymity is a common de-identification method. However, previous research has

mainly focused on optimizing holistic error metrics without considering the high hetero-

geneity of machine learning objectives or feature importance in the application context.

Therefore, our research used training a classification model on anonymous data as an ex-

ample. In our k-anonymity, errors are assigned based on feature importance as weights

or cluster the data first based on the target features to present margin preserving and then

anonymize each cluster. These approaches aim to improve the performance of the machine

learning model trained by anonymous data.

Compare to anonymizing data using the original k-anonymity algorithm and sub-

sequently performing classification prediction, the experimental results demonstrate that

anonymizing data considering feature importance leads to average model performance im-

provement up to 10.7% and presenting margin preserving before anonymizing data shows

a average model performance improvement up to 17.40%.

Keywords: De-identification, k-Anonymity, Data Privacy, Feature Importance, Machine

Learning
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3. EHREEY 258 NER R AL B HCVGH FE K 2 Sfrt b os e e

4 EHAHA KK T B VGHIER L F 60 FHE -

Algorithm 1 CBAFI

1: function NCP(a, b)
2 ncp < 0
3: for feature of a do
4 featureDeviation <— the feature deviation produced by a and b are anonymized
together
5: ncp < ncp + (featureDeviation x featureImportance Weight)
6: end for
7: return ncp
8: end function
9:
10: function CBAFI(dataset, k)
11: equivalenceClasses <— &
12: while dataset.size() > k do
13: record < random one in the dataset
14: knn < the k - 1 nearest neighbors in the dataset (use NCP(record, other-
Record))
15: equivalenceClass < record, knn
16: equivalenceClasses <— equivalenceClasses U {equivalenceClass}
17: end while
18: for record in dataset do
19: nearestEquivalenceClass < the nearest equivalence class in equivalence-
Classes (use NCP(record, equivalenceClass))
20: nearestEquivalenceClass < nearestEquivalenceClass U record
21: end for
22: anonymizedDataset <— {anonymized records in equivalenceClasses}
23: return anonymizedDataset

24: end function

17
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Algorithm 2 TDGAFI

1: function NCP(a, b)
2 ncp <+ 0
3: for feature of a do
4 featureDeviation < the feature deviation produced by a and b are anonymized
together
5: ncp <— ncp + (featureDeviation x featurelmportanceWeight)
6: end for
7: return ncp
8: end function
9:
10: function TDGAFI(dataset, k)
11: equivalenceClasses < &
12: partitions <— the partition with all the records in dataset
13: while partitions # @ do
14: partition <— partitions.pop()
15: if partition cannot be splitted then
16: equivalenceClasses < equivalenceClasses U {partition}
17: continue
18: end if
19: centerl, center2 < the two records produced max NCP when being
anonymized together in partition (use NCP(recordl, record2))
20: partitionl < {centerl}
21: partition2 < {center2}
22: distribute the other records in the partition to partitionl or partition2 which
produces the smaller NCP (use NCP(record, centerl or center2))
23: if partitionl.size() or partition2.size() < k then
24: validPartition, invalidPartition < partitionl, partition2 (or partition2, par-
tition1)
25: ncpl <— NCP produced by merged validPartition and invalidPartition
26: ncp2 <— NCP produced by merged invalidPartition and the closest required
records in the same equivalenceClass
27: if ncpl > ncp2 then
28: partitions < partitions U {validPartition}
29: augmentedPartition <— merge invalidPartition and the closest required
records in the same equivalenceClass
30: partitions <— partitions U {augmentedPartition}
31: else
32: partitions <— partitions U {validPartition U invalidPartition}
33: end if
34: else
35: partitions <— partitions U {partitionl, partition2}
36: end if
37: end while
38: anonymizedDataset <— {anonymized records in equivalenceClasses}
39: return anonymizedDataset

40: end function

18
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Algorithm 3 MAFI

1: function CHOOSEFEATURE(partition)

2 chosenfeature < -1

3 maxNormalizedWidth <— MIN INT

4 for feature of partition do

5 featureNormalizedWidth <— the normalized width of feature

6 weightedFeatureNormalizedWidth < featureNormalizedWidth x featureIm-

portance Weight
7: if weightedFeatureNormalizedWidth > maxNormalizedWidth then
8: chosenFeature < feature
: maxNormalizedWidth <— weightedFeatureNormalizedWidth
10: end if
11: end for
12: return chosenfeature
13: end function
14:
15: function MAFI(dataset, k)
16: equivalenceClasses < &
17: partitions <— {the partition with all records in dataset}
18: while partitions # & do
19: partition <— partitions.pop()
20: if partition cannot be splitted then
21: equivalenceClasses < equivalenceClasses U {partition}
22: continue
23: end if
24: feature <— chooseFeature(partition)
25: partitionl, partition2 < split partition on the median of feature
26: partitions < partitions U {partitionl, partition2}
27: end while
28: anonymizedDataset <— {anonymized records in equivalenceClasses}
29: return anonymizedDataset

30: end function

19
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Algorithm 4 OLAFI

1: function GETWEIGHTEDGENERALIZATIONLEVEL(node)

2 level <~ 0

3 for featureGeneralizationLevel of node do

4 level < level + (featureGeneralizationLevel x featureImportance Weight)
5 end for

6 return level

7: end function

8
9

: function OLAFI(dataset, k)

10: lattice <— all possible generalization steps

11: validNodes <« all nodes in the lattice meet the k-anonymity constraint

12: optimizedNode <— node in validNodes with min step (use getWeightedGeneral-
izationLevel(node))

13: anonymizedDataset <— anonymized dataset produced by optimizedNode

14: return anonymizedDataset

15: end function

32 HALOBERGEZIKELZREZ

EHPEFY B AR AIRTE DT REERG I LT

M

&t
S BE Y SRR S 2 gulR Y FIERT 2 0 oA REEHTRE
T h & (LR EEA 2 ?\Pz“%gﬁ SVM 2 #4 » L3 * A HFTH G874 4
TERl > B ATEZ IR REE R T AT AR R g B (LR R TRE

B nE - FHELNL-HY P THEEL FETE N SVM L EEE

CHAET TS AR TREF LML S ETAL 2 F LT B
WEEY LAFEHANRA T P27tk B LRI R 3.3 7w o

HENE s
Bolrigcsd kESTFENE

kER
TEERSE

S LA SVM R ERIERER
FERMR BN BENSE

HERE
Tk B

k BB FEINE

Figure 3.3: 2 &£ B IEEF 22 k 3 &indz

20

doi:10.6342/NTU202303509



PRy SRR AL KE AWE R TLRREI MTRE

k% F2 5k PBEFVHATIEFIRT] R0 AR F e e 7 oriF 2 48
EE Y Aox o P S ARACR 34 57T

2 KEREH
CRISERE)

— EEMERRE . %%é%ﬁ&ﬁf%%%/ . .
" HENE Lk ﬁéﬁﬁﬁ%ﬁ Heal=yatite Bk A : N
HhiE gy WERE e ZkERER \ ) EEURMN
EITRIRIE B KES ZkEZEH ElmEE) HERBABRE HERB B MR
HERE KEZER k EZER sk p:l
EITKER ! (FIRE L) WIS RRE IR BRE
k ERER
(R ERIER)

Figure 3.4: 2 £ FFEERT 2 2. K 3 L A2 2 2 s fir g

-4 CBA ~ TDGA ~ MA ~ OLA & FJEHF 2 % & #1172 % Lindnis F 41
CBAMP (CBA with Margin Preserving) ~ TDGAMP (TDGA with Margin Preserving) ~

MAMP (MA with Margin Preserving) ~ OLAMP (OLA with Margin Preserving)  f e

21
doi:10.6342/NTU202303509



AETEE L EREAE R R R

13\\-

ERVEERT 22 kB LA ERE L

FRLBEFY S0 HHRY LHEY ARTHEE ABKE LR L2 2 3

W

FY¥mbi2 > Z#Kk% -2 $8kKT5 23 1000 j8a 35 At iRt
4752 w R R lcdy 0 LR EF Y 2 ocdp i flscore 2 ®14 o AEEBEREANLE A

FILOrEY 2 FREE P A e AR R R R

41 FHE

« Adult 4L & (ADULT) [20]: ¥ R A v # & FALE > & %]~ Bdo - f%

WAFWE R C HOTAZR B BER S A AR 2 FRANE M AFL N

\¥

T BB TS AR T H s BT S EIRAE T R 7 E T KB TRR e

=

* California Housing Prices 7 i f (CAHOUSING) [21]: # B4 "' 2. 5 i F
oo 7 AREYY D AAFSHY AR EI T Y i
ZFEARITEF O AT UFEARITFLAR T~ H s BT G Rk

B TR (TR R ATIRR] o

» Contraceptive Method Choice T #2 & (CMC) [22]: & R & Z 3% § A T & -
ezl imEE s MiEKRTHER >~ ZF &ﬁﬁﬁﬁ# iR AAE T R AT
TR R P ESFLAE T B BT R T e TR A

¥ i AF FIRP) o
* Mammographic Mass F #L & (MGM) [23]: 5* ’Jf‘]t’f';ﬁ_:)%; PhiFHE > 2 2 & JF‘{ ¥-3

£ OB R R RRE R BB R A F RERA R R A

22
doi:10.6342/NTU202303509



VBEREARRTLAR T A B AT L B g T T R AR RTER

42 FANBUEZERARKELBEEURSELTH
ZHBLERK

SRR AFIRE IR T ] R ERALR AR
FLULZFHAPRNIPEEY AL AL E PR EPFTkE LHE
ERAFTRE B LAMRG ) A EMAFY VAL EMT FEPIR TR L 2 g

BT IR ”’TETF NS =S

D = {ADULT,CAHOUSING, CMC, MGM}
KANON = {CBA,TDGA, MA,OLA)
MODEL = {10 — NN, RF, XGB}
WRE Y 23t = Perf(d, kanon, k, model)
AR - kanon 5 kB LAEEZE -k kF L2 %¥ - model S EF Y A

= Improv(d, kanon with F1,k, model)

_th
|

FIET\

_ Perf(d,kanon with FI,k,model)— Per f(d,kanon,k,model)
- Per f(d,kanon,k,model)

X = SI(d, kanon with FI, k, model)

1, if Improv(d, kanon with FI,k,model) > 0

0, otherwise
4.1)
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Table4.1: 5% 467 b k5 L E 22 7P %2 e L4
Tiorp k| A e At by
CBAFI 6.00% 88.05%
TDGAFI | 5.72% 87.63%
MAFI 3.04% 60.86%
OLAFI | 10.70% 61.36%

k% &% %% kanon with FI z. T 3222 &

100

>y > Improv(d, kanon with FI,k, model)

_ d € D k=2 model € MODEL
D[ x (100 — 1) x |[MODEL

(4.2)
k% 4% 52 kanon with FT 2. = 75 2T 2 &)

100
>y > SI(d, kanon with FI,k, model)

__d € D k=2 model € MODEL
D[ x (100 — 1) x [MODEL]
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D = {ADULT,CAHOUSING,CMC, MGM}
KANON = {CBA,TDGA, MA,OLA}
MODEL = {10 — NN, RF, XGB}
W EE Y A2k = Perf(d, kanon, k, model)
d FFHE - kanon 5 kF LR -k 5 kF L2 $¥c - model B EF Y A
iz % = Improv(d, kanon with M P, k, model)

Per f(d,kanon with M P,k,model)—Per f(d,kanon,k,model)
Per f(d,kanon,k,model)

X2 = SI(d, kanon with M P, k, model)
1, if Improv(d, kanon with M P, k, model) > 0

0, otherwise
4.5)
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Table4.3: 5 * 4872 F k% AR 287 F %2 LEAR

Tpmee K| Ak AL b
CBAMP 7.24% 93.18%
TDGAMP 6.18% 86.53%
MAMP 11.92% 85.61%
OLAMP 17.40% 86.62%

k % &A% kanon with M P 2. T 35:2 2

100

>y > Improv(d, kanon with M P, k, model)

__d € D k=2 model € MODEL
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(4.6)
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100
> > S1(d, kanon with M P, k, model)

_ d € D k=2 model € MODEL
|D| x (100 — 1) x [MODEL
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Table 4.4: % 467 F S BE ¥ HAE 7P %2 c L AT

T o F | st i

10-NN 15.23% 83.84%
RF 8.59% 90.09%
XGB 8.24% 90.03%

3 B E Y K7 model 2. T 3o A F

100
> > > Improv(d, kanon with M P, k, model)
__d € D kanon € KANON k=2
|D| x |KANON| x (100 — 1) 4.7)
P EE Y 507 model 2o = F E L B
100
> > > S1(d, kanon with M P, k, model)

_ d € D kanon € KANON k=2
|D| x [KANON]| x (100 — 1)
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