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Abstract

In recent years, with the development of technology, deepfake technology has
made it easy for ordinary people to create highly realistic false images. While
providing convenience and benefits to society, it has also brought about many
negative impacts due to the misuse by unscrupulous individuals. This includes
numerous applications related to pornography, but the troubles caused by non-sexual

misuse should not be ignored.

In response to the impact of deepfake technology, our country passed an
amendment to the Criminal Code in 2023, which introduced several criminal
regulations targeting false images. However, based on the discussions during the
legislative process, it is evident that lawmakers lack a clear understanding of the legal
interests that false images may violate. There is also a lack of consensus in academic
discussions regarding this matter, and even the controversy surrounding whether the
existing regulations prior to the amendment are sufficient to address the impact of
deepfake technology. The aforementioned debates on legal interests not only relate to
whether to establish separate regulations to address such issues but also to how the

constituent elements of the relevant provisions should be designed.

Therefore, this article aims to focus on legal interests involved in false images
and analyze how the criminal law can appropriately regulate them. The intention is to

provide suitable legislative recommendations for our country.

The article first categorizes the subject of discussion into four types: "the use of
sexual false images with potential confusion" (Type 1), "the use of sexual false
images without potential confusion" (Type 2), "the use of non-sexual false images
with potential confusion" (Type 3), and "the use of non-sexual false images without

potential confusion" (Type 4).

Subsequently, through a literature review, this article analyzes the legal interests
that may be involved in each type of false image. It concludes that Type 2 and Type 4,
due to their lack of sufficient deception, do not violate legal interests and should not
be subject to criminal regulation. Regarding Type 1, this article takes a position
opposing the mainstream views surrounding reputation and privacy interests and
argues that "image interests" should be the protected legal interest. Finally, concerning
Type 3, this article recognizes its unprecedented impact on society and the inadequacy

v
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of existing regulations to address it adequately. Therefore, the law should be amended

to protect the legal interests of public credit.

After clarifying the protected legal interests, this article primarily focuses on
state laws in the United States. Through a comparative analysis, it identifies
disparities in the design of several elements, such as the regulated object, objective
constituent elements, and subjective intent, among different jurisdictions. Building on
the analysis of these disparities, the article criticizes the 2023 amendment in our
country regarding false images for its inadequacies and ultimately presents specific

provisions as legislative recommendations.

Keywords: Deepfake, Privacy, Reputation, Image, Public Credit
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the exhibited living person
8 H.R. 3230 (2019), 116th Cong..
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313 Hsu, As Deepfakes Flourish, Countries Struggle With Response, in
https://www.nytimes.com/2023/01/22/business/media/deepfake-regulation-difficulty.html. (& 15 i
Tr :07/13/2023)

314

(c) An offense under this section is a Class A misdemeanor.
(d) A person commits an offense if the person, with intent to injure a candidate or influence the result
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of an election:
(1) creates a deep fake video; and
(2) causes the deep fake video to be published or distributed within 30 days of an election.
(e) In this section, "deep fake video" means a video, created with the intent to deceive, that appears to
depict a real person performing an action that did not occur in reality.
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315

(b) A depicted individual has a cause of action against a person who does either of the following:
(1) Creates and intentionally discloses sexually explicit material and the person knows or reasonably
should have known the depicted individual in that material did not consent to its creation or disclosure.
(2) Intentionally discloses sexually explicit material that the person did not create and the person knows
the depicted individual in that material did not consent to the creation of the sexually explicit material.
316
(a) For purposes of this section:
(4) "Depicted individual" means an individual who appears, as a result of digitization, to be giving a
performance they did not actually perform or to be performing in an altered depiction.
317
(a) For purposes of this section:
(1) "Altered depiction" means a performance that was actually performed by the depicted individual
but was subsequently altered to be in violation of this section.
318
(a) For purposes of this section:
(6) "Digitization" means to realistically depict any of the following:
(A) The nude body parts of another human being as the nude body parts of the depicted individual.
(B) Computer-generated nude body parts as the nude body parts of the depicted individual.
(C) The depicted individual engaging in sexual conduct in which the depicted individual did not
engage.
319
(a) For purposes of this section:
3)
(A) "Consent" means an agreement written in plain language signed knowingly and voluntarily by the
depicted individual that includes a general description of the sexually explicit material and the
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audiovisual work in which it will be incorporated.
(B) A depicted individual may rescind consent by delivering written notice within three business days
from the date consent was given to the person in whose favor consent was made, unless one of the
following requirements is satisfied:
(1) The depicted individual is given at least 72 hours to review the terms of the agreement before
signing it.
(i1) The depicted individual's authorized representative provides written approval of the signed
agreement.
320
(a) For purposes of this section:
(14) "Sexually explicit material" means any portion of an audiovisual work that shows the depicted
individual performing in the nude or appearing to engage in, or being subjected to, sexual conduct.
321
(d) It shall not be a defense to an action under this section that there is a disclaimer included in the
sexually explicit material that communicates that the inclusion of the depicted individual in the
sexually explicit material was unauthorized or that the depicted individual did not participate in the
creation or development of the material.
322 An amount equal to the monetary gain made by the defendant from the creation
323 Economic and noneconomic damages proximately caused by the disclosure of the sexually explicit
material, including damages for emotional distress
324 Any other available relief, including injunctive relief
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(a) For purposes of this section:

(9) "Malice" means that the defendant acted with intent to cause harm to the plaintiff or despicable

conduct that was done with a willful and knowing disregard of the rights of the plaintiff.

326

A. Any person who, with the intent to coerce, harass, or intimidate, maliciously disseminates or sells

any videographic or still image created by any means whatsoever that depicts another person who is

totally nude, or in a state of undress so as to expose the genitals, pubic area, buttocks, or female breast,

where such person knows or has reason to know that he is not licensed or authorized to disseminate or

sell such videographic or still image is guilty of a Class 1 misdemeanor. For purposes of this

subsection, “another person” includes a person whose image was used in creating, adapting, or

modifying a videographic or still image with the intent to depict an actual person and who is

recognizable as an actual person by the person’s face, likeness, or other distinguishing characteristic.
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327 D. The provisions of this section shall not preclude prosecution under any other statute.
328 Except as provided in subdivision (b), a person, committee, as defined in Section 82013 of the
Government Code, or other entity shall not, within 60 days of an election at which a candidate for
elective office will appear on the ballot, distribute, with actual malice, materially deceptive audio or
visual media, as defined in subdivision (e), of the candidate with the intent to injure the candidate's
reputation or to deceive a voter into voting for or against the candidate.
329 A person, firm, association, corporation, campaign committee, or organization may produce,
distribute, publish, or broadcast campaign material that contains a picture or photograph prohibited by
subdivision (a) only if each picture or photograph in the campaign material includes the following
statement in the same point size type as the largest point size type used elsewhere in the campaign
material: “This picture is not an accurate representation of fact.” The statement shall be immediately
adjacent to each picture or photograph prohibited by subdivision (a).
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330 A candidate for elective office whose voice or likeness appears in a materially deceptive audio or
visual media distributed in violation of this section may seek injunctive or other equitable relief
prohibiting the distribution of audio or visual media in violation of this section. An action under this
paragraph shall be entitled to precedence in accordance with Section 35 of the Code of Civil Procedure.
331 A candidate for public office whose likeness appears in a picture or photograph prohibited by
subdivision (a) may bring a civil action against any person, firm, association, corporation, campaign
committee, or organization that produced, distributed, published, or broadcast the picture or photograph
prohibited by subdivision (a). The court may award damages in an amount equal to the cost of
producing, distributing, publishing, or broadcasting the campaign material that violated this section, in
addition to reasonable attorney’s fees and costs.
332 This section does not apply to materially deceptive audio or visual media that constitutes satire or
parody.
333 As used in this section, "materially deceptive audio or visual media" means an image or an audio or
video recording of a candidate's appearance, speech, or conduct that has been intentionally manipulated
in a manner such that both of the following conditions are met:
(1) The image or audio or video recording would falsely appear to a reasonable person to be authentic.
(2) The image or audio or video recording would cause a reasonable person to have a fundamentally
different understanding or impression of the expressive content of the image or audio or video
recording than that person would have if the person were hearing or seeing the unaltered, original
version of the image or audio or video recording.
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334 Langa (2021), supra note 34, 778.
335
(b) Whoever (1), creates, with the intent to distribute, a deep fake and with the intent that the
distribution of the deep fake would facilitate criminal or tortious conduct, or (2) distributes an
audiovisual record with actual knowledge that the audiovisual record is a deep fake and with the intent
that the distribution of the audiovisual record would facilitate criminal or tortious conduct shall be
guilty of the crime of identity fraud ......
336
(a)As used in this section, the following words shall have the following meaning unless the context
clearly requires otherwise:
“Audiovisual record,” any audio or visual media in an electronic format and includes any photograph,
motion-picture film, video recording, electronic image, or sound recording.
“Deep fake”, an audiovisual record created or altered in a manner that the record would falsely appear
to a reasonable observer to be an authentic record of the actual speech or conduct of an individual.
337 Langa (2021), supra note 34, 778.
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338

(a) In General.—Except as provided in subsection (j), any person who, using any means or facility of
interstate or foreign commerce, produces an advanced technological false personation record with the
intent to distribute such record over the internet or knowledge that such record shall be so distributed,
shall ensure such record, complies with—

(1) the watermark requirement under subsection (b); and
@)
(A) in the case of an audiovisual record, the disclosure requirements under subsection (c);
(B) in the case of a visual record, the disclosure requirements under subsection (d); or
(C) in the case of an audio record, the disclosure requirements under subsection (e).
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339

(b) Digital Watermark.—Any advanced technological false personation record which contains a
moving visual element shall contain an embedded digital watermark clearly identifying such record as
containing altered audio or visual elements.
340
(¢) Audiovisual Disclosure.—Any advanced technological false personation records containing both an
audio and a visual element shall include—
(1) not less than 1 clearly articulated verbal statement that identifies the record as containing altered
audio and visual elements, and a concise description of the extent of such alteration; and
(2) an unobscured written statement in clearly readable text appearing at the bottom of the image
throughout the duration of the visual element that identifies the record as containing altered audio and
visual elements, and a concise description of the extent of such alteration.
31 (d) Visual Disclosure.—Any advanced technological false personation records exclusively
containing a visual element shall include an unobscured written statement in clearly readable text
appearing at the bottom of the image throughout the duration of the visual element that identifies the
record as containing altered visual elements, and a concise description of the extent of such alteration.
342(e)Audio Disclosure.—Any advanced technological false personation records exclusively containing
an audio element shall include, at the beginning of such record, a clearly articulated verbal statement
that identifies the record as containing altered audio elements and a concise description of the extent of
such alteration, and in the event such record exceeds two minutes in length, not less than 1 additional
clearly articulated verbal statement and additional concise description at some interval during each
two-minute period thereafter.
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(f) Penalty.—

(1) CRIMINAL PENALTY.—

(A) FAILURE TO DISCLOSE.—Whoever knowingly violates subsection (a)—

“(i) with the intent to humiliate or otherwise harass the person falsely exhibited, provided the advanced
technological false personation record contains sexual content of a visual nature and appears to feature
such person engaging in such sexual acts or in a state of nudity;

“(i1) with the intent to cause violence or physical harm, incite armed or diplomatic conflict, or interfere
in an official proceeding, including an election, provided the advanced technological false personation
record did in fact pose a credible threat of instigating or advancing such;

“(ii1) in the course of criminal conduct related to fraud, including securities fraud and wire fraud, false
personation, or identity theft; or

“(iv) by a foreign power, or an agent thereof, with the intent of influencing a domestic public policy
debate, interfering in a Federal, State, local, or territorial election, or engaging in other acts which such
power may not lawfully undertake;

shall be fined under this title, imprisoned for not more than 5 years, or both.

344 (j) Exceptions.—
“(1) DISCLOSURE.—The requirements under subsections (c), (d), and (e) shall not apply with respect
to any advanced technological false personation record—
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“(A) containing alternative disclosures regarding the falsity of the exhibited material activities which a
reasonable person would deem to be more prominent than those required under subsection (c), (d), or
(e), as the case may be;”

“(C) which primarily contains images or sound recordings of actual persons, such as performing artists,
and have not been substantially digitally modified;”

“(E) appearing in a context such that a reasonable person would not mistake the falsified material
activity for actual material activity of the exhibited living person, such as parody shows or publications,
historical reenactments, or fictionalized radio, television, or motion picture programming.”

35 (n) Definitions.—

“(1) ADVANCED TECHNOLOGICAL FALSE PERSONATION RECORD.—The term ‘advanced

technological false personation record” means any deep fake, which—

“(A) a reasonable person, having considered the visual or audio qualities of the record and the nature of

the distribution channel in which the record appears, would believe accurately exhibits—

“(i) any material activity of a living person which such living person did not in fact undertake; or

“(i1) any material activity of a deceased person which such deceased person did not in fact undertake,

and the exhibition of which is substantially likely to either further a criminal act or result in improper

interference in an official proceeding, public policy debate, or election; and

“(B) was produced without the consent of such living person, or in the case of a deceased person, such

person or the heirs thereof.

“(2) MATERIAL ACTIVITY.—The term ‘material activity’ means any falsified speech, conduct, or

depiction which causes, or a reasonable person would recognize has a tendency to cause perceptible

individual or societal harm, including misrepresentation, reputational damage, embarrassment,

harassment, financial losses, the incitement of violence, the alteration of a public policy debate or

election, or the furtherance of any unlawful act.

“(3) DEEP FAKE.—The term ‘deep fake’ means any video recording, motion-picture film, sound

recording, electronic image, or photograph, or any technological representation of speech or conduct
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substantially derivative thereof—
“(A) which appears to authentically depict any speech or conduct of a person who did not in fact
engage in such speech or conduct; and
“(B) the production of which was substantially dependent upon technical means, rather than the ability
of another person to physically or verbally impersonate such person.
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346 Except as provided in subdivision (b), a person, committee, as defined in Section 82013 of the
Government Code, or other entity shall not, within 60 days of an election at which a candidate for
elective office will appear on the ballot, distribute, with actual malice, materially deceptive audio or
visual media, as defined in subdivision (e), of the candidate with the intent to injure the candidate's
reputation or to deceive a voter into voting for or against the candidate.
347 A person, firm, association, corporation, campaign committee, or organization may produce,
distribute, publish, or broadcast campaign material that contains a picture or photograph prohibited by
subdivision (a) only if each picture or photograph in the campaign material includes the following
statement in the same point size type as the largest point size type used elsewhere in the campaign
material: “This picture is not an accurate representation of fact.” The statement shall be immediately
adjacent to each picture or photograph prohibited by subdivision (a).
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348 This section does not apply to materially deceptive audio or visual media that constitutes satire or

parody.
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(A) a reasonable person, having considered the visual or audio qualities of the record and the nature of
the distribution channel in which the record appears, would believe accurately exhibits—

“(i) any material activity of a living person which such living person did not in fact undertake; or

“(i1) any material activity of a deceased person which such deceased person did not in fact undertake,
and the exhibition of which is substantially likely to either further a criminal act or result in improper

interference in an official proceeding, public policy debate, or election

(A) a reasonable person, having considered the visual or audio qualities of the record and the nature of
the distribution channel in which the record appears, would believe accurately exhibits—
“(i) any material activity of a living person which such living person did not in fact undertake; or
“(i1) any material activity of a deceased person which such deceased person did not in fact undertake,
and the exhibition of which is substantially likely to either further a criminal act or result in improper
interference in an official proceeding, public policy debate, or election
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