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Abstract

The aviation industry is highly influenced by geopolitical conflicts and the acts of
unlawful interference is closely related to geopolitical conflicts. The global political and
economic situation is so volatile that aviation security risk management may be affected
by a variety of geopolitical factors, and the actual situation of international, domestic, or
regional conditions should be considered when performing a risk assessment. When
there are more and more uncertain aviation security risks, and the scope of impact is
getting wider and wider, most of the time, airlines can only passively adapt to
geopolitical changes. Therefore, this paper is intended to explore how airlines can
review and effectively respond to potential threats in a rolling manner, and transform
the reactive aviation security risk management mechanism into a proactive or even
predictive one in order to analyze the possible impact on airline aviation security risk.

ICAO emphasizes that the core value of SeMS (Security Management System) is that
critical risks must be effectively identified, managed, and regularly reviewed and that
effective aviation security measures should be planned in a proactive manner. Therefore,
this paper adapt Swiss Cheese Model theory tO examine the effect of geopolitical
conflicts on the acts of unlawful interference and the effectiveness of aviation security
enhancement measures.

This paper reviews several historical well-known cases of the acts of unlawful
interference, and reviews the database from Flight Safety Foundation and the Institute
of Economics and Peace, for domestic and foreign airports where national airlines
operate more frequently, to analyze the acts of unlawful interference that has occurred,
and further count the number of the acts of unlawful interference caused by geopolitical
conflicts. AVSEC expert interviews is to identify the threats from geopolitical conflicts
and vulnerabilities in the aviation environment; the questionnaire survey is used to
analyze the potential of various geopolitical conflicts risk factors to influence the acts of
unlawful interference, the potential of each aviation security measure to deter the acts of
unlawful interference, and to calculate the risk mitigation and cost-effectiveness of
aviation security measures. The purpose of this paper is to enable airline security
departments to proactively identify the measures that meet their cost-effectiveness.

This paper uses a sample of 86 domestic and international airports and shows that

69.7% of the hijacking incidents from 1931 to 2023 are related to geopolitical conflicts,

doi:10.6342/NTU202301711



and the percentage of intentional sabotage related to geopolitical conflicts is 70.3%,
which shows that the acts of unlawful interference is greatly influenced by geopolitical
conflicts.

The most serious causes of geopolitical conflicts are terrorism, military operations,
internal threats and politics, while others are ethnicity, economy, religion, conflict zone
planning, Sino-US relations, refugees, cyber security threats, and surface-to-air missiles
also have varying degrees of impact.

However, as airlines fly around the world, in addition to keeping track of
international relations and the political and economic situation of each country, we
should also pay more attention to terrorism, military operations, and the game between
major powers. Therefore, the information exchange mechanism between the aviation

industry and intelligence authorities is a direction that can be improved in the future.

key words: Aviation Security, Aviation Security Risk, Security Management System
(SeMS), The Acts of Unlawful Interference, Geopolitical Conflicts, Swiss Cheese
Model
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