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Abstract

Owing to their deterministic, nonperiodic, and sensitive to initial state characteris-
tics, chaotic maps are widely applied to cryptography in recent years. In chaos-based
image encryption schemes, chaotic maps behave like a pseudo random number generator
for encrypting digital images in the spatial domain. Contrary to traditional methods, the
major advantage of chaos-based image encryption algorithm is its high encrypt speed and
limited size expansion of the cipherimage. Thanks to this advantages, chaos-based image
encryption algorithm has become a great remedy in real-time secure multimedia applica-
tion areas nowadays. In this work, by designing a flexible and novel algorithm to generate
appropriate training set based on the domain knowledge of specific chaotic maps in finite
precision and pre-training a Graph Neural Network model for conducting parameters re-
gressions, a GNN based parameter regression attack is proposed. To launch the attack, we
assume that attacker has ability to eavesdrop a portion of the chaotic sequence, and the

captured sequence segment is then input to the pre-tarined model we mentioned above for
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getting the corresponding parameter. The obtained parameter is equivalen&oﬁe‘f@y @ a

o

we say the attack is successful.

Keywords: Chaotic maps, Finite precision, Graph neural network, Parameter regression
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Algorithm 1 Initial states sampling algorithm X &

1: Initialize a empty list S P
2: for parameters in [3.6, 4] do

3:  Initialize an empty list C'

4:  GenerateSMN()
5 CalculateMPL()
6:  Average len = GetMeanofMPL()

7:  Initialize a boolean array V'

sum(V)

8:  while Ten(v) < 9V do
9: candidate, value = GetMaxofMPL()
10: if value == 0 then
11: break
12: end if
13: if candidate == 0 or 2" then
14: MPL[candidate] = 0
15: end if
16: if CalCleanPro() < cp or value < Average len then
17: MPL[candidate] = 0
18: else
19: C.append(candidate)
20: VisitfromCand()
21: MPL[candidate] =0
22: end if

23:  end while
24:  SP.append(C)

25: end for

WEE 1P > SP R A REBEL S C B SEET T HhoEELE
£V EETRY NBATE AR E o gu frop AF A SEPED S
g ERAEZLIRY G 5 blnEke GRS E o AFEEDEY - BRoLE
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¢ dim:num_nodes /2
\ GCN 2 /
dim:1

v

dim:num_nodes
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dim:1
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Figure 4.2: #-3] % & -
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HE) A R R 0 AP RY T [16] s I A % GON[17] %
AP enE SRR o F PR BV Dl KR DL T
AR A A GCNlayer | A P:EH % 3 R - L > GCN layer 2 £ #-2 & '3
3 1> 3w ‘E_’F’Kiﬁ» H & 83558 § I (node-level) o % i i F -5 Y T
e RS EREF L RE Y IE BB Bd s S FA & (graph-level)
G- AR > WEBIROWPFSEE 0 L P FEE S 2 SR H L EE
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PESHTHEEL (MAE loss) &7 F » @i o X- N

4.1.2 JR_RA= (Model 2)

G A - ¢ A PEILT BT

() ¥R RSP ST ol kel y gl & - @ GCON 14

IR R 2 g HRET L E (GPU) el 7 Aoyt B e i &

(2) MR ER U DAL 015 ER T F i

0 f3 Ao Rt A KR 42 > AP 4+ 7 GraphSAGE[18] 12 B~ % GCN layer °
GraphSAGE 1 & % 430 7 30 FR Bl h & BE{ 373 7 £ - Aefach & 3%
# o] = (mini-batch) + — =% { 37— WA hE B o ¥ A { ATE BPEE T F o 0
BRI Bk s B - A A (FREA R RSP E R - A
P T B iR T‘fhﬁ‘mv s Bem N2 end s @ LA ;w‘iﬂﬁ'ﬁ:m“& pES
AR E LTl o [10]77 A% E&hiZf > ZEfap £ 4
FE AR BT LU E AR AR oo H A & 100 B A7

(class)(h fith* @ SuBApE X AaMAT 4 EFFGE) SEBELF

B baRaER Y > FARA- BB NTE ] 0 LT B BNFEY > AP
#- GraphSAGE layer 1 tha Bk T8 R AR T P & 48 % F 05 12 » ¥ % Dropout
b GRS 04 R EF L Fhp d BRA AT KA (neuron) BZ T T
GraphSAGE layer 2 R iF4F 2 & 7 ¥ m]}%jg}\ ~ (graph embedding) & ¥ o 4% ¥ 56 -
BRI REBEBREO L AREL FEFFOBE D BHRT RREL
GELA N R IR e AP R B - B A (max pooling) #-H ik T BN hk

15 doi:10.6342/NTU202201736


http://dx.doi.org/10.6342/NTU202201736

7o R SR RSB R - 1 3p D B (softmax) - B

Fes > B R 2 RS wFHAEIORARIFEHLE

IR

Input(node features, adjacency matrix)

v

\ GraphSAGE 1

v

BatchNorml1D

v

ReLU

v

Dropout(0.4)

v

\ GraphSAGE 2 /

v

ReLU

v

\ Linear 1 /
v

Max pooling

v

Softmax

v

X
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¥

prediction

Figure 4.3: #-3]%% & =
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51 #FHEXRR
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Table 5.1: S # 4 % 7 4% # (Random-set) * "%

Precision(bits) Sample number Trainset size(nur@berfﬁﬁfﬁ Cost time(secs)
5 4 56 1+ 0.1433
6 6 162 6.0.0805
7 7 371 QD Iy 0.6368
8 9 945 - 1.8687
9 11 2299 2.8445
10 11 4587 10.9528
11 16 13328 41.8899
Table 5.2: %% & % 4 = T4 & (Algorithm-set)
Precision(bits) gv cp Trainset size(numbers) Cost time(secs)
5 0.5 0.15 51 0.1766
6 0.5 0.15 157 0.6968
7 0.5 0.15 387 3.9900
8 0.5 0.15 951 14.8796
9 0.4 0.15 2344 82.1048
10 0.2 0.15 4635 370.3282
11 0.2 0.15 13647 2005.2871
—8— Random-set
0147 o Algorithm-set
0.12 -
© 0.10
[1e]
=
L 0.08
18]
E
5 0.06 1
S
0.04
0.02
0.00

Bits of precision

Figure 5.1: 3" R FAL B 2 S Z pr R (5 =1 4))
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52 BA-FREX

521 REHFET&%E W4t (learning curve)

Loss

Loss

05

0.z
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@ Random-set @ Algorithm-set

100 150 200 250 300 350

Epoch

Figure 5.2: #-3]— % n=>5bits PFz_ £ ¥ & 5

400 450 500

® Random-set @ Algorithm-set

50 100 150 200 250 300 350

Epoch

Figure 5.3: #3]- % n=06bits PFz_ ¥ & 5
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Figure 5.4: #-3]- % n="7bits FFz_ £ ¥ & &R

® Random-set @ Algorithm-set

S
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Figure 5.5: #-74]- % n=8bits FF2. & ¥ ¥ &

® Random-set @ Algorithm-set

et

o 200 400 600 800 1,000 1,200 1400

Epoch

Figure 5.6: #-4] - % n=9bits FF2_. § ¥ & &
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e Loss » iFW A PIRYE T HE AP F o 2L WA - g 4 oL
\

+ %0027 723 > ¥ A - 9GON layer £ * 4B 4p 3k cni® 2

11bits FALE ¢ g aELiE T80 -

522 JNpMMARCARBERIBZIILEK

Val Loss
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Figure 5.9: #-73|- BliF s # = o &
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fe Loss BT 37+ % 0.02F 32 - B 59~ 7P kg
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53 BA-_FEHBRLER

53.1 RENFE TS E B4t (learning curve)
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Epoch

Figure 5.10: #-4] = % n=>5bits FFz2_. & ¥ & &

® Random-set @ Algorithm-set
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Figure 5.11: #-3] = % n=6bits pF2_ 5 ¥ & &
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Figure 5.14: $-3] = % n=9bits fF2_ B ¥ & R
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531 & (P a2 FHFRERT » APRFOTHE LR RBEIFHEEER o
Dot de Al - o WAl AL SR D ¥ 4@ Loss ' 3] 0.002 3% 0 itk ehididy
AR PR B EFRRAREASTE- B DR o LB s 2
SRR AR i o AP G R PR ONCR] 2 W ek o gt b B
ARFTHESRE S ZoREE R L B LS B AEFTRF IO
ek e Lt ARITRE R AL S DT R AR B R
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532 JNpMARTERBERBZIILEK
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B P ERAR R S - i o e bk 3 R SRR
S i

B R BT RRE TS

Table 5.3: Cut_edge(n =5)

Cut_edge loss(Random) loss(Algo) Attack rate(Random) Attack rate(Algo)

1 0.0371 0.0395 0.5714 0.3571
0.9 0.0475 0.0434 0.3571 0.3571
0.8 0.0514 0.0434 0.2857 0.3571
0.7 0.0503 0.0463 0.2857 0.3571
0.6 0.0556 0.0690 0.2857 0.0714
0.5 0.0671 0.0720 0.2142 0.0714

Table 5.4: Cut_edge(n = 6)

Cut_edge loss(Random) loss(Algo) Attack rate(Random) Attack rate(Algo)

1 0.0270 0.0118 0.4259 0.4814
0.9 0.0173 0.0140 0.5185 0.4444
0.8 0.0183 0.0160 0.4444 0.3888
0.7 0.0199 0.0157 0.3518 0.3148
0.6 0.0275 0.0282 0.3148 0.2777
0.5 0.0476 0.0419 0.1666 0.2222
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Table 5.5: Cut_edge(n=7)

ad
)

Cut_edge loss(Random) loss(Algo)  Attack rate(Random)?‘w

—

!

1 0.0065 0.0052 0.5566
0.9 0.0087 0.0066 0.4245
0.8 0.0162 0.0147 0.2924
0.7 0.0262 0.0209 0.1981
0.6 0.0348 0.0279 0.1603
0.5 0.0478 0.0401 0.1226

Table 5.6: Cut_edge(n = 8)

Cut_edge loss(Random) loss(Algo) Attack rate(Random) Attack rate(Algo)

1 0.0051 0.0060 0.4825 0.5238
0.9 0.0071 0.0091 0.3428 0.3746
0.8 0.0148 0.0122 0.2349 0.2476
0.7 0.0183 0.0157 0.1904 0.1809
0.6 0.0240 0.0214 0.1587 0.1079
0.5 0.0321 0.0320 0.1238 0.0825

Table 5.7: Cut_edge(n =9)

Cut_edge loss(Random) loss(Algo) Attack rate(Random) Attack rate(Algo)

1 0.0026 0.0019 0.3923 0.4529
0.9 0.0039 0.0034 0.2807 0.3397
0.8 0.0072 0.0059 0.1770 0.2838
0.7 0.0100 0.0097 0.1674 0.2105
0.6 0.0151 0.0146 0.1291 0.1483
0.5 0.0244 0.0210 0.0861 0.1339
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Table 5.8: Cut _edge(n=10)

"‘j"‘ N

ﬂf

Cut_edge loss(Random) loss(Algo) Attack rate(Random)?‘w Ajrt ack:

* 5 ?l

1 0.0021 0.0018 0.2302 ] R
0.9 0.0047 0.0037 0.1814 &
0.8 0.0071 0.0057 0.1430
0.7 0.0107 0.0102 0.1143
0.6 0.0144 0.0126 0.0807
0.5 0.0189 0.0192 0.0583

Table 5.9: Cut_edge(n=11)

Cut _edge loss(Random) loss(Algo) Attack rate(Random) Attack rate(Algo)

1 0.0018 0.0018 0.0876 0.1290
0.9 0.0025 0.0029 0.1200 0.1098
0.8 0.0035 0.0042 0.0990 0.1002
0.7 0.0050 0.0059 0.0804 0.0834
0.6 0.0068 0.0094 0.0696 0.0744
0.5 0.0099 0.0135 0.0552 0.0606

55 gvfecp ARA—_HETRIAFZGIYE

EREF R Hm gufrop s BAEHIT A S TR L AT KPP E A
PARMER R HPREEFY LAk EE o A S2RN [ RAP- B
et d FTFHREFE FHAEAAPR T B EEE MR A SEF o L0 F
FHEA = b LSRR BT KA ¢ AR n=8 ~ Llbits & WA K gufrcp A
B BB -

30 doi:10.6342/NTU202201736


http://dx.doi.org/10.6342/NTU202201736

551 B cp

Table 5.10: Fixed ¢cp = 0.15

Precision gv  Trainset size  Cost time Loss Attack rate

8 0.5 951 14.8796 0.0060 0.5238
8 0.6 951 15.9144 - -
8 0.7 951 17.1409 - -
9 0.4 2344 70.0148 0.0019 0.4529
9 0.5 2344 73.2149 - -
9 0.6 2344 82.8059 - -
10 0.2 4635 370.3282  0.0018 0.2462
10 0.3 5974 396.8634  0.0021 0.2765
11 0.2 13647 2005.2871  0.0018 0.1290
11 0.3 14859 2072.2073  0.0024 0.1050

A 5107 g B F ep K E S 015 B > i B E U0 FRk > H3k gu 7
FHOLF 0 hon=8, Obits chpFiE F1 7 F2 B4k (F] Algorithml ¢ linel6 F — i i
AEGESOR A RLER <TIOE 0 PR R R LR TR &
n=10,l1bits B F1 2 { F crgo @3 BFHFERLT BT bA Lo FlEmT
REF gv EaAPeag i HEF LR PR3 2 RARGEFET] ££
CFHE A LS - AR L e
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Table 5.11: Fixed cp = 0.1

Precision gv  Trainset size Cost time Loss

8 0.5 2543 44.4987 0.0044

8 0.6 3721 46.0312 0.0026

8 0.7 4182 44.0672 0.0027

9 0.4 5990 215.7035  0.0020 0.4545
9 0.5 9191 242.0484  0.0014 0.5326
9 0.6 11505 250.0089  0.0015 0.4162
10 0.2 6066 784.1016  0.0026 0.2262
10 0.3 12629 788.8826  0.0018 0.3101
10 0.4 21806 809.0084  0.0015 0.2565
10 0.5 29691 773.9325  0.0011 0.3077
11 0.2 21757 2031.0349 - -

11 0.3 46245 2119.3409 - -
11 0.4 73789 2091.2931 - -
11 0.5 86890 2091.7836 - -

F 511 AP d-cp B2 2 0.1 &% 23 F ¥ & Algorithml ¥ line 16 eh% = B
R AL E T g B & A PT U IR T T
gt A PHEFEEF2 SR g BE fek S10pF A Eep g2
BT IHEARERF op 5 0140015 4p vt Mol FREEE A D NPT op BEE T
KA B R T hE. iﬁ T FaniE oA iE P AR gtk o LR n=8, 9bits &

FOUFRE gu it P TABE R AP Loss § AP BT T I E S
Al AN A o > AP S D anE g %) 5 A i - Algorithm] ¢
eRE 2 ‘% ERFHEY X3 07y TRELLEL S T - TREH
BRSSO EE R R IR DY - BB B RAEL DERT TR R H e
FRBE SHPREF G S - 2P BT A - BRI R R 2 e
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?‘ , l}‘]ﬂ,h 2\ ,lau—,; ﬁhpi;;g_“,,* B3 uﬁ; y 3\ ,Fa wu{*‘ /\Q ﬁqu-g e ﬁ\‘i‘;’f"fﬁ’-ﬁ"/\é—_

SR TR R T AL I s s S B e

552 B gv

Table 5.12: Fixed gv = 0.5

Precision cp Trainset size  Cost time Loss Attack rate
8 0.15 951 14.8796 0.0060 0.5238
8 0.125 1209 15.9683 0.0074 0.5238
8 0.1 1513 16.8358 0.0050 0.6476
8 0.075 2018 16.9521 0.0037 0.6571
9 0.15 2344 73.2149 0.0019 0.4529
9 0.125 2904 76.7273 0.0020 0.4194
9 0.1 3798 79.5670 0.0014 0.5183
9 0.075 5162 85.0566 0.0017 0.4609
10 0.15 5974 402.3244  0.0021 0.2765
10 0.125 7524 419.6067  0.0031 0.2414
10 0.1 9892 395.0996  0.0032 0.2629
10 0.075 13912 416.3629  0.0025 0.2925
11 0.15 14859 1997.15 0.0024 0.1050
11 0.125 19031 2050.3329  0.0018 0.1188
11 0.1 25357 2012.0805 0.0018 0.1452
11 0.075 36132 2033.2666  0.0034 0.0858

Fli v S5.114c% 5.10 ‘]‘B’K’F’."X*JF]: gy 0.5 BF v AR T A IR Tt £
5029 AP AL g =052 BEFF cpF ke o APF rig NEF cp ik

BT EAEA RO FIRG G TR AR E R D TR R F AR A

R EE

i3

NI AFBHRET AL IE R EF LA FEAEF TR ERH A T

s
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U = S R P Siess v H MR pis: & AU SR AN
G EFER TR BARH N G R AT A RPN s
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5.61 HHBBRMERAE

APP AR - BRI G RAEE A FRECRI21AAE 0 A
KETn=1m=2> 2 @ * HEP S P FEELGEPEL ST 3230
Confusion and Diffusion stage J| £ * [8] e3> 2 - Fli 2B #Hh~ L R 52 ¥ 5 »
LR *15\2'-.&«1-’ a;u“@@;ﬁ,,m f#, ] LN e 2 ﬁ)r—‘i L“\FE? » ¥ 4p ,;,\.

(EEES SRE N S SR PR

Algorithm 2 simple CBIE algorithm

Input: Plainimage /; Keyl r; Key2 zq
Output: Cipherimage C'

1: GenerateCS(r, zq)

2: form =1to2do

3:  Confusion()

4:  Diffusion()

5: end for
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5.6.1.1 GenerateCS FH# 0> \’9“"

mod 256 °

5.6.1.2 Confusion FH#

Confusion stage ¢ 4 77 B & i1 % - H A BFERP bz TR aE
#7375 (row rotation) » % = # B E_{7 ¢h &€ #7#E 5| (column rotation) o 4 W] CS
G MIE (B e R)fon NI (B R)EAEA  PTRELA D 1525

(index) #i= § i& 7 £ 3742 7 12 i Bl Peid 47 o B F 0 ehp o

5.6.1.3 Diffusion & #

Diffusion stage ¢ $#% 2~ C'S evm M x N 78 (334 pixel #) » fri5 48 Confusion

stage g ifE 7 B & i8 {7 element-wise XOR -

5.6.2 HEHL

Step 1: # * 4 ¥ 3% i Algorithm2 f5 "UH B e B4 R R i (A7 P ¢ K 25
11bits) » & #de @ (5 e o 2 BAFE ¥ @3 o T ] 5.20 Jo 5.21 4 5] &

% % R Blfode 16 i (r = 3.964156, 20 = 0.4864156)

Step 2: I’(?J‘Ff Fx’é&éfﬁ;{@f? * —"Ffén BPEATR Y G- IR A B A F R

PL BIRR G BRI B A 60% 0 10T FE PG COSeqo ©

Step 3: se#  #- CSeqy i » 1 IR A Y > £ BIAC B2 4880 524 i pt
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Figure 5.20: Test image Flgure 5.21: Cipherimage

—\

RIS (T A Y DY - B4 ) BOR] At AR R D

A Tpred = 3.965381383 ©
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Figure 5.22: Decrypted image
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Table 5.13: % + BLjzF R 4F 36 B A 49

Method Brute-force
Keyl space e
Compare C'S,, O(len(CSeaw))
Generate SMN o2")
BFS from C'S,,,(Key2 space) O(|Vieyz| + | Ekey2])
Total 1238 % O(len(CSean)) + O(27) 4 |Vieya| x decrpytion_time

37 doi:10.6342/NTU202201736


http://dx.doi.org/10.6342/NTU202201736

ik
1]

Table 5.14: @ %-Hcsc & pF 0 47 3 B A 4 Kl N

Method Paremeter regressioih atte((sﬂ[;‘{_\‘:.%@ é
Model regression Depends on differen\/t;gpoﬁé 313‘@’“ f
Keyl space '

Compare C'Seqy

Generate SMN

BFS from C'S,,,(Find Key2) (’)(|Vkey2| + | EkeyZD

Total 2:L055 5 O(1en(C'Seqn)) + O(2") + |Vieya| X decrpytion_time

in AW ER YR (H 2 bits)  Vies Tv Breyo » #C0Se0 2 4285 @
BFS 2.+ F] 8k el # #c -
% 5.14 -4 2% oo A e i SHTH AR 1 chi 1 0 ¥ g §) Keyl space &
g A P B f8 & Testing set e Loss 2 A2 AP E § 7 & Bt cndfF > AR K
VRIE S $ 4T A SR E S A T E R L H S F A ARG o Loss
ARR o R AR RE {F o RBAPRET 1000 £ 7 ok s ¥

Keyl T35 & 71.9 = chjg& o
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