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i &

TE R AN E Y (Federated Learning ) i = T AR £ & 87 7 R4 o @ BN
REYRAFY B BHCTR R (BT A A9 SRR P IFRT B AL R
Pege 45 0 2 :H%Fé“m’g?“q‘i{% T grr 2t A F e (Non-1ID) » & 2 2% & P e id %92
SR m@@]a{; T AT o FARRAEHOE NN E Y A RRE Pk o A JURRAMN KRR
S FE TP 8 B ERGN Y gk 2R 3 3k I ATORCAI R £ 4 (Model Aggregation )

78 H AL Ao # 4 (Knowledge Distillation) 2 fA# iz 7 & (“JEAA SR O7 Fr Il
(Uncertainty in DNN ) #p B 3=/ = 2 > &8 2 8 ¥ sc%k o 7 % 2B f4 55 (Image
Classification) eixfxt » 9 AP et q) B & % A I r ER D SR L E= el

o ARG RE S ASRET 0 FAHDLR

M3 (RN EY > AR L o B RFREAN KRB FET o
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Abstract

In recent years, Federated Learning has gradually become an important research topic in the
field of information theory. Federated learning emphasizes that learning tasks are jointly solved by
loose devices (or clients). Important challenges in this situation include: the data among clients is
unbalanced and non-11D, and the communication between devices is unreliable due to limited
transmission bandwidth. The above issues are intractable to federated learning. This paper starts
from the uncertainty of deep neural network to evaluate the effectiveness of federated learning and
proposes a new model aggregation architecture. This scheme is based on knowledge distillation and
quantifies the uncertainty in DNN related evaluation methods of deep neural networks to improve
the learning performance. The experiments on the task of image classification confirm that our
proposed model aggregation scheme can effectively solve the problem of non-11D data distribution,
especially when the transmission cost is limited, and it has a good performance.

Keywords: Federated Learning, Model Aggregation, Knowledge Distillation, Uncertainty in Deep
Neural Networks.

doi:10.6342/NTU202202304



R R B BB T e ettt an ke i
B e UL SR g SR 1
B B s i
ADSIIACT. ... v
B B e Vv
BB B A e e e e e e e e et ———aarr———————————— Vi
e B A ettt beere s vii
Chapter 1 INtrodUCLION ........cocviiiie i 1
1.1 Non-IID issues in Federated Machine Learning.........c.ccccceevvenen. 1

1.2 Distillation-Based FL .........cccceiiiiiiiiie e 2

1.3 Possible contributions of this thesis.........ccccccvvvviiiiiiiiiee, 3
Chapter 2 Background ..........ccoooueeiiieeiie et 4
2.1 Knowledge DIstillation ............ccccoeviiiiii i 4

2.2 Uncertainty iN DNINS........cccoiiiiiiec e 5
Chapter 3 Proposed Method ..........ccooiiiiiiii e 8
3.1 Uncertainty Measurement ........cccccveveeeieesieesine e eiee e see e 8
3.2 SamPle ASSESSMENT........eeiiiieeiiie e 9

3.3 Overall ArChiteCtUre........oovveiiiieie e 10
Chapter 4 EXPerimeNntS........ccocuveiiiieiiiie e see et 12
L =) (U o PRSPPI 12

4.2 Results and ANalYSIS .......oocvviiiiiiieiie s 13
4.2.1 ADIation ANAlYSIS......cccveiiiiiieiie e 14

4.2.2 Overall Performance ........ccccccveeviiec e 17
Chapter 5 Conclusion & Future Work.........cccccovvviiiiiiniiiciecnies, 21
RETEIENCE ... s 22

doi:10.6342/NTU202202304



= I =T | ] e o 1N =) SR sy SO SRR SRR PP 3
Bl 2. o AR S FOFF IS ¥ P18 00 4
I = B A s £ VA = TR 5
Bl 4. BHZRE Y T BB T FE T et 6
Bl 5. 2 e FRAUA ZE 7T & Bl 11
B] 6: CIFARLO ST9B] 1B B oottt sttt ettt e e ettt e san e e nbeesbneennee s 13
B 7. 0% 22 b e A T AT LA F Bl 15
Bl 8. Topl - i ﬂtﬁﬁj A1 2_ 4 (Softmax ENtropy) e85 2 (v 16
Bl 9. Topl #Hac%: FF & (Feature Space Density) s4i3h 4 iF e 16
Bl 10. fF- :x,g,:gig] A1z (Softmax ENtropy) s73-F 3518 ..o 17
Bl 11. #Facs: B % & (Feature Space Density) fr-T 3518 ..o 17

12 .FedUA ~ FedDF ~ FedAvg =& ¥ & 41 (Learning CUIVe) ........ccccvvverieieienene s 18

o =

13. 2 ez oo F R T T %A F > d £ 3 L&A % Step ~ Dirichlet(0.1) ~

DT (ol 0] L= (O 1) OSSPSR 19

Vi

doi:10.6342/NTU202202304



o1 P BRI SR R IR 2R FLZ A TRttt ettt 14

4. 2. v- i FedAvg ~ FedDF ~ FedUA &% Fe2bjlh= b A F 2 2T 2 2 B 19

# 3. v FedAvg ~ FedDF ~ FedUA A7 Fr 28 1L Fen & e 20
vii

doi:10.6342/NTU202202304



Chapter 1 Introduction

1.1 Non-IID issues in Federated Machine Learning

Bz 8 % (Federated Learning) =% 4 *t 2016 # ¢ McMahan % « #%
[ - HPELEFHAFT AAFNELY B FREFBOEST 72 d 2

#-4](global model ) 72 o gt ¢k > 3% < 7~ % 11 Federated Averaging i# &
FERRARBLREEDR R AT AL RG AEOTRSEET > E]]
o A e R o FedAvg s gL+ 2 b B % 2 sRATR T AL R PR Bl o sxau
B 2 R et R (gradients) o g MR ERE S 2EHCA 0 ETIREE
# (privacy protection) frF#2% 2+ (data security) ep &7

¥ FedAvg 7 e 49 ASR F AL 20 > b & (Non-1ID) R 48 > 3% 5 #7 § 4
NG R A R T o LR § B [28] 0 A R FIL R K p
2ibz e A TR G BN R A PR E A2 e o AR L BT
APPGEA Y o 0 A g el 2 S0 5 2Ldb d4( non-convex ) » FedAvg B35

Ea EFD B A 6 BV R A F A F 1 B AR (ideal model) #

HWAvLPE > B R FEHE 2t 2B Y ARE[4] - 2+ b > FedAvg
% 4

;}P
dF
Ixg
K2
s
s

T
4
P
I
q

Heft g T bldoh R %R o

P A B ASEF R A (Non-1ID) R 35 = 2 7 < u & 5 1At
(Data-Based) ~ % t(System-Based) % ;& & ;2 (Algorithm-Based) = ## #g %|[5] -

Ao FoR A s et 2 358 TR & 3 [3,6] (datasharing) & 745 > [7] (data
augmentation) ¥ ¥  rTefRAR AL 0 R o BAEGS 2 LAE R BANE Y
oA > FlEZFBRERL P cita A2 FRERRE DR G o &0 ks
i P ¥ 40 3 (clustering) #-* S shie AR R R S ¢ w2 [8,9]
fe¥en® & & 5 Ap e R F R o A 2 T 4p v & (data similarity ) ¢ B
FRERAE-HL L I BEFAEMPNAERE Y P AR E Gap AR R
AR AIHEZ P FHEMIM S NPEF A 2 5 S RpE N

i 2.1 [10,11] (regularization) ~ i3 [12] (fine-tuning) ~ & & & [13]
1
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(personalization layer) > 2 — W48 & ¥ F L nfljis o blde > § T8 ¥ [14]
(multi-task learning) ~ ¥ ¥ & 3 [15] (lifelong learning) f=+ak % 47[16-20]

(knowledge distillation ) % =+ £ -
1.2 Distillation-Based FL

Guha ¥ « 3 7 DOSFL[16] = “- st = =" hFL %4 o 7 B33 F 4+
i 0 %R AL B 47 (Dataset Distillation) = i @ % = s A TR 7
b TRELFTHFY F L BLERIRE o RIRFRKA Y 2Pl 2 TR
£ s R A o Jeong & A % FD % 1‘]‘&[17] Faag AR
e¥t #icis 5 35 18 (per-label mean logit vectors) 2 4v i 38 20 o gt ¢k > gH4f2tjh > v
oA RO RE 0 L % FAUQ BUEJE o FAUQ § 3R*TF * 2 20 RIRE R & rak L
itk o R PIREDR- B GAN A 8% 2 T 37 GAN IR p L kB F
afhz ® A w0 A5 FD - DOSFL 4p #.*+ FedAvg » &EL??.%F e 3l 3
ok A FE M e RS AP 3F  o LI & 4 4% ) en% 4 FedMDI18]
£ - B F 4 E (publicdataset) © * 2 A F SEFAEEFIR L LA D
FAFHEREEACIR . b ARE * 2 PRI HOIBRFTRE AT A
B S FUREL MArg ¢ 2 L BB ST ERY - ARk
*> FedMD > Lin % % % &1 o0 FedDF[19] 0 2.4 * X 8 FTAL & 45 » & #-5 45
EFRE P AT PR B o SR FedDF R4 FHE iR 5 { 7
FEFIN > - i I P i o Chen % 4 $% 41 FedBE[20] 0 H A+
FedDF =2 f#&l ~ B V323 (Bayesian Inference)gLgh4x 3 ) { % #-7) T"% Bo5u
# = ( Bayesian Ensemble) & 3] { 7> B 4ic3] - FedBE 3 ¥2-0h = ¥ F A
RALF Rz 2cd > T VAR E Y S AR R e B
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1.3 Possible contributions of this thesis

*

@ I R AR Y BRI R T R e

FIREBARE B Srh R RN 0 (FL R E WA hik g o
RS- HES S S B L 4 T
P HATRBEGOR L ER 0 G A B R oS M RehT e
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Chapter 2 Background

2.1 Knowledge Distillation

Axge o rEh AR gk O R YRR R ‘fﬁ[Zl] (model compression) - B
fhei— 2 7 B~ #-7] (teacher model ) & 5] ] #-3] (student model) - i /|
WA G E Y AD RIS AP £ & ol a R H SR - Tk

fo oo i ¥ AT EAR T @ ] A B & { 43 (generalization) At 4 o A

N

B fR > Ty ;ﬁd AEE4E R (temperature) e85 cE Y DR RE T

(inter-class relations ) > i* f2 & @ s (dark knowledge) - F%- 2L B

2 o
&4
£2.2/.
" S
of\
m)oe, mp o
oy
0.3
B 2. o AR FOT RIS Y Bl
RN A Y A 2 L R A BEEDRT - T

3% SHOREREE D AN E Y BT o % 2 E 7 i SR R 7R
BL v cBEAPLIBECEIEAF DI R CHASYE S R A Y
THEM SERET B RAGA B S earE o e R TR REW
PIIT 0 IR RO N FI B R A o FURN R AR B AL e 4 0 it BN R
Febed B2t 2B AP PIEE Y hF 0 BREAAEY TR A Sy
w42 R FEF R R L (incomplete-data bias ) friE "% (overtraining) =R

o2 ~FEAXBRAEY PSR G AT D A TR i
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P AR Y TR AT A A AL A - Ko LEEA s L S R
Vi EE R B R g l"f”ﬁ PrBIES DA o Ao FERR T preng i Rl %

oo

MR A WAL T AR & it e

K o B0 S BRI Y R R S kg L A
#BE - A AN FdUA i BTG FE RO MAEY > ax
B2 T A o VR AT 2 BT e H A2 B Y ek -

2.2 Uncertainty in DNNs

- REERA GRRE R S AERCARA KA U A8
oo AR R PR ARBIE & G-t 2 iR (safety-critical) Ear{rF F BT ¥ -
T BT R R R 4 AR 0 ¢ § R TR R
AFEROKR B AR RE RRE T el o

TR §RH SRR T2 - TR R (data
uncertainty) © LI 2 3 AinA R 0 T RE AR S A8 AR RS
B -~ HAR RS AP L TR - A T R
T B AL R B KR e 2 5 4 i 7 A (distributional
uncertainty) : FERIA AL R RN T - £ BB T 0 A FETET (TR
¥ #p (out-of-distribution detection) =& & i $5[22-25] - Bl 3 ko7 7 £EA S

Be R FE R A B o

Data Uncertainty Model Uncertainty Distributional Uncertainty
. : Domain-shift Out-of-domain
In-domain uncertainty . :
uncertainty uncertainty

Bl 3. A R R R A A
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AT AT Eéifr;'ttg LR HITRIE o blde o A KT E T - 1
Fp Bod Bofiy N (softmaxoutput) £t §F i ia iRl 2 R L o A o g
RoMERRFAFIERD G 25— xhiﬁzfxvﬂzﬁ%ﬂz ¥ ¥ 7 14 [26-28]

%:'i’(zﬁ: BLL'\:'F °

FE I EY 5 F o 2Tl 2 % 2 Fx % (distributional
uncertainty ) PFH f & 2% L 4e PP B D RIZAR R { ek E o Fpt o F iV A R A
AR PR ELL L T RYg c APER-H Y g B EH S AHD
BERE Y FEHGEF LR 4) o AP A koS T S F 2 030 RE
Aeehd & ik 0 Fac G RARA P WA A hG e 0 & F SR (multi-teacher) 78 1

T oo i A LT o aAr g o

Distributional Uncertainty

Data Uncertainty

Bl 4. BE2NE P T R FE A
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Chapter 3 Proposed Method

AR den %;\A »wf?ﬂ_‘u p .,,,gaf—r r‘rJI\'_" @fg*;é&, T4 A R a‘-i'fi‘iﬁ‘]
FUEREAEGA BRI 2 e UTHP LA B3 2 hwE 2 g%g#f#_ o

3.1 Uncertainty Measurement

dOTEEMNE Y AR P PR p AR TR LA SRR IGIRE
B BRI GAR e R R ST 0 AR R TR R RREE R T
EAABARE - ROUFA EIR o PIRBH AT HE P it FREZEF

PR R AR R FTORE AR A o A M IRERA SRR DI T RE 1

FEWARLERY DER RBEFTN 0 U FIRBARE LB S LG HNE
TENFORG AL IERIZ AR A R BHE S HE RS b

v i

FREEHS Y B A PR AREBET U TAER 2 AR
IR R BB R PV L R o B A AR E
?%K’¥#%iﬁWﬁﬁﬁ*iﬁﬁ%?#%’MQWﬁﬁﬂ&ﬁ%wﬁ’&
REAELER SR EEUCEE SO AR LR R U S ey
FORFHAI i TP REFE, # 2852 B0 Y > 8- H i RIREH T
4

s ]Hway 2o it o o
EgbE By 2y AP F S0k w4 45 (Gaussian Discriminant Analysis)

> H B B R 2% #1084 #07)(Gaussian Mixture Model) » % 2 - & (X)Y)

e A L
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for each class ¢ with samples X, c X do
1Xc|
1X]

fe = PR
O, < |X| (fw(Xe) — 1) (fw(Xe) — .UC)T

We

ERCAIRE T I B ATREHE B P R AR PRI

T Fg T (epistemic uncertainty ) o iE A2 40T

z <  f,(x) f : feature extractor
p(z) < Z w. N(z; U a;) N : Gaussian model
c
L 2 A B dxﬁiﬂ » X fAdE Hcdk P~ (feature extraction) » {8 7] 42 ik

P RZ o BB HAND Y DD RIRER A LY PR T R

BT s pLEF s NP ERY 2 R RE 0 R H - iR

(Single Deterministic Models) » 7 i > ABCA] e Pl prant 5§ # -

Foeb o Aim e 7 (Feature Space) F R £ i % 0 @ - i dp o
(Softmax) o & FIA_: Gz BNE Y FHET o TR IEE M % (class
correlation) &3 FI* F & #3]e> JHBE Tk F P &8 X7 2l (aleatoric
uncertainty ) * o FJp s AN E R LiERT #”f AL Eogl - VE R R
7 #%3 (objective mismatch) e a,5 4 - £ 1 BT £ > ARXN PGP HY &

ST BT R
3.2 Sample Assessment
$OTE Al iR A 0 B 4 WA KR R TR S I R AT R

BERET G TS A R ER  R RIIN Y T A R § KD

B0 v L eI E R AR TR AP PIRER A
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Boiv R B HCA R LT o

PSR B H R AP ATEFEER > I AP A
FedUA 4c » ’]r,{ 7]&;:!:% FE&: oo

WREE o APz RS Y (Active Learning)

R
i

gufEA o 0 EFE I F A7 k2t (epistemic uncertainty ) ek & 1F 5 SEF AT

sl R o 24P+ Bayesian Active Learning by Disagreement (BALD) [29]

O FEAAN LSRR AT LRI > 2T S E (D) -

Fp > A ep LS gk ﬁf;j};]ﬁz;']ﬂ: 2R 583 T3 (mutual

information) kA& o d FHMIEHBEE A > APEF Rk A 5
NG G

ﬁﬁgﬁuo:ﬁﬁ“ﬁﬁﬁﬁﬁﬂmﬁé

A*%{ﬂmfiﬁvﬁf A B A% m 2 B @‘J FEnd oo

fer 1o Argd g+ RiTiuz (Monte Carlo Approximation) - ¥ ref
» HH 34 (2):

1 1 1
I(Y:Wlx,D)z—Z —z p.)lo (—Z pt)+ = z 2
T2 FNTLP)T T L
BB Y TR Y AP RS AR R
RN o EFEGEEORA S AR ERET AR v § A2 R

o F T PIRE b 2 B I R LR

3.3 Overall Architecture

S St 0y % 4 5 A% FedDF 2 1
?%ﬁ%F&°wﬁﬁ$M<?¢F&?iﬁf

PRI AREEE A

PIRE S » 2 T AERIE 2 R A
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hEw LR EEITY > RIRE G REw & L ity ¥ 2 SRR S
KEFHA > ARERFHICEEFEF > AP R e RS P SRRA O
B R A BRPA GRS H AT AR R AR Y 2 el
Hedom gy R E > $c S & M B (Logits Combination) > R g4 & B
 FedDF B~352iE eh= ;% » {8 3] 2 & 8 5 (Ensemble Logits) - fepF > 1 #
HEA TR R Atk A3 o LB R A -TT L KPR e TR o 1T TR R
s o € ARF 4 HOR] Sl de i LR RCA] P enT 39 58k (P FedAvg)
AP T R FREE s AR RS EY R D 2 AT L 2Bl @
B SRk P e B 5 BT A gt d e FedUA 2 BEREZEHE T A B -

2. Sample Assessment

1. Teacher Evalutation N . 5. Student Learning
o]v]s]=]o] .

L

(YY) i’ Eﬂ

p‘ . ‘ » v 4. Logits Combination a

. L L l

: slslo}

esve
soe

4
=]

A

200
(L)

A 4

E@ =E]
- L_Lé_J_J

[ XX ] [ XX ] [ XX ] [ XX ]
“ooe seve ..., sese s
= = =

Bl 5. #0391 ch FedUA % 487 £ B
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Chapter 4 Experiments

B EREYG R oon s AP RN mTERE SR AR
FRipliE o BRFMEHEINA > FedAvg o FedDF # il 5 it 4 o 47 F R E

HRET X DR TR Rt FHRES -
4.1 Setup

- Datasets and Network Models

AP e FedUA 2R 7 BT R s S ¢ 0 £3E % ResNet-32 3 4
G pdcd) ) CIFAR-10 #Z 3" HFALE o 2 P a3 UF AL & & 40000 5 @)
R 2 A DI AR R AL o H 42 10000 5k B R IF G PR B b A A 5 R

g AR TR

A% > gpe Dirichlet f % 53] 2> b A F P - & Step 2T > F B
S 2 R R 2 BATNIOR 0 248 BT IR LS £ - Dirichlet i 41
* B¢ %4> «a (concentration parameter) - % ¥ Dirichlet 4 # 12 3] % I 4 4%

2R DF L o

12
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airplane 3&% V..E"’.
automobile Emaﬁﬁh‘
v Emll VES ¥ R
= ) X
« EEaESESEsP
e [N ES SRS
«  HE<Es0AE
o N 2 O W
horse '.mn-. .m

e B =S e
we o e 58 5 B D B R
B 6: CIFAR10 =g i§3g %]
CIFAR-10 ¥ B %G LB 6)%d L1 Efed b e 10 fAsE

\F‘b

Bl AR M T fIS PR A R TILRIE > R Y B A
Gl I B TON R S R R S O N et S L R & 4
A e st o

- Details

BRI Y AR A 0 0 PRI R E B hiBK L AR
40 wfe#cE (rounds) X 5 "o E P sy B E 10 B > wARL K C A4 it
% 1.0 (Reporting Fraction) » % % #cd- 3+ - TS EH L » Tl » s i3
e bt B RE

E AR A RPIR B G R0 S 20 #) (epoch) Ik * REHS FL R T R 2
(stochastic gradient descent) & {7 2" o & 3= =8 e =t < -] (batch size)&k & 32 &
PREBEZBR G 128 0 ptob 5 7 o3t A 2h i@ * 0 R M (Cross entropy) i & 4p 4 o
B 20 RTEEE > AFIRBER Y cnE ¥ (KL divergence) -

4.2 Results and Analysis

13

doi:10.6342/NTU202202304



4.2.1 Ablation Analysis

- Sample Assessment

Atk A= ehif A 47 > if 7 Bayesian Active Learning by

Disagreement (BALD) s 7 #t » -  F S A RHKFTAL 7 I enBofit 57

(Sample Ratio) » ¥4% PR B = g2 58 o

'ﬁ TR R AR T A Bt 5T 5 BALD 5 { ek Bt o 3R )
# BALD & 3E itk A b et 0o AR RO B ALRES A et S o T 2 8 0T
mﬁiﬁ'l%t“ii"ﬁ FY R &SP B0 BshwfAHE > hdFhi R

g;rrh.— M )”ﬁl o;fgfﬁg J-%J_;;,'_ﬁs"z 1°¢ o

SR=0.2 SR=0.4 SR=0.6 SR=0.8 SR=1.0
Random 71.5+0.61 | 71.3+0.78 | 71.8+0.66 | 72.3+0.66 | 72.1+0.55
BALD 72.0+0.24 | 725+0.36 | 73.9+0.46 | 73.7+0.33 | 73.2+0.48
PN RTE B W = F B A I i S

Fd dor AR AR > 3 T RGN HE Y
PP i B AG A2 GEEHL

£4E -

kI3 A

PREHE Y f BN B Y i

- Uncertainty Measurement

GAFEH APEE A FREULRE AR o A PRBY S R ke
BYREINZp2 R rdthFRTEY ¥ 2t g PR HAR

AR et T o A B R R el - 1 g el 4

PRE
1% 5 EF 2
I o

14
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dod A S e i i 7483 CIFAR-10 5 &% & ah (1) T 72 &
7 [+ (Data Uncertainty) » F12 # 5 B 3 - Tp it > L1 E e Fdoft o
d 3 2ifh e ¥ e b iR T 0 (2) #E3] 2 /2 2 (Model Uncertainty) e (3) ~ #
7 Fz Z_t(Distributional Uncertainty) 7= £_#% i 2% B J3 iR 4 o % FF L AP R
AR gl s 2 T fe(Data Imbalance) B2 58 > H R p pk A 4k D andge] o H
FEERMRARF o 7 6 0 AAH @A s §0A] e O I 2 03] (Ideal Model)
m o VREARfE R RARE AR PN F AL o

Non-iid Distribution

class

client

B 7% S A G RFEALAS F R

BT b st RGRE o At B¢ > %EL 0235675 %"
Ak
r?);f__—k

it o 0 B 0F R 8 4 LRI S B B0 1 B e ] ] o dpt B

gt ot BRGS0 & § - B L L fo- fb o TR g S

e
[k
=\e
\:\

=k

B % #g(coarse-grained )enat 4 F # i 1 d S HBL 18 95LE 2 A

1

4
piwi}

M B aip M MEF g n P ) ek i (fine-grained) & #g e 4 o

Bl g AR ARt P A gt PR A LT T B b R ke
FR frimd R G a4 R AP e Fe 8 2 803 54 4 5LaciE 0 e
AR o gt b o R 18O FEF RO M b SR e B i 4 G F 4 A

15
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PRACE AR DM R F 2 FR AL B A PR

1-8 98N 3 45 KR A AR SR PP LS o
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-o.oo e o O o o
ndi® . o.. . 0 o e @
e e o @O o . o...o
6... o . s @ e o

....o e o o O
g e ® ™ .. . -.o ]

@ - ¢ o . o.oo

- . r — .

0 2 4 6 8

client

B 8. Topl fF— i+ 3 dchiy 11 2 4 (Softmax Entropy) s> & ff
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Non-iid Distribution
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Chapter 5 Conclusion & Future Work
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