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Abstract

The problem of quickest change detection for structural changes within correlated,
structured distribution is studied. Precisely, we assume that data collected over a network
follows a specific instance of undirected graphical models, the Ising model and that the
Ising model before and after the change differs only in their structures. We show that
for both types of structural change, edge appearance and disappearance, the problem can
be suitably transformed into that of Bernoulli random variables. When further restricting
the Ising model to have zero mean-field vectors and forest interaction structure, the trans-
formed Bernoulli problem becomes drastically simpler to solve. Consequently, under the
multiple edge appearance setting in Ising forests, our proposed algorithm equipped with
only the pre-change structure knowledge is capable of achieving the optimal worst aver-
age detection delay and average run length to false alarm trade-off at the large average run
length to false alarm regime. Under the one edge disappearance setting in Ising forests,

we present an algorithm with sub-optimal worst average detection delay and average run
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length to false alarm trade-off. We explain the reason for sub-optimality and point out that

our method is already optimal under a less strict criteria from the literature. We then turn

to improve the runtime complexity of the proposed algorithms. By taking advantage of

the correlation propagation nature of correlated networks, we show that instead of doing

brute force search for all possible locations of the structural change, monitoring only a few

chosen nodes in the network suffice for decent statistical performance. To get the most out

of the new procedure, we formulate a node selection optimization problem and provide a

simple algorithm to solve it.

Keywords: Quickest change detection, Ising models
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Chapter 1 Introduction

Networks are fundamental structures capable of describing relationships or correla-
tions among a group of entities. Prevalence of networks in real-world applications for
instance in communication engineering - sensor networks, financial markets - stock de-
pendency networks, and genomics - gene expression networks have led researchers to
study problems such as learning the structure/behavior of the network or making infer-
ences based on knowledge of the underlying network. These problems are particularly
important when the network is static. On the other hand, when networks are allowed to
change over time, which is usually the case in practice, the timestamp at which the network
structure changes or how it changes may be more informative than the network structure
itself. For example, in sensor networks, the change in correlation among sensor measure-
ments may imply the eruption of abnormal events; in financial markets, acknowledgement
of the change in stock dependency network better adjusts trading strategies; in genomics,
identifying the change of gene interactions delineates the biological effects due to exter-
nal stimuli. Upon mentioned examples motivates the need for rigorous study of structural
change detection in a timely manner. In this thesis, the problem will be studied through

the lens of a fundamental statistics problem - quickest change detection.

The quickest change detection problem is the study of detecting abrupt statistical

changes in streaming data. Classically, researchers laid a strong foundation of the problem
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by, for instance, defining appropriate frameworks for future comparisons [20][12][ 1],
establishing connections to related research areas (e.g. sequential hypothesis testing), and
answering fundamental questions under the proposed frameworks [ 1 6]. However, studies
in that era focused only on the case where one data stream is presented. In fact, even
until recently, to the best of the author’s knowledge, when the quickest change detection
problem is studied with the presence of multiple data streams, data streams are either
assumed to be mutually independent or almost mutually independent (e.g. only one pair
of nodes aren’t mutually independent), leaving out challenges and opportunities posed by
the existing spatial dependencies. (Note that emphasis of recent studies is varied; e.g.

works emphasizing scalability [15][11]; works with compromised observations [6][£].)

In this thesis, to properly incorporate structural relationships for data streams col-
lected over a network, observations are modeled by undirected graphical models [10];
undirected graphical models are a rich class of joint distributions capturing conditional
dependencies among random variables based on the notion of reachability on graphs. The
strong representation power of such models renders its widespread usage in real-world ap-
plications despite its innate computational difficulties for statistical inferences [25]. Under
the context of statistical hypothesis testing or parameter estimation (structure learning),
studies are usually targeted towards the specific instances of undirected graphical models;
Gaussian graphical models for continuous data and Ising models for discrete data. The
latter is the subject of this thesis. As a subset of undirected graphical models, inference
problems on general Ising models are non-trivial to solve exactly due to the notorious
partition function. Researches from the past have suggested that these difficulties arise
from the presence of long-range correlations [2], prompting us to first limit ourselves to

the tractable graphical models on forests.

7 doi:10.6342/NTU202104499



Our first attempt at studying the structural changing Ising model quickest change de-
tection problem restricted to distributions on forests has led us to essentially study the cor-
relation change detection problem for disjointed components. We emphasize that intrinsic
to the problem, two major challenges are presented; the location at which the change of
correlation happens and the difference in correlation before and after the change are both

unknown. Specifically,

1. In chapter 3, we study the quickest change detection problem with both the pre-
change and post-change distributions belonging to a Ising model on a forest but
differing with multiple edges more after the change. Equivalently, the problem is
the same as detecting a decrease in the number of tree components in the forest. Our
results reveal that with only the pre-change structure information, the problem can
be transformed into the pre-change known, post-change unknown Bernoulli quick-
est change detection problem. Following the well-known procedure from composite
quickest change detection, generalized CuSum, we derived a procedure that locates
the changes by doing brute force search and distinguishes whether or not a change is
presented by using the generalized likelihood ratio for Bernoulli random variables.
The procedure is shown to be asymptotically first-order optimal after slight modi-
fication of Lorden’s result [ 1 2]. We further, by taking advantage of the correlation
propagation characteristic of the model, show that monitoring only a few selected
edges instead of every edge in the entire forest results in a trade-off between com-
putational complexity and statistical guarantees. A rigorous study of the trade-off
hints at how we should judiciously choose the representative edges to monitor so as
to lower the complexity but maintain decent statistical performance. We then fol-

low the same theme of trading statistical guarantee for computational benefits and

3 doi:10.6342/NTU202104499



give alternatives to the Bernoulli generalized likelihood ratio statistic. Finally, we
extend the study to general Ising models and show that again the problem is closely
related to the Bernoulli quickest change detection problem. Our results indicate
that the loopy behaviors among the network aggregate to locally determine the pa-
rameters for the equivalent Bernoulli quickest change detection problem, thereby
explaining why instance optimality can be achieved previously with only structural
information. As a corollary, we also show first-order asymptotic instance optimality
with only structure information for detection of one edge increase for disconnected

components (not necessary trees).

. In chapter4, we study the dual of the problem from the previous chapter; that is, the
problem where the post-change distribution still belonging to a Ising model on a
forest differs from the pre-change by having one edge less. This problem is equiv-
alent to the quickest change detection problem for an increase of the number of tree
components in the forest by one. We show that when the pre-change distribution is
known, the problem is essentially a quickest change detection problem with mul-
tiple post-change distributions. Furthermore, we show that generalized CuSum is
asymptotically first-order optimal. When the weights of the pre-change distribution
are unknown, but the sign and support are known, the problem can be transformed
into the pre-change unknown, post-change known Bernoulli quickest change de-
tection problem. By using results from Mei [ 4] and monitoring every single edge
presented in the forest, we offer a procedure with detection delay a constant multiple
from optimal. Similar to the previous chapter, correlation propagation over the net-
work provides the opportunity of detecting only a few selected edges with the cost of

moderate statistical performance. We quantify this loss and suggest how one should
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choose the representative set of edges to monitor. Finally, our extended study for
general Ising models reveals its close relationship to the Bernoulli quickest change
detection problem. Consequently, we show that our modified Mei’s algorithm can

be extended to a class of distribution broader than Ising models on a forest.

1.1 Contribution of Thesis

Incorporating complex data distributions and detecting complicated relationship change
is arecent theme for the quickest change detection problem [27]. In this thesis, unlike most
network quickest change detection problems neglecting spatial dependencies, we focus on
quantifying the trade-off between detection delay and false alarm when Markov random
fields (probability distributions with correlations described by their structure) undergo a
structural change. Structure change in Markov random fields coincides with the change in
conditional dependency and has been discussed in offline change point detection [ 1] and
differential network estimation [5]. Our work takes the structural changing assumption
to the online setting yielding two opportunities from the perspective of quickest change

detection problems.

In chapter 3, we show the first opportunity: the pre-change structure information is
sufficient to detect structural changes in a forest network up to asymptotic first-order in-
stance optimality. In contrast, for general composite quickest change detection problems,
more precise knowledge of the distributions is often required. The fundamental reason
explaining the opportunity lies in the fact that in the likelihood ratios, common structures
among the pre/post-change distributions cancel out entirely, leaving only terms involved

with the change. Due to the forest structure, the remaining terms in the likelihood ratios are

5 doi:10.6342/NTU202104499



independent and each behaves like simple one-dimensional random variables after appro-
priate transformation. We conclude by using known asymptotic first-order optimal results
from one dimensional quickest change detection problems and arguing that the presence
of multiple independent terms only inflates higher-order terms but leaves first-order terms

intact.

Compared with the result from chapter 3, an interesting question to ask: Why in
chapter 4, pre-change structural information is no longer sufficient for an asymptotically
first-order optimal procedure? A critical reason is the fact that the kl-divergence from
chapter 3 depends both on the pre-change weights and the location where the change hap-
pens, while the kl-divergence from chapter 4 depends only on the post-change parameters.
As conveyed in [14], this complicates the problem and may require a more conservative
definition of optimality. In the same work, a more conservative definition was given and
procedures achieving such optimality are proposed. Our algorithm from chapter 4 differs
from their procedure but still achieves optimal performance in the more conservative sense

of Mei.

The second opportunity: paying the price of inferior statistical performance allows
for a much more efficient detection scheme, is demonstrated in both chapters 3 and 4.
At a high level, the efficient detection scheme gives up from locating precisely the loca-
tion of change but instead monitors only a pre-chosen set of locations. By the correlation
propagation nature of the network, the change will eventually be detected even when the
location of the change is still not precisely known. To get the best out of the correla-
tion decay property, we formulate the node selection problem as a maximin optimization
problem. The solution to the optimization problem is a node selection algorithm based on

finding the gravity center of the pre-change tree structure. It turns out the same algorithm

6 doi:10.6342/NTU202104499



can be applied in both chapter 3 and chapter 4.
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Chapter 2 Backgrounds

In this chapter, two distinct research topics - quickest change detection and undirected
graphical models, will be reviewed. The quickest change detection problem is the study
of detecting a change in distribution with sequential observations. Undirected graphical
models are a class of joint distributions which captures conditional dependency via a graph
structure. Here we give a one sentence explanation of why introducing two such distinct
topics: The quickest change detection framework allows for rigorous study of change for

structured distributions which are naturally modelled by undirected graphical models.

2.1 Quickest Change Detection (QCD)

The quickest change detection problem consists of three entities: a stochastic ob-
servation sequence {z()};cr, an unknown change point v at which statistical properties
undergo a change, and a decision-maker who based on its stopping rule 7" and sequen-
tially collected observations, tries to detect the change as soon as possible. Specifically,
the stochastic observation sequence before the change point is assumed to be i.i.d. sam-
pled from the pre-change distribution F, (denote using fj its mass function or density) and
observations after the change point are sampled i.i.d. from the post-change distribution

P, (denote using f; its mass function or density). In the most basic setting, both pre/post-
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change distributions are assumed to be known by the decision-maker. At each time-stamp
among collecting a new observation, the decision-maker, following its stopping rule, de-
cides based only on past observations whether to stop and announce a change or to keep
sampling new observations. Upon stopping, the decision-maker either stops after the true
change point 7" > v or triggers a false alarm 7' < v. In order to qualify as a ”good”
decision-maker, the decision-maker should stop with a small detection delay while having
false triggers controlled. Lorden’s minimax framework [12] introduces two quantities to

rigorously evaluate the performance of the decision-maker.

Since the change point is deterministic but unknown, the worst average detection
delay of a decision-maker is evaluated by considering the worst possible change point and

past realizations.

Definition 2.1.1 (Worst Average Detection Delay).

WADD(T) = supesssupE, [(T — v) Tz, 2@ . 2], 2.1)

v>1

The average run length to false alarm of a decision-maker is evaluated by the mean
of the stopping rule under the pre-change distribution. Controlling the mean is equivalent
to controlling the cumulative distribution function (cdf), which under this context, is the

probability of false alarm.

Definition 2.1.2 (Average Run Length to False Alarm).

ARL2FA(T) =E, [T]. (2.2)

A good performing stopping rule should have a low worst average detection delay

10 doi:10.6342/NTU202104499



and a decent (lower bounded) average run length to false alarm.

Definition 2.1.3 (Lorden’s Problem).

min WADD(T). (2.3)

{T:ARL2FL(T)>a}
Lorden’s optimization problem is solved asymptotically, as « — co. Specifically, he
characterized the fundamental limit of the optimization problem - the converse result, and

showed that an efficient algorithm - CuSum achieves the limit.

Theorem 2.1.1 (Converse of Lorden’s Problem). Every stopping rule T satisfies WADD(T') >

log ARL2FA(T)
(1 +o(1) =577

Corollary 2.1.1. Any stopping rule T satisfying ARL2FL(T) > « must have WADD(T') >

log a(140(1))

D(f1llfo) as @ = 0.

Theorem 2.1.2 (Achievability of Lorden’s Problem). Page’s CuSum algorithm Tcysum

[17] is asymptotically optimal. (i.e. ARL2FA(Tcyusum) > o« and WADD(Tousum) <

log a(140(1))

DUl 45 @ = 00)

The CuSum algorithm detects the change by locating a starting time-stamp where
cumulative sums of log-likelihood ratios admit a strong positive drift. CuSum algorithm

reads:

n ()
T(C, =loga) = inf{n > 1: max Zlog hz , ) > Ca}- (2.4)

Intuitively, the algorithm works since under pre/post-change distribution, the sum of log-

likelihood ratios has a positive/negative drift.

1 doi:10.6342/NTU202104499



In practice, the CuSum algorithm is implemented using its recursive form:

(D)

Wi =0; Wy = max(0, W,, + log fo(z(n+D)
(2.5)

T(C,) =inf{n >1: W, > C,}.
Before proceeding, here’s a sketch of how Lorden proved his achievability result by

relating results from the open-ended sequential probability ratio test from the context of

sequential hypothesis testing.

Theorem 2.1.3 (Lorden’s Theorem). Let T be an extended stopping time (open-ended
stopping time) such that P..(T < oo) < « and let Ty, be the stopping time obtained by

applying 7 to x®) 2*+Y | Define T = min{7, + k —1:k=1,2,...}. Then

ARL2FA(T) >

o=

and for any alternative distribution F,

WADD(T) < Eq|7].

Briefly speaking, an open-ended stopping time in the context of sequential hypothesis
testing is a stopping rule which stops only when the underlying observation sequence looks
like the alternative hypothesis; when the underlying sequence is in fact the null hypothesis,
it may not stop. According to Lorden’s theorem, to prove the performance of CuSum
algorithm, it suffices to analyze the performance of its associated open-ended stopping

time - open-ended sequential probability ratio test.

12 doi:10.6342/NTU202104499



Definition 2.1.4 (Open-ended Sequential Probability Ratio Test).

7(C) = inf{n >1: Zz:l:log ;;Eﬁ;; > C}. ©.6)
Lemma 2.1.1 (Upper bound to Pou (1 < o0)).
Pyo(T < 00) < 27¢. (2.7)
Lemma 2.1.2 (Lower bound to Ey(7)).
Eo[r] > % as C — oo. 2.8)

Lemma 2.1.1 is application of maximal inequality for martingales and lemma 2.1.2

derives from Wald’s identity. Both results can be found in the nice tutorial [24].

Theorem 2.1.3, lemma 2.1.1, and lemma 2.1.2 concludes the proof of achievability
for the CuSum algorithm. It’s worthwhile to notice that based on Lorden’s result, analyz-
ing the performance of quickest change detection procedures is not much different from

analyzing that of open-ended sequential hypothesis testing procedures.

2.1.1 Composite QCD

Previously, the quickest change detection problem is studied under the scenario that
both the pre/post-change distributions are specified by the decision-maker. In this section,
the rather practical problem where unknowns are presented in the pre/post-change distri-
butions will be addressed. We further emphasize that when the problem is composite, two

types of optimality occurs - instance optimal and robust optimal. When a procedure is

13 doi:10.6342/NTU202104499



instance optimal, it means that the procedure performs as good as if the unknown param-
eter is known to the decision-maker, whereas if a procedure is robust optimal, it’s optimal

only in a minimax sense.

2.1.1.1 Post-change Unknown QCD

When the distribution after the change is not exactly known to the decision-maker,
the problem belongs to the post-change unknown QCD problem. Such extension to the
original QCD problem is probably the most common in the literature [22][26]. Although
algorithms of different forms are proposed in the literature, most of which are variants to

the generalized or mixture approach.

Evaluation of the performance under the current setting inherits from Lorden’s orig-
inal problem 2.1.3. A subtle difference lies in the fact that the essential supremum taken
in WADD(.) now depends on the underlying post-change distribution while the decision-

maker 1" should not.

The generalized approach deals with the unknown by estimating the unknown pa-

rameter and subsequently plugging in the estimator to form the log-likelihood ratio.

Definition 2.1.5 (Generalized CuSum).

: - fo(z)
T = mf{n > 1: max sup log~————~| > C’}. (2.9
1<k<n geo [z; s fe()(ﬂ?(l))]
Using this procedure, Lorden [12] showed that for a shift of the parameter in one-
parameter exponential families, the test is asymptotically instance optimal. Later, Sieg-

mund [2 1] presents a detailed approximation for the problem of Gaussian mean shift.

14 doi:10.6342/NTU202104499



For the mixture approach, instead of striving to estimate the unknown parameter, a
non-degenerate weight is placed on all possible post-change parameters to form the log-

likelihood ratio.

Definition 2.1.6 (Mixture CuSum).

. - fo(z®)
Ty =inf{n>1: max. log/ |k| fo(x(i))dG(e) > C}. (2.10)
Using Lorden’s theorem and Pollak’s result [ 19], the test is asymptotically instance

optimal for one-parameter exponential family parameter shift.

Since when a procedure is asymptotically instance optimal, it performs as good as if
the unknown parameter is known to the decision-maker asymptotically. One might ask,
then what is the price with the existence of the unknowns? Statistically, both procedures

log a(14-0(1)) ) Computa‘

have strictly larger higher-order detection delays (o(1) terms in DT

tionally, both procedures are no longer recursive in general.

2.1.1.2 Pre-change Unknown QCD

The problem of detecting a change from a set of potential pre-change distributions
to a specific, known post-change distribution is less studied in the literature. Mei [14]
showed for one-sided shift of the the parameter in one-parameter exponential distributions
is asymptotically reverse instance optimal. The term reverse means the role of ARL2FA

and WADD is reversed.

Definition 2.1.7 (Reverse Lorden’s Problem).

max  ARL2FA(T).
{T:WADD(T)<a}

15 doi:10.6342/NTU202104499



Definition 2.1.8 (Mei’s procedure).

n

Threi(a) = inf{n >1: max Zlog fi®) > D(fillfs)a foralloo < 0. <5 <64 <61}
et = . 1<ken — fé(x(z)) = 1 == U XUy 1(-

(2.11)
The pre-change distribution parameter space is disjoint of the true post-change parameter

01.

Under the pre-change unknown setting, Mei’s procedure exhibits the same asymptot-
ically instance optimal property as in the post-change unknown setting (i.e. both achieves
Lorden’s converse); however, the two settings are fundamentally different in the sense

that the role of ARL2FA and WADD is reversed.

2.1.1.3 Pre/Post-change Unknown QCD

When both the pre/post-change distributions are not completely specified, calling for
instance optimality can be too strict in general. Taking one step back, [23] tackled the
problem under a minimax problem setting and derived robust optimal procedures based
on identifying the least favorable distribution in the composite pre/post-change parameter

set.

Definition 2.1.9 (Robust optimal criteria).

min max _ WADD(T). (2.12)
{T:miny, e 7y ARL2FL(T)>a} fo€Fo; f1€F1

Another less conservative definition of optimality is given by Mei [14].

Definition 2.1.10 (Asymptotic efficient). 4 stopping rule T is asymptotic efficient at pre/
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post-change distribution pair (fy, f1) if under (fy, f1),

lim inf log ARL2FA(T)

Csoo D(fi1||fo)WADD(T) — L

Definition 2.1.11 (Mei’s optimal criteria). A stopping rule T' is asymptotically optimal to

first-order if:

1. for each fy € Fo, there exists at least one f; € Fy such that T is asymptotically

efficient at ( fo, f1(fo)), and

2. for each f1 € JFi, there exists at least one fy € Fy such that T is asymptotically

efficient at (fo(f1), f1)-

2.2 Undirected Graphical Models

Modeling a large set of random variables is no easy task; it’s more so if the notion of
causality or correlation is not taken into consideration. Appropriate modeling of a set of
random variables using causality gives rise to a class of joint distributions called directed
graphical models (also called Bayesian networks) in the literature. Its counterpart class
of distributions, undirected graphical models (also called Markov random fields or Gibbs
random field), which are modeled based on correlation, is the topic of this section. A
specific subset of undirected graphical models, Ising models, will be used throughout this

thesis to model network behavior.

Quite often, the joint behavior of a group of variables inherits from local interactions

within subsets of variables. This is exactly how Gibbs random fields are defined.
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Definition 2.2.1 (Gibbs Random Fields). The mass function or density reads:

s = ] velxe) @13)

clique C
The ¢ (.) are potential functions that give a non-negative score for each maximal
clique. The scores quantify local interactions among variables within the clique. Aggre-
gation of local interactions to form a global score is done by doing multiplication over all
maximal cliques. Finally, the partition function Z serves as the normalization constant so

as to turn f(.) into a valid distribution.

It turns out distributions with such factorization models conditional dependency via

reachability on graphs. (Formally, this is the Hammersley-Clifford theorem.)

Definition 2.2.2 (Markov Random Fields). Markov random fields are joint distributions

which satisfy markov properties.

To demonstrate the Markov property, refer to figure 2.1. The black variable is con-
ditionally independent of the grey ones given the white ones since the black node is no

longer connected to the grey nodes after removing the white nodes.

Figure 2.1: Illustration for Markov Property.

Despite being equipped with powerful representation power, inference problems such

as computation of marginals/modes and parameter estimation on undirected graphical
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models are known to be non-trivial [25], mainly due to the notorious partition function.

2.2.1 Ising Models

In the field of statistical hypothesis testing or parameter estimation (structure learn-
ing), the complete family of undirected graphical models may be too general to study.
Quite often in the literature, the study is restricted to either the continuous gaussian graph-
ical model or the discrete Ising model. An introduction to Ising models will be presented

in the following.

Ising model is a discrete (each random variable takes value +1 or — 1), parametric

joint distribution which models pairwise interaction.

Definition 2.2.3 (Ising Model). Joint probability mass function reads:

1
f) = —exp{d ot D Oumare}. (2.14)
s€V (ut)e€
The partition function normalizes the probability Z = thm_nxd: (—14+1) exp{d _,cy 0ss+
> (ut)ee 0.1, }. Note that since the Ising model is a particular instance of an undirected

graphical model, it exhibits the Markov property (through the edge set £).

The model which originates from statistical physics to study the behavior of phase
transitions was later widely discussed in the scientific community. Its parity nature is
perfect for the modeling of a wide variety of systems including spin up/down in physics,
neuron activated/deactivated in neural science, or upvotes/downvotes in social networks.
The presence of the mean-field vector o introduces the bias of each individual. (i.e. when

0, 1s large, the probability of xs = +1 is large and vice versa.) The interaction parameters
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0. govern how neighboring nodes affect each other. (i.e. when 6, is large, the probability

of x,, and z; taking the same sign is large, and vice versa.)

2.2.1.1 Ising Model in a Forest

When the set of variables in Ising model exhibit a natural hierarchical structure, the
underlying edge set £ can be conveniently assumed to be a tree graph. Furthermore, if
multiple disconnected hierarchical components are presented, then, jointly, the distribution
belongs to Ising model in a forest. By removing cycles from the edge set £ and assuming

zero mean-field vector 6 = 0, the model admits a simple probability mass function.

Definition 2.2.4 (Ising Model in a Forest). Joint probability mass function reads:

fo) == ] 1+ tanh(6;)z;z;). (2.15)

(i,9)€€

The two restrictions sacrifice representation power for tractable properties of likeli-

hood functions and correlations.

Fact 2.2.1 (Equal Marginal Probabilities).
1
Pr(z, = +1) = Pr(z, = —1) = 5 Yu e V. (2.16)
Fact 2.2.2 (Correlation Decay Property).

Elz,o,) = ] tanh(g,). (2.17)
wEpath(u,v)
Simple as it is, there have been numerous study of the model for structure learning

[9][2] and hypothesis testing [7][4]. In the following chapters, the quickest change de-
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tection problem will be examined first under the assumption that distributions belong to
Ising model in a forest. This should provide intuition for the quickest change detection

problem under the general Ising model.
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Chapter 3 QCD for Edge Increased in

Ising Models on a Forest

In this chapter, we study the first type of structural change in Ising models on a for-
est: edge appearance. Our expedition starts off with the simplest case where the decision-
maker knows the pre-change weights over the forest and only one edge pops out after
the change happens. Results quickly reveal that knowledge of only the pre-change struc-
ture is sufficient for achieving asymptotic first-order optimality. We further show that our
algorithm, based on generalized CuSum, can be extended to the setting where multiple
edges appear after the change. The performance of the algorithm remains asymptotically
first-order optimal albeit inflation of the higher-order terms. Next, we turn our attention
to computational considerations. We show that instead of monitoring every possible edge
increase, as in generalized CuSum, we can take advantage of the correlation propagation
characteristic of the model and further provide a more efficient edge sampling scheme at
the expense of some statistical performance. Furthermore, we give computationally sim-
pler but statistically inferior alternatives of the generalized likelihood ratio statistic, which
can subsequently be applied to edges chosen to be monitored. Finally, in the last section,

we show results for one edge increase in general models and discuss its implications.
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3.1 One Edge Increased/One Component Decreased with

Known Pre-Change Distribution

3.1.1 Problem Setting

The decision-maker 7" collects data among the network in a timely manner. The
decision-maker does not know when the underlying data sequence undergoes a change.
The goal would be to raise an alarm as soon as the decision-maker believes the change has

happened. Here we assume that:

1. Before the change, data sequence {x("), x® .. x**"1} sampled i.i.d. from known

distribution f, belonging to Ising model on forest (i.e. pmf for samples f(x) =

2% H(i,j)68(1 + tanh(@ij)xixj)).

2. After the unknown change point v, data sequence {x*), x**1 .} sampled i.i.d
from distribution f; differing from pre-change distribution by one edge more. (i.c.

pmf for samples f(x) = o5 [T jyee+ (1 + tanh(6;5)z;z;)).

Note that before the change, edge set £ and parameters 0;; V{i,j} € £ are com-
pletely specified. After the change, edge set ET = {&, {r, s}} for some {r, s} € £Cforest;

parameters 0;; € £ remains untouched, but ¢,.; is unknown.

3.1.2 Proposed Algorithm

The problem belongs to the composite post-change quickest change detection prob-

lem, prompting us to try out generalized CuSum. It turns out, as hinted by likelihood
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1+4tanh 0,z xg . 3 .
Nle) _ LitanhOuryr: 2 , generalized CuSum under the problem setting is

ratio @) T 1

slight modification to generalized CuSum for detecting a change of z,z; from Ber(%) to

unknown Ber (112 furus g“”“xf ).

n

T = {n >1: max  max max Zlog(1+tanh(6’rs)x£i)xgi)) > C’}. (3.1)

1§k§n (’r‘,S)ESC;fmeSt 97'52‘9threshold| i—k
1=

Here in generalized CuSum, 6;,,csnoiq 18 @ function of the threshold C. We will be

choosing ;p,csnoiq = although other choices may do. Solving inner maximization

1
C»
problem (without constraint) by fixing & and 6, yields (see proof3.7):

1 count, .. (k,n)

1+ tanh 0,,202") < 6% = =1
r%ixg( i ) 2 Og(count_;rs(k:,n)

). (3.2)

Here H(.) denotes the binary entropy function and count,.,.(k,n)/count_...(k,n)

denotes the number of +1/ — 1 in xEx () DD (),

count.rs(k,n)

count s (k,n) )
count_ .5 (k,n)

count_ .5 (k,n)

Therefore, if | log( )| > Othreshola|, maximum attains at £ log(

e )); otherwise, maximum at-

and the corresponding score is (n —k+1)(1 — H(
tains at either 0y esnotd OF —Oinresnola and the corresponding score is Oy pesnora(count .. (n, k) —

count_..4(n,k)) — (n — k + 1) log(cosh Opreshoid)-

The more cautious reader might have noticed that the procedure 7¢; based on gen-
eralized CuSum does not depend on the pre-change weights. This suggests that good
performance may be achieved with only structure information from the pre-change distri-
bution. We will quantify this in the next section (section3.2). Results there immediately
imply that generalized CuSum 7§ is asymptotically first-order optimal under the problem

setting of this section.
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3.2 One Edge Increased/One Component Decreased with

only Structure of Pre-Change Distribution

3.2.1 Problem Setting

Under the quickest change detection problem setting, we further assume that:

1. Before the change, data sequence {xV), x® ... x*~1} sampledi.i.d. from distribu-
tion fy belonging to Ising model on forest (i.e. pmf for samples f(x) = 2% IT (ij)e (14

tanh(0;;)z;z;)). Parameters ¢,; are not known but support £ is known.

2. After the unknown change point v, data sequence {x*) x**1 ..} sampled i.i.d
from distribution f; differing from pre-change distribution by one edge more. (i.e.

pmf for samples f(x) = o [T jyee+ (1 + tanh(6;5)z;z5)).

3.2.2 Proposed Algorithm

We use the same procedure from the previous section.

n

T = {n >1: max  max max Zlog(1+tanh(6’rs)a:£i)xgi)) > C’}. (3.3)

1§k§n (T,S)GSC;fOreSt 07‘52‘0thresh,old| i—k
1=

We choose Oihreshold = although other choices may do. Solution to the inner

L
C»

count ;s (k,n)

maximization problem says if |3 log(Sors o)

)| > |Osnreshora|, maximum attains at
: log(22mtera(h1)y and the corresponding score is (n — k + 1)(1 — H (&2 (mh) )y i

count_ ;. (k,n) n—k+1

erwise, maximum attains at either 0;p,.csnoiq O —Oinreshora and the corresponding score is

Othreshota(count, ..s(n, k) —count_.,(n, k)) — (n — k4 1) log(cosh Opyeshoia). For details
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see subsection3.1.2.

3.2.3 Important Property

Before showing the performance of the algorithm, we present an important property
of the generalized CuSum maximization problem [12]. The property shows that the map-
ping from the stopped time to the parameter attaining the maximum is bijective (when
restricting the parameter space to either positive or negative real line), easing the proof for

the false alarm. Specifically, we consider the inner maximization problem:

max  log ((1 + tanh§)°""* (1 4 tanh 6)**"") (3.4)

ez‘ath'reshold‘

= max logexp{f(count; — count_) — nlog(coshf)}. (3.5)

Oz‘ethreshold‘

The procedure stops only when maxgg,,....,...| #(count, —count_) —nlog(coshf) > C,

or

C nl h 6
€ | nloglooshf)y

count, —count_ >  min 7

ezethreshold

n log(cosh 0) }

count; —count_ <  max {$+ 5

eg_et}weshold

Define h(0) = &+ ™86 then /(f) = — &+ b _ nlosleosh®) Minimum/max-

imum attained at #’() = 0, yielding 6* = g~'(£) (where g(#) = 6 tanh § — log(cosh §) =

1-H (”%nh@)) ifn < . +mnhcgtgmhol e The important implication is if the procedure

C
_H( 1-+ttanh gtgweshold ) ’

: - —1(C ~1(C).
stops at time 7 < - the parameter attained must be g~ (=) or —g~ (% );

C
_H( 1-+tanh etéz'reshold )

if the procedure stops at time n > ; , the parameter attained is 6y1,-csnotd-
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3.2.4 Performance of Proposed Algorithm

Theorem 3.2.1. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:

WADD (1) < % as C' — oo. (3.6)
ARL2FA(Tg) > (1+ 0(1))2¢. (3.7)

Proof. To facilitate the proofs, define 7o = inf {n > 1 max, g cgcshores MAXG, > (0in1cnordl
o log(l+ tanh(&rs)xg)xgi)) > C'} SPRT using the true post-change parameter 7., =
inf{n >1: 3" log(l + tanh Hrsx(ri)xgi)) > ('}, and generalized SPRT using location

(7/', S) TG;TS = lnf{n Z 1 : maxe’rsZ'ethv‘eshold' 2?21 log(l + tanh 6751.7(‘2)'%‘(;)) Z C}'
Proof for WADD:

By Lorden’s theorem 2.1.3, WADD(7;) < Eq[7¢]. Furthermore,

C(14o(1))

Bolra] < Eolrvs] = 57

as C' — oo.

First inequality follows from the fact that eventually |0 esnoia| < 05| » SO T eventually

stops earlier than 7,;. Final inequality derives from Wald’s identity.
Proof for ARL2FA:

By Lorden’s theorem 2.1.3, to prove ARL2FA(T;) > (1 + 0(1))2¢, it suffice to
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show Py (7 < o0) < (1200(1)).

POO(TG < OO) = POO(U(T,s)ESC?foreSt{TT'S < OO}) = ’gC;foreSt‘Poo(Trs < OO) (3.8)

C
1—H( 1+tanh 04 preshold )

C
C';fores _
=|& t|( E Po(trs =n) + POO(1 - H(1+tanh9tm~eshozd) < Trs < oo))
2

n=1
(3.9)
C C

< gC’;forest 2—C 2—C < 2—0 2—0

=| ’(1 - H (—”ta“he;hreshold) +277) < (1 — sech Opreshold +27)
(3.10)

. 4 .

S‘gC,forest’( C 270 4 270) — |5C,forest‘(4c«32—0(1 + 0(1))) (311)

2
ethreshold

First inequality is due to the important bijection between stopped time-stamp and pa-
rameter attaining maximum (see 3.2.3). Second inequality derives from upper bound

to the binary entropy function H(p) < (4p(1 — p))2 and final inequality derives from

sechd <1 — % over 8 < 1 and our selection s, eshold = % O
Theorem 3.2.2. Taking C' = log o, achievability result is established:
1 1 1
ARL2FA(Ty) > o3 WADD(Ty) < 08200 (oo G12)

D(f1l[fo)

Therefore, proposed procedure T is asymptotically first-order instance optimal.

Proof. The first part of the theorem follows directly from theorem3.2.1. Optimality fol-

lows from comparing the converse result of corollary2.1.1 and the achievability result. [
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3.3 Multiple Edge Increased/One Component Decreased

with only Structure of Pre-Change Distribution

3.3.1 Problem Setting

In this section, we extend the setting to where multiple edges appear after the change.

Specifically, we assume:

2, x¥"V} sampled i.i.d. from dis-

1. Before the change, data sequence {x(!), x!
tribution P, belonging to Ising model on forest (i.e. pmf for samples f(x) =

57 (i jyee(1 + tanh(6;;)z;z;)). Parameters 0;; are not known but support &

is known.

2. After the unknown change point v, data sequence {x*), x**1 .} sampled i.i.d
from distribution P; differing from pre-change distribution by s edges more. (i.e.

pmf for samples f(x) = o5 [T jyee+ (1 + tanh(6;j)z;z5)).

We further assume that the decision-maker doesn’t know the precise number of edges

increase s, but upper bound to number of edges increased is known s,,,;.

3.3.2 Proposed Algorithm

The algorithm again is based on generalized CuSum.
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Ta :{n > 1: max max max
1<k<n ey,ea,...smqp EECTS Ocy Oeyg 065, 00 > 1Othresholdl

Z log ((1 + tanh(em)[x(i)x(i)]m)(l + tanh(@w)[x(i)x(i)]@)

1=k

(14 tanh(@,,,,, )92, ) > C}.

Same as in previous subsections, we let 0y esholq = %
A critical notice is {ey, ea, ..., €, } encompasses only the set of edges such that after
adding them, the entire graph remains a forest graph (no loops). For example, when e, e

connects component one and two, two and three respectively, no edges in {es, ..., e, ..}

should connect components one and three.

3.3.3 Performance of Proposed Algorithm

Theorem 3.3.1. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:

WADD(T) < W as C' — oo. (3.13)
111J0
ARL2FA(Tg) > (1 + 0(1))2¢. (3.14)

c &£ Cforest

Proof. To facilitate the proofs, define 7¢(C) = {n > 1 : max

€1,€2,..., €smazx

maxeel ’952 7777 eesmaa: Z‘gthreshold‘ Z?:l log ((1+tanh(961 ) [m(z)x(Z)]el ) (1+tanh(962 ) [x(Z)'CE(z)]EQ ) R (1+

tanh(6, ) [z® @] Coman )) >C } , SPRT using the true post-change parameter 7: cx . (C) =
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inf{n >1:Y" log ((1+tanh(f,:)[zDz"].)(1+tanh(be;)[zDz")].)...(1+tanh(b,: )

1
[z®@2®]..)) > C'}, generalized SPRT using locations €1, €2, ..., €., Taseren,eamns (C) =

>|0¢hresholdl Z?:l log (1 +tanh(9€1 ) [x(i)x(i)]cﬁ ) (1 +tanh(6)e2 )

""" €smax

[2D2®],,)...(1+tanh (b, [z Dz®)] )) > C'}, and generalized SPRT locating only

€smax

one edge e; TGser (C) = inf{n >1: mMaxe., >(6;hreshotdl Z?:l log(1+tanh(6€1)[x(i)x(i)]el) >

).
Proof for WADD:

By Lorden’s theorem 2.1.3, WADD(7;) < Eq[7¢]. Furthermore,

C(1+0(1))
D(fillfo)

EO[TG] < ]EO[Te’{,e; ,,,,, e;‘] = as C — oo.

First inequality follows from the fact that eventually [0;nreshota| < |0e:

Y

, SO

¢ eventually stops earlier than 7x s .+. Final inequality derives from Wald’s identity.

.....

Proof for ARL2FA:

By Lorden’s theorem 2.1.3, to prove ARL2FA(T;) > (1 + 0(1))2¢, it suffice to

show P (7¢ < o0) < (1+20C(1)).

Define the integral F(z) = [z%27%dzx = 27° Z?:O(—l)&imxi; then
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JS %27 de = —F(0) = For large C,

(log 2)4

POO(TG(C) < OO) = POO(Ue]_,eQ ..... esma Egc?for“l{TG;61,62,...,€SmaI (C) < OO})

<Const. X Poo(Taiere0,....05,,., (C) < 00)

_ConSt X P U01+CQ+ +CsmaT—C{TG €1 (Cl) < o0 TG ;€2 (CZ) OOJ "'7TG;€smam (Csmaz> < OO})

<Const. // / Poo (76, (C1) < 00) Poo (7, (C3) < 00)
C1+Ca+..4+C >C

Smax =

Po(7e, . (Ch.) < 00)dC1dC...dC

Smax

Smax

§Const.//.../ 40327 x 40527 x 402 27 Comar 4C1dC,...dC
C1+Co+..4Cs 0 2>C

:Const. / / / CP279 x G327 x G2 27Comac dC1dC,...dC.

Smaz

C— Csmam C— Csmaz .C
/ / . / (39700 5 (39702 x 0P 9~ Comar dCydCy.. dCSW)

C— Cé'maz C— Cémaz _C
:COnst.<( )Smas / / / C327%.. x C3  27Comas

- = Co) = F(0))dC,..dC,,,,)
—Const. ((-F(O))Sm

c CiCSmaz C*Csmazf...fcg
B 270 / / / Cgcgmazp01y<07 CQ’ e Csmaz)dOQ"'dCSmaz
0 0 0

C C—Csman C—Cspagz—-—C3
— / / / C327 . x O3 27Comas (—F(0))dCs.. d(Jsmm>
0 0 0
—Const. ((—F(O))Sm — 2 Cpoly(C) — (— F(0))2 Cpoly(C)
C C—Csman C—Cspae——Ca
— (= F(0))? / / / C327 . x €3 27Comaa (.. dCSW>
0 0 0

=Const. ((—F(O))Sm‘” — Const.2 %poly(C) — (—F(O))Sm‘“> = Const.2 “poly(C).

Second inequality follows from independence of [zz].,, [¥2],, ..., [z2].,, . . Third in-

equality is due to the bound from proof3.2.4.
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Theorem 3.3.2. Taking C' = log o, achievability result is established:

log (1 + o(1
ARL2FA(Tg) > o WADD(T,) < 2820 H0W) oo u15)

D(fillfo)

Therefore, proposed procedure I is asymptotically first-order instance optimal.

Proof. The first part of the theorem follows directly from theorem3.3.1. Optimality fol-

lows from comparing the converse result of corollary2.1.1 and the achievability result. [

Notice that the procedure monitoring s,,,, edges is capable of detecting s < S0
increased edges optimally. The price of monitoring more edges than necessary (when s <
Smaz) €merges at the higher-order terms of ARL2FA and the computational complexity

of monitoring a larger amount of edges.

3.4 Representative Procedure for Edge Increased/Com-

ponent Decreased

In section3.2, we proposed an optimal procedure based on monitoring every edge in
gCiforest in order to cover all possible locations for which the added edge should occur. In
this section, we take advantage of the opportunity provided by correlated networks and

devise a monitor efficient scheme requiring samples only from judiciously chosen nodes

in the forest at the cost of some statistical performance.
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3.4.1 Proposed Algorithm

n

Thoc = {n >1: max max max Zlog(l + tanh(f,,) 2Pz D) > C’}.

lgkgn (T',S)GSR 07‘32|0th7‘eshold| i—k "
(3.16)
As in previous sections, we choose 0;cshoiq = % The only difference between this
procedure and equation3.3 lies in the edge set being monitored £ (call it the representative

set), so the inner maximization problem is exactly the same as that of section3.2.

The set £ is chosen such that for every two components in the forest, there exists
one edge in £ connecting the two. Due to the construction, no matter where the increased
edge appears, say that the increased edge (u, t) connects component one and two, there ex-
ists edge, say (I,m) € £E, also connecting component one and two. Although in general
(I,m) # (u,t),nodel will always be connected to m via path(l, u)Upath(u, t)Upath(t, m).
The ultimate effect is that although the precise location where the edge increased is not
monitored, we will always measure two alternative nodes where there is a less intense
change in correlation before and after the change due to the correlation propagation prop-

erty.

Figure 3.1: Illustration for one edge increase in Ising models on a forest.

Figures 3.1 and 3.2 better explains the intuition with visual aid. In figure 3.1, the
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Figure 3.2: Illustration for absolute-valued correlation matrix.

distribution before the change is illustrated by the forest graph at the left. The numerical
values are the weights 6 for the zero mean-field Ising model on the forest. After the change,
an additional edge appears, connecting nodes A and £ with weight 0.5. Figure 3.2 shows
the absolute-valued correlation matrix of the distribution before and after the change. The
difference between the two is highlighted by the red rectangle. To detect the change, it
suffices to monitor one among the twelve locations. However, monitoring any location
other than the true change location (highlighted by the red circle) results in a larger delay

due to the decay in correlation.

3.4.2 Performance for Proposed Algorithm

Denote using (u,t) the edge increased after the change and 67, the corresponding
oracle edge weight. Due to the construction of £F, there exists some (I,m) € £ such

that [ belongs to the same component as u and m belongs to the same component as t.

Theorem 3.4.1. Upper bound to worst average detection delay and lower bound to aver-
age run length to false alarm:

C(1+o0(1))

1tanh(9,) ( Tt @000 ) ( TTupurh(m o) tanh(8,))
2

WADD(Tg ) < as C' — oo.

1 — H(

(3.17)
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ARL2FA(Tr_¢) > (14 0(1))2¢.

Proof. To facilitate the proofs, define 7p_¢ = inf {n > 1 : max, ycer maxy,,

(3.18)

> ‘ethreshold

o, log(1 +tanh(9rs)x§i)x§i)) > ('} and SPRT using the "marginal-correct” post-change

parameter 7y, = inf{n >1:5""  log(1l+ tanh élmxgi):v%)) > C’}. That is, tanh(élm) =

tanh(@tt) ( H,uEpath(l,u) tanh(Q“)) ( H,uepath(m,t) tanh(eﬂ)) :

Proof for WADD:

By Lorden’s theorem, WADD(Tk_¢) < Ey[7r_¢]. Furthermore,

Eo[Tr—c] < Eo[7im]

C(1 1
= (1+0(1)) as C' — oo.
1 H 1+tanh(9ﬁt) ( Huepath(l,u) tanh(au)) ( H#Epath(m,t) tanh(ell«))
- ( 2 )

(3.19)

(3.20)

First inequality follows from the fact that representative generalized SPRT 7xz_¢ stops

earlier than SPRT 7;,,. Final inequality derives from Wald’s identity.

Proof for ARL2FA:

Use generalized CuSum lower bound to ARL2FA, theorem3.2.1, and the fact that

Ew[Tr-¢] > Ex|T¢] concludes the proof.

Theorem 3.4.2. Taking C' = log o, achievability results is established.:

ARL2FA (TR—G) Z Q]
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WADD(Ty_c) < loga(l + o(l)) as a — 0o,

1 o H( 1+tanh(9;§t) ( Hu,Eputh(l,u) tanhéeﬂ)) ( H/.LEpath(m,t) tanh(eﬂ)) )

(3.22)

Therefore, proposed procedure Tr_¢ is not asymptotically first-order instance optimal.

Proof. The first part of the theorem follows directly from theorem3.4.1. Sub-Optimality
follows from comparing the converse result of corollary2.1.1 and the achievability result.

]

Theorem3.4.2 shows that the procedure, as expected, loses some statistical perfor-

mance:

DAIIfo) = 1 — 1, (.23)

( 1+ tanh(0;,) ( ITucpanr.a) 200(00)) (T],cpunim,e) t200(6,))
2

>1-H ). (3.24)

3.4.3 Choosing the Representatives

In subsection3.4.1, we provided an algorithm monitoring pairs of nodes belonging to
a representative set £%. We further required suitable conditions on the set so that every
possible location for which the edge increased can be covered. In subsection3.4.2, we
showed the trade-off between WADD and ARL2FA. Specifically in theorem3.4.2, we
showed that the performance of the procedure not only depends on the oracle location
(u,t) and parameter 0, but also on how we choose the representative set. A rational
question to ask: How to choose a good representative set? Equivalently, the question is

the same as asking for any two components 7; and 7 in the forest, how to select the pair
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(I,m)with [ € T;,m € T3?

According to theorem3.4.2 and the fact that (u, t) is not known, a good representative

set is the solution to the maximin problem:

argmax min 1 — H(l + tanh(6.,;) ( HuEpath(i,u) tanh(@u)) (H,uepath(j,t) tanh(‘gu)) ).

i€T1,jeT2 UETLIET2 2
(3.25)
<argmax min _|tanh(6,)( H tanh(6,,)) ( H tanh(6,,))|. (3.26)
i€Th,jeTz WETLLET: . .
wepath(z,u) pEpath(g,t)
i tanh ; i tanh : 2
= aréger;llax min | H anh(6,)|; ar;ge?)lzax min | H anh(6,)| (3.27)

wepath(i,u) wepath(j,t)

The representative set selection problem reduces to a node selection problem for

each component arg max; ;. min,e7; [ | tanh(6,,). We provide a naive algorithm

pepath(z,u)

to solve the node selection problem.

1. Vi € Ty, recursively solve min,er; [] | tanh(6,)].

weEpath(i,u

i tanh(6,)| = mi tanh(®
min H‘ [tanh(,)] = _min H‘ | tanh(6,,)|
pepath(izu) uepathi(izu)

= mi tanh(6;, i tanh (6
jmin {tanh(0:,) min o J][tann(6,)]}
pepath(a,u)

where N (i) denotes the set of neighboring nodes of i, 7,; is sub-tree of 7; con-

structed from breaking edge 6,; and retaining the component with node a.

2. Take max over: € 7;.

When the pre-change weights are not known in advance, the algorithm is run with

constant weight.
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We finally remark that although we only showed explicitly how to choose the repre-
sentative set under the problem setting of section3.2, the method can similarly be extended

to that of section3.3.

3.5 Alternatives to Generalized Likelihoods for Shifts in

Bernoulli

In section3.2, we show that generalized CuSum finds the location for edge increase
via brute force search and detects the change for unknown weight parameter via the Bernoulli
generalized likelihood statistic. Both operations are computationally demanding, thereby
motivating the need of procedures computationally more efficient. In the previous sec-
tion, we replaced the brute force search of edge increase location by samples from only
a few judiciously chosen nodes. In this section, we will give computationally simpler

procedures replacing the Bernoulli generalized likelihood statistic.

Let’s first settle the Bernoulli quickest change detection problem setting.

1. Before the change, data sequence {z"), 2 .. =D} sampled i.i.d. from distri-

bution Ber(3).

2. After the unknown change point v, data sequence ), x**+1 .} sampled i.i.d from

distribution Ber () with pu # 3.

3.5.1 Review of Bernoulli Generalized Likelihood Statistic

In subsection3.1.2, by solving the inner maximization problem, we have derived the

Bernoulli generalized likelihood statistic. Neglecting the presence of 0;,¢sn014, the statistic
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isn(l—H( %)), where count denotes the number of 1 in the Bernoulli sequence. Let’s

get some intuition for the statistic by checking when it crosses the stopping threshold C'.

count C

count y<1-% (3.28)
n

n(l— H(

) 2 0o HIEE

Since % is the ratio of ones (among the Bernoulli sequence) over the total number of
samples, the statistic crosses C' when the Bernoulli sequence observed is sufficiently un-
balanced. Furthermore, the measure of balancedness shrinks with n. Without the shrink-
ing for measure of balancedness or equivalently if the measure of balancedness remains
fixed, there always exist some p # % such that if data are sampled from Ber(u) the
decision-maker wouldn’t be able to detect and declare a change. Though shrinking the
measure of balancedness is necessary, it should not be too severe; otherwise, under Ber(%),
the statistic would cross C' too easily. It turns out the generalized likelihood ratio strikes

a good balance.

Although generalized likelihood ratio has asymptotic first-order optimal performance,
when using the statistic for quickest change detection procedures, the runtime complexity
is high ©(n?).

. county (k,n)
= >1: — — L S
Ta 1nf{n_ 1 121%)(”(71 E+1)(1—H( T

) > O}. (3.29)

3.5.2 Bernoulli Mixture Likelihood Statistic

Previously in definition2.1.6, we have mentioned that the mixture approach is com-
mon in dealing with composite post-change distributions. Following the approach under

the Bernoulli change detection problem and using uniform measure, we arrive at a mixture
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likelihood ratio statistic highly related to the generalized likelihood ratio statistic.

1
log/QnNcount+(1 _ M)count_ dG(/JJ) =n +/ ucount+<1 _ u)mum‘d,u (330)
0

count, !count_!

n
=n + log Al + 1) =n — log( (count+)> —log(n +1). (3.31)

The integration is essentially the beta function. Note that the mixture statistic n —

log((, 0. )) — log(n + 1) is asymptotically the same as the generalized statistic n(1 —

count
Coom,.)
count . count
H(==*)) due to lim,, o o

Altogether we end up with a procedure with again high runtime complexity O (n?).

TM:{n21: max ((n —k+ 1) — log(

1<k<n

n—Fk+1
count, (k,n)

))—log(n—k—f-Q)) ZC’}.

(3.32)

3.5.3 Consecutive Procedure

In the previous subsections, detection methods are based on variants of the likelihood
ratio. In this subsection, we propose a procedure with lower runtime complexity explained
by the simple intuition: When data samples are from Ber(%), it would be extremely rare
to consecutively sample the same value. As a remark, we actually came up with the pro-
cedure by following ideas from Lorden[!3]. Since their framework is fairly general and
too complicated compared to what we have finally obtained, we will only explain our

procedure.

Our procedure, denote using 7,,,, follows the rules:

1. First set a threshold C' and initialize a counter Ly = 0.
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2. Take in Bernoulli samples. If the current sample differs from the previous sample,

reset the counter L,, = 0; else, add one to the counter L,, = L,,_; + 1.

3. Once L,, > log C, stop and declare a change.

The procedure essentially stops when log C' consecutive sample take the same value.
Note that the procedure runs in ©(n), a significant improvement in runtime complexity.
We quantify the performance of the procedure and show that the statistical performance

is, however, greatly deteriorated.

Theorem 3.5.1. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:

O~ logn _ 1 (—log(1—p)

: 1. (3.33)

WADD(T..,) = Eo[T.on] < min{ n
—p 1

ARL2FA(T,,,) > C. (3.34)

Proof. Proof for WADD:

The first equality follows since 7., performs exactly the same regardless of the
change point time v and past data {x;};—1 1. The inequality follows the idea that
the expected stopping time is less than or equal to both the expected number of tosses
until log A consecutive 1 tosses and the expected number of tosses until log A consec-
utive 0 tosses. Define E,, to be the number of tosses until n consecutive 1 tosses, with

1/0 tosses happening with probability 11/1 — p respectively and {x;}; be the sequence of
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tosses. Then,

E[E,] = (1 = wE[E,|z1 = 0] + (1 — p)E[Ey|z1 = 1,22 = 0] +- ... (3.35)
+ "1 = WE[E,| 21, o a1 = 1,2, = 0] + u"E[E, |21, ..., 7, = 1] (3.36)

= (1= (BB + 1) + p(1l = ) (EE] +2) + o+ 1" (1= )(ELE,] + ) + u™n

(3.37)
L1

—E[E, = £ —. (3.38)
IR

Plug in n = log C' and follow similar analysis for consecutive 0 tosses concludes the proof

for WADD.
Proof for ARL2FA:

Proof follows similar idea from the analysis of WADD proof. Similarly define £}, 1, E,, o

to be respectively the number of tosses until n consecutive 1, 0 tosses. Under Ber(%),

1 1 1 (5™ -1
E[Tcon] = éE[En,l] + §E[En70] =2 X 5 X (2)—1 = 2(2” — 1) (339)

Plug inn = log C. [

Theorem 3.5.2. Taking C' = «, achievability result is established:

o logp 1 o~ log(1—p)
ARL2FA(T¢) > «; WADD(T¢) < min{ 1 , }. (3.40)
—H 2

Therefore, consecutive procedure is statistically worse than generalized CuSum.

Proof. The first part of the theorem follows directly from theorem3.5.1. Sub-optimality

is evident by comparing with the result from theorem3.2.2. [
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3.5.4 Fixed Window Procedure

It’s not surprising that the consecutive procedure from the previous subsection per-
forms poorly as we already know from the generalized likelihood ratio statistic, the mea-
sure of balancedness has a critical role to play in the Bernoulli change detection problem.
The consecutive procedure measures balancedness simply too crudely. In this subsection,

we modify generalized CuSum to a window-fixed procedure and analyze its performance.

Recall that the generalized CuSum procedure requires runtime complexity O(n?). As
compared to the simple CuSum procedure, an additional multiple of n is required due to
the presence of max; <<, and the fact that generalized ratio statistic no longer possess the
recursive structure. The operation max; <<, can be viewed as scanning over all window
sizes, 1.e., sequences monitored at time n have window sizes of 1,2, ...,n — 1. To reduce
the runtime complexity, we replace max;<;<, with k = n — w where w is a pre-chosen

window size.

count, (n —w + 1,n)

Tw:inf{nz 1:w(l— H ) > c}. (3.41)

w

Clearly, the performance of the fixed window procedure depends on the window

size. We will parameterize w by § and choose w = m. Here D(6||3) is the short-hand
2

notation for the KI-divergence between Bernoulli 6 and Bernoulli %

Theorem 3.5.3. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:
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When window size is chosen with |6 — 1| > | — 3|,

c [0 D6l
WADD(TL.) < B D P o n < (#42

2

C 2C
WADD(T,,) < N . 3.43
7o) = DEID Do G4

C
D(dll3)

Otherwise,

For any window size,

ARL2FA(T,) > 2° — (3.44)

Proof. Proof for WADD:

Define the event F,, = {w(1 — H(m”m*(ww)) < C}.

Eo[Tw] :iPO(Tw >t> :iPO(Tw >t)+QZwP0(Tw >t)+ 3ZwP0<Tw >t)+

t=0 t=w t=2w
(3.45)
w 2w 3w
<> 1+ Po(Ey)+ Y Po(EyNEy)+ .. (3.46)
t=0 t=w t=2w
If [0 — 3| > | — 3|, then by anti-concentration for binomial distribution:
Po(Fu) 2 —— exp{-wD(dl})} (47)
w) > exp{—w : .
0 oM p H

Ea[T] < w(1+ (1= —= expl=wD(s}) + (1~ <= exp{=wD(@l[1)})* + .

(3.48)

c 20 o DGln)
G115\ DEIE) P D)

—wv2w exp{wD(J||n)} = 5 C} (3.49)
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Otherwise if |§ — 1| < |u — 1|, anti-concentration for binomial distribution:

1 1
Py(E,) > —wD(6||0)} = — 3.50
o )_mexp{w(H)} Tou (3.50)
Thus,
C 2C
Eo[N] < wv2w = (3.51)
" D([15) | DGII3)
Proof for ARL2FA:

Denote using Ti; the generalized CuSum procedure.

Ew|Tw] =Ex|Tw|Tw > w] > Eoo[Te|Te > w] > Pyo(T > w)Eo[Te|Te > w] (3.52)

>2¢ — P (T < w)EBoo[Te|Te < w] > 2 — 1 x w. (3.53)

Theorem 3.5.4. Taking C' = log o, achievability result is established:

ARL2FA(T,) > a. (3.54)

>

When window size is chosen with |6 — 3| > | — 3

log « 2log D(6||p)
WADD(T,,) < exp{ loga}. (3.55)
D(ll3) | D@llz) " Dll3)
Otherwise,
WADD(T,) < 08¢ _ | 2loga (3.56)

~ D(ll3) \ Dallz)
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Therefore, the fixed window procedure performs better than the consectutive proce-

dure but is of course worse than generalized CuSum.

Proof. The first part of the theorem follows directly from theorem3.5.3. [l

3.6 One Edge Increase in General Ising Models and Im-

plications

Previously in section3.2, we showed that the one edge increased structural changing
Ising model on a forest problem is closely related to the correlation Bernoulli mean shift
problem. In this section, we will show similar conclusion for the one edge increased

structural changing general Ising model problem.

3.6.1 Problem Setting

Under the quickest change detection problem setting, we further assume that:

1. Before the change, data sequence {x(!), x®®) ... x*~1} sampledi.i.d. from distribu-
tion fy belonging to general Ising models (i.e. pmf for samples f(x) = % exp{) _ ey OsTs+

Z(u,t)eg Ourzuwe}

2. After the unknown change point v, data sequence {x*), x**1 .} sampled i.i.d

from distribution f; differing from pre-change distribution by one edge more. (i.c.

pmf for samples f(x) = %GXP{ZSGV OsTs + Z(u,t)eﬁ Out Tyt }).

Let us first assume that parameters before the change 4, 6,; are known.
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3.6.2 Extended Algorithm from Subsection3.2.2 and its Performance

When applying generalized CuSum to the general Ising model, the mere difference

from that of subsection3.2.2 is the likelihood ratio.

n
As+ B OO
To = {n >1: max max max E log( 5 e (;s IrsTr s ) > C}.
1SkS'I’L (T78)68C 07‘52|9threshold| i—k ersATS + e rs BT‘S
(3.57)
Where AT’S = Z GZSEV 631‘S+Z(u,t)68 Out Ty and BT’S — Z ezsev 6SIS+Z(74,t)ES Gutmuibt.
{x:zrzs=+1} {x:zrzs=—1}

We will show that after examining a particular edge (r, s) via the maximum operation,
the generalized likelihood ratio of the general Ising model is exactly the same as that of
generalized likelihood ratio for Bernoulli shifts. The generalized Bernoulli likelihood ratio

for detecting shift from Ber(#) to Ber(#') in Bernoulli sequence:

o' coun 1—0
max(—) t+<m

count_
ax( yeount— (3.58)

The notation count,, count, is respectively the number of 1 and 0 in the Bernoulli se-

quence.

The generalized likelihood ratio for general Ising model targeted to edge (7, s):

69” (Ars + Brs) )countJr;Ts( e_ers (Ars + Brs) )count,;r5

max 3.59
Ors (e"rsAm + e s B, ed As + e B (3.59)
Comparing the generalized likelihood ratios and let § = ﬁ and 0’ = - Aiiif_’“gw B

the latter problem is equivalent to the former problem. When the pre-change weights are

known to the decision-maker, the quantities A,., B,.s can be computed and the problem es-
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sentially becomes a Bernoulli quickest change detection problem with known pre-change
and unknown post-change distribution. Therefore, following similar analysis from sub-
section3.2.3 and subsection3.2.4 generalized CuSum can be shown to be asymptotically

first-order optimal.

Theorem 3.6.1. Taking C' = log a,

ARL2FA(T:) > o; WADD(Tp;) < logg((}lﬁ fz()l)) asa — oo, (3.60)

Proof. Refer to the proof for theorem3.2.2. [

3.6.3 Implications

In the previous subsection, we argued that with the aid of pre-change parameters,

detecting an increased edge in general Ising models is closely related to the correlation

Bernoulli mean shift problem (from Ber(ﬁ) to Ber(u); p # ATSA”BTS), whereas
in subsection3.1.2, we have mentioned that the same problem in Ising forests is closely
related to the correlation Ber(%) mean shift problem. The goal of this subsection is to
provide a connection between the two settings, explain why we were able to achieve first-

order asymptotic instance optimality with only the structural information in section3.2,

and extend the instance optimality to slightly more general models .

Since Ising models on a forest is simply a sub-family of the general Ising model, we

should be able to deduce the results of section3.2 from results under the general model.

In fact, the deduction is simple: Ber( Ar?fBrs) reduces to Ber () when A,, = B, for all

(r,s) € £Crest When the underlying distribution is confined to zero mean-field Ising

models on a forest, A,, = > [ (1+tanh(0,z,2)) = Brs = > [T (1+

{x:xrzs=+1} (u,t)€E {x:zrzs=—1} (u,t)€E
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tanh(6,,z,x;)) regardless of the pre-change weights, since (7, s) is not in €. This explains
why the pre-change weights are not necessary to achieve asymptotic first-order instance

optimality.

Arguments from the previous paragraph naturally raises the question: Does there ex-
ist a class of distribution broader than Ising models on a forest such that Ber(ﬁ)
also reduces to Ber(%)? If so, asymptotic first-order optimality for the one edge increase
quickest change detection problem on such models can be achieved using the same pro-
cedure from subsection3.2.2; structural information is sufficient again! Here we give an
example. A broader class of Ising models equipped with the aforementioned property is
Ising models with zero mean-field vector 6, = 0 Vs € V and multiple disconnected com-
ponents. Furthermore, only bridges are allowed appear after the change. The setting intu-
itively reduces to the correlation Ber(%) mean shift problem since before the change each
node has equal marginal probability (due to zero mean-field vector) and disconnectedness
renders independence for x, and x,. After the change, the non-zero weight 6,.; breaks
the independence and brings a bias to z,x,. The reduction is mathematically proven by
Ay = > eXunee dutute — B - — > eXunee duut Thig class of model

{xiwrzs=+1} {xwrzs=—1}

is more general than forests in the sense that disjointed components are allowed to have

loops.
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3.7 Some Lemmas

Proof for Inner Maximization. For notational simplicity, denote count.,.;(k, n)/count_..(k, n)

using count, /count_.

n

(0,0 =[] (1 + tanh 6,,2P20) = ((1+ tanh 6,,)(1 — tanh 6,,)) "™ (1 + tanh §,,, )™+ —count-

i=k
(3.61)

= (sech 0,.5)%°" (1 + tanh §)°""+ ot (3.62)

F/(6,5) = (sech )" +)(1 4 tanh 6, ) (count+—count——1) (3.63)
((count,. — count_)(sech ) + (—2count_ tanh 6,,)(1 + tanh,)). (3.64)

f'(0r,) = Oyields (count, —count_)(sech #7,)*> —2count_ tanh 6% (1+tanh 6%,) = 0.

Further calculations:

count; —count_  tanh@ (1+tanh@;)  efrs(efrs —e ) e —1

2count_ (sech 0%)2 B 2 2

Finally we have,

o, — lln (count, — count_ +1) = lln <count+
2 count_

). (3.65)
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Chapter 4 QCD for Edge Decreased in

Ising Models on a Forest

The goal of this chapter is to study the complementary type of structural change in
Ising models on a forest: edge disappearance. Depending on the decision-maker’s knowl-
edge of the pre/post-change distributions, the detection problem has a distinct degree of
difficulty. The first and simplest scenario we study in this chapter is when the decision-
maker has sufficient confidence and samples from the pre-change distribution. These
samples can be used to derive estimates of the pre-change distributions, thereby easing
future quickest change detection tasks. We characterize the fundamental limit in this set-
ting by showing generalized CuSum achieves asymptotic first-order optimality. Another
scenario where only the sign and support of the pre-change distribution is known to the
decision-maker is next studied. We provide an algorithm that is no longer instance optimal
but is optimal in the sense of [ 14]. Next, we study how to take advantage of the correla-
tion propagation characteristic of the model and further provide a more efficient detection
procedure at the cost of some statistical performance. Finally, we conclude with prelimi-
nary results for the detection of one edge decrease in general Ising models and discuss its

implications.
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4.1 One Edge Decreased/One Component Increased with

Known Pre-change Distribution

4.1.1 Problem Setting

Under the quickest change detection problem setting, we further assume that:

1. Before the change, data sequence {x(!), x® .. x*=1} sampled i.i.d. from known

distribution f, belonging to Ising model on forest (i.e. pmf for samples f(x) =

51 5. jyce (1 4 tanh(85)zz;)).

2. After the unknown change point v, data sequence {x*), x**1 .} sampled i.i.d
from distribution f; differing from pre-change distribution by one edge less. (i.e.

pmf for samples f(x) = o5 [T j)ce- (1 + tanh(6;))zz;)).

In this setting, note that before the change, edge set £ and parameters 6;; V{i, j} € £
are completely specified. After the change, edge set £~ = £\ {r, s} for some {r, s} € &;

parameters 0;; € £ \ {r, s} remains untouched.

4.1.2 Proposed Algorithm

Since under this setting, the problem belongs to a composite post-change distribu-
tion quickest change detection problem, the generalized or mixture approach may work

decently. Following the generalized approach, we end up with:

n

T = inf{n > 1: max max log —— > ('} 4.1)
I<ksn (rs)e€ <= 7 1 + tanh 0,52z
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Intuitively, the procedure locates the location of the decreased edge by taking a max-
imum operation over all edges presented in the tree. The procedure has computational

complexity equal to ©(|€|n) and can be written in a recursive form.

1

(n+1) (n+1)

WO =0, Wt — (W™ 4 log
1+ tanh6,.x, " xs

rs

L)t VY(r,s)e €. (4.2)

TG,rs = 1nf{n >1: Wr(;l) > O}, TG = (m)ing{TG,rs}- (43)
r,8)€

4.1.3 Performance of Algorithm

We evaluate the proposed algorithm under Lorden’s criteria by studying the algo-

rithm’s worst average detection delay and average run length to false alarm.

Theorem 4.1.1. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:

C(1+o0(1))

9C
ARL2FA(T;) > T (4.5)

Proof. To facilitate the proofs, define 7 = inf {n > 1 : max(, see i, log m >
_ .\ 1
C} and Trs = lnf{n 2 1: Zi:l logm Z C}
Proof for WADD:

By Lorden’s theorem 2.1.3, WADD(7;) < Eq[7g]. Denote using (u, t) the real edge
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deleted, then
C(1+0(1))
D(fill fo)

Eolre] < Eo[ut] = as C' — oo.

First inequality follows from the fact that 7 stops earlier than 7,;. Final inequality derives

from Wald’s identity.
Proof for ARL2FA:
By Lorden’s theorem?2.1.3, to prove ARL2FA (T) > %, it suffice to show Py, (74 <
o0) < %
Po(1g < 00) = lim Po(1¢ < t) = lim P (U, see{Trs < t})
t—o00 t—o00
€]
< =i
tlirglo Poo(Trs < t) < 9C
(r,s)e€
Final inequality follows from maximal inequality. [

Theorem 4.1.2. Taking C' = log «, achievability results is established:

ARL2FA(TG) > o; WADD(T) < logg((}j f‘;gl)) as a — 0o, (4.6)

Therefore, 1 is, not surprising, asymptotic first-order optimal.

Proof. The first part of the theorem follows directly from theorem4.1.1. Optimality fol-

lows from comparing the converse result of corollary2.1.1 and the achievability result. [
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4.2 One Edge Decreased/One Component Increased with

only Sign of Pre-change Distribution

4.2.1 Problem Setting

In this section, the problem setting is almost the same as that of the previous section.
The only difference is that here we assume that the pre-change distribution is not com-
pletely known to the decision-maker; only the sign, support, and interval for which the
parameters reside is known. The assumption is reasonable since side information from
the pre-change or regular state should be able to tell between the following situations:

cooperative, opposing, or not related. Mathematically stated, we assume that:

2 ..., xvD} sampled i.i.d. from distribu-

1. Before the change, data sequence {x(!), x!
tion f belonging to Ising model on forest (i.e. pmf for samples f(x) = o5 [T jyee(1+
tanh(0;;)z;z;)). Parameters 6;; are not known but sign of parameters sgn(6,;),
upper/lower bounds to parameters ¢_,0,. > 0(0 < 0_ < 0;; < 0, < oo if

0;; > 0, —oo < =04 < 0;; < —0_ < 0 otherwise) are known, and support £ is

known.

2. After the unknown change point v, data sequence {x®), x**1 .} sampled i.i.d
from distribution P, differing from pre-change distribution by one edge less. (i.e.

pmf for samples f(x) = o7 [T jyes (1 + tanh(6;j)x;z;5)).
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4.2.2 Proposed Algorithm

1

The likelihood ratio ;;Eg = 3 +tanhéutz“$t = trawd =y hints that the problem is
2

closely related to the pre-change unknown Bernoulli quickest change detection problem

(i.e. shifting from Ber(!+2hfu) to Ber(1) ). Therefore, we modify Mei’s algorithm for

one-parameter exponential families by adding a maximum operation to locate the deleted

edge and derive the algorithm:

Tp = 1nf{n >1: max max mln{Zlog

; —log(cosh 0,,)C} > 0}.
1<k<n (’I‘S Eg Ors i—k 1 + tanh ersxr xg }

(4.7)

Minimization domain of 6, depends on its sign; if 6., < 0, minimization is taken

over —oo < —0, <6, < —0_ < 0;otherwise 0 < 0_ < 6,., <0, < o0.

The inner minimization over 6,.; has a simple structure, which can be used to further

simplify the expression of T).

Zlo

O log(cosh §)C for all sgn(6)0, < 6 < sgn(0)6_
= 1 4 tanh Hrs:cr Ts

(4.8)
Gx(Ti)x(Si) 9:)3( >:1:< R
= log RO > log(cosh 8)C for all sgn()8, < 6 < sgn(h)6_

(4.9)

<=0(—count; + count_) + nlog(cosh@) > C'log(cosh @) for all sgnd, < 6 < sgnd_

(4.10)
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Ifo <0,

log(cosh 6)

7 forall —0, <6< —6_. (4.11)

—count, + count_ < (C'—n)

When C' > n, minimum attains at —6¢; when C' < n, minimum attains at —6_.
Ifo >0,

log(cosh #)

—count, + count_ > (C' —n) foralld_ <6 < —60,. (4.12)

When C' > n, maximum attains at 6, ; when C' < n, maximum attains at 6_.

Therefore, the equivalent expression as suggested by Mei:

n

1

Tp=inf{n>1: max  max log — (4.13)
b { n—CH1sksn (r,5)€€ (1 + tanh(sgn(ers)e,)x,(f)xg))
> log (cosh(sgn(6,5)6_))C or (4.14)
. 1
max W,_c.s) + log( — ) (4.15)
(r,s)€€ ) ngﬂ 1—|—tanh(sgn(@Ts)GJr)x,(ﬂz)xgl)

> log (cosh(sgn(6,+)0))C}. (4.16)

Jr

where Wi () = (Wi—1,r5) + log(1+tanh(sgn(0rls)9+)x,(f)xgi))) :

4.2.3 Performance of Algorithm

The proposed algorithm is evaluated under the reverse of Lorden’s criteria by study-

ing the algorithm’s worst average detection delay and average run length to false alarm.

Theorem 4.2.1. Upper bound to worst average detection delay and lower bound to aver-
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age run length to false alarm:

WADD(Tp) < C(1+40(1)) as C — oc. (4.17)

log(cosh( min _[0,:)C (cosh( min_|0,s]))“
™8 (r,s)e€
ARL2FA(Tp) > B = H . (4.18)

Proof for WADD. To facilitate the proofs, define 7 = inf {n > 1 : max, s)ee neqin{Z’;:k log
- —log(cosh 0,,)C} > 0} and 7,y = inf {n > 1: rglin{zy:k log ﬁ—

1+tanh 0,52y ' xg 1+tanh 0,5z, ' x

log(cosh 6,,)C} > 0}.
Proof for WADD:

By Lorden’s theorem 2.1.3, WADD(Tp) < Eq[7p]. Denote using (u, t) the real edge
deleted, then

Eo[mp] < Eolrut) = C(1 +0(1)) as C' — oo.

Equality derives from lemma4.5.1 and with exponential family restricted to pmf f(z) =
exp{yz — b(7)}, z € {—1,+1}, and b(~y) = log(cosh ). In our problem, we would like
to detect a shift from parameter + to 0. Therefore, V(v = 0) = sech®(y)|,=o = 1 and
plugging in the kl-divergences, we get

N 1 ( 0_ _ O+
V27 log(coshd_)  log(coshd,)

Eo[ru] = C +0(1))VCas —oco.  (4.19)

Proof for ARL2FA:

log(cosh(  min (2] C
g ( ((r,s)eslml))

By Lorden’s theorem2.1.3, to prove ARL2FA(Tp) > 2 , it suffice to

€]
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1 h ‘gl [ C
og (cos| ((T7r21)ﬂ68| rsl))

show P, (1p < o0) <
2

Py(p < 00) = lim Pu(Upsyes{ms < t}) (4.20)
— 00
< lim P (7ps <) < ) ! < d (4.21)
= o0 oo\ 'rs = 210g( .

cosh0.5)C — log(cosh( min |0,4]))C "
(r,s)€€ (r,s)e€ 2 (ro)€e

Second inequality follows from the fact that 7,.; stops later than sequential probability ratio

test with true pre-change parameter. U

Theorem 4.2.2. With threshold C' = «, achievability result is established:

1 h( min |0
og(cos ((rrfsl;régl rs|))e

WADD(Tp) < o; ARL2FA(Tp) > 2 = (cosh( min |0,4|))" as & — 0.

(r,s)€€
(4.22)
Therefore, T is not asymptotically first-order optimal under reverse Lorden's crite-

ria.

Proof. The first part of the theorem follows directly from theorem4.2.1. Sub-Optimality
follows from comparing the converse result of corollary2.1.1 and the achievability result.

O

Since the performance of the procedure is dominated by the pre-change edge with
smallest absolute value and that the true kl-divergence D( f1]|fo) > log(cosh(( Tng)lgg 10,4])),
the procedure is not instance optimal. However, it’s optimal in the sense of definition2.1.11;
for every pre-change weight, 7 is asymptotic efficient (see definition2.1.10) when the de-
creased edge corresponds to the one with the smallest absolute value; for every decreased
edge, T is asymptotic efficient when the pre-change weights satisfy the condition that

the deleted edge has the smallest absolute value.
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4.3 Representative Procedure for One Edge Decreased/

One Component Increased

The previous procedure requires monitor of every edge presented in the trees. When
one would like to lower the number of nodes to monitor or if there is a further constraint
on nodes that could be sampled, we eventually arrive at what is called the representative

CuSum.

4.3.1 Proposed Procedure

Tp-p=inf{n >1: max max mm{Zlog —log(coshb,,)C} > 0}.

1<k<n (’I’S EgR Ors

1 4 tanh Gmxr ):cg

(4.23)

Minimization domain of 6,; depends on sign of [] 0 and the length of

neEpath(r,s)

path(r, s); if [[,cpum(s O < 0, minimization is taken over —co < —f; < 0,5 <

— tanh ™" (tanh(6_)e"®ath(m)) < 0; otherwise, 0 < tanh™' (tanh(f_)en(Path(n)) <

07’8 S 9+ < Q.
Similarly as in subsection4.2.2, the inner minimization yields:

If HuEpath(r,s) QM < O’

When C' > n — k + 1, minimum attains at —6¢,; when C' < n — k + 1, minimum

attains at — tanh ™! (tanh(H_)le”(path(“s))).

If H;LEpath(r,s) 9# 2 O’
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When C' > n — k+ 1, minimum attains at 6 ; when C' < n — k+ 1, minimum attains

at tanh~" (tanh(f_)'en®ath(n=))),

Therefore, the equivalent expression as suggested by Mei:

n

1
Tr_p=inf{n >1: max max lo ——
fi=b {n 2 n—C+1<k<n (r,s)€€p < g(l + tanh(g_)1en(path(r,s))x£%)xgl))

(4.24)

> log (cosh(sgn(f,s) tanh ™" (tanh(f_)*P2T)))Cror  (4.25)

“ 1
max W,_c.s) + log( )
(rs)€€ (72 n_ZC;rl 1—l—tanh(sgn(@rs)&r)xsl)xgz)
(4.26)
> log (cosh(sgn(6,)6,))C}. (4.27)
+
where Wi = (Wi-ti(r) + IOg(1+tanh(sgn(93s)9+)%(«i):tgi))) '

4.3.2 Performance of Algorithm

Same as in the previous section, the proposed algorithm is evaluated under the reverse
of Lorden’s criteria by studying the algorithm’s worst average detection delay and average

run length to false alarm.

Theorem 4.3.1. Upper bound to worst average detection delay and lower bound to aver-

age run length to false alarm:

WADD(Tr_p) < C(1+0(1)) as C — oo. (4.28)
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toa(eosh(|_min. [tah ™" (TT,painr,e) @00 ) D)

ARL2FA(Tr_p) > N (4.29)
R
cosh((ggiG%R | tanh ™" (TT,,cpatn(r.) tanh 6,)]) 0
B €| ' '
Proof. Proof technique follows exactly that of theorem4.2.1. [

Theorem 4.3.2. With threshold C' = «, achievability result is established:

log(cosh( min |tanh~! (Huepath('r s tanh 0#) N)e
(ro)€ER as o — 0.

WADD(Ty_p) < o; ARL2FA(T_p) > 2
(4.31)

Therefore, Tr_p is not asymptotically first-order optimal under reverse Lordens criteria.

Proof. The first part of the theorem follows directly from theorem4.3.1. [l

The algorithm has inferior statistical guarantee compared to that of the previous sec-

tion with the benefit of monitoring less nodes. Comparison of statistical performance:

D(fillfo) > 10g(cosh((m)in€ 10,5])) > log(cosh( min |tanh™" ( H tanh6,)|)).
r,s)E

r,s)eE
(re)ér pepath(r,s)

(4.32)

The procedure is of course not instance optimal, and also no longer optimal in the

sense of definition2.1.10.
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4.3.3 Choosing the Representatives

Previously we show that instead of monitoring all the edges presented in the pre-
change tree if we only monitor a pre-chosen set of nodes, there’s a trade-off between
statistical guarantee and computational complexity. A natural question to ask: How to

construct a good set of tuples £5? The construction should base on three principles:

1. Every edge has to be covered (i.e. £g is chosen such that Ve € £, 3(a, b) € Eg with

e € path(a, b)). This rule is required for the proof of WADD(Tr_p).

2. Construct &g such that min | tanh™" (]

tanh 8,,)| is as large as possible.
(r,s)EER ) ﬂ) ’ g p

weEpath(r,s

3. Monitor as less tuples as possible (i.e. small cardinality for £g).

In order to monitor any possible deletion in the tree, bullet one is necessary for the
design of €. The condition from bullet two makes sure that the performance of the al-
gorithm is the best under the worst possible location of the deletion. Bullet three calls for
the smallest number of monitors. Note that bullets two and three representing respectively

statistical performance and computational complexity can be traded off.

Here we provide a heuristic satisfying bullet one, optimizing over the condition from
bullet two with a decent constraint from bullet three. Specifically, our goal is to monitor a
number of tuples equal to the number of leaves in the tree which satisfies bullet one and has

the maximal possible min |tanh™' (]

tanhé,)|. Since at least [mum-ofleaves
(rs)€€r ) N) | [ 3 —‘

wp€Epath(r,s
is required to cover every edge, our algorithm is decent in the sense that only twice the

least number of monitors is required.

Our algorithm first finds a node central to tree 7, call it /, and subsequently monitors
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every tuple of the form (/, ) with u € leaves(7"). The rule certifies that the cardinality of
Er will equal the number of leaves in the tree. To optimize over the condition from bullet

two, the central node [ should be judiciously chosen. The node [ is chosen via solving:

arg max min | H tanh(6,,)|. (4.33)

ueT
leT pepath(l,u)

We have already seen the same exact problem in subsection3.4.3. There we provide

a naive algorithm to solve the problem:

1. Vi € T, recursively solve minuer [ [, a0 | tanh(6,.)]-

min H' | tanh(0,,)| = ugglviersl(ﬂ H, | tanh(6),)| (4.34)
pepath(i,u) pepath(z,u)

= min { tanh(6;, min tanh (6 ) 4.35

a€N(i) { ( )ueleaves(fu-) H ’ an ( H)’} ( )

pepath(a,u)

where N (i) denotes the set of neighboring nodes of ¢, 7,; is sub-tree of 7 con-

structed from breaking edge 6,; and retaining the component with node a.

2. Take max overi € 7.

Of course the pre-change weights are not known in advance; therefore, in practice,

the algorithm is run with constant 6, for all .
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4.4 One Edge Decreased in General Ising Models and Im-

plications

In this section, we first extend the problem setting of section4.1 to the case where
the underlying model is now the general Ising model. Next, we will discuss results from
section4.2 from the perspective of edge deletion in general Ising models. The discussion
finally leads to the conclusion that there exists a more general family of Ising model for
which the weights are not necessary to achieve good quickest change detection perfor-

mance. We will give one example beyond Ising forests.

4.4.1 Extension from Section4.1

The extended setting from section4.1 of detecting an edge decrease in the general
Ising model with the decision-maker knowing the pre-change distribution is also a spe-
cial case of the quickest change detection with multiple post-change distribution problem.
Generalized CuSum can be shown to be asymptotically optimal by adopting analysis from
subsection4.1.3. From an algorithmic design perspective, however, computational burden

innate to generalized CuSum arises due to the calculation of likelihood ratios.

Ars + B7's
e_ersArs + efrs Brs

(4.36)

where A, = > exp{)_,c¢ 5v5’7v+2(u,t)eg Ouryrifand Bog = >0 exp{)_ ce OuTot

X;Trxs=-+1 X;Trrs=—1
Z(u,t)es Out Tt}
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Generalized CuSum yields:

Ars + Brs
6_07”3 Ars + eers Brs

W =0; WD = (W -4,z D+ og(

rs

),0)T V(r,s) €.

(4.37)

Tars =inf{n >1: W™ >C}; Ty = (m)ing{Tg,m}. (4.38)
r,s)E

4.4.2 Discussion of Extension from Section4.2

In section4.2, it’s shown that the edge deletion problem in Ising model on a forest is
closely related to the pre-change unknown Bernoulli quickest change detection problem
(i.e. shifting from Ber(u) with y # 1 to Ber(3)). It turns out for general Ising models,

the pattern remains.

fi(z) b izm, 20 e s A, + e B,

—e 20 _ . (4.39)
fO (IE) Zl lrs®ras (AT‘S + Brs)
where A, = > p2osev 0Tt L pee— furtutt g
{x:zrzs=+1}
Byy= 3 eXeevdtstipee- fumu

{xaxrws=—1}

The likelihood ratio hints that the problem is equivalent to the Bernoulli mean shift
problem Ber(wﬂ%) to Ber(ﬁ). When the pre/post-change weights are
not known to the decision-maker, 6,., A, B, are all not known, and thus the problem is
extremely difficult. However, when restricted to Ising models on a forest, as in section3.2,

it can be deduced that we always have A,; = B, by algebra. Consequently, even without

knowing the pre/post-change weights, we can always transform the problem into a pre-
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change known, post-change unknown Bernoulli mean shift problem.

A natural question to be further asked: Does there exist a class of distribution broader

Ay

than Ising models on a forest such that Ber(;—"r5%

) also reduces to Ber(3)? If so, all
results from section4.2 directly apply to the new class of distribution. Here we give an
example. A broader class of Ising models equipped with the aforementioned property is
any Ising model with zero mean-field vector ), = 0 Vs € V for which only bridges are
allowed to disappear after the change. Edge deletion in Ising forests is clearly just a special

case of the broader setting.

4.5 Some Lemmas

Define the sequential hypothesis test for pre-change unknown and post-change known

distributions:

fA(iB(i))
fs(z®)

Tmei(C) =inf{n >1:> log > D(fi||f5)C forall —co < 6 <5 <8, <A}
=1

(4.40)

Lemma 4.5.1 (Mei’s Lemma). When f,, fs belongs to one-parameter exponential family

fy(x) = exp{yx — b(7)}, under f\

V() A—6 A—6,

2 DT D) +0o(1)VCas —oco.  (441)

EA[TM@] = O +

Proof. The lemma is from theorem2.1 of [ 14]. Here we provide the high-level idea of the
proof. The proof is based on the critical fact that 7,,.; reduces to sequential probability
ratio test with pre-change parameter equal 6_ when C' > n and 6, when C' < n. Further,

it’s argued that the conditioned expected stopping time before and after n = C' is some
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constant multiple of each other. Using the fact that sequential probability ratio tests are
asymptotically normal and after conditioning the sequential probability ratios tests are half

normal distributed, the proof can be concluded. ]
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Chapter S Conclusion

5.1 Summary

In this thesis, we first posed the structural changing graphical model quickest change
detection problem and thereafter studied two types of structural change, edge increase
and decrease, on Ising models. We showed that generalized CuSum with the aid of only
pre-change structural information achieves the optimal worst average detection delay and
average run length to false alarm trade-off for the problem of detecting multiple increased
edges in Ising models on a forest. We then turn to exploit the opportunity of correlation
propagation unique to correlated models and show how to lower significantly the amount
of data sampled at the cost of moderate statistical performance. Later we extended our
study to one edge increase in general Ising models and demonstrated its connection to the
Bernoulli change point detection problem, thereby explaining why instance optimality can
be achieved for a certain family of Ising models without knowing the pre-change weights.
For the edge decreased setting, we, unlike the edge increased setting, when equipped with
only structure-related information, were only able to come up with a sub-optimal detection
procedure. Next, we again proposed a node sampling scheme to bring down the compu-
tational burden for detection by leveraging the spatial correlations. Finally, our study of

the one edge decrease in general Ising models problem allows us to directly extend results
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for Ising models on a forest to a broader class of distribution.

5.2 Future Work

Our original goal for the thesis is to study whether knowledge of the pre-change
structure suffices for good detection of structural changing graphical models. Results
established in this thesis prove the conjecture positive only when restricting to specific
sub-classes. A possible future direction is to generalize the result to broader classes of
graphical models. Towards this end, we speculate going beyond variants of likelihood
ratio statistics and using statistics from the graphical model learning literature would be

helpful.

For both the increase and decrease edge problem setting, we have posed the problem
of monitoring only a few judiciously selected nodes while maintaining decent statisti-
cal performance. The problem can also be viewed as a passive sampling node selection
problem. Our results show that if the decision-maker is bound to sample the same nodes
during the entire detection time duration, we can only crave for sub-optimal performance.
A natural future direction is to allow the decision-maker to actively sample nodes from
the network and study its performance. Under the active sampling setting, we could even
give additional constraints such as restricting the nodes to be sampled each time-stamp

has to be a neighbor of the node sampled in the previous time-stamp.

As mentioned, the propagation of correlation serves as an opportunity for the quick-
est detection task. We showed in the thesis, how to take advantage of the property for
graphical models with fast correlation decay, models which are known to be simpler to

learn. We speculate that for the quickest change detection problem, on the other hand, the
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presence of long-range correlation is beneficial. Intuitively, slower decay of correlation
should give the chance of detecting the change promptly even when the location of the
change is erroneously guessed. We, however, expect that detection procedures are harder
to design for such models. It would be an interesting future work to make the intuition

rigorous.

Finally, a future direction is to close the gap between the achievability and converse
result for the one edge decreased in Ising model on a forest problem. Since the problem is
fundamentally a quickest change detection problem with composite pre-change distribu-
tion and a finite number of possible post-change distributions, a conclusive result would

be a novel contribution to the quickest detection research area.
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