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Abstract

Sensitive Data or Sensitive Information is a sub-set of personal information and is
given a higher level of protection under Personal Information Protection Act(PIPA)
Art.6(1). The definition of Sensitive Data(special categories of data) in the PIPA refers
to information about an individual’s: medical treatment, genetic information, sexual life,
health examination and criminal record.

Any Information can be considered to be sensitive, depending on the nature. The
better approach to define sensitive data is specifically enumerating special categories of
sensitive data by Law. Almost all Sensitive data enumerated in current PIPA is about
medical information and lacks medical record, therefore the list should be consolidated
and amended. Fingerprint is biometric information which can be considered sensitive,
but there is no legislation in other country, so it may not be added to the list temporarily.

PIPA prohibits Government agency or Non-government agency from collecting,
processing and using sensitive data unless at least one of the conditions(exemption) set
out in Art.6(2) is fulfilled. However, the definition of the exemptions is vague and
ambiguous. The types of the exemptions defined in PIPA are less than legislation in
other country as well. Therefore this thesis suggests that PIPA should be amended and
many other conditions, such as “data subject’s informed consent”, “for medical
purposes” exemption, “for public interest” exemption and “in order to protect the vital
interests of another person” exemption should be added.

Although PIPA gives higher level of protection to sensitive data, it does not
specifically state whether Government agency or Non-government agency should notice
data subject before collecting sensitive data, or whether sensitive data can be used for
secondary purpose. It should be amended immediately before the date for enforcement
of the Act.

Keywords: sensitive data, sensitive information, special categories of data, personal data
protection, data protection principle, Personal Information Protection Act
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Freg T REBHIZEHARAN o BIEES MR " BoRstHS | (identification
number)st " EANAHRANZS | (BI04 ~ 0B R &% SubEt e S )

% Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data Art.2(a) (“personal data” shall mean any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable person is one who can be identified, directly or indirectly,
in particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity”). » F %Rz € 9> (REEREB A F
MR ) 0 R B FaaEE g s L%y o s (1999 &) -
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S E R PR - S e - AL TR

LU 2 R T Ao, 2

& TEEE, ZAS T EEEL ) (84/08/11)EBLRIIMEE R o MRIBIAB T
2011 4. 10 A 26 HAEHZ TEANERIREEI TR ZIEEE (M TEEE
FEATHHRIEZE ) > 55 2 R0EFS - T AEFTEEA - fE A2 A 26 A HIZTER

i T AREIDEE N — RE NS Z FERAECRE - AT 2 HARNTTH e f
HEEREZBBEARAAHLAAGHZA 2R > HIERTR TEEEL ) ER
& THAEFERAN ) ZERILE -

IEAN » EYNSEITTIAW] - SLEE R E 7 (Data Protection Act 1998)7E % : ' {E A
B dErEsal 2 TIEA S (aliving individual)HYE - B ERFLZ (Australia
Privacy Act 1988)/E %% * AEMTE 2 T{E A 4 545 " HZAA 4 (natural person) B

TIEFLE /A= | (Office of the Privacy Commissioner)ifi—550 5 » Firsd " HARAA |
FERR T35 A (living human) » 343 BRIl > 3 T EEDE ) BERITR TEHAA ) FEHE
b " SEE L MERE T EEERTHAIESE ) B ERRINRTLED] - FER R R F

% Seeid. @ su A R FEY A A2 THES ) (sound)® TR, (image) T v T A TR
% 2. Directive 95/46/EC Recital 14. X & R 3335 B F 185 & R AR5 ?‘f BB AT
bl4ed § 7 ~ b A2 2 K - See Douwe Korff, EC Study on Implementation of Data Protection
Directive: Comparative Summary of National Laws 14 (Sep. 2002), available at
http://www.garanteprivacy.it/garante/document?ID=455584

%2 4 8 1 AUSTRALIAN LAW REFORM COMMISSION, FOR YOUR INFORMATION: AUSTRALIAN PRIVACY
LAW AND PRACTICE 8.65 & 355-84 (2008). ' i#:;% :x ¢ , (Australian Law Reform Commission,
ALRC)i£ 3% > i * (use)= #5 % (disclose) 7 B T 5 JF‘]‘ J (deceased individuals) 2 # ¥ » & 7 & *E 02
2 R e FAEA 4 (datacontroller) i@ * S @ T K 2 AR B BTR BLLTAL TAE
1 | (sensitivity of information) -
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5
i

&k ez TEANER ) HE THASF ) BRAZER AR TIEE -

CFR B TR AT, ?

N
R
=
i
~=ie
ke
-
E-D
&%
'
£
3
(“-«}
5
~
L
(\x

R T EER ) B2 IRERECER - T EAER ) ARG T DIE SR
RPEME A, Z&R - BRFrEE (A E8 L " EaES ) (incapable)s
[RPEE AR > ZBEREEE " HE, - Ak -

Al T EE, 2 BEESBNLEPIRA S W - B e TEAE

T AR TSR ER A ZER > SRS BB B 2R e E 2
D7 e HE T E AR R TR A 0 SRR EE A ) 2 ke

33

34

Gldo JlpE > L Ty 5 p g 2 T e s (fully identifiable) ~ T %45 i~ | (encoded or
pseudonymised) & = » % { it (fully anonymised)2 T - B2t TR E o A TG F AL
Thad BuETB A HE RPN EZE RIS F 2R &l 517 &
WL o M EAERTHELE - RY 0 FEFFRE - FBRERI 55 T T2 B (nature of data)
ko) gr T34 A RA R w07 4y |2 (probability of the data subject being identified) - 4p B 243 4
A Korff, supra note 31, at 14-16.

A 2 F2 R GlHAcRE I AR - FREER > S0 B LETELH S T
FlA 2 &are F FHE 0 5% £ (anonymising) 2 FIUF & L LB A (FHRLM) &
#ivdk s T A FAL > £ 8 Carlos Maria Romeo Casabona, Anonymization and Pseudonymization:
The Legal Framework at a European Level, in THE DATA PROTECTION DIRECTIVE AND MEDICAL
RESEARCH ACROSS EUROPE 36, 42 (Dreryck Beyleveld et al. eds., 2004); PHiLIP COPPEL,
INFORMATION RIGHTS 5-025 (2007). st #t > % & it & i & it (psedonymous) - 7 4p & > FALE % >
PO oMRZERIRREEA R BB ATHR A R Bl TR EE
2_ B gE(key)w B ysa § F A 0 v B FE 2 %3 > % L CHRISTOPHER KUNER, EUROPEAN DATA
PROTECTION LAW: CORPORATE COMPLIANCE AND REGULATION 2.08-2.10 (2007).

B R FRER TR AR R B R R LT TR TR, R F AR

PreFIZApM R pF o friUEt BORR o WA R 271 772 ke(England and Wales Court of
Appeal) . Durant v. Financial Services Authority % ([2003] EWCA Civ 1746, Court of Appeal (Eng.))
13



o TMEEE ) EHE T B EREE R R E E A ZER . B T EE
g S — Y - i TEEERTHREZE ) 56 3 RESHE - " LIRS
A P A " AR TR B E SR A J GRE IR E A > B T {E

GEEERFAE N TS (WEREOTBIRECR) e, o AR
PERAIRFEMEA - S0F T BT E &R 2 MR F @A | 2R T E
&' ez > BHEIRE S ELABIE A AR

&L 3k TEEE, BT EEERTHRIESR , 2HE > BREE (A
BBHEIREAERE ) T 15 DIE REs R =GR R E WA Z &R > AT E)
& TEE - EERRTEE AL T ERTR L SEREMA - B T AN - R
FMEIEIEBRERT B IaRE IR EMA , & > ZERAE T s, -

3. Mg, TEE,?

#TEEE ) F2RER T EAER ) RIEELIEREERETAENZ T H
AN ZER - SCEEBEARANZ T HETER ) (statistical data) » FIANEPIEE5EE
FHE A > WA LE T gEtER ) Eh TREEA L o 3 T ETER B

Ao by A g2 TRgi 2 B X T4 2 % 4 (unredacted versions of the computerised
documents)£: £ % < i | (manual records)# >t T A T, o 2 rins > WRMK P HFA (F

Fgpgl ) 2 FAP e A > A B A A (FHAM) 2B AT AL FH
FThAM2 s 25 T@ 4 b4 (continuum of relevance) » 7 Fizze 8 5 T idgeit

(biographical)z_ se§% 5 & 2. ¥ p & TR A MAPM 2 F437 3 Ru TR AR T el
Mg, (focus) s FALidg > @ 2

‘=

B Ao
T TEES SEY R TRTAGE@AT P35 AT L[ RIS T

i JE3
BA-paEds FTHER 28 -

%

EE R L E ek & A

f
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BT EE e AR T —BE (18) A (a group of individuals) » AIRJE " 8% |

o (FR2) R IZE AN

e MEEE ) B 2 fREHE A E R T | (operations) - 73 B ={ERAE - RFF
Ryl TR TERT ) R TRIA - VRS - TIELME F RRAEAER P
FREE TR R SR E A B RHE R B R Rk - MG - % L E
Btk A%k AR AFAE P TH  TIEEEE S SR
By kB AN ZEA o0

ARAMEANE R T #2(F , (operations) » ZEILEFIRE A — Ao H={EiE
" 588 (collection) ~ " FRH | (processing) ke " (EM  (use)E - BRI E R
fRetes% s a5 By TS (collection) ~ T | (use)8 T{8FE , (disclosure) - 34T
TNBERLE - AL TREL , (processing)4nfBATAERLY THRIE, & - Bla TECH
[HEHE% | HEEERREE - AR KAEERATTS (&L, 2 T

Pomag o MR RYLE A § ?""F'f EEEmTEARIAR pAR
BT FWAFBMAREE AP R B FIE 360 REEE Y o g BB
BB A PR R R RS TR F o blhers 0 0TS B 43 0 % 2 Korff, supra note 31, at 16.

Vg PR A % E (5 F H%E W20 TR 3 (Bundesdatenschutzgesetz, BDSG) 2z #: 48

B T@EFE, $2E5 3%

B TREE S 2EY 4%

40 T3z, %2554 -

a4

S LA R R 2 88 3(3)(4) & (5).

P g gpteand s TRTSESRR, (Npps) % 182 5 2 2 o

° Mfmw—%z §1(1): "wEBFHEL , F2ERT THAFTHEAL, GhHBE AT

etz @ N - AP T BHmB L F 0P B2 2T 6)4o i & (collection) ~ 24k

(recording) - k= %% (organization) » it 75 (storage) ~ #x 4 24 12 #x (adaptation or alteration)~ » 4 (retrieval) ~

% B (consultation) ~ i * (use) ~ 1/ i# %IE\“E{ i @ 4% & (disclosure) & 1 H is @ B 5 sxenig &

(alignment) £+ £ 71 (combination) ~ #t4# (blocking) ~ &}’ ’,f (erasure) 22 gL 3% (destruction) - H is 2 B2
15



SCHELL TS ~ R EHECHIA L 4t T EE L 2 TR,

SRR RS E AR (RS YRS TR TR, ¥
B— T ERHZHIA | (data controller) & « *° TERRHEHIA | fhds ¢+ RE BRI
P (processing) > " Y (purposes)Ei [ J75% | (manner). (525 \BHREA 4 -

H MEEE ) B TEEEE ) RHRRERE T E ARSI R R
R ~ BUARILL TSR ) B T IR SR L IR TRERHERIA L - B T B

ARG FLFRT 0 (T dLB A TR EE2 2008 B 0 ¥ k=) o g A0 S
5 ¢ 2008 =& 28 €% (2008 # 127 20 p ) o

* See KUNER, supra note 34, at 2.20 & 2.25; UK Information Commissioner, DPA: Legal Guidance,
para. 2.5., available at
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/data_prote
ction_act_legal_guidance.pdf

* %]4r Directive 95/46/EC Art. 2(d) & (e); # B F# ki §1().
PEAIEHIA AT a3 [ F4 &I 4 | (data processor) - 4 T & ) Fldrdl A g a2
pARAS e B BT L AL 0 R FTHLET o LR TR A
2RI APE  EREEEFRLTLEL ) A ELFTHRAEA AT AL RETE TR

T A o E FR T AL T A AR G Wzkﬁﬁﬁ (recipient) 2 ¢k 2_ 4 » % B See Korff, supra note 31, at
23-24. T TeXF g TEHAILA [ PEK AR 0 WL TR R g
Eﬁ%ﬁ,a»mﬁi%ﬁ%ﬁfﬁﬁaﬁ«J’awaﬂﬂ—&m; FAAIA

©hTEEBTALS 2 EET o A TF AL % TE R R (alone or jointly) i &
T

=3

A AR R R ALE R TAHERLE G T % (interconnected) &2 T 3

¥
Lo Txg mAsTERML e 2 flEa e BEETR AT W £ L Korff, supra

\

\i’irﬁﬁ%?ﬁ?JﬁaF?FKMAJ?{f%?ﬁ’ﬁﬂiﬁﬁﬁﬁ’§%E1$
f

*«“}&

~—~
wn
=0
QD
=
@D
o

N
S

note 31, at 22-23.
%9 4k BEH 2R F R 2 2 (Bundesdatenschutzgesetz, BDSG) % 2 i ; B ¥ TR B & FL w2
(Datenschutzgesetz 2000, DSG) % 5 i% -
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% RUEEL T EEEE ) MHE - TEEE ) 2 e T B AR - 5K
TTEE AR ) Z R BT BB EA TEUA A © /\ ~ FRATEIRE - f5RT-AESNZ B2A
A~ TENSEAMERS > B EFR T BRI - 1A T EEE L 5 4 RIRE

ZNRBE BT R AR st AR ~ B S E R - AR B EE
A REZRECHERR | - et ZRRA R HO (L - O ZestidT T R A - IR
I (ENERIE - 532E " ERRER ) 288 - i ABEE - JEATIHERE
S Ze bR - POETTIEAERLZ A R EHIA EEEST T EEE
ZHEL > JETT T ERRERTS L o RATIOTE > TIXL TERHERIA L Sl T A
PslEE ) B T IRATSIRRE | -
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1970FACHE » FEEEREFRHYE (Information, Communication Technology, ICT)[
A 21 RN ERREZ HEREANER - BE BRI A 2 bz H 4

Fh o 819684 » LKL A {EREESEEAN 4% (Organization for Economic Co-operation and
Development, OECD)/5#t ¥ &2 " BHLGk T (Gaps in Technology) 5 B4R &
##(Ministerial Meeting) » a5 - Ryl o B A BRI ME TRETE ~ (8% - (B
PRIEE TR © IS E AN > SERFIGEHEHRAH - 19704 » EEHR &
F5(Land of Hesse) i Bk % (Datenschutzgesetz) > - HE St 55 — 3 A 0k}
et RS Y AT - P EREE A B M 2 0 PGSR A" -
FE BB A ARG R R A -

*® See Neil Robinson et al., Technical Report, Review of the European Data Protection Directive, at 6,

available at
http://www.ico.gov.uk/upload/documents/library/data_protection/detailed_specialist_guides/review_o
f_eu_dp_directive.pdf (2009).
See Hans Peter Gassmann, Former Head of the ICCP Division Directorate for Science, Technology
and Industrtry, OECD 30 Years After: The Impact of The OECD Privacy Guidelines, Address at Joint
Roundtable of the Committee for Information, Computer and Communications Policy (ICCP), and its
Working Party on Information Security and Privacy (WPISP) (Mar. 10, 2010), available at
http://www.oecd.org/document/39/0,3746,en_2649 34255 44946983 1 1 1 1,00.html

49

% See David P. Farnsworth, Data Privacy or Data Protection and Transhorder or Transnational Data

Flow, an American's View of European Legislation, 11(4) INT’L Bus. LAw. 114, 114 (1983).
*! Data Protection Act 1970 (Hessisches Datenschutzgesetz). See Godfrey Stadlen, Survey of National
Data Protection Legislation, 3(3) COMPUTER NETWORKS 174-186 (1976); Frits W. Hondius, Data Law
in Europe, 16 STAN. J. INT'L L. 87, 92 n.10 (1980); ROBERTO J. RODRIGUES ET AL., THE REGULATION
OF PRIVACY AND DATA PROTECTION IN THE USE OF ELECTRONIC HEALTH INFORMATION 76 (2001).
52 See Gassmann, supra note 49.
> Data Law 1973. # g2 B T2 B ¥ 4% Lee A Bygrave, Data Protection Reform in Scandinavia,
5 PRIVACY L. & PoL’Y REP. 9-12 (1998).
* U.S.PA5U.S.C. § 552a.
> Germany Bundesdatenschutzgesetz, BDSG.
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H R BURMEE R (sensitive data) 7 fE&: » % HERAT BTSRRI A FS > Sk
EBERIEREET > MEEFERIUE - B R RS o S80S 5111980
BB T SRR AL By EA e i » SRR T -

~ < OECD % ¥ #4¢

19804 » &XB G F RS R IRaEB AL EUE A B - BT " E AR
B E ARl E (R 405E | (Annex to the Recommendation of the Council of 23rd
September 1980: GUIDELINES GOVERNING THE PROTECTION OF PRIVACY
AND TRANSBORDER FLOWS OF PERSONAL DATA, % " OECD{H#& 448 |) -
"OECD{E&EANHE | Higw/FE Y ER " BURIMEEE , ZREE - w55/ N\l (Expert
Group) SRR & ~ SYEREAE (BIANZE R H Y E B (the risk of discrimination) )
TR > 205y [ AEFRL I (universally) BRI CE RS - ToiREZR 2
FEE > kiR T OECD(E&E4NE | iR " BEEEE | - P
A" BURMEEE 2 S 72" OECDE & 48 | BHS 774 & 5T &m (detailed comments)

ETE TAEEERA AT O

% See Spiros Simitis, Revisiting Sensitive Data, Review of the answers to the Questionnaire of the

Consultative Committee of the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, at 1, available at
http://www.coe.int/t/dghl/standardsetting/dataprotection/Reports/Report_Simitis_1999.pdf; Karen
McCullagh, Data Sensitivity: Proposals for Resolving the Conundrum, 2 J. INT’L COM. L. & TECH. 190
(2007).
> See McCullagh, supra note 56; Rebecca Wong, Date Protection Online: Alternative Approaches to
Sensitive Data, 2(1) J. INT’L CoM. L. & TECH. 9 (2007). The developments of the data protection in
European before the 1980’s conventions, see generally A. C. Evans, European Data Protection Law,
29 Am. J. Comp. L. 571 (1981).
%8 OECD Guidelines on the Protection of the Privacy and Transborder Flow of Personal Data, Part I,

para.19 & Part Il B. Detailed Comments, para.50.
%9 OECD Guidelines on the Protection of the Privacy and Transborder Flow of Personal Data, Part Il B.
Detailed Comments, para.50.
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TSN (ES R - JRE > () M4l & 4 = 3% 4 (limits to the collection
of data) * & % & #t & 22 = & X(manner) ~ & # 2 4 4 (nature) & | A % % #

t % (context) 3 A #uth & % & A+ A 4 7] SO (specially sensitive) o
(b) BRIE RIS EE 7242 #%E (requirements concerning data collection
methods) - B SE—(ERIE - BEAAFERER - AATIRTERSRR A H
FATHRAKASNLY > LZEHZREL Al ARA L X2 L
E T BONE 28 AP A 1A B (BIA0FEE ~ =82S - MBEao sk F &R -
751 A AR F R A 6 &4 > A K LAR A A Ad R
2 A E A A 2 6 R (context) Su4E A (use) # 0 44 £ 44 [ 16 4% ) (private)
3, T8UB L) (sensitive) - IEBEATIIIEI ER: - FIAIEEIRERLILE® | -

Aitastam N EG E R " BENEEE |, —F - SR WA FIHVERS - 5
— T2 B E AR - WSO A8 F <A T3 £ R4 & 2] 1 (Collection
Limitation Principle)i& & - 252 By ESE (F 56 THFRIBIEL , (specially sensitive). (i
T B AR AL TR AGLGAETRAMASTEPIALLE  AEZ
1 R fgtbi 58 BT R 215 - REZ B R eE L &R
FrERYIER - BUINLARRS - b R AR B S B ILE - HEAH H pirids - 55 —fH R A%
TR - B FTAEREME R " ot (BURE ) - (ERZ &R R R s R

SAMREET 603 AT Y (AR AT RRLE 0 (REEs T e b
AFEREIEL ) 2R R T RIBE L TAMVERE AR RTIFEEBET o TREL
p

TEARE L EA- R R RT RS A U TARAGES R Y LB 2B R
AT

? TOECD 4, % THR% - BAFHLLERT W 2 @ EZ2 2T 25 20 ¥
Haf i ofF iz ea o
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[R5 > A ETRESHE A BSRL IS R IR 2 - 3% MR, i R R0 35 URN M (B ) S - ©°
7% " OECDEEAH , ¥HYOECDR & BB REATRGINE - Ea e 1 B afE

B 2N AT FBED R RE (EA SR L -
SR TRERAMG AR AEBL FTRLY,

1981 4E > BN ER = (the Council of the European Union)® {28 4% 5 B/ b i £
ZAENERE - 54 " ReE(E RS B B LR E AN &AL ) (Convention For The
Protection of Individuals With Regard to Automatic Processing of Personal Data,
European Treaty Series - No. 108, T##% " EBXEAEE ALY ) - "ECREENLY ) FF
— (& E FBUREEE  BIFEALT - 56 6 RAUE © FREINACIRELE E W2 238
FAN > SN EER TYINAZEAE R} - ETEEMLEE - B4 - b
R RRRA G O DURBAE R - A G EMF L B R E AR Y TER

REENL sRAATEL " OECDEELHE | Y — TR > BIERELL " EREBURE

> 44

FERLAFTF R F o

% See McCullagh, supra note 56, at 190.

CHEETELABHEL N LG FREHFLTIFGNER o BT ¢ aa FEH RETRE
Eob- CRELEAFARZZEMFLIUNSTREIF S ES B8 THEBRTHS L F 3L
Fend B g cME g R prs 22 T 1% ) ) (working party) k 2 FAL R EIE o A M H S
A KUNER, supra note 34, at 1.11 & 1.12.

® g TEmEBFELY, T fAE4F L ) (Explanatory Report) » % drcin R L A HAE B B A2
& % (activities) i " #T g 1+ 7 > % 2 Directorate General of Human Rights and Legal Affairs, Data
Protection: Compilation of Council of Europe texts, para.44, available at
http://www.coe.int/t/dghl/standardsetting/dataprotection/dataprotcompil_en.pdf

§7 Convention for The Protection of Individuals with Regard to Automatic Processing of Personal Data

Art. 6 [hereinafter Convention 108] “Personal data revealing racial origin, political opinions or religious

or other beliefs, as well as personal data concerning health or sexual life, may not be processed

automatically unless domestic law provides appropriate safeguards. The same shall apply to personal data
relating to criminal convictions.” (emphasis added).
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SO A E BRI o WA S ATAE CRTR(E M T E B LR
brIE S BC IR ML & (R R oh -

sEES L TEREREE ALY ) MR T BURIEER | (sensitive data)—3]
MLl TRFEER) ) (special categories of data)fi.~ - (HiEsRIE—TEAIEE - FHEPHY
& [ — - S5 T BREREE ALY 5 6 (RATHETR 2" B Eh{LpEH (processed
automatically)Eidpijzit " OECD{E&E4H4E | FiiiE > " &kl | (collection of data) »
W 2 S EWEE FICAAEE - ZRE T BEREE ALY 2 RCRrER: TH
Fh{bEaH (processed automatically) & LAEBh{E 775  ElEE0 o i fE 7 E0E -
DU TR BB - (B0~ MR - [EHESEER - TEUREE ALY ) BT
HEBARRAA THUSERHR , Frl(T2 TIRME TR Bl TEEE ) E
F2 TEE R TAE) O MAEE TEUSERET ) ZERETR 0 B0 TS
B THUS &kt o TOECD{EE4ME | ek " ERIRFIHSE , - H TEHEES

& AR -

PR A TR RN R EIAREF RGBT A UFET (F2BHE) ek EF A2
o & R B2 EFR70 T3 UNGFERMNERFMEIAR 292 CH TEw, A7 § 0T
A5 % I8 %> 4 5 Colin Tapper, New European Direction in Data Protection, 3(1) J.L. & INFO. Scl. 9,

12 (1992).

69 s o v

wl

FRETAED » T3 T B AT FT  RERRE 2 25 % > -
R RAFCIF Bk e B BT AMS» L 2424 p 4 > % L Convention 108 Art. 9(2)

kS

(“Derogation from the provisions of Articles 5, 6 and 8 of this convention shall be allowed when such
derogation is provided for by the law of the Party and constitutes a necessary measure in a democratic
society in the interests of:
a. protecting State security, public safety, the monetary interests of the State or the suppression of
criminal offences;
b. protecting the data subject or the rights and freedoms of others™) (emphasis added).
"0 Convention 108 Art.2(b) (“automatic processing” includes the following operations if carried out in
whole or in part by automated means: storage of data, carrying out of logical and/or arithmetical
operations on those data, their alteration, erasure, retrieval or dissemination) (emphasis added).
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TECBEE ALY ) BB R T E JOE R IR SR o T LA
(BRI R > % & B B E & 5 A B AR I B i - 7 T ECaEE LA
%y 1y TAEREERS ) (Explanatory Report) i 4y [El & Al T OECDEZELSE | 155
TR (BEREE AT BRHENRE T 1EEE ) (context) A & E AL
BRE) o TR Rk EEEN T - %42 A R(contents) | £ & &4
AL REG R A TE# 24 AR (ontext)] 4 HBAERG R 2 s
#HBUEH L TEMZAR) ARTHREBAARAERE o T REHE | &
—FiE > TEREBEE AL e TRHEER ) - mEAS T BENCHET
Fyls THEFAIUEL | (especially sensitive) o ™A T RN | (degree of sensitivity) -
HIZEEG A & B A2 811 €885 (legal and sociological context) - 7

T EHEE > B ANSETE LR AlE iRE RS R R (R o (EE AR IR
EANERELAEAERE S HY > AXRBBTHE — AR (SR EME

™ See McCullagh, supra note 56, at 191.

2 Convention 108 Art.4

Directorate General of Human Rights and Legal Affairs, Data Protection: Compilation of Council of

Europe texts, available at

http://www.coe.int/t/dghl/standardsetting/dataprotection/dataprotcompil_en.pdf

See id. para. 43

Seeid.para. 48. T4 | R AL P DX R RREBEELNFRT L EHRD

ERE9% 1l iz v i M H e g2 TR BRE > blir1 § ¢ A T4

laig&E % o "gﬁ—gﬁ‘*;}%ﬂ:%éﬁ‘@"fé PR AN SN BT c P AH TEREBRT N 2

T A2 R ATH T A u) 58 | (identification number)£2 T 2 F- 53557 2 (biological and biometric

data) 5 a7 1B F 0 4 2 Jean-Marc Dinant, Cécile de Terwangne & Jean-Philippe Moiny, Report on

the lacunae of the Convention for the protection of individuals with regard to automatic processing of

personal data (ETS No 108) resulting from technological developments T-PD-BUR(2010)09 E, at 9,

available at

http://www.coe.int/t/dghl/standardsetting/dataprotection/tpd_documents/T-PD-BUR_2010_09_en.pdf
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2 AR ](content) f ZEBEARALEMF) AALEBRE G/ E-—AARTH
A 2 (context) T » 4 B H8URM | A4 H o MAE - TEEEMRE—
TR AR ER . T NE ) ERBURE(EE RIS R R B R e
RHEAMAZ TR RRSIRAESRIEEE 2 ER - )T R -

Bi% o Y TECREE ALY ERESLIBIELL TBIPAREU T O
BB AT N » RRHITRERIE "Ik ) R AER > RIS BIE A
BRI KRB A PR TEOREE ALY ) RIS EA B R

2t 79
ie ©

CH AR TRET R B TR ERE

It

19904 » IS " AR AT RS B8 N B RMEZ 5 E40%L | (Guidelines for the
Regulation of Computerized Personal Data Files, 7 " {E&#H55 | ) M {H&E4HHE |
fEEEm T BURE ) B TR BB HEE o T EEARE SRR T IR R A
(Principle of non-discrimination)& 1~ : EfleEriEnk " JEERY | (unlawful) = " REZEHY

(arbitrary) 5 (discrimination)i% » JER TREHE » fufEiEs ~ A€ - A E - K6 £

Tk s4e@pd EH T2 & THEG AL 32 Seeid. para 46.
" Convention 108 Art.4(1). (“Each Party shall take the necessary measures in its domestic law to give
effect to the basic principles for data protection set out in this chapter”) (emphasis added).

8 Glaed FERBTZRGEEAITE ARMALESLBFRIOHEALTHR R ER
#F Ao maE e AR 0 B B REFE 0 % 2 McCullagh, supra note 56, at 191; Paul M.
Schwartz, European Data Protection Law and Restrictions on International Data Flows, 80 IowA L.
REV. 471, 478 (1994-1995); Evans, supra note 57, at 579.

Seeid 2011 £ 1" HEREEEEETENFAEFE LB EHRNELF AN ET 0% E 2T
EWEPRARBI AP EFEFEERERE > w3t £ L Julia de Oliveira, EU
Directive and CoE Convention are being revised in parallel, 109 PRIVACY L. & BuS. INT’L REP. 23
(2011).

8 G.A. res. 44/132, 44 U.N. GAOR Supp. (No. 49) at 211, U.N. Doc. A/44/49 (1989).
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T2 H - BEARL T BABXTEAEITEEY - TEEHE | BAFUE
MEEERE RS T BEEEEALY ) Bz > BRI T (colour) ~ T g
H[ & (membership of an association or trade union) » ZRIAIR 1S T HFIZEHHR
(criminal convictions)£iL T i £k} , (health date) - I35 - HETRLL NS 132
e HIREE(EEE R -

T~ P rﬂ;&ﬁﬁ;ﬂ%ﬁ;}%gJ
(- ) #Bepen

TRERE - BE TSR AREAZY | (Universal Declaration of Human Rights,
UDHR)® ~ "B AME/3%Y | ( The Convention for the Protection of Human Rights and
Fundamental Freedoms, ECHR ) 338 & B\ RELECAREF] /A4S | (International
Covenant on Civil and Political Rights, ICCPR) ®*E51f T [&F/, | (privacy) i —FEELA
ANFE - AERBBARESIE T 2 TEAEREAE ) 5 " @ AERE EHERE > 7RE]
ENE R PR - [FEZ FEPREAYE A -

HIFY AL " BREREE ALY ) ARoRFIGFEIBELERIE [ ERiREE ) BETE
AT PR > S B BE E B B 2 (B A RHRE KPR — » S IR & & BRI

1

81 Guidelines for the Regulation of Computerized Personal Data Files, Principle 5 (“Subject to cases of

exceptions restrictively envisaged under principle 6, data likely to give rise to unlawful or arbitrary
discrimination, including information on racial or ethnic origin, colour, sex life, political opinions,
religious, philosophical and other beliefs as well as membership of an association or trade union,
should not be compiled”) (emphasis added).

8 G.A.Res. 217 (111) A, U.N. Doc. A/RES/217(111) (Dec. 10, 1948). Art. 12

8 0G A 256, LD 53/1974 Art. 8

% ICCPR Art. 17

85

See Simitis, supra note 56, at 2.
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BORETE) ORGSR N5 2 bt o %y T HECR I R Eh L (8 A R -

1995 FER & (European Commission)®’ » [ Ei3% & (European Parliament)®

e T E A GRS S | (Directive 95/46/EC) - %

"ECREETES ) BUHEE S T EAERL ) (personal data) - MIEEIZHY T
Lo T BREREETES ) B FE H AT HIEEMAEZE ~ hafiEk 2 BRI AR E -
DUFEER A (RN ) &SRR WARSE A E BB E—EoN i - %

% gt ey firstpillar > 193 EQF Ta ER T BEFE R AR S IRIBCF £ RPN
BHpAd R 2L TP BFL T F 38

% 0JNo C 277, 5. 11. 1990, p.3& 0J 311, 27. 11. 1992, p 30.
FREHL € L wmE 2 A > AT 4~ 5 38 i Directorates General(DGs) » # # DG Justice,
Freedom and Security(DG JLS) &2 3 # 3£ % 7 > ¥ %+ DG Information Society(DG INFSO) { +
His mf}&ﬁ A3 5 TR kAR B B F L RPF 0 4 € AL T AL R4 > 54 DG Employment and
Affair § ZFHRAEIL et REET T | FREFTEp S RPN SIA T 2
RE > p FR% vE- £33 &L+ 28 5 50 Bu(European Court of Justice, ECJ)o ¢+ »
® TR R 4 1 (European Data Protection Supervisor, EDPS) f & & ®e R 6B 2 B 4 Tl
TR EEEH DB b R R TESRE A R R R
FlE v REA T HERF AR ECINTREESE > v AL € a2
£ & o 4ph 4™ % L KUNER, supra note 34, at 1.09, 1.10, 1.16 & 1.17

PRARE LRE T REE Y PR ER AT kg AL ) FAETREES R

Blhes P AR E L R € (internal market and consumer) & 2 =5k & R ¢ (legal affairs) ~ = =

pd & paFirE | € (civil liberties, justice and home affairs) = %+ /% Fx(European Court of
Justice)ded B Fi2 b ¥ F g c VEEA G RAEBFFLR - F- R RANLET
BT A S ) §RARZREIGFEMN IR ER T2 L 2RI L ApM % 5 L KUNER,
supra note 34, at 1.13 & 1.14

% Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data, Official Journal L 281, 23/11/1995 P. 0031 -0050. 7 B " &g B F4a4 5 ¥ 2 =8 >
v 4 % Joseph I. Rosenbaum, The European Commission’s Draft Directive on Data Protection, 33
JURIMETRICS J. 1 (1992-1993).

P Seeid. ApM P T AR TEREBFAHL L VAT E 7B (E0 L SR R B A FRALRS
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"ERR(EETES ) FrE (Recital) 55108555 © NS EIE N ERIREE A M IRE
FAREMEEH - FlE " BUNAREALY ) B ERSEATE B IF AR RRE < FErA
1 > S B CREON L FI RS P 2 (B R R K - ' TECEETE S ) BLE
FUAETR T REAROMERT > GEREREEANZEAENBIEE - FhlZE
BRRPRERE Akl > BEALME | o O T BCRIEE TS S ) FTafRas > SARHERIEL A i (&
) o [ERZ FIECHRIVHA S ORE » AEMAE R IR AR 2 AARRA > WA &
R~ FJEEZEME: | (overriding, constitutional importance within the legal order of the
Community) - 20008 B 25 2T B AMEF|ZEZE (Charter of Fundamental Rights

of the European Union) 55 8(&EIE T 8 NS RHEERER] |, =

%%A%ﬂﬁéﬁ’%wi%%ﬁ%ﬁ%i%ﬁ$i%—’ng?Wiﬁwﬁﬁi%*“i
FMA A L MRS S HE) 5 88 (50 ERA TR PR LR R
AR IR BB A S A 2 KT AR ) 25 08 (FE R
Bgpke RAEEE - AR R FEEBAENE D Sd 0 B A TR A RS ) o

% Directive 95/46/EC Recital 10 “... the object of the national laws on the processing of personal data is
to protect fundamental rights and freedoms, notably the right to privacy, which is recognized both in
Article 8 of the European Convention for the Protection of Human Rights and Fundamental Freedoms
and in the general principles of Community law.” (emphasis added).

Rt s BEET2ZRBARAMENRE > G T ERA AT F O B - o A TR AR
S 2 FhRAE L ERZFE B %o Tep A+ 11& %, (Charter of Fundamental
Rights of the European Union, T " &% | ) #fR &&= xﬂ—;ﬁﬁﬁ ;%= 0 BE 4o r ECHR 8 &
i 7 W2 4] > 4 & Treaty of Lisbon amending the Treaty on European Union and the Treaty
establishing the European Community, signed at Lisbon, OJ C 306, 17 December 2007 Art. 6; Privacy
International, European Union-Privacy Profile,
https://www.privacyinternational.org/article/european-union-privacy-profile#contents (last visited Dec.
30, 2011).

% Directive 95/46/EC Art. 1(1) “In accordance with this Directive, Member States shall protect the
fundamental rights and freedoms of natural persons, and in particular their right to privacy with
respect to the processing of personal data.” (emphasis added).

% Art. 8 ZE R REm T& 2L p 4 (right to freedom of expression) » %8 & & % 11 #£¢ ECHR
¥ 10 i
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— Rk TECAEEISS | FER10ENE AT T B | IR -

e TEAERRE ) 2RSS S 2 FECE S B EAIRE - BUEFEI A
{irPe - AFEIHREESE - HAMEA R - 4 Baii o IR SBOA T AR E (EA
"EROREE ) R BRE T EURML T BB 8k 0 & T NERHR
SERER] ) 1Ry —TE BB REFI(sui generis right) « *ECAf RS2 FIARAA SO & - S8l
FEIERNIE S - T8 KB T ERRE ) AR R ERER " EEEA
BRI (constitutional principles and rights) [ » *BIIE " 2ok | JHEELITR
Al BERGEAMEEEE - FROEEB T EEERE " ASE, PR T &
sHE# | (information self-determination) 5 HI ; A " IR EREHZES | (The
Commission nationale de I'informatique et des libertés, CNIL)ZE & " FE4@H# | (right to
objec AIlE " EHE AL RIS HIEERVIGHR , - iR AR " &k

_\‘—u‘

S {5 T —f% AK&HE | (general personality right) <

(=) 412 224

"ECREEES ) U T BUREE ALY ) PL T RHEE R (Special categories of

% See Korff, supra note 31, at 7.

% Seeid. at 8.
% 4R "F%‘gd M 2 448 , (general right to respect for one’s personality, das allgemeine
Personlichkeitsrecht) & -2 B £ T4 o ;2 WA A3 &2 $0 T 4 48 B (human identity) ~ T <

B FAAEERA 2% pd | (human rights, private life and individual and public liberties) s%
€

T oot FUBE s p s TR 5 FF RIS T4 A g E 8 (private life and honour) 5 & * 1
g Teg 421 4 & B (privacy and personal identity) ; # "8 27 T4 4 7= ~ £ 2.8 pr % @ | (private
life, human dignity and—value) ; 5 & plgs T & $2.4& > | (personal integrity)id & 3 > g es Mg
PR AP e H THERE | L AP IR R -

% See Korff, supra note 31, at 9.

% jn Bt 1% 4 2 Korff, supra note 31, at 8-10.
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data) FEIF " RRME(E R | o BREREETE S 56 8 IR LaEME ¢

"NETEE R Kb EQ S ERTELN - TR AMA
ARG ZAARRLBLEFEN GEHGFRALEZY -

55 IEB RS B R s E -

"B RE A F AR AR RASF EH R JHRATEREES

S F AR REIEER E 2 Lt e & RIS TEBIMEK -

FIZEA B Al k2 2 % % > TER AT | o 102

100 Directive 95/46/EC Art.8.1 “Member States shall prohibit the processing of personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership,
and the processing of data concerning health or sex life.” (emphasis added).

191 Directive 95/46/EC Art.8.5 “Processing of data relating to offences, criminal convictions or security
measures may be carried out only under the control of official authority, or if suitable specific
safeguards are provided under national law, subject to derogations which may be granted by the
Member State under national provisions providing suitable specific safeguards. However, a complete
register of criminal convictions may be kept only under the control of official authority.” (emphasis
added).

12 2012 # T 444 ¢ (European Commission)t &1 & + =% 7 45 £ | & % (Proposal for
a Directive of the European Parliament and of the Council on the protection of individuals with regard
to the processing of personal data by competent authorities for the purposes of prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and
the free movement of such data) » r2 .4 & B2 ¢ # b (competent authorities) &2 5 B T =% = %
2B B & - 1 % 224237 | (prevention, investigation, detection or prosecution of criminal offences)
g =82 3447 (the execution of criminal penalties)2 # * F#% - % % Proposal for a Directive of
the European Parliament and of the Council on the protection of individuals with regard to the
processing of personal data by competent authorities for the purposes of prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data COM(2012) 10 final.
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7 TEE - & B ESE @ & & 4355 (national identification number) =i

& A # 7| 3545 (identifier of general application) > R HEH & -

"ERERMEEE S Bl T OECDEEAH , MHLL - " BUR(EETE S ) BT HRH
B ME(EE - T OECDEEAH | AREFRBURIMEE ' BUREE RS ) 8l " BUREE
Ny AEEL  TEREETE S L ERZBURIEEEZYIEAE - T BREEAL
T 3 USSR AR EUTIRE - 1 TECEEEES ) B TUNEEE
MHEE - TERRE &S ) 2 ER A EE TEE T HERE - EAE TSR
BRI - ML BEIER AR e - e EHA] ~ 2R - B Ss R A
IR BRI RETE S B 1EFEZ | ( Data Protection Directive (95/46/EC) Proposals for
Amendment made by Austria, Finland, Sweden and the United Kingdom, DL TF%" B
[HEESETEE ) b CERE TBREEES | ZERENE - TR T O
A BIERRE R EZE SR - SAIABEIG R 8] sl R8s R MG &
B iR SR TEEEERES ) FE 33 B SRR S LR G R
ss(incidental revelations of the characteristics)zE 41" ffjiE 4% B¢ =2 EFTE(E
FERRMEE Z R BB BURE(EE - DU R B BRI E & 2
EF - EMEEE > ARBEEEE 2 > TEEEEESS ) a1 33 BT

B BURE(EE < B AT Re HE AN 2 B IR SRS T BRI E S S IEE

103 See McCullagh, supra note 56, at 192; Simitis, supra note 56, at 3.

108 _ e ok B e FHIE B P LD Gl TER g B § Rl AT o 4P B 343 % L McCullagh,
supra note 56, at 193.

105 Data Protection Directive (95/46/EC) Proposals for Amendment made by Austria, Finland, Sweden
and the United Kingdom, Explanatory Note, September 2002 Special Categories of Data Proposal (1)6,
available at http://www.dca.gov.uk/ccpd/dpdamend.htm#part2

1 Seeid. P NFIES H AT LML L 0 B8 R S T FEa L E SR 6% o

Y Seeid. TP BTS2 RIS ERBE TARFEE PP G EE

30



AIEE Ry ERIA S EE T 1 (neutral) iy > B B HBREA 7 nlREERACH H B AL
ERIRE - I RS E 603 SRR R RFHOEE B AL -

Bl HA R E A 2% T EREETE S ) 5TF T BURMEE | % - fila 2001 4
Sy T BRSNS A A BRI B (R R A R B E
(Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of
personal data by the institutions and bodies of the Community and on the free
movement of such data) 57 26 7 BUgk (A& 8 T BRER(EETE < ) MHIF] - 2002 S84
iy T EEFAELEE T (S 15% | (Directive 2002/58/EC of the European Parliament and of
the Council of 12 July 2002 concerning the processing of personal data and the
protection of privacy in the electronic communications sector)ng\UEE%ﬁEfE T &R
B (ERATE R [ FEHEEA GRS L EcookiesBH DAL B it Y
& i Z- 4 (terminal equipment) » PRI ELAth (5 B RHS: DARERERZ 44 Ut S 40 B G 7

AL P BT R | o MR E AsEcookies 1B TR RURU I (B4 1 -
PUEETRRE -

I ~ APEC T4 3L % 48

20044F » GEN AL & 1F4H 4% (Asia-Pacific Economic Cooperation, APEC)

iWiE T APECREFARELISE(APEC Privacy Framework) | - " APEC[EFLREELNYE |

8 gp 2z a5 TARE | (Regulation)sr T4 £ (Directive) o ¥ £ f - i v i E 4
FPRATE PO LR CHFRI TR I EERRPFEEFTRP E B E Tt
& £ 2P RSB 5 The Treaty of Rome, 25 March 1957, Art.189.

19 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector.

119 Directive 95/46/EC Ricital 25.
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PRENEE T OECD{EE4SE | H[F > (EE (Rt Lottt » MR Fyk% " OECDH
BYHGE | 1% o HETL T A0 I A (B B RHRREIR A » M2 T APECERFLfRE
448 | B1 T OECD{EELISE , H[E - WA EHRBNMEMEE > "EAE=FA T e
BRI, (Collection Limitation){%fy=Fafi(Commentary) ¥ 48 K BURIME(E & - 585 © %
4 (= F-E56E | (credit card numbers) ~ " $R/7IE E%:H | (bank account information)
B A/ gOR A8 A% # ] (other sensitive personal information) 2 7 ¢ (collection
methods) > 78 " &~k BLAF | (lawful and fair) » RELL T E{ARE | (false pretenses)
ZITERERR - MARBREROE TERAREE, - TRMTIREEN ) F T
Bk SABRIEEE - BAHESBIBEAYFTAR T B ER 2aTHE T8
MEEE - rERE -

111 gSee Graham Greenleaf, APEC’s Privacy Framework: A new low standard, 11(5) PRIVACY L. & POL"Y
REP. 121-125 (2005).

112 gee generally Graham Greenleaf, Five years of the APEC Privacy Framework: Failure or Promise?,
25 COMPUTER L. & SECURITY REV. 28 (2009).

A 20 AR RNESE T RO XEBT LM A - TOECD BT A, EXA T AL
#] 4, (data controller) ~ T i % L ; (personal data)£2 ™ i % L2 g3 in# | (transborder flows
of personal data) ; "APEC "&£+ %45 , 7 w2 & [ B 4 F , (personal information) ~ T & 4
T34 4 (personal information controller)gr ™ 2 @ # 4] * 31, (publicly available
information) -

14 APEC Privacy Framework, Commentary 18.
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£

FZE LR

e

BE 2012 FEE B IE > R ERE VA 89 (HREIRETA EABRHAE ASFERLE
DICREERI 2 (B A&} - HA ARSI EE ZE - SERREA—e - BUHE
HEZE] TR EEE S ) 2R B - R EE SR AR EE
ZRE > BRERDSINEAE 2 2 107 > A ITEEEARE S - PILIRN > TR ERE
B HE A [FIERE 2 S5 ~ I REAE A » ERRIREIMEEE - EEER - BitA]
ZHE > JRENEREZE] " BREEE < ) 2RO > DU DIz H BB R
SEE ~ ISR~ BN~ HARBLEREY » BRI HALART G -

- CEERATR

BRI - BB (B A DR TR S TRREESS ) 1k - SET
EFeZ BIRMHEEAREE TEBUREET S ) FEHERT « EIRNEIR T R mE |
"BUEEM T SRBEEEGEM T TEagEEMR ) B T AN BB |
SR AL - EEERMEE £ (UK Data Protection Act 1998) %% 2 53R 5E - HLEM:

(EPNERES = Rl -b= il e DN 2 S

T T A R REARR K B 2R R A R Y
240 BRI AZAE  HAZSKAREIKE  HEAE &

15 See Graham Greenleaf, Global Data Privacy Laws: 89 Countries, and Accelerating, 115 PRIVACY L. &
Bus. INT'L Rep. 1 (2012).

YO Gr B RE AR REAE) TR e THEBTHS LB FREARPRERT -
1984 & » m R EFAL 2 00 R WA T BRI LA e R BT o IR
oo M RP ST F AR BRI B TR - KB F L% iR > £ 2 Joel R. Reidenberg,
Resolving Conflicting International Data Privacy Rules in Cyberspace, 52 STAN. L. REv. 1315, 1351

n.198 (2000).
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Fia AT 4 S4B B4 BN HARAAIABERTZHOL R
Ekj-%fl:?kdé}f‘ ° ]

AR S B E > AR EE 2 ERFA A E - 55— SLERRAE
JREN > EAEEREY T St R B R A &R - 55— BT BISAE T B
(EE&EFE< ) BVESR T MR E AR R E & -

Bt B AR A B M S 2 B T B EIE R AT » "B
WEEES ) 5 8 fRFUE - ZR1bEH " BUr | (reveals) R & % < BURM(HE
BB R DEIZIUE - 2R R BB RIS T AHRR  (concerning)
Z &k VEARESITARES TR NIRRT 2 B | R R
ZRIE > PR BRI RE A [ BT ) (EAMEAERE - (HAlg Bt
frdr " AERE L o BORRIIRE o RBIERIE R T HRE ) BT EIRE ) (indirectly)fEFEETE
WRIM %% > BRI - YRS R T E R E R KT Bt
R E Mt BRI E A B o ATRE AR T A (E ) B T MRS ) EEAEAHRE
MERLAT Rl el e T % ) BURFLEEAZ B BURIMEEE - Bl BGe B0 i
A AR BRI — (B AR o

H B BEMEE 2 2% - AWEAFE - 55— e EE

Wb B3 f1 BB TR 4 M (on); &~ l# w5 TRE a4 (capable of revealing) ;
R E T FRLB >t (dataconcerning) s R ~ € E R * TR, (asto) ;s FE * TARRE
(relate to) 5 jp & R THEH > 35 B0 TAIL | B RB T X BT 2L AE > 20
Korff, supra note 31, at 84-85.

M R AL §8()

119 gee Korff, supra note 31, at 84-85.
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"5k KA - EEE R 0 P TECEEEES ) eGSR THIE ) HE > SEE
IR M & ) > MESBIDEEE EAEE  A5NN TR eLE
bR ) 25T SO B EE# - e ER " BURME =
BTN ST FIETIRRIAE [ IEFE  FRIETF S A R B - P EBEHER
FORRL (B A — (SO > RS IEEE % - Y5 SR EE > TE
Bl 58 "B &S < HHRE - ZEESGE 2 T ) BE AR
FHBH - B0 T EINEER 1 TR Y i TSR L S R R

T IErg EEs ) WA R TR (private matters) o 1

120 see McCullagh, supra note 56, at 192, 197; RICHARD MORGAN & RUTH BOARDMAN, DATA
PROTECTION STRATEGY: IMPLEMENTING DATA PROTECTION COMPLIANCE 2.2.2.1 (2003); Lee A.
Bygrave, Core Principles of Data Protection Laws, in DATA PROTECTION LAW: APPROACHING ITS
RATIONALE, LOGIC AND LIMITS 344 (2002).

Bopern I R % 7 FHRE9) e @2 AE2L1QL) 2§ REAE RS BR LT
F+(88(1) o v (M HALHEHY ATHUY) R 2 F A2 FHFER2IAR > FERARF
FMREBRFFZ 35 AT EAME L REBAWRILEH BT FALB AR LBFTL €&
B L2 AT AT AT o el B U AR R AR LB T 0 RIS A

TERLL o

P e B TR e (20) FF T TAATR,ETQ) kA FE R F
ldofF T LA PEATH T U0 B8 (816) 0 AtEAA AT T ATH T @ B (821(7)).
2 hlhe s # F§6(1) A RF(E2L(T) kG (EBE)M TARTR RS FH TiEE LT B

HFELE-HETRL TRASEMBAZAOHTTN, S FF IR Tkead E
AMETA) s AR TAFTR AR LR LB R > 2 H w3 w22 (Sweden, Act on Biobanks
in Health Care (2002: 297))* = # g2 > ;¢ » H & 4 2 Korff, supra note 31, at 85.

4O M Tk (treatment)z T3 0 AL A TR M B F 0 % 2 Finnish, The Personal Data Act
(523/1999) § 11(4).

125 et fIpE(§9) ~ 2 (§ 21(1)) ~ # FI(8 2(h)#-21 % 1o % FORAR 5 AR BB F 0 4 & Korff, supra
note 31, at 94. +* JIpF -T2 A4 p T e % F AL (criminal data)dF < & T &= £ 3% (any
legal disputes) o st #g 32 8 A T2 & pogg 2.2 P <0 (any purpose specified by law, decree or
regulation)m & 1 EJZ o T b 0 FEFIEAFT R E AL (MFEE) R AT IHURT b
deEZGHFRF 2 75 0 4L KUNER, supra note 34, at 2.96.

2 Gl4ek W T e ¢ B R (membership in any association) ~ & < I Tk B 6 € R T
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EEEEE  #ASEARBEEMEEUTE  BHEERES ) 22K
HEE L "EEREEES ) RS EER ZEEARENAAEE - Franfis
{45 EAK T TG BB SRR ; PHETRE TDNABEA , A HHR
I EEEE AR R R O Bt R e B R e S R M 3R
EGERIUERE T 55T (context) 2l - Mgk " EEEEE -

EINE RS - T EREERS S ) B8RETH - M E g ERE A E |
& & 4%k %% (national identification number) =i H ft & A 2 # % 3% %% (identifier of
general application) ~ FEFE {6 » PUEAR E IS Fi R D LARIRHSAITES |
Z & BEEEE - BRI AR E 2 4 8 B TR RS - B2 Orbn st il sGE R sk
AR - R Ry RS tsfbai~ g " mAsts, » Bfff A2 TR EEN
FITEAE = “HE S ISR R T — % ) B0 TR RErrT ) RS T BT ) 2 AL
Ao ZR(ERT - SRsRESa SRR RS - R —(EERS L A DUE R E R E a8 (=]
Al I T AR &P

(822) - % M { i&— # # T4k ¢ 451, (social welfare)s 37 5 T £ F > 4 L Greece, Law
2472/1997 on the Protection of Individuals with regard to the Processing of Personal Data Art.2(b)
Ba g (At 81)~ HH 7RG M T4 4 Far (private matters)2 FAL AR B T o §F T &2
Feini TER T AR (videosurveillance) B>t 45/ T4 4 F38 , - 2R FHM i T4
Z_= 3 3 (phone positioning data) > A g 12 B F o B I TR 2 2 0 42 Korff, supra

note 31, at 85.

128 See Korff, supra note 31, at 84.

129 see Lukas Prudil & Josef Kuie, Research Ethics Committees in the Czech Republic, in RESEARCH
ETHICS COMMITTEES, DATA PROTECTION AND MEDICAL RESEARCH IN EUROPEAN COUNTRIES 34
(2005).

B wgsgHtzsrigt e &

B Directive 95/46/EC, Art.8.7 “Member States shall determine the conditions under which a national
identification number or any other identifier of general application may be processed.”

132 See DAVID BAINBRIDGE, EC DATA PROTECTION DIRECTIVE 58 (1996).

133 See Ségoléne Rouillé-Mirza & Jessica Wright, Comparative Study on the Implementation and Effect
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ZCHEBERR
(=) #®H

S5 1974 4EAIET > TEERLE ) (Privacy Act) SEIBUN SEAE - BREE ORI FAE A
Bl HESR "otk - AIRNEEER - s - #/8A L - REAH - TIF
i PR L At B S EL A~ SIS ~ AERECH M B E A 2 s E RN - Bl
s BEUER R 0 JoRR T BUR(EETE S ) ZBURIEEE — R A B ERZ

TEEEE P T AR B ZE AR M - T S5 A% | (Fair Credit Reporting
Act of 1970, FCRA) ¥4 7= : &l £ ae D) T{=H | (credit) ~ " {@f% , (employment)z
"THEE A | (tenant screening) H HYFHEE(E FHHrdily - (3 E S iIES R SR EURK
Vs 2 okl s gRE T B EBkFEALRED% | (Drivers Privacy Protection Act,
DPPAYHIE : THBH |~ ¥t &224:5%68 | (Social Security Numbers, SSN)Eil I E&pge
R REHERER ™ THERE ) (Megan's Law)HiE & INBURFH— & TR IE
NFIMIETEA L& -

of Directive 95/46/EC on Data Protection in Europe: General Standards, in THE DATA PROTECTION
DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 158 (Deryck Beyleveld, David Townend,
Ségoléne Rouillé-Mirza & Jessica Wright eds., 2004).

3 Pub. L. No. 93-579, 5 U.S.C. § 552a

135 See id. § 552a(a)(4)

136 pyb. L. No. 90-32, 15 U.S.C. §§ 1681 et seq. See FCRA, Sec. 603(w) & 612(a)(c)(i); ANITA L. ALLEN
& RICHARD C. TURKINGTON, PRIVACY LAW: CASES AND MATERIALS 476(2000).

137 Comparative Study of European Commission Directorate-General Justice, Freedom And Security on
Different Approaches to New Privacy Challenges, In Particular in the Light of Technological
Developments- B.1 — United States Of America, at 10 (May. 2010) available at
http://ec.europa.eu/justice/policies/privacy/docs/studies/new_privacy_challenges/final_report_country
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A E A EHT 42 JON L. MILLS, PRIVACY: THE LOST RIGHT 142 (2008).

138 Pub. L. No. 103-322, 18 U.S.C. §§ 2721-2725. See DPPA §§ 2722(a) & 2725(3).

139 Jacob Wetterling Crimes Against Children and Sexually Violent Offender Registration Act of 1994.
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W ojagpoE sk B 708 Sec. 7(a) (1) 0 WA W E ARG F F AL X 2B B il oo
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or...).

9 R.S. 1985, ¢. P-2
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10 Canada PIPEDA § 2(1)

1 Canada PIPEDA Sch.1 PRINCIPLES SET OUT IN THE NATIONAL STANDARD OF CANADA
ENTITLED MODEL CODE FOR THE PROTECTION OF PERSONAL INFORMATION,
CAN/CSA-Q830-96. (“In determining the form of consent to use, organizations shall take into account
the sensitivity of the information”) (emphasis added).

152 See id. Sch.1(Sec.5) 4.3.4

153 See CANADIAN INSTITUTES OF HEALTH RESEARCH, QUESTIONS AND ANSWERS FOR HEALTH
RESEARCHERS 14 (2001), available at
http://publications.gc.ca/collections/Collection/MR21-25-2001E.pdf

154 See PIPEDA Sch.1(Sec.5) 4.3.4 (“Although some information (for example, medical records and
income records) is almost always considered to be sensitive, any information can be sensitive,
depending on the context. For example, the names and addresses of subscribers to a newsmagazine
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1% Australia Privacy Act 1988
1% See id. Part Il Division 2
57 See 3 AUSTRALIAN LAW REFORM COMMISSION, FOR YOUR INFORMATION: AUSTRALIAN PRIVACY LAW
AND PRACTICE 62.2 (2008).
158 See Australia PA Sche.3 10
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160 see 1 ALRC, supra note 32, at 6.95.
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1% See id. at 6.99.
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170 see Ministry of Economy, Trade and Industry, Guidelines Targeting Economic and Industrial Sectors
Pertaining to the Act on the Protection of Personal Information 36 (2009), available at
http://www.meti.go.jp/policy/it_policy/privacy/0910english.pdf

71 see Financial Services Agency, Guidelines for Personal Information Protection in the Financial Field
Art. 6, available at http://www.fsa.go.jp/frtc/kenkyu/event/20070424 _02.pdf
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188 Directorate General of Human Rights and Legal Affairs, Data Protection: Compilation of Council of
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context in which they are used, there are exceptional cases where the processing of certain categories
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BE > S BRI BB D) o [ 75 28~ (incidental revelations of the characteristics)z& 41

TS ) BT RBEEEEM ) ERRMEEE R ZERN BRI
{3 > DU S B R BUE (R - B 7 (RER eSS s A%
AFFRRCK - BIaneR B E A 5 B T SUR (R & - i T RN 2 T RAA
= VIAE

FRIBEEERMR# 2 (The Information Commissioner's Office, ICO)#E/THYEE 2
sk > BESIACREZ T HUEMEEE | B T IERUREE | #EITERZ T UM
A - AR —FTR - 1

1% See 1 ALRC, supra note 32, at 6.101
194 Data Protection Directive (95/46/EC) Proposals for Amendment made by Austria, Finland, Sweden
and the United Kingdom, Explanatory Note, September 2002 Special Categories of Data Proposal (1)6
19 Ll4e R~ ¥ 59 - # % 0 4 2 Korff, supra note 31, at 85.
19 gee McCullagh, supra note 56, at 194-196.
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T EEERRE BRI EER SO R

0% 10% 20% 30% 40% 50% 60% 70% 80%

A FE 2 A8 E R
N &k
2
FAT
¥eF: bR
T AR

P RET R
B A i ?;}J
AAFR
EAEE L i
A 7R TR

&}k © Karen McCullagh, Data Sensitivity: Proposals for Resolving the

Conundrum, 2 J. INT’L CoMm. L. & TECH. 195 (2007).

FRHZHRBENER SRR i RSB EEE 2 R E S
B > ACTEEBIGE S TSR RO ) B TR, BUERES - R %
BOGRE TS THASE | TR - T EGEREOR ) - TR |
TSN (Biometric Information) AT ERL | B T HEREEEL , B
KEIEE BRI | > TR BT - DRI A B A
A S AP SRR M (B B A T > LRI S R 7
FE TR ST A 2 ) - BRI SSBEN W7 2001 FFTEIRE T AR
) BB RN T S B R o AR

W R s A RpEE S 7B % 150 1952 & & 1k o £ A See McCullagh, supra note 56, at 197.
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HEMZNE > SRIIDEE 2 UM EE R R 10 A8 g PRSI (EE -
Sy SN 17 T T 2 v N w1 = o R 8 3= i | O O E U B
(HE > b "EEE ) FRE &R ~ L& - B4 & - LK SE - REAHS
ASGREy  FIEENN " BUE SR B &R T BUAER ) DS
EEBRNEA LA - B38in TITBER ) DIAIRiRE - B esEmiEA

g - BN EZINGE > BB AT EREIE T 25 iRaE - —AIRESUEE - B
PHEIE(E AN BRI OREABBRALE - S IIEBURE(EE 280 - stk EE (I
BN BUERTANE - ZANEBEE - RETBURR S ik < - EE L
BERE S T AR R AR M B2 S B - ORI A R R S

AR T ERAUR ) ZER - AR T B

_— ;’:@ ’é; ’E.ﬁ:i\:
(- ) 18 3. (Context-based approach)

IR E B RURME(E & . T 1B ) (context) » EZITAGI Fofici " BREREETE < |
EIERT B AT E(E &L - %3t 75 " OECD {E&HeH | IFEERT T IAEEY
SRR ) BRI R FHE R » i {& (i T OECD {E[&4iH | EEE R BUNIE(EE

TSR | SRR EE R B (a prior)AURES: o MR A 2B K £ 3F
BEALR AT EH BB L AL Z K $TAA— 2 28RN X ESE TP

iR TRE BT RES FRARL (R Eeh bz T A FREER
A EET) o (P L2 F i) - 1834 > F 153 (2010 # 81 ) o
199 see Simitis, supra note 56, at 4.
20 See id.
201 OECD Guidelines’ Explanatory Memorandum, para. 43 & 51; Bygrave, supra note 120, at 69 n. 263.
202 See id. at 6; European Commission's Information Society and Media Directorate-General, supra note
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HERZ IREEE SR - IREIEER - i EAOEE T 603 St 2
"EERE ) WRERD R TSR R Bk BAAIRE A 2 54T
A EE BT SIS ERARE AR BN - e S e e & ¢ 4 A
w@E o Kb FEERZGEE  BEE  §ARMAZAE  FHELER
fAkBZ a6 EHARIEN DL A AR EH I MALMNAZYLE
BIRNENEHEGNELTFEE R ER T8 (KA SR EE - e TBT ) X
"o BERZBURER  [EESHERHEE T NE 0 AR E A MEAE
THERE - BIEFEURME - BEAER - PIadssEdEA B 4Rts - tES S EFH

ERAR ZBER Ry (B T 518 | Z I EAGR SRS - e T -

R RBURMEEE < ER G B2k > BB SBIILEREE - (EH/ VEEIR 5

% MR EEEEES  DRETLE  SBER B A BRI -

SRR S EILAR RER FE Rz A CE I BUR M & - ST R 2 HAY -
RERNNE Z &R -

LR ERHRE B (The Information Commissioner's Office, ICO):E & {[E N &}
ZFTLARREL R R EREEERY TIRER | (circumstances) » TN EERHY T AA
(content) o {HEFEE AR E R ByBUR AR & H—IEE - A6 EERI RIEER

209, at Chap.2 4.32

COHTALM (RA) LBEREA G AT RBPE A S ET AL F A A
Booa BEE R ARAFES e F2 B EELA 2 %1 > 4 2 See Rein Turn, Classif ication of
Personal Information for Privacy, NATIONAL COMPUTER CONFERENCE AND EXPOSITION 303-304
(1976).

204 See Simitis, supra note 56, at 3.

25 gee jd. at 8.
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(benign information) LIR30 - BEARRAE - “BUN T BIR L B R T
= (National Health and Medical Research Council, NHMRC)zE &> N &R
| (nature of information) ~ JEFZ &N T 15 | (context) &R FRa~ ZH - - B
(50 7 FE BURN ME(E & S A5 1H & TRV - 5 SR A BBURK M (sensitivity) &7 8 & S B BRI A i e
5 o PN LTRSS Z B @ (Queensland Government
Commission for Children and Young People and Child Guardian)#2 % & <7 ;& Fs 3] » 58
Ry —ICESAE R Z B ENZ RSB R T 2 &N - SRR, H#iR
B REHA R AR - Mz &t R TAE = PRl - AZERRRITR A
BEEGN - FTLL  BZERZEEN D - BAFEENZNES > MAFERER
IR "5 (context) - %

BEETEEE T BEWEAZ%®E | (Australian Law Reform Commission, ALRC)#fE[=]
CERZ BRI HERmM S HAIREEIERNEN AR St 2 BURE
HEESH - RNERERREE —— 7 B2 AKFTRE S L4 LAt ARE

il

HUEMAE R TR ERM G ER O HIIS BB HRE TR TR AR
(Unified Privacy Principles, UPPs) N FTAR SEHBURME(E & - — 1B &S A NIE
BIEEHEE > HEGRFEEEEERNETHA - T A BavFIAR (—XH
Y - ZAEAJFIG AR H RV EREAHRE o HRTREL A8 N\ E it B 2 A [E (f2H
BSEESAERMAMER) > ALl (51 %) 2 RS B@EHRELLA - A
W AHE -

206 gee Korff, supra note 31, at 85.
207 See 1 ALRC, supra note 32, at 6.97.
2% See id. at 6.100.
2% See id. at 6.102.
% See id. at 6.103.
57



(= ) P = (Purpose-based approach)

HARIERR VRS T BRHEEE ) e E T B, PRI - AR E
ik ERE TREEE, B TIEEE ) BA TR ) 2&HIE > ZEHAL R
BURNME(E - ZEZ AR E IR BRI RARS - AR E E R A A R R T4
A afAEMRE (AR) RG> HEBRN R ERL FEER
A Z B - BEAERZ "EE, B2 MAEENESZANEEEZL - @
Npa Bz ERtis il Re g S e RPN R - BlAIsERe st &t - EARS (st e
TSR N R B2 R R AU - PIaEs al BB DNAER LU IE A FT
B T o (EUL TAEAI R A AL AR T > “Pikand T OECD(EE4I%E | At
T KBS ERURL MRS 2 IR0 - 7T OECD{EE 4 <H BHL /4l fi5Tam (detailed
comments)iVEE TR T ETARERAN, B T - FrANER > AE EHAERA
MBI » (AR RL BRI A R (BB B /A I > A EL T LA ST RN 4 o

KR HIIER Bk AR B RE G BB I T EAEAE L I X4
@& BAAGE S OB N E I E S BB EE Y RAT
"ERELHEY ) B R BTN E R REEMRLY L AR ARSI E
"ERELEHEY ) ER TS BRSO AIZE R B BRI (EE - E T
"EEHAY ) HETRIE Z EEEY - R ARSI AR o NS BURE

211 gee Jean-Marc Dinant et al., supra note 75, at 31.
212 gee McCullagh, supra note 56, at 199.
23 See id.

2144 9 % 4531 59 (“...it may be held that no data are intrinsically "private" or "sensitive" but may
become so in view of their context and use.”)

P g TR R e TR g Me T 603 AR A 2T Tk
LAF 2 g (93 T R f&?i#“fﬂ"% WAL ARl B LA T
B AgSadETF 54 ) o See Wong, supra note 57, at 12.
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{E& AN - AR alBESERHERI AR T ERREIE |, FFHYEREEEE - Bl)
B ZE (3 A AR (F %5 (de minimis non curat lex) « #*JRE » BRHERIA (A5
BASIE A RRR ) ARSI BRI LT & T PMSE TR, 25 - &
EEIHHE TIRHEERY ) WIEEM a8 T BARENYE ) ZEHEN -

AR Z BBy EARER T BRI E ) ZAT > AT HETZ &R E S EA T
RS > 2T AR AE R (R S T 26 - AP R A A H
HEFTHIEN > PEMINE o ASCLURy - ASRE R ERAEE F1& O II—EER R R A%
;oA rmg Thmaw) % TH8E 2%+ L [#8E] %414
#AAGRE B4 ol P UAE -

(

) & 12z (Reasonableness-based approach)

It

RGiee s BRI EEZ ERCREBRER - SUEGEEBZEIE - LURE
B BRI - ZOPIN A S B (A A B AEME - nsE A E
ARERL A2 T (A IRE—ER T304 | (Personal Information Protection and
Electronic Documents Act 2000, PIPEDA) & s B E b (E & » =z T - e s
{56 R AR R N E R AR A - FERREEREE R FIE A S B AR R 2 (18 A B
AIRALRE - HR ARSI A - (EABUERRE NG Z HiY - A a 2 A58
B o AR EEEIIEE » IRROES ERREE Y 5

218 See id.

27 See McCullagh, supra note 62, at 199.

% See id. at 200.

219 Canada PIPEDA § 3 (“...rules to govern the collection, use and disclosure of personal information in
a manner that recognizes the right of privacy of individuals with respect to their personal information
and the need of organizations to collect, use or disclose personal information for purposes that a
reasonable person would consider appropriate in the circumstances”).
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(circumstances) > HJREMEE " AHEAY | (reasonable) o FikhEEI 21 - AIEE
SR A2 2 F F (context) Bk 32§ 4 2 8 49 (purposes) © £ DL 0 AR ARIRA L
A e ARasBRRAL THF5) & M) GIAESHEIET T &
HEAFRERAEIHEES () ETEENE - DIEERITEZ 4 » HU13%
NHEIZRHEES (F#%) BB BUEEHR 2 408k > A& BBIE R &
M RRIERA R Z T B ATRE S S E B A (G B - ASGRRy - Mk T

SERE DA BEMEREE Y TR THN ) BTHE ERYT TES
JERE B R ERREOENE ) - BRI AN AR - KRR ES AT TEIRH
BT S aE N AR RE -

() BEEFRL THF o TP ) 32 U 2B F

Sl LB B BRI 2 KREE 77 0%  BIAI E AR s ¢ A A 5 R BUR
HARETZAR > flbe B&  AARKSE TLF@ARA - FIERTEESR
Eftz TRE ) (nature) - BRRFEME &R - HNE—HREFEE - ATREREA
ALK GE - BOLARHEF AU EE

BRH DA | 2R (I ANEBEREETHEZE R GE
PEURMEEE - AENNEANERREZ ST - HAERA " 55 (Context-based
approach)=k " HFVESE ; (Purpose-based approach) 547 & HIETIE S - S5 £# » 18
HAXHATEZE=AN (BRI EEHREISGER ) A aeHEr - WH - FREJGR = 45—
A NER EEWE > A SRR @ E X TR 4R G 2B KK > SUAHK
fak2x & HoH RS E  EAMAAGH ZRH

AT R ARBBRREEEZ 27X HAL TEEAXFER] 254

60



R 2 EARETEAZ THE HETLLARZEANAHHARMEE - FH
T SHIETEE TR ER AR AT LR L EA 2B AM AL PETED
RIEEERMERE - RS EABNEEMEEE &R fIie R 2%

TUERGEHEHZ -

(=) 4 s TRERRT ?

FFBEERH RO gL - FERFE A O ATk H 2y (E
NEGE - FlanZEE A& (Biometric Information)=, i AR SRR
(identifier of general application) » f& AT &S A A > B89 ~ IR SERUIRV B - 20T
B T AEYIHERER ) AR TRINAILE , 2 ES IS T 1540 (fingerprints) -
FENZIEZRE(DNA) ~ SR (iris) - fgEl i (facial features) ~ 7 (hand geometry)
PSSR, - RS TAEYRRER ) BEER BN e LEE
B BRI SmAVERE - A YIEER  ATREEEE A I
o MAEREAAEET » #EPEEAAZENEN  “UILERER T
&L BT AR RIS - AR RITE SRR -

BRGRE T AR I R B EE R - B TIREN T AR
Z THEE ) AR A (content)— HLIBEETR - FIRERHEARBRLEEGE - T H.

220 =¥ w2t ¥ 4 L Council of Europe, Progress Report on the Application of the Principles of

Convention 108 to the Collection and Processing of Biometric Data 6 (2005), available at
http://www.coe.int/t/dghl/standardsetting/dataprotection/Reports/Biometrics_2005_en.pdf

20 gponon R atgr R ks EMARA 04 4 F 3L See 1 ALRC, supra note 32, at 6.110.

22 Seeid. 6.114

2 Seeid. 6.119.

2 Seeid. W A FERTA 2B B TR st g Bk Take kg T4
F #3] F 3 (biometric template information) > See id. 6.1200
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FEEIRE TV BT A o R AR T4
ViR AR R EEE > A BBt - EEERERRE T ZEH
A EEAGEY O E TEYPRRER, B TBCAE R TR,
BRI - & TBURER ) T REEEEN ) FEREE A LI -SHIREZER
A T T AEYIERE RN ) RIS s — I ANER T AR
AT AR &R . " BRI | - A EA O N LAV ER R e - 8RETE )
HRZAER ZNE -

BIE > ASGERy T AEYIRERER ) SEAFRRE > RS E I NE
A EZERHIMEE (BEVE ) - Bt AR AT s AR E AN B Z e
H AT e Ry - EAE R A fE B RHER A TR HRr e A Z &k - ZERERHE
H A RS % ok - RISERTRE - SRR ERHERIA (—f ) HUS "4y
PrEEN ) REERETTRAIREA . MM B A YRR~ SRR A /e
IREEN - 2 TAEYIHERE A B AR R AR S A A SR § R
EHRBHAT RGO HRERZMAA > LEABGRL - RENET BHERHEH
NEFRET Bz &R R e @A - L&A REF BB (EE - Al—f A
fEsZ A TR BT R B e AR E R T AN BT
VRSP &R - R EE A Z Bk > TofE "B TR e B TR
BRI BBURIEEE - B T EEE ) S EESIIANR & -

BEAh > ERHGSERILE - MR T AEYREGER ) YR BURIEEE 2 '

2 blhoffF 603 AT P RA B FTHF L AT R NEIABEET -
20 pl4cfB 3 603 AT AZP A B FTUARENATRLLE CRA NI BAFTAL-
R EAN > REL TP by R o
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A ER RN BIEEZ B Rk 71 Bk (EE - 2 b -
ECHESTE TECAEE ALY ) 2R o FEIRFEESETRY T SRkA19EES | (identification
number)Ed ™ AE 7 & EH | (biological and biometric data) B &UEE(EE - 22 a4

ARG (G TIEE0) P RBUSMEE R TIB ) EE S o 1
i T

e TEEE ) HArER T AR (EEXEEZEE(DNA)) 51 R E(E &
PR T AR ) (Bl T EE ) AR @ —REE - JRE BRI E &
AR E TR HBE RN A R AL ABREE G A 2 [ A dphR
R AEBRARBEZIMAGBHA > AkmbaacaBl G eABLHS
REZEHFABERLRAERZIAT AL AL RHZ [0 KT AHHEE N
A BOR AR F o

27 2.8 % 431 160 o
228 28 G375 .
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L 3

i

AREERTE AR EE 2B - EIUER - (EAERIREA T ZAERH
» HRE ISR s S B 1A > B— e BRI (E & M -

2

MBS T - EAERHAM TS BRI EAE ANZER ) B
(EEES 2 5k L2I8) > ~aask st 28k Ak EE 2T #R(F -
BELL T3S ~ REHEGHIA | M ((EEVAEE 2 (k5 32 MR » WA ER

—tefl " BUREEE AL T EANER R -

CRURMEEE  ZAG 0 F 1980 4E OECD #idny ' (I AL Bl i N &kt
FUBCRTELH B 1981 FFRONE G (rRa&(E AR BB bEEE AN ER ALY -
Al Y AU M & i Tam - RIS T RS HE ) TARTER - B&HI
(B E F UM E R A B2 (R - sz NSRRI E (1S8R 2RIt
My LEE) 2 "BMER s » HEZAIHEOEZ SHEIBE - EHESEER
PREEZPARAITEIE » oy T3S - MR EEONESRNHTE RS - B
1995 fEaA | N ERHRESE < ) > ZORBIEE S B AHFRIE N ERREKE -
[ T EANERREIS S ) R BRI EE BRSNS - BUBER ~ 523
TEEMW - TG BER 2\ NER O R E N BRI AT E SR WAL
BRI - o BEONS B (8 N &R RE% - 5[ ESEIAF T
fEIE > HAZEEEAE - (7 FELsFER -

%IE_H[

PRATREECHE S ESE > 56T ~ ISR EL H AR —E B E - =Bk
RIGERZ B A VAR © IS AR A R — A8 AN Bk (ER TR

NEBERIBEEN S - BT EE R ZBUsE + HARIZ BT BRI s iR
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Al SR A EEA 2 BRI (EE - A 2 ER BB - T IEENE L 2
EES RN T AEYIEER ) BBRIEEE - T T EEEE ) REZRBURIE
H& > BIERs T H&EE,) MIZEE " EAERIRERRS ) 8 €8 T A%
o~ BN MEATE ~ (R RE - SRR ZER BRI (EE

SRR R ETER] > nIRH AT S ER SBR[ & 2 SRE TS B8R
Wi« RIS | B T SR e R RE ST B TSR T HAY
St B AR - ARSI | RLIERZ TN (content) sk E 5 BURL M
& bR ERZ TR ) (nature) > ZERINE —HREFER - ATREHEAZEE
FLEAMANES - SEHRFREAEIE R R - B » By
BIAHEATEHE > EREZHGEY - AR REFTEEREHE Y T 55 (context) | »

RIERHERI AN Z Mz - ERRUCE EEMRE 2 HEY > B HE - DIRE
Bz B Ek IR AR - AR RMEESESHRHE . " HAY ) #EH
G HET EalE R -

B ERRARETTE - ASGRERy ¢+ 1 4RIk T EEA ) BEEUIR > BEENZ
THE S DLTTAERISER | EREEMEEE - WS SHE R R IR
HEBRES &R 2 A (BINER )5 2. BIE TEEE ) FrEsR 2 BUsiEEE - &5
B TS B ERR T BUBER ) T BER URERE © 3. kR
TR BT EEHeE ) ZHEE > GOREETR TEF, 'R (B TRE L -
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(A ANBRREEZ A B - ERTECRE N Z &R - (REENZ 2R
W RS REE > T 3eE e | (accountability)€d " 3EBH: | (transparency) o 22
H—EANER S -\ AN ERHRE A B R —" ZEH(LZ TH (transparency tool) -
&R R 2 B2 A NGB - EEPNBRMEEETS - (EAERREER
— T2 T.A | (opacity tool) » °DITTARAISIAE FEIZ - FLA MR BEERL
RUIE(EE -

EBREEE 2 APHBEEEREHEA T &R ) Bl ZES - Bt
BURRIEEE » SR ILER BRI — (8 NERER R 2 REE T 0% - B& 2] £k
GHEHARLE RAEIAAZ > BlABERE - ARAAAZ - I THEE
25 6 555 1 B/NE A RARE R - AR MEAE AR SO FRRTRFZ B AR

FERE S ABEAAA -

TECREE AL B TEEEETSS ) B T2 kR (processing) | PR

229 see Nadezhda Purtova, Property in Personal Data: Second Life of an Old Idea in the Age of Cloud
Computing, Chain Informatisation, and Ambient Intelligence, in COMPUTERS, PRIVACY AND DATA
PROTECTION: AN ELEMENT OF CHOICE 3.2.2 (Serge Gutwirth et al. eds., 2011).

20 gee Christel Beckman, Regulating Privacy: Vocabularies of Motive in Legislating Right of Access to
Criminal Records in Sweden, in COMPUTERS, PRIVACY AND DATA PROTECTION: AN ELEMENT OF
CHolcEe 115 (Serge Gutwirth et al. eds., 2011).

Bty TS (process) s A R Rz AL 0 & 7 TEE & THIY | 2 fms o SR THEB
Tt o %2R THAFTHAL, HHB A FRMEFLEZRd - k7T ght 2
FOLA IS BT PACEE ed o BR O RG cthA B R - SRR
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& - "EEEAY ) F 6 REE ¢ | REEABRENACRMIEE 22
FIN > (B & LB T THINEZ(EAE > A TEE LR - %2 TEX
REERES ) F8HMHE " S REELA LR - BSERENG - BUAEA -
STRAEEEEMN ~ TEEBER ZENER O R E AR A 2 A&
Bl 2 e HEBAIEAC SR 2 R - T BR(EEE S ) MR E B - EHE B
JO5E ~ FIEFIRSR DR EER 2 R RaABAMEST TEMFZ AR
RO REEEH e 2ok o 4 8 A 47T 2 M 2% & (derogations) - {H
TRIZEE TR R SEREA0 5% E o B4 B B % - 232012 4 T BUEE$ZE S | (European
Commission)fgth " AHIZEE R REF S ) FIE » DUR#EE] 1E 1Rf (competent

ﬁis?lz“ B BTN 0 E s R M G ke & A PR S f B Rl ¥ i &4 o (“processing of
personal data” (‘processing'’) shall mean any operation or set of operations which is performed upon
personal data, whether or not by automatic means, such as collection, recording, organization, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, blocking, erasure or destruction).

232 Convention 108 Art.6 “Personal data revealing racial origin, political opinions or religious or other
beliefs, as well as personal data concerning health or sexual life, may not be processed automatically
unless domestic law provides appropriate safeguards. The same shall apply to personal data relating to
criminal convictions.” (emphasis added).

233 Directive 95/46/EC Art.8.1 “Member States shall prohibit the processing of personal data revealing

racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership,
and the processing of data concerning health or sex life.” (emphasis added).
AiFZ RTBEZLE AR EERTALRE o bIrd FLT 2R R TEAEFIRLE R
BHEAFHAG e TEL R RS TARAE 1R TR ARG E%L
B2 E AT 2R F T AR ;’r?'r“aji.%»’s’z}é B F 2GS
4 . Korff, supra note 31, at 7.2

%4 Directive 95/46/EC Art.8.5 “Processing of data relating to offences, criminal convictions or security
measures may be carried out only under the control of official authority, or if suitable specific
safeguards are provided under national law, subject to derogations which may be granted by the
Member State under national provisions providing suitable specific safeguards. However, a complete
register of criminal convictions may be kept only under the control of official authority.” (emphasis
added).
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authorities) R A FE" HIEILITE TEPS ~ A - (HZLBLEST | (prevention, investigation,

detection or prosecution of criminal offences)&i " Jf£} 2 #{7T , (the execution of

criminal penalties) > {f A&k}  2*°

FEILEFIREEE - T - EEEIA ) BURIEEE o PR TR
/% (Data Protection Act 1998)2% 1= " FRF |, (process)BRiIEEE - AL E S B
[H&EHS  HE > 27 T ERR#E% | (Bundesdatenschutzgesetz, BDSG)%%
ANTEHERA T B | (collection) sk (B + PR A MRS T BEEE | (collection) ~ TR
# | (processing)sl, " A | (use)BUELMEMEE » BN T EIFFEALEA , (NPPs)ZS
10 BERE (EAL MRS 2 T34 | (collection) ek M: (& -

&L BEIDAGIRINZE BRI EE 2 T80 > A&y "2EbEE T2

25 28 % 453102 o

LEEEERPER THE BT PRI S RAE L ASEAE BT B0 s
TLPE O AR T IT o gt o 2 F SRR FE RSB 7 R R G RIER
BEEE - AR EEHE TEaiEE ) 5 TEEFFA L £ 2 Korff, supra note 31, at 7.2

Plpas - 2L BL 2 FH o LI ER LY 4L MORGAN & BOARDMAN, supra note 120, at
8.3.1.2

28 gon g B R k2 §13(2)

2 2R F R 2§ 28(6)

240 4 v NPPs 7af # 304 A f84E > 23 ¥ S S5 BH 0 S etk TIRME g | 2RHE B
< * I o580 0 4 2 1 ALRC, supra note 32, Recommendation 22-1 & 25-2 j* ¢k » £ 3+ 44 NPPs
WD I 2 e B R 2B M YR G TR 2 e g |2 RATH 6] B A

POl e ka3 W ) 02 TR@E s A 23 FAREEXE L S, 2 FiRp
EEL LA W EAtR B F 0 %2 Recommendation 22-2 & 22-3.

MUgoa g sir TRRIER RA ¥ 10 8 o R g 2 (Privacy Act 1988) 4 b - 4 45 T
# | (collection)sr g 1B 3 » @ A1 T * &46F | (Use and Disclosure)sc g 121 7 o # £
IRy Ang R RBETRE AR TRREFRR S 2 B(NPPs2)2 R o
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1SR ) B0 T BRI BRI ) o T EEE ) AR AR
FEATEHERR T S ~ rRIHECHI A ) BURIEEE - WARIPAE Y « ASGRE » I
TERER 7y LA BHEPR B R SRR (E &S s At - B RESE S RaE BRI (EE

[ RE -
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oE EUWRE S RIZAAIT 2 )

BURMEEE 21005 > J5bL TR ~ BB AR ) RS AT - BNy (BT &4
% FEIERF) 4615 TS ~ BEEEAIA - T T EEA ) 5 6 5 L TREEAUE

FEBISMETE » MLF 53l -
N AT R

TEEL L 56 RS L IREENE © NFEBHEGEA BRI TIARISOR
5 ~ PR BRI FRIEATY | Z UM (E & -

-

TE B

AIARTIG . AR ) IRHOGEARRE > JEIR T &A= - SR
T2k AR TTEHRR G A G S | P EN MRS B
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26 RS 2 TH (ot HAVEESE EERIS S I F A 5 e 2 B e ) B TR
TLERRE S B ot ST i A G (E N B RHE R ER A AE | (100/11/25)5 2 fiRARE » 22
T FERERE TR " ST FE s IS | RS L 2 AL ER G TT IS - T
RIS T ERIGH USRI IR E | (hfE B 2 R B R Ae 2 K R # R AT iAo 2 B At

0V EmETAELE §34
e TERE L EARARE TERASL ) 2 R o E TR A ST (i
LIV) TR P EAREBTRPMAT LA EFRLET BF A2 0 £ 1L Rouillé-Mirza
& Wright, supra note 133, at 145.
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WA BRI i T AR 2 TE Ze BRI AL ZE B LA RA I R ER ISR - T T (&
L AR BAVER T AR R AR R RE FMAREL o HUE M
G - /RHRRETLHIC IR B AR R B 2 AT - R T BT A TS | (4

§ TR ZFARK ~ ez kR RLMNF 2 FRGRMA | BRI -

ISP SR TR FH AU S ~ BB BRI BURL M (B ey -
AYZAIRIS TR~ T AR ) BT JURTANG ) =EH o AR B IO E R R
PR SH BRI & 2 AT R ZH " BT BT MA N - WETERTH B
B EAEBUUIETERT L Z HEYSh » SOHTE T Gt EEE It A N, Z HEY
WOARSCER Ry > TR BRI TR AR ~ i B SBR[ s - HHAVR
Fo DR~ W EBUUIETERG ) B T Bt s oA L | -

Frad [ 4Eat ) BT BT ) IR ENER PRI E R - SEIILESY

HEE AR - SRIRSE ) Uk TRMEITE ) (scientific research) fif & » S HIAIE

N oppe T R WA 2 2 (97/1114)5% 2 8% -

W OTRE BRI ARPERBLG T CFEFLRL, A GRS F R R A
BELE (B3 - -ka g TEFEAG @ ¥4y T EY ) (epidemiology) ~ T # 4 %
> ¥ 4R (pharmacovigilance) % T %4 F % | (clinical trial)_+ ilf*v?;%%z“ EEFR2ZRY > £ R
Stefaan Callens, The Privacy Directive and Use of Medical Data for Research Purposes, 2 EURO. J.
HEALTH L. 309, 325 (1995).
i TEE BT RS ) EARFEAL O VEETL B RL M 8ER 2 akks T
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RABREEF AT - FE T REESE TSR S EEA L K TEEERTT
AANEEZE | 25 14 RHLE > RIEEA BRI ARE - BL KL &g By X - BEHE

AREL e TEREFEIALEAE 53R T@#EREPh, ~ 54 TEx 2 F
525 6ER1EbA (ANEEP 2 - 1% ) ~ ¥ 6ES L edn (A E D hiF
L %) & > w4 2 Herman Nys, The Scope of Exemptions for Medical Research, in THE
DATA PROTECTION DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 51-55 (Deryck Beyleveld et
al. eds., 2004).
L FR eI P AR LB T ARM 287 7 Jf i Ao L (- 48 B (Data Surveillance Authority)
4 1. Mary Rosenzweig & Lisbeth Kundsen, Research Ethics Committees in Denmark, in Research
Ethics Committees, Data Protection and Medical Research in European Countries 37 (2005). 7 % *
ME > AEFEARL T O NETP I F R AL 5 3o & B RRA 44 Stefaan Callens,
The Privacy Directive and Use of Medical Data for Research Purposes, 2 EURO. J. HEALTH L. 325
(1995).

W R AE R R §13(2)(8)

MO By TR R 889(10) &46. v 0 BE IR0 ATR BT L § s3hF i 1 (statistical
probability) i » -7 Jfac gt 1 B (8§ 4(2)) 0 bldrt FoEHES KB ES 7 K F F 0 4 L Helmut

Ofner, Data Protection in Austria, in IMPLEMENTATION OF THE DATA PROTECTION DIRECTIVE IN
RELATION TO MEDICAL RESEARCH IN EUROPE 13 (Deryck Beyleveld et al. eds., 2004).
Vg L P h TR RGBT EERR  FRFATHRER §334)
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ik T—2fr | 2AEGS [BELUARENALE Ry XELE I B2 A
A o A TEERER ) MEEE AR o KA TR o K T BN
Z €7, (European Commission)” # » JEGAERZ B RHE TRE A LIEHL - “Pi > &
SCERA IR B Y MEE T {HE R E A LR R S TR, - D&
BRI - 3 T &R ) 26 6 k5 2 MU E T HHYE R LB E G
EED > BATH Z B EE ~ R R HAMETEIE > STEA -

I ~HE

FEILEPIE GRS - R H SR BRI (EE 2 fY MR B A B
pran TEREREE TS < ) M 8 il - [EEI TR R ANUE O H - HLEIE R ORE
ERUE 10 1 - AR T EEE ) (E5TA 4 EEHEE  mE SR AR EE 2
o T EEE ) MEZPYMEEERRE - LU 2REEIDER - $H¥3 T E
Bk AREZIE > oy e o

(-)TEET A Fd R, F

H TMEEE ) RBUE - ARG R AR T AEBEARE ) & 5HEE
P B M UM - B - T &A% FULETA T ABRIISCZE R A -

TR L RE T FLERMAST R EEE §3(6)

313 See Council of Europe, Committee of Ministers, Recommendation No. R (97) 5 on the Protection of
Medical Data Principle 12.1; Casabona, supra note 34, at 41-42. } & f# iz x % 2, 12 ¥ BEy LD
0 JJLATR B F > % L Ségoléne Rouillé-Mirza & Jessica Wright, Comparative Study on the
Implementation and Effect of Directive 95/46/EC on Data Protection in Europe: Medical Research, in
THE DATA PROTECTION DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 213 (Deryck Beyleveld

et al. eds., 2004).
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(655 2 JEHRGE - R A T BHSRIE S | (explicit consent)is » 1S ER LR ME(E E 5 °
W E R RE AR E - BRI TR THAREIRE | (explicit consent)i » 15 EE R AURLE:
g ; SRR A HE TR IR dalkF SRR 2 (expressly

e = = 316
consent) - {5 FEEERURMAE(EE -

UM EE 2 FE R - B AR - (R ez Bk 2 el - B R
HEREAZRBLEGHES  EEAGERBHBLIREZFIREZE > B (F
B BRI EESR AT AR B E AR T R LR ~ B A > SR
RS B - AR R TEEDA L Y TEEAER ) RO B TEE
FANFHFEE ) > 52%  mESAASEEEE - 26 T EFEAEFA
FE L FRsEH RN - IREIEDR AR BT R A B 5 - R slor B M
{E&ER > — B GEE AR » LR B REE A A B MER - i

WA F R GG RARRAL T RETHIMIF L PH LA A RERRT, -
U FREALEEE Scheldl.
W mm AT ik §13(2)2,

Mo ie s @A TRz o 2 B 4 FTap 2 g (informational self-determination)# 4 + 4p
F » % % Antoinette Rouvroy & Yves Poullet, The Right to Informational Self-Determination and the
Value of Self-Development: Reassessing the Importance of Privacy for Democracy, in REINVENTING
DATA PROTECTION? 68 (Serge Gutwirth et al. eds., 2009). 3 % ¥ A F & 5 B A FAL kg 22 2
$2< » 4 & Roger Brownsword, Consent in Data Protection Law: Privacy, Fair Processing and
Confidentiality, in REINVENTING DATA PROTECTION? 83-109 (Serge Gutwirth et al. eds., 2009).

I EERIERATEET AL FAE I (KFRAAEFREF LR A T
o RJLB A TAHREE BT X R SRR AL 0 (0 L eis) 0168 8 0 T 182-184 (2009
£50 ) S RlEl (FEEHenzE D TR AFTHREEZ  AH) 0 (P L EReE)
1834 7 153(2010 2 8 7 ) - F HFF NS AAKFF AR T AL R mi%&%%?q‘—' ’
#-73 & &R A 4 2 Stefaan Callens, The Privacy Directive and Use of Medical Data for
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Research Purposes, 2 EURO. J. HEALTH L. 325 (1995).

FEc gl i f#ﬁ £ S REFEE R R 0 % 8 PETER CAREY, DATA PROTECTION: A PRACTICAL GUIDE
TO UK AND EU LAW 98(2004); Rouillé-Mirza & Wright, supra note 133, at 156. i g+ * {72 [ &
M.S v. Sweden % ([1997] 28 EHRR 313, para 34-35)F # I L f& > 3% “f ARG E

EH A IR B A TR BRI RARR ) T2 0 AN TRRE > 2
POEEAFOFNT OB T AIE  FEE TR IME L - % L Deryck Beyleveld & Andrew
Grubb et al., The UK Implementation of Directive 95/46/EC, in IMPLEMENTATION OF THE DATA
PROTECTION DIRECTIVE IN RELATION TO MEDICAL RESEARCH IN EUROPE 417 (Deryck Beyleveld et al.
eds., 2004). European Convention on Human Rights Art 8.2( " 2 X # 5 7 {8+ 35 + b gl eniz & >

TR RRZEEDFEME ARNAAEY 27 RRE 2 28X 2AFRAEHREATE > E

TR IS0 R RE AP S0 kR AR ] G RBEFFIA

Py ) e

319 Rouillé-Mirza & Wright, supra note 133, at 156.
o a B (CHRLALARNTELE) > (e A ERET R ARIBETALI - LER) T

1009-1012 (2006 & ) - %Eﬁ@ﬁ P2 s i, 4 & gﬁgwﬂ;ﬁ;p@ i AP E &K (2

FPRzmRzEELY D ql2megiraii) (P Liz8) 1624 > F 5311 (2008

E110) o
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SRR LRASE PR T A ERA G PP IR LR ERMAMIE A % 298
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RIFABSMaTEERHZER] A (data controller) SETT " (Rl % 1 (employment
relationship) 2 7 7E LS SRERT] > 13 AER R AL IR A > i BISNEE ~ R
BURMEEE Z BT - BIAAERRUE A BB RIS BOR - 13 500 ke S T
TR EST - 2% TEEE ) WARMEAESS  BEEMEIE > Ef
M ? BB E R RS AR AR EAE 2 - MREREER T ARIASOR
TE ) ERGEIRA RO ARSI A TSHERE o AIEHA AR A (R IR (% o T
BRI ~ BRI EA A N Z BURME & > AR Ry T 2IRTEEDER > HYEE
SORERE (ABIEEEGEAGIE) 158% - mHEBRIHZEAN (KAA) Z]
PR - B T EER ) 56 6 kB L IHEES L3k TABRISORE | ke
PR - ANEERISOR TREE (ABHEEIEIE AR ) 5L - s
RN (AN ZBUREEER > AEA T H&5 F6RELEBE 2/ '
BB T A E WS SR BB T AE 25 ) MERRIRA] - flanik 55 L&
ek B R E2EE PR IEERZEA CRA) EATHERE AR
B B 6 RS LIAEES 2 5 LUEE - mHEERAZEAN CRN) Z BRI (E

323 See KUNER, supra note 34, at 2.95; BAINBRIDGE, supra note 132, at 56.

TR ABRBAG AT LR FRREAREEY AR IRILE B A AR

BEMANY M AL AR SR EAFOAI 0 BIE R R RETRT TAEY

A PR AR F¥E A FpI 2840222, %8 See2 ALRC, supra note 281, at 40.95
& 40.100.

324 Comparative Study of European Commission Directorate-General Justice, Freedom And Security on
Different Approaches to New Privacy Challenges, In Particular in the Light of Technological
Developments- A.4 —-Germany, at 26 (May. 2010), available at
http://ec.europa.eu/justice/policies/privacy/docs/studies/new_privacy_challenges/final_report_country
_report_A4_germany.pdf
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F1 ¢, (Worker Council)i% s cdp 230 T3 & %?ﬁmiﬁu%ﬂ W1 T2 RY iR A R
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M1 g ERFTHREEHE TEWEAR,) - (LR 08 2RBATHIFBMRL > THE

@A BR 2 P R AT LR T e F o S AL M AR AR R hE KT
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BT/ AE BB BN RRREI T A C R G AL RS > DURS ~ i B BN I U
PEEE -

(e) M FREEr T & ;ﬁ

Bl " ATEEARE ERERIFTOVE ) RIEERHERIA CRIRISAND) Bplar ~ 17
[P ARE b FRATNEER P LUEEAERE T RIREE o P2 E
NIRRT RAE SR GRS BBkt « SRR R A E - BRHZH R T i
TTEETREEBLEARR 2 a8 | - 8¢ T DUBRARER Z HAY ) > B0 T BT ~ 1768
SUPEL AR YR ) AT o SRR o LR R (The
Information Commissioner's Office, ICO)EANE 5 Ak 2 > LAREMRSLEIR I
firEh R R T LAPEERR TERAR IR ) 2R o TR (R IR
BEYARUE - BB prbe N\ Z BRI (E & - FORER e AR SR AT MRIR IRb 4SS 177-1
fic - EANFHFEER - B8 "EEE ) 56 (5 1 HEFFH L30T AR
SOHEIE 0 TR ~ BB s A BB ER o R ORI SEE LN A F5 TR B
FEATSIRRR - AR T (AR EREAIM/A SR B H R BRI (EE - 97R
BEA ARISORE ) (5 - RESAA) s R ERR EER - SRR
R ~ PR BN A BUR I (E A -

%9 Directive 95/46/EC Art. 8(2)(e); # B F 4L %2 Sche.36. H & B 3o bl4rp & FRTAN T
BT A 2 AI o % FANT LR v T 2 Py YA ERDEL - KR %L Korff, supra
note 31, at 91.

330 See BAINBRIDGE, supra note 132, at 56.

3 See id.

ERTREEE A S 68

%3 UK Information Commissioner, supra note 44, para. 3.1.3.
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B EEE S 56 R LIS 4 FOUEZ T AR SR o e b AL A B
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TT4RETERER M T - MR R b AR Y T Bt T By BT BE B2l ) ZHEEE
P BRI F R M (s > e A 2

Y|

BEEETEPRGETE BB G , ZPIMER - ' TEEEERES ) £ 8
656 3 IEHHE » BN 5 4 B & (preventive medicine) ~ & % % %t (medical diagnosis)
Ei1 58, 4 (care) ~ ¢4 A& (treatment) 2, & & AR % % 22 (management of health-care services)
FEik > A& & % £ REAFENER L ERBIETE 2 HH > 1SS
HECIRBRE S BRETEE PR EALRAERE LB - SR
PR - PR o TR (health care) ™" i R AAHE - JLENZ#E
i T ERIGE ) ARSI 8y R AR AT R T HREER
B, ZHEE - EEaSEZIRE AN EZ AR #54 E (financial
decision-making) « “**ATCLLR » Ryl te ARSI A BBIE R ARRUE - &

BOERF AL Sche38; AR T A R §13(7); B EF i TRREFRA 102&
103, - JIpip 32 45 B3 "FR T F AR 0 %2 Consolidated text of the Belgian law of
December 8, 1992 on Privacy Protection in relation to the Processing of Personal Data as modified by
the law of December 11, 1998 implementing Directive 95/46/EC Art.8

% Directive 95/46/EC Recital 33

%% Directive 95/46/EC Art.8.3

R RERE AL ZRPRPEREF B P B 0T LS PIREB T2 RSP blde Natl
Sec. News Serv. v. U.S. Dep't of Navy, 584 F. Supp. 2d 94, 96 (D.D.C. 2008) - ;# Fein s 5 B B 4
WERRAE FRBEL e GEUAE  FRRA I R R ASE Tk, 0 &R
MU p G e R B EF {44~ 0 & L See JOHN MACDONALD QC & CLIVE H. JONES (EDS.),
THE LAW OF FREEDOM OF INFORMATION 11.18 (2003).

3% See Lasse A. Lehtonen, Genetic Information and the Data Protection Directive of the European
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SORMAA § o BB (oS NEReE - R POREEAE 6 1k
55 LIEEES K CEARYSURE ) Yo (OB A TR SIS
BB TAEER) LS RIS AU EE - AR - SR
PR N ST ~ PR EOH BRI (E & -

() TAREA2LAIF | ¥

AFHE 2 HEER RIS —WHERRRR - B TEEE ) WoARHUE A BRI R
AR T ERAILAG ) FEE - R SUEMEE - T BREERE S
EOFEFAIERE  AZAALA 4 AAGERECEHAET > FABHAR
£ R HAME K - 3PS TN EFZE | (public interest)fsIA T EIZE 244 | (national
security) ~ " #1-& 224 | (social security) ~ " # ¥ &4} | (criminal data) - " &R |
(crisis management) ~ ' A #EFEH#E | (humanitarian measures) ~ " 3B{REEH | (pension

management) " [if Z 82 | (damage to property) S5 EEHYFEE o SR AR

Union, in THE DATA PROTECTION DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 109 (Deryck
Beyleveld et al. eds., 2004).

9 Seeid. Ak L fEs JE TiEMETE | H* LB 0iEHk > 42 1ALRC, supra note 32,
Recommendation 63-1.

30 2 g FoR % 3Lix -

¥ opigeh e 5 FIL T o

MG ETM A RS 2405 A AR 250 RAAT S FTT T .

%3 Directive 95/46/EC, Art.8.4

34 See David Townend, Overriding Data Subjects’ Rights in the Public Interest, in THE DATA
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HAGDL T e AREUE | SERR AU TARSERTS A B, B T AR, 0 &
FEANK  URERERREEIRE - P > g EEREREANILFZE
ER R R BRI MR - T BREEE S L MAUE R U M (E A - R T e
E R | (suitable safeguards) » %*°3% " iE B (R HE e | 0L IE HE BB (specified)
Ay (suitable) - *MEEEER - TREIZE ) B TEUNSET o BN T AR
35 ) TER SRR BRI 2 0 - P HBhEE T EEE ) 55 6 165 1 THEES
45K CABHRR SR M e AR B e ~ AR BOUIRTANI Z HEY » Rydat 22y
WsemA 0= - HE—ERF) FEME -

TERAEETE S ) BUE SRS AR ) SRR E R B - 2O
— IR EHEETE S )5 8 15 4 I SRR BN IER2R | (substantial public

interest)/5& AR M AE & 5 PV o ik TERIIEEIES ) 3 E 2 IEHE (|

PROTECTION DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 97 (Deryck Beyleveld et al. eds.,
2004). F PRIV THREB AL p2 R | o F2 o SRFRIHF AL BL RE TE#
LMPFHFL ) @3 BRI a2 TEPAMREIATRLAZLEIRL, 2
By & ¢4 TERASEE FRY ARG BB ER L 257 %2 Korff, supra note 31, at
90-93.

3% Stone v. South East Coast Strategic Health Authority [2006] EWHC 1668 (Admin) [2007] (Eng.)

WOTEE BT AT H 4B TASE X 2 EJIF > & WY R (derogation) AT R 1 B
TR i L Fe § ABH AP §§ DFEHR e L RRE A DRl AR ES ) -

Ry TRE BT G BT M TE 2R | hY 3F 0 ¢ 3¢ appropriate, adequate,
adequate legal, suitable, suitable specific ¥ - st *b » 1335 & & B B} Bi# ch & 0 T fRkdyw | d
Fdp TR A FTRBB - F LS EFB A FTHRY EEE2H% ) %L Rouillé-Mirza &
Wright, supra note 133, at 174. % ¢ A B2 R 34 4 g S M At ss L 2 0k 2 "] R oy
1 ¢ bldo2 #(87(7)) > % % Rouillé-Mirza & Wright, supra note 133, at 158.

8 See Beyleveld, supra note 25, at 11.

9 See Rouillé-Mirza & Wright, supra note 133, at 156-172.

B dg L 2 F R ERERY T REGEFR Ry A BB A s % 2 Directive
95/46/EC Recital 36
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ANERHELT 3224 (public security) ~T B[ | (defence) " 27 244> | (state security)
2 T HIEA R 2 JEE) ) (activities relating to criminal law)fHRE % - 24 A& A &4
mEAEA) AR FE= (K TECHEEES ) B BHRAE  SYEREEAREE
774> (national security) ~ E&[fj(defence) ~ /\3:Z7 4= (public security)ZH#E (i - [EfIEHE
EEANZ TN Bl TN o MR o A TRBMFERALSL —
R by » WB A LE T/ AGR O RZEEMMAE » FINUEE 8 &5 418

(ER R EE R R BRI EE 2 B ) B EE 3 REE 2 10 (FEFREEA " BRER(EE

1652 ) Fra M) - >

B MEEE ) AME T ENRERAIAG | 155 - BRSO BRI E &
Ry IR e ~ AN R R - BRSO AR B M B 5 B K g A
L AERESE TEREERES - Hi (ABEREEEABIEE ) MR
H— [ AKRETIAAAFN LS R FELE - AEIFA ALRRMEE -

(—)ré‘ﬁgﬁg$4_§:%?quiﬁ

B, TEEL ) AREABRISIE A " HEEEEN (KA ZEKX
Flas ) BN - BRERECH FHEUREEE - T BREEE S ) 55 8 fREE 2 THCK
HE  $3A (AA) REXAAEARAGATRAEZE  BREEFA (AA) X%
= AE X A] & (vital interest) & & > {SEA R BIBRIIE(EE © PEE B R

5 13RS 2 THSE 3 WHE » RfRe€ &t LA = N Z B A 43 (vital interest) -

#1 See id.

%2 Directive 95/46/EC, Art.8.2 (c) “processing is necessary to protect the vital interests of the data
subject or of another person where the data subject is physically or legally incapable of giving his
consent.” (emphasis added).
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A F AR A A EIR N AR E N - 5 BRI © R
MESRLERE - Rt R eI EM A Z ER HRid 2 B - IRER EReAE
SUAE LT RAE ST SRS EEARIERIEN - S HEREIEERE - PR AFOR

CORI RS TR EUIE T LR B TR RS A PR R E S
MAREREFZIN -

FEEEAY" BRIz (vital interest) BAFi il B8 /A HAl45 | (substantial public
interest) A FTA[E - T BURIEETE S FFEF LB - h T iE&EH FReEH
A fEFG o T (8 NERIEE - A Ry a0k - B - Al T ERAI%R
FEGLE TR d PSR | ey TR B AR A o B
R > BT EE A B SRA R - Y TECEERIE S IETEE
vk PR = N Z BRI - H T BRI R EE SO RERERR o it
— SRR R A R A - AEEAIMOENREEE - M EEHERE RN -
S 200 P AS O S DAt fth A Ay B RERINRR >« >4 b BiREA A4
FEZE T TEEE ) [ESRATHEEEIED] - WET T AR EF AT XA
BASE| ARE S AEIAASEARMEE -

Bt

B REIF AL R §13(2)3.
B mag gz TRTIES R A 10.2(0).
5 See Nys, supra note 308, at 53.

W mme g ETRAM Ti o, R » @2t T2 4 | o % 2 BAINBRIDGE, supra note 132, at 56.

BT FRF A EEE(SCh24)  AFUE A T A A b2 g ot Es TEREBRTRAL R

prr
%8 Directive 95/46/EC Recital 31.

\u

%9 UK Information Commissioner, supra note 44, para. 3.1.1
30 see Data Protection Directive (95/46/EC) Proposals for Amendment made by Austria, Finland,
Sweden and the United Kingdom, Explanatory Note, supra note 105, Proposal (2)9.
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EN UM E 2 E - HoR S - B AR R E RS AL - B3
IEBIE T EEE ) RIS EEE R - AU E - (R GIIMEE
FRE - mHE AR E - T EEE ) FEVUEEISMG RS « pEE sA]
ABEEEEZ B - EEEREAEFZLE 52

- ~TREFE R AR AR BT

1. Bl TAEHISORTE ) FER TUARINE AR SR A TSR - S
R BB SRS ) & - 1A FEfE T 1A =SS - BN
WirT 275 o te ks TEES ) R T RSB EMEE ) ZBP 0 IR TR
EEARIME (E&EZEE - mEAIN) & (EmTEg) > HAil
AR RIAE (HEZ RS ~ BRI & 5—HEA T EEx -

2. Fal [ ATSHERE TR E RS S RET T AT 2 ) TERY T A
[5 BI E S AR B A S EL A E s S s P 22 JH R ~ R B R 3 -
[FF > B2 EEE ~ REECHI AT ARG Y T, HZRRM T EET edEnE
B - T AEREHRE Y HIEEEE - mEZEANERE G A
—REERGZ HVZ TE ~ HppHELEK  HEYAS#Sl T BE L2
ity ZEREDG R8N ERHEREEL ~ Bl ~ B8 ~ ISR - I EREEL
b RS B2 DB o

3. P EEANBITAN AIEEFABTHEARE ASRRESBARIEEE

Fiad | HEE7EAR ) AFEHOER AR ~ AESLIEAM &R TR ARZ
101



B ANERE - b T EVEAE ) 2T RIERRENERZ TR L ZHEST T (E
Bk ) HHRIRUE

4. FEl TATSIRRA SR SO R B - B SO TRTAN 2 HEY » Bl
sTEE TR AE LE - HE—ERR o HERZRR "85 -
JCIRTEDT ) B T SRRt BRI IE A R ) A SRR | T e AT
gt FHEBUR T RERNTSE ) (U AR T b seie ) ZE A 0 Ky
CEE RO IT R - IR A e R o BAEE e e R AL LR B2
FERTECHA AR FERE © AR T —E R ) ZEREREAET > Bk T (E
&k HeES— HMERATEH Z (E NE R AR E EE N A5
bl T OEE A b - BRSBTS R EA N S AU T —
ERER ) ZHEE -

SO EERATH E TGN E B AR A T R B 2 T

H EEEL ) EETAVUEEISMG R « RH B BURMEEE 2 15T - AHEL
BENERIZE N2 > AN - iR > SIRSEIDER] - METIEAISN
B EfE T EEEAFRER ) T ARTEIERE - B2 - BFEREEZH
W )" PR ER ARG ) BT R E S A ZE R ) o 555
PRI B BRI E - SUEIE T HEE ) 26 6 k58 1 T 2Rk

— BEFATHRAE -
EERASORE A ©
NIRRT A E RS B E A TSR B T A E ST E -

@ - A S B EE A BT ARSI D AR AR AR -
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Z ~ NSRRI 7 B B - AR BUURTEN . B HY - R ft
BARMENE > HEAHABCRELIMAE  AARLBES NEHL AR
FHERAA  AEHERELNABREREETHRA BRI

o RRAMAATIGHRER  BEL W  RAREZAY

+~ KA T AALA EALE
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ASCREIE SR " IR E 2 ek ) (ASCR 25) e d | B2tk
PISMS R ~ mEEAHABIEMEEEZHE ) (AR =%) & - A=EHGEw © &
P IIER BRI A HRRE Y AR ~ B R A P B R &l - PriEfE . T &R
PREEJR A o DU SR T E A B RHREIR R 2 S FHRBURIE(EE 2 " s

TR ke T A =(ERRERAR » iR IR T E A E R ORERAL o

¥ & B EAERERD

"M\ ANERHREFE A (Personal Data Protection Principles); #5 &2 A i
%~ RHECH FEENT - FEIETT Z fRe€F515 - $2OECD ' {i A\ FRfL st (i \ &kt
FBGRELESE , (THE TOECD (B&4usE ) /A T8 N ERHRERA > &
i

1. BEEEFRAIEAI(Collection Limitation Principle)®®?
2. &S 5 Alj(Data Quality Principle)®®

3. HuyEs e EHI(Purpose Specification Principle)®*

%1 OECD Guidelines on the Protection of the Privacy and Transborder Flow of Personal Data, §§ 7-14
[hereinafter OECD Guidelines].

%2 OECD Guidelines § 7 (“There should be limits to the collection of personal data and any such data
should be obtained by lawful and fair means and, where appropriate, with the knowledge or consent of
the data subject”). & * FAl2 W& &S L4 > ¥ B A TR S22 o T (lawful and fair) 2 = 2
EF G iPFRIrAL A EEERR -

%3 OECD Guidelines § 8 (“Personal data should be relevant to the purposes for which they are to be used,
and, to the extent necessary for those purposes, should be accurate, complete and kept up-to-date™). &
AR g B ogr i (use)2 B oeAp B o XU E P ihz & g T R i TR F(accurate)
% #F(complete) & g #7(up-to-date) o
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4. F|FAFE I HI(Use Limitation Principle)®® :

5. Ze4xf[F Hil(Security Safeguards Principle)®® :
6. /\BI/EHI(Openness Principle)®’

7. {# A 2815 Hl(Individual Participation Principle)3®®

8. E{TiE/E/E HI(Accountability Principle)®®®

TEREAEEIES | DL T ERNE R | (Data Quality Principle){E B T{EAE
BIREIRA - Aras " &Rt B A #UEE TEEEERES ) B 6k SFEH

34 OECD Guidelines § 9 (“The purposes for which personal data are collected should be specified not
later than at the time of data collection and the subsequent use limited to the fulfilment of those
purposes or such others as are not incompatible with those purposes and as are specified on each
occasion of change of purpose”).

3% OECD Guidelines § 10 (“Personal data should not be disclosed, made available or otherwise used for
purposes other than those specified in accordance with Paragraph 9 except:

a) with the consent of the data subject; or
b) by the authority of law”).

%6 OECD Guidelines § 11 (“Personal data should be protected by reasonable security safeguards against
such risks as loss or unauthorised access, destruction, use, modification or disclosure of data™).

%7 OECD Guidelines § 12 (“There should be a general policy of openness about developments, practices
and policies with respect to personal data. Means should be readily available of establishing the
existence and nature of personal data, and the main purposes of their use, as well as the identity and
usual residence of the data controller”).

%8 OECD Guidelines § 13 (“An individual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has
data relating to him;

b) to have communicated to him, data relating to him within a reasonable time; at a charge, if any, that
is not excessive; in a reasonable manner; and in a form that is readily intelligible to him;

c) to be given reasons if a request made under subparagraphs(a) and (b) is denied, and to be able to
challenge such denial; and

d) to challenge data relating to him and, if the challenge is successful to have the data erased, rectified,
completed or amended”).

%9 OECD Guidelines § 14 (“A data controller should be accountable for complying with measures which
give effect to the principles stated above™).
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(ERHERIA ) FEMECRE A ZRPE « °°

1. N\ H A&7E(fairly and lawfully) gz 3 -

2. Bt 2 #LE(collection) H HYEFRT & (specified) ~ BARE(explicit) H IE&E
(legitimate) - i}~ i # (processing) A7 FER A6 LR H VB AMHE
(incompatible) -

3. R - I HE R EE & (adequate) ~ FHEH (relevant) H A k46 H HY -

4. (RIEFERIERE(accurate) ~ 5282 (complete) B 5 #r(up-to-date) o

5. DlnleRdER Eae 2 i EERE - RS A SEiE HEZ
WM -

B TEABRHGERA, HESEE AT RS TE - S ELA R
ZITENAHE « RESTE - A7 LFE T OECDE & A |, B " WA E&ETE< |
Frplaear T E AN EROREIRA ) BEi 2 10% » BIsLE &R fra % (Data Protection
Act 1998)°* BT HFEFL L (Privacy Act 1988) - *H A T H AR,
g HoRE A HPTEE > Mk T EAERORERAT ) 0 BE R E A &R R A
2L BIANTE R FR Bk R 2 (Bundesdatenschutzgesetz) 81 H A A MR
% o 3T

370 Directive 95/46/EC, Art.6

371 See CAREY, supra note 318, at 51.

2 ¥ R F AL % v 4 — (Schedule 1) -

I8 mgeg 402 ¥ = g% = %> (Part 111 Division 2)2.7 2 % 4 & B (Information Privacy Principles)
gk = 2. TR 7EE 4 R R, (National Privacy Principles) > # —‘,5‘ TN , {8 JF‘]‘ R ATFA
A

T RAREFEOREICES LR E TAI5E59 30 2EF57TF o

106



e EEL ) ZEEE > TRRER T EANERRERA HRE > toREE
BHUE T EAERRERA > AR ARSI A B EEEETT 2 (&R - BT
R TEEE ) e - AR o T EANERRERAT BESEZ - AIREERE
EFE B EABRRERR o AN ET A B AR E R Z (ReE TS
BERER AR SN BiTief T 28k T RE - B 178 SOHE

TTE AR Z Ra&Frs - ASCLUTRi " OECD {E&4<H , 2/ VH " EAER
PReEIFAN ) (ER AN - 2% "BEREEES ) ZHE - 0 " HHER AR
A, 81T R, IERE A PR IR A NERREIRAT ) (AE—) WA
BEMEE . TR R TR SRR AR eI R A IR SR
PREEFTS -

[ — © R~ e EE R UM BT - AESHER BT R AR A (8 N B R R

s 7RI Z 151
- s omm
R HIRA i SRR HIRA ii AUFIRIRAY i
i DR ii B i
i 22 REERA ii i

BN ERA - BAZRRA - BRRERA - EERBRR
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o8 MRBGBTFL CEE M RR

o TEEE E 2B 3H T HE | Gy X TIRA ) A KA - T
ARt JyUAl o By T B EER | (directly from an individual)sii" #2525 | (from
someone other than the individual) - " EREHE | (RIEERHEFIAERE AN (5
FA) HUSHE AR : 5 TR o (iR AIERAN (EEA) HiF
HEEE > MEE = AHUSEAER - Tk HES N EER R (cycle)
AYEHIMEES - BRI e - BrgEd T RE 5 T A FEAM R
U oy T s A SRR B R A G R T 5 ) BRI & - e A 2R (E A
EROREIRAL o

-~ AR R R

FAETRAIER] | (Collection Limitation Principle)f4is : [HAER > u 4 & F
Pkl > HLAE N EDRIE LA ik LA (lawful and fair) 2 75751815 » S I ERAIAR A

T RRm TR 2 (§3Q) %A 0 (W B 24y TIEE ) (acquisition) B 4 TR 1R T ek
i % f ¢ , (Australian Law Reform Commission)za i @ T & | & Tdqc | (receipt)r T g 7 3
A % | (retention of unsolicited )2 & 4 T3t o 13 T 7 G p % ;2 T fhdg 2T M & 4 B 4E
AP TR A b dEn EIF L T AT F P EE BARA R e DA R BRI T] T
F 4 Ap B T30 AP 3% % L 1 ALRC, supra note 32, at 720-726.

g TREF2, $8ES 1AL TORPHALIBBH w3 T AL B TP &

\“?{r

PR Freee o

Vg0 TRFE, $9ES 1R TOBPNSAHEM - LE2Ad F T ARELBAF
A TR R TERNE R E T FEARE, AR ENEF AR o AR
P EEEEAQ)TA LT THAMASEZ WE S ERTEREZRN AR FRALE -
INAAN(BEAN) 2THE - EREBEHITEHAZRTHRUBRBRERSMEZEME -

378 See 1 ALRC, supra note 32, at 21.1.

W
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WHESHER - *Prh @ A Ek R FRFER > W74 H AR - *OFr
Bk 2Ok Is R AR SR E R EAAEA Y TN 2Ok
e TR 5 HHER - A BRSO R A AR A Z (B &R > A
1Ak (transparent) » *JRATEHRHZERI A BT & A17655 o LU HRA
FRGY By T &R EEEIFA ) BTSRRI ) Al a o

*‘EE|—

(=) &zaf Rl

e TEEE ) B S HRME CTEAER AL  EEEAE AT EFALZ

B RUERBAT EHZ - o WWHIEANER Z EERERA S 556 R 1IH
RUE * " AR MR - BERESIUFRATRLZ (B AER - AR

FRIEHIA - BAE TSR L —%& > AR EABIRIEEE . " &5 %

JFAT o FRAIE > AEHERHEEEAB R SE 1L RS (EE - N EAREEG]

SNRE BN - BBNEEBURMEEE - SUABIRE 2 E A B e R B (i

 PRAFEEA AL - LRETESN - HZAREER 6 RS 1 HEESEHZ

9??

_f

% OECD Guidelines § 7 (“There should be limits to the collection of personal data and any such data
should be obtained by lawful and fair means and, where appropriate, with the knowledge or consent of
the data subject™).

%80 see Bygrave, supra note 120, at 3.2

8l g R ST MR T2k, 2 4mE S RF O AR AR R THRE S BART

%
W A AER &2 % by €4 4 L UK Information Commissioner, supra note 44, para.

3.14

preb s Tl e E TEEWERR, o 22y ﬁ A TE Lo ¥ 220 TLF
B A TR E ZEP RN E B FEEE 0 IR ATRE RN (BBA) D
IR - RETRIEHAETEMEREE > £ L ~ & (51 Directive 95/46/EC Recital 45 &

Art.14
%82 See UK 1CO, The Guide to Data Protection, at 44, available at
http://www.ico.gov.uk/for_organisations/data_protection/~/media/documents/library/Data_Protection/
Practical_application/THE_GUIDE_TO_DATA_PROTECTION.ashx
%3 See MACDONALD QC & JONES (EDS.), supra note 337, at 8.2.1.1; 1 ALRC, supra note 32, at 23.121.
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— - ARAREZEXEE - EO%E =52/ > 7% -

(z) 2 7wx5%

7 VEEE ) 58 KR LIEMUE | ARSI R A IR BR S T T iResE 1
TUBRMLUE & 3 AR A AN BRI - EIESRIE S A N YIEIE - 0 O 1
TEMUE + T BRI R A TSI RR (R T TR LR e e R R S5 AP I
ZAENERE - FERBEER A AT - A& E NS HE N ER AR KA RS —IHE —
TEEF TR - o IR A IRRHELIE AR 2 T M | -

WREES - K EBIRE - ARG E BRI T IR(EETESS 15 fREER
19 ik, HEMAER - A FREETEMSER - T EEE, 56 15 HREE " A%
MRS E A SR e S —AMAR G FERREED -
WFFE MBI L —F-- 1126 16 RFE T IR TSRS E AN &k 2 e
AR KA ERRERN WA TR . —& -, 56
{3 1 THRTHUE & BB E - T EEE ) 55 15 RIS 19 RPEFREURM[E & -
IR NS AR B B A TS R S AR B B R M By - SRR T SR I75 - Al
55 15 fiRBL 19 ik T BREBAIRE —IHFTREERSN ) ZHRE > &EB L THEE &
IERFRTRE > YUASREAES ¢« IR E AR B R ST R A TSRS (SR 6 fR5E 1
HEEFZRE > LS - BRI (EE - A A S 15 Rl 19 fRss
IR P E AR 1 NS LAG] o SREDLE - ERHE
ANFLE ~ R E O BRI (E & - VAT TS RIS - MU Ry - HEE AT

¥ %2009 117 12p T22mdpHEBMEBEEHh, > T T2, 8 158§ 10 5475 "%
FAES - AR AFA 2 F o BB EPY  TRAFEEE - BBATHE BFRET
Bz WENEIE > MR AZ S ERTLZL ) 0 SR FRE 09K 298 5 F 376
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SETLERR > A 8RS O BEXATBAA ThETEERE T LERAL]
Rigk s THRAERR ] #HEEBREEEANRERRA » LT RO M R
OB MBATE S K o

FORBRER BT SRET > FF L EANGLUREERHER A HAE A
BRI ZBE > WERLITHE TEEE ) T 2R - EEFE AT RHERER R
BORHZERIAFTREE - BREITOEELE ARER 5 *°2. HEIFERHZH HECR R TE
fi#(accurate) ~ 5E%&(complete) LM B (up-to-date) - JRRIJET " ERMAHEFAI

(t&5F) - CEMAGLUEH - B - EE - BT e - > T E
Bk 5B 8RS 9 ik - B AESIRBHBIR AHIRRE < BRI - (RERIEEZTT

Ao Ry T ERERE Y BRI B T MR M U

1. TEsgwh | 24 wair

TEER ) S 8RS L IEME - BRSO R AT IRRAIIRES 15 fREES 19 %

e MEEA TEPE HEEAER  ER THEEARES > BN TS
IE TSRS IR A SRR 2 Rt X A 4 5 AR (8 AERFIH

%5 See Rouillé-Mirza & Wright, supra note 133, at 163.

%% See 1 ALRC, supra note 32, at 23.121 # B3 Z_F 4441 4 o 1 # 58 1CO 7 ie3ip > 4017
RiRpAFH FLERFTAREE §17 -

B opm TREEY AT R $ 135 Eo s (YRR TR AFRmERE ) 0 (P L2
#) >1834# > F 136 (2010 # 8 7 ) <P skl F#Bic THFE 0 2 k2 2 A0 %
IR A T I EAT o RAWMAATE R > (BFEEAB G BFL BEH ) 2012
#2917 p > g5 hitp:/udn.com/NEWS/NATIONAL/NAT4/6904976.shtml £ (5 51 F p # :
2012/03/06 -

TOTEE BT S E AR RS COLE AR TR TR (AR |
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ZHAR ~ Ml - R KOG BEREAMRE ZRRE ST THEZREN G EEA
o2 B Ee OHE N BR - AR R 28 | - AN HREHBIR A TER
A # AR N\ AU EE - RS ATEANSSN  MASMAAL (AT
BRI ) RAREX T LA L) F&R (B 61RE LHEESE)  HAGHA

HoHedptzag o

EREEERARNZIER - K TEEE ) 5 8 RS 2 HME - BA MITK
W2 —% » ABHEBSIE AR An S 4 AA (EFEA) T — AR L
Btk o Z~ AAAFH ZRE AT U AT o I S DT M BT R
EHALE o = BRI E AT AT - U - SHREE=AZ
EARI  BEARAESAZNE o FRTAE THesa Tl B

TEANERZ BRGNS T A EBS BT R A BB T A E R BTN E
HE B TEEE ) 5 6 (RS L IE(EEEE 2 A TAENE o LRI A4 H £
otk TGk 6465 1545 2% (ABIEBIITEERGEEIE
ABEBETAERRMANE - HAEELZ2E) A48 Anm% s TEA
$ 8K 2AAR S AR BT E LR I THREN ) ZEE > EERE
UERIE - & B EE RS (SR E e e A T R PR
(B "B E R REL ) BUE  MTMYIBEZ I B ERAN  AABES
HAM 7RIS &R (7 (storage) Bl (transfer) S HIA IR A G2
(disproportionate) > ({8 ; ***AHE I E [ > (RIS - LBITDARIY TE#E
TR FHERA T AR IR A B R B TR e % e 1 1T S Uk

B g st gg 2 f 298 p o % 2 Directive 95/46/EC Art. 10 &11; 46 B8 4L %% § 19a
PRI RATHEH AR RY R 2

P 4ngz T 5 % 9 Directive 95/46/EC Art.10.

R AR AT R §19
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E& 2B > Rl SRS E A TS RE AT IS Bl ge s R TR TR
UM E SIS ER G S RSB A » AT R B M B #4T ok 2 A Sk O3
BAET 2 dBH RS A @Er  AbdA Ta%k $8HF 244 =
B2 T#Gtt | AR > THLEAN LB EMLE SR % - BARA

ke kT @AAL L o

2. "TRELE ) 225

TEEL ) 9IRS LIEMUE | SRR ST R A BRI + I REGE L
[RAE LRI & & F ARAZ([EANEH - ERRRIA AT - WEFEASHEA
RARBRAEE A —RELZRAAFAR P ok TRIBRSE, 2 &
T o ABRHE - ABHRISABEIENEE " RZRAAH, P @TE
5 ZINENCEHEE = ARTRSE (BiE)  BRHER A RERE = ARt
ZERLVEITIRE > BB BB AT ) BAIERL AN o AEHERHEIE
NTEHERATES I THIHIE - T RAFARR  NBERASIR BRI AL
B4 EAER BN EABRFIHZIR - e - BRI EEARE
BB TREZ R R 720 ) o DB SR A B IR RS — ARt Z SR
MEEE - BRI AT S AR /SEERIESN - MEERAA L & (A5
BESIEATEHERE) R %2 T ot b | A&k (56 5E LIEEE) - HK

Aetitzadg >

N

W RREIRF R R §819(1) & 34(L); M EF AT ARLT R FRA FL TR LR 20
1 ALRC, supra note 32, at 23.162.

WOTEEBTAL AR TE R R ATE A T B2 A P R TR
ER

ok TRenE R (53 0 FREEHARLF T AR AILD o 2 BN EHRFRT F
FedB 2o TRy bt Avle R T F SR ARJZ W R 2 4 L MACDONALD QC & JONES (EDS.), supra note
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TEEE ) B ORE 2 TERE - BAE YIRS 2 —%& BRI AR
HRIEEN P ARSI &SRER L — - §FAAT0ALELHEA
M2 faA A FREREEASHEERBARER  AAAAF 2 H0H4HE
MARZAGGALE  LZEHABRELREEXAE AR ELBEFT N £
HMA R R EF A B R ERBEE RN SRS A% B rm B EAE
e o PR S —HOR E BARATIRES 2 TH (55 8 1558 2 38D AT e~ AR EEERARIE -
SHMINEARTATURAE T » (EAEMEZ " #aER ) Bl -

AT TEENEITAR ) BL5 6 frE 1 THHEEE 3 FHEMHE - A8
PRSI R AR E S = AR Y TR ANBTARZBEMEEE > #E2A4
402}.'\/& °

RIEETIHRE TR A4 B B st s BiasE - HZ%
KRB RGA AR A IALAARBRY X BARANBREFALBR | 55
RESIAN © B8 T SR AR S RIS R S R TR, SRR
EEEA | GISEA R - BASHAHBE = S A -
S B SE SRR B X IERE T DA E - A 6 5 LI 4 5K
FUEEM > EEERA T L ASCRIRGEA L - 55 6 5 LIEEEE 4 2R
WA T AT IR | 2. A TEEANE TR AR > 556
s L TEEEES 4 2R TSR - A SURTRTE o ASERREIS R A

&~ FAEBUUIRETRT » &F LATHL > ARSE A FEE L E RS 6 RS 1 THEES 45K

337, at 10.25.
O g TBEFE S OES 2 o
Vs Tg o | 244 £/ TpF 2wl ¥%, 5 140F-
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B ABARKERARKE 6HE LACEF 44 (H#) RELAREAE
o BEAAK > Bt tRA

AT FRE T AR EHRE S B IR 2 At HAVIT AR
BRNEHIARN « KR ERFBEENYCEEGRUIEEE - DUETTA R EYR R -
MEFIOIEZ AT BERPERAN - T7A5ERE - KR EREEEZLEA T E
BEE B RE LIREEMRE 2B 2 — » DULSESRMEEE - KR ERE
EBEATETER NS 6 (555 L IHEESE 4 AmE L T REETEERITHIE S Bok
AR EEESBEAEG =IHE - BREFTALRAR T AR EREEER
EHUEEE ) (55 6 1R58 LI(EESE L 70 ZHUE » A " KREREEERTE
EMEECAE R, (556 (55 L HEEBE 230 & » APyt > Hifx
FaEE4 ERAE TEFAATAAREMESELH] (FF65F LIEESE
FIN) XBRBAE ZHBARAEGEE AEERE ) & XEXABEA A
Btk (CESRE2H) 58 THELE & XRKABEE 41t 4
AA (B IRE 210) - b —ENREAER - AR - KREBEERE
HITE AT —ERATHELRE 27 AR BEATABREZ L 085 -
FENLEFIEA KR EREEE LRI » YWAHE RS PR
NBRHREE - R0t BOTEREH R B hBUE B RHRE - BRAR
BHEE G - PRERECN R (B DO T M B 2 5T - T8 R R
Hl o (RS REIDE » Mo EA T EEE ) ZHE

8 40 W oA B GE 6I(88/0L/20)% 3 i 1 T AALz Eabhei - PEREN TR E L
PRAEA BB o - PRE R AR R REREHARLE R 2 R AR
RATRE AL AL & 1T RERIRATHE 2R e

%9 £ 0 Directive 95/46/EC Recital 37 & Art. 9; 4t BT 28 F 4L 53k 2 §41; FRF A %Lz §32;
REF R §TB(4) 0 v G 2 P B ¥ 4 L 2 ALRC, supra note 281, at 1439-1471.
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3. WBUBLR4eD chiv f2 ok 4

GHBHNARAL R E A G (FHEEY BWEFH 2 HIVRER  FEARERE 2
e TEEE ) WARHE AR ESHEEHA TEABRREE ) T ®
By o ERHEH S E R 9% EREAIAA - U ERZERE R TR
BITEHIFR RABAAA T Bl AA o

4 FEPPEEPBFTRES A 22 R

IFREER R R BRI RS TREEEEE  SFZRESHHXEARN &
B2 ZERRE) (BIOERASHE) » Mg ", 2&kng) > BE T R H
TERE ) AR o BIANGEES AR ARSI o DU TH AL -

(1) e i f

FTadEs AR - R R RHER AN BB - DU e BN eE - B
SERAUSEANER - BRI EEER 2 A EREEAANFEE > SH 5
T o B A RS ¢ L (RIS SRR R TR L
=R 0 2. EREREL: 3. AN L E e Bifle s o ERAER SR

O BAFROREICEFsEE TA15251 30 pEENETF o
O p kg ok TR §818(3) & 23(3) 0 H 4 % 2 MORGAN & BOARDMAN, supra note 120, at
8.3.5.6.

42 See 1 ALRC, supra note 32, at 9.16.
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SRR - P H TS A DL S

l. Cookies

IEE Ry B e e B R B 3 L AT R - RHEE 22 (o A Y R B B 25 AR =0
AT (BEEGEEE)) FFEREABEERT - EE—EHEE G4 E 4
VR o B% R (R OI4E - FELATRAIE > S - *** Cookies H HYFE
LB E A LIABRE IR - IR RN b o fof P T DARE B 28 2 U > %5 Cookies
I EURE PR B AR - ‘%% b (28 T-m T 4E g (electronic communication sector)
ZAENERORE - BRI ¥Z & (European Commission){E 2002 £ 4fii " FRALBLEE T

#H(=$5< | (Directive 2002/58/EC of the European Parliament and of the Council of 12
July 2002 concerning the processing of personal data and the protection of privacy in
the electronic communications sector)*’ » 3% T [SFLHE TiE(E152 | WIFT=ES]
A Ry ZeieCookiest& » il \ (1S LAREMR A Uimt% 247 (terminal equipment) B (77245 {01
ZH P BURMERRRL A - B E AR S Cookies (BUHEDEEE ) ot
{FIELIRIR 24 - LAt - TRBRLBIE TiE(ETE S | WS & & BB R A AR
A5 CookiesZ A HEY » ALFEME TR, fE(opt-out) - DURHEA ATELEZE:Cookies

TR -

% See id.

%4 See id. at 9.18.

% See id. at 9.19.

“% See id. at 9.20.

7 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector.
[hereinafter DPEC]

“® DPEC Ricital 25.
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Il. T~ it id ﬁ%lféz %_, (Hypertext Transfer Protocol, HTTP)

"B e R AR S SR AR A BRI AR Y (rule) - *fE
P Ry 7 A - GERR R 25 R (M AR (R AN - T4k (Uniform Resource
Locator, URL) - {#2XHYHEFE th A nl REFB FR (£ F & 2 S T B BB H 2 &gk
A P A AR 5 (L FE RS (Internet Service Provider, ISP)SE{E A # Z (B A S {7 -

(2) " @& sepag s | (Radio Frequency ldentification, RFID)

"AARAT AR ) (e T 855 | (transponder or RFID Tag) ~ " RUfE=S | (reader)
B T 1% B | (back office) =FFiriak - #tes | R R T RUERS S0 " R
FEZS | FEERMEEE TR AT o DUESEAMRRR - MO iR Mk E
FHHEAR - IR 4wt - AR EmEH ~ (EAEHE - T AEH S
IS - VREERE  BESERARKE LY ARSI TGS
A Bl o 1 TiEEEEs | ATHEAAES » YT S ERIEERE > FIOR A -

DL & Ry BRI A P BB T A U SR U (E & 2 B - k3 " (&
Bk B 8 IRELEE O 1k - NSRRI R AR AR (A N BRI - FEfE T SRR

% See id. at 9.23.

0 Andreas Kruse et al., Final Report, The Regulatory Framework for RFID, at 13 (Aug. 2008),
available at www.rfid-in-action.eu/public/results/legal-aspects/framework.pdf

M1 See id.

2 5 d 4R (ETCikpz ipil #cdi g eTag) - 2011/07/01 » 4ent
http://www.libertytimes.com.tw/2011/new/jul/1/today-t2.htm (& 2 i f p #p 2012/02/10) -

B £ W& 52 F$ § LA (Food and Drug Administration) © 38 i * T & s s w] (3 8 50 A 4

% % Michael E. Burke et al., Infonnation Services, Technology, and Data Protection, 39 INT’L LAW

403, 408-409 (2005).
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B o MR RE S E A TS RRAE A _EBA & BT DU R E &y - HEME A 2 &R
T FEEMZ EIREE R IR - BAAR S ERZ mEZ ITR T LR
TS - & T ENENE | (Australian Law Reform Commission, ALRC)%3% >
B EETRRATES T T B A8 AR R SR & 2 B ) Sk s Al -
e R -

® HrERHY ZES o B4 RFID £ Cookies

® ERHEMI ARG LU R ECEEE AN B Z B

® EORMERIAEEITE M 2Rk (CEERFECEERD)

o ERIZEHIAMEET ZEHEH CHE SRR Z ERRED
® ERMEFIARTREZ BRI B

ERAEEE - EEMEIISOREHINE > AR TEEE ) 5 8 HRekEs 9 fRFTEZ
FIH - RSO 0 S HIVSERLZERE - TS HEY SRR A BRI R
ERUNEEE 2B - SR 3 DU -

=~ BAZERRP

{EA S8 FEREE G E A SR ARE S &k > Eh © "R (rght of

4 See 1 ALRC, supra note 32, at 30.

BB AFHRLP FAHE R A TR AR E TETE S IBEAR 19T
W L (B2 4) 0 BRI BRED L AL 0§ MACRDBFEL AR H S o ¥
BT R G TO)R AT HATH A R £ A4 v ¥ 2 AT [ ] RGAD B ETYZ
A2 FZAERFRABTIRFRERZAFRAMAESZALET o 20 FAE
FIAATRETHABZ AL LA 6T @i e 4
BT wEE §70)-
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access) V7 ; HIF - EFSEERMIERFE (right of correction or erasure) *® ; JE4EF#E(right to

420 . ?

object) ; **°Hizf& 35K f#(right to compensation) #FT5YF% (right to prevent direct

marketing)** E1E4E 5 (L3 EAE (right to prevent automated decision-taking)*% - T {i
Bk B3 R 8 R EEE - A EEEE KR SR - SRS EERRE - 35
KA TR A ~ 5BoRIE A SR - PRIEECRIFE BT RMIGRAE - FafERL
TEETNE 10 ik (BEAE - SEALRE - BGEEIAR) B 11 (R (B5RMIRE B
TE ~ 21k ~ PEFEECRIF ) - B HERINE A 1S TR S s BIIR A -

i TEEE ) 510 FRAE - A E AR BT R AR s AT AR

“1% See MORGAN & BOARDMAN, supra note 120, at 10.1.2; 4= " OECD & 7 % 4F , % 13 i ; TAPEC
BRI P 23 FRATHAEES R BATHRLARERE AL (FHLE)
EAZRTZEN e TRE BTSRRI FEAEREE (L) A TR R e Al
2 A FALEE AR RST ~ H R P h s i A BB A T2 KOR(Ar 12() 5 (2) wE B
B RJL AR 2 BAEHEG (AL 12()) 5 (3) FHASEE B £ kp S TP THIMG B - #1%

B3 a2 (At 12(b)):(4) M E ST F 22 ok BB A TR I 2 (At 14(a)): (5) F
HBA TR D T2 B(AL 14(0)5(6) F & A RAEA B FHASR B A T B %
Mo F A A 2 - B (Art. 15(1)) o 4p B 343, 4~ 2 Deryck Beyleveld, The Duty to Provide
Information to the Data Subject: Articles 10 and 11 of directive 95/46/EC, in THE DATA PROTECTION
DIRECTIVE AND MEDICAL RESEARCH ACROSS EUROPE 69-87 (Deryck Beyleveld et al. eds., 2004).

OERTR G §T AT i §§19& 34,

ERFRREE 8§14 RN F R RE 2 §820(1)~(3) & 35.

“19 Directive 95/46/EC Art.14(a); 7§ B® 28 5 4L i35 %  § 20(5).

W ERER GRS §13 AWM TR §7,

“?L Directive 95/46/EC Art.14(b); # B F L mai% 8§ 11(1).

“22 Directive 95/46/EC Art.15; 7 BI55 20 3L w22 §20(5); ¥ W 4L %2 §12(2)(b).

2 EFALE A TRTE ) PEREENIREUMEMES  BRENEHIAGLES - B2
BAAEE  EREREEMEITER bl T2l €3k, ~ THFLp 4, & Tar
AERT ) F o MBERERIEFIAMEE - FLESE - RIEHFA -

g TR P 3 ARWMAT R EEE §6(1).
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BURMEE R - ATSHBISIE AT TSR (EE > FREMA Pt )~ | e
FHIPHKE P R AER T IF 0 A 28R EF ARk KMG 21k
FEHHECFIF - “OFmsE TR R AR L | AL RR TEEk £ 6 EAELEER
PAR XA TSR SR AT T RRIE T B s A 5K > MR (5
(SR ~ RIS - BN — SR R e B EEA - YR
TEEE ) 512 (T ABEIISEEASEII T REEAN (BEA) BR
SEE - EEIIRLUEE TRBAAN (EEA) - I > A ABRERE 11 (55 4
TEESR AR SR ~ BRI SN - A 28 IR 1 TE (LATHERE) 3 29 1%
1T (FEATSHERRD BRI A SS RIEE R - A A by 35 SRR i 1

BAO{E 4B B E R T o

BEAh - AREAAN TITEEREERHER AR EBEEEE |, 27 TEEE
GHEIA SO E © A 35E g aE ) (Safe Harbor Agreements)iisE - A A
FEFREERHERI AR = AR e ARG E B ALY BHHY - (EHAAR A {E
& PISMEDAZ)EE T EIEIIA S (opt-in) 2 JTHERE 5 FEBUREEE RIS 2 - JRA]
FEEEHER A R E = ABESRLUFGESE HIY SN B (ERA AN Z (&%
BIA LAz TR ) (opt-out)Z J5=XIE4E - JRENAIEE = A$ERE s LA R4A TR HAY

-~ e w7 pE = 429 2 2973
BN HHIEE UM E - AR NI A EREE - "IRMESS - A SGE
B H AT ELT BTG AT R H 166 b 2SS R RN e s B KL s

=)
FooBHEE AT TR EAPRLAERAE P DA P P e S
fOESEY LR K R T R P B2 ES N F R
g THEFE, R LLES 295 5 3 E 437 o
g TRFE, P 13ES 25 o
428 4 9, Pricciple 2. Choice
2 See MILLS, supra note 137, at 86-87. % R & £ A in s RmA| ¢ e 53724 (opt-out)z = 5% >
2O A R E R U AR B F 0 % L See Gregory Shaffer, Globalization and Social Protection:
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B TMEEE ) BRNERE " EFAEE ) (FRERERREEE ZSH - #)
iR ERAARERBERAN TREIA L 2752 DEEERHER A LRSI (EE
ZERAR  BCERERNAN (5 1L 0F%) FidE s AN ZEEE

kRt - ARKAIAZ -

Ji

CFREE R

Bt B SR RIS (8 ORI i Or 2 1 (accurate) > o0) B2 0 5 87 (up to
date) - ©° TEFEL ) B 11 FE L IERLE | T ABHBASIE AT A 4 £ (H A K
Tl E ok G EFBEIREEA R PR RS R o SR IR AT
B SR ) BURIE(E B - FEESEE AR L TENE > SR ATAIE X B F IS

The Impact of EU and International Rules in the Ratcheting Up of U.S. Privacy Standards, 25 YALE J.
INTLL.1,30(2000). % % A &2 9F Tl &4~ | (opt-in) » JlEi & 52 » %L MORGAN &
BOARDMAN, supra note 120, at 8.3.5.5.

B TEREBTA RS FP6EAE i TREBRTRS L ZTESTRAE A SR TEL
ik TEEBRE s o2 FRETRMe 2 2R 0 F7 5580 "OECD #4f | % 8 iF %>
BAFA e R R T 2 p el > T VNP P2 L& §EF] 0 AR R R A2 (accurate) -
% & (complete)¥? { A7(up-to-date) : = BT FALEE AR % 4 R A FALR 454 /2 (accurate) >

& & pF TR if PE { A7(up to date) © Plie R TRREF R, % 38 TFEFR

Pl % 3mer Th- 2 R, ¥ 0.6 8 BT RAEZ §20(1); p B 4 FH 2 §
19.
velE b AR NS B Glhe B R TR 2 (88 27(3) & (b)) H-H R BB AE * TR
BiEAy o o G P ATRRAIGESERBEREFNAZES  UREZEBENER - HF
Mo ARG TR LRI RS S TR AME T R TIE
o FARBIIRAREEAER - RENZEREHALBRE MR IAFERELERRE - %2 See2
ALRC, supra note 281, at 27.32 & 34.

BE R OREERP B 20 TRFA S @AY, ¥ 150 -

2 See 2 ALRC, supra note 281, at 27.23.
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ARNIMAFFERTTEE T EEE ) 25 10 fRELE 11 fRZMER - SRR IR TS
H[RE S IE SR TE BRI (E & - [FF - BB ERHER AT T Bk EFEA
BRI AT BB - ERECHE T ZERMREt A (BEFEASE =) 2
e BE o THERERIEREN Y A B TR ERRE AR A Ik o *

T~ B R

"HEERRD BIEEAERZ THE ) EERN S CERD TREREE
=~ HHJ , (specified and lawful purposes) - “**JREIFEEE > H#Y - ZEIHHE(specified) ~ &
E(lawful) - H% B AR ERHZE BT TS ) B rE A A - 2 TE
B B 15 RAUE T ABIRBIE EA BB R SR - B F S EE AR
A BRAKE A 5 519 BREUE T IRATSIRRAEHIE A E R B £ 50R
H g kg —ARAREHL AAKEAG > B THIEERA, 2
R -

WFRER® > ERMESURE 6 (7% 1 HZBURIEEE - HAEEES
FHRASIE A IRBIISRES 6 158 1 TEB I ME » D EREMEER - Ik

3 See JOHN MACDONALD QC & CLIVE H. JONES (EDS.), supra note 337, at 10.30.

PR AFRTREEEGA- PR B RER G TRREFRR R 28 TERE
PR, F98; THEBRTHA L F6EDART W EFTHL P ks T (specified) ~ P FE
(explicit)~ & ;2 (legitimate) - 2 # # i * > 22 o § 7 «1BF 2 4p 7 (incompatible)z. 425 ;T OECD
BEMA PO BAFHLEE D SR BRI S T B R g A
o S B E R D LA AP F IO LRIy L

% See JOHN MACDONALD QC & CLIVE H. JONES (EDS.), supra note 337, at 10.28. t # 2 £ & 747 2
S I AL T

022000 117 12p TxErRpEEBBERH, 0 TR E ¥ 15 Fe ¥ 19 AT Tk

=

FAOES - EATRETA 2 F o BB WP TAEEEE - BT BRAT
Flz WENAIE s DREAZSAERLTLIZL | 0 2L 2R AR 99 E 298 - F 3760
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iy | BRI EEEAARE HAY 0 BARAESL - 18 BNAR " HAVRE
ZHRUE  WAISCHERR T U o AR Sk AR M RS SR
8% > HAAKEA % K 15 (RBIEE 19 (RPTEE T IREENIREE — TP

EERSN ) ZF  BEFRIAKE - 5 15 fREIER

"B ERHAAGHZILERARE  AAKF LAY BESKE—A

AR EGHS  BEASTHGHZ % 1
19 RIEES -

THRABENBEAAEHZLERNLE  AAK LAY - BESEF—
BARAR G > BRESTARMZ—F @

REZHW  BENBEEEENHZARS > SEHERREENE - &
%~ EHEANABERMEEEZ B - A8 T HIIMSEE - B ) ZHEM
B BEELET HEOFEE] (purpose-limitation) ;s *3T SN A e (Australian Law Reform
Commission, ALRC)sE %y + #5H1 " BIAMS SHERURIEEE | ZHUE @ RS DIRECR R
EHUNMEE >~ B4 /8 S (reasonable) « %45 | » A M AHARNLLE
(FHIA) g @gzae  Ags MakEl £ 6 &% 1ARLERTX
@ REA 2 — o G HERA R BT E A E RS I SR M 2 R RO BRE - 3%
AR 2 T REEY ) AR T BT EIRERE ) o X BRI fE 14 5
Hi > e T RIFERS 2 EERMACET o IR M RN A A

3

37 See Korff, supra note 31, at 87; i# B 7 4L %2 §8(2).
% See 2 ALRC, supra note 281, at 21.77.
R ARAER  BRERT AL BTG AR E S, ¥ 160 o
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Frp o KRESIUEIREE -

g

32N R

"R(EEBIEAL ) (Rf5 - BRHEH] A (data controller) SR (LA TAHRATANE - 2
HiE RSN ERREFA © (R TEEE ) ZHE - AHIEE IR
AR BUREE AR - R 8 N ERHREIFEA] > Aa TSR

L 550k (NEEHTEAREES - EEAA#ER)

2. FHofr (Mo REEBERMEEEZEY)

3. F 8k (AERMABEZEHNFER) 3B 9k (HREEESHES)

4. FL0HR (BEAAFK)

5 511 #Kk (MERERIERE - WH IEERAANZBIEMEE)

6. 12Kk (BAEBEFHEBENAN)

7. 515 ik (ABHREEEBEMEEERERREHRY) 256 19 ik (GEAH
PR R EBRIEEEER R EHRY) -
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£

y =5 AR 'H’.@?i r}é:@/:.J Ap RE R B

[

AT Em A TSR IR A RRE T R ) BRI (E BN o AR A R
A - Fas TERER - Mk T{EEE ) 55 2 RS A RRUE » fE R 2 AL AR AR A
BEMBEMZRE B %G LE AR d AR R R
A ARE o NTSIRBHEI R ATSIRRE TR ) BURIE(E BRI - PRIEE RS
AR MEEFRE RAS AN YO TR, 21T MZERTE TEE

i 5 6 RS 1 IHEF SR E A -

-~ BASERA

"EASBREAN , 2B EAORET - R TEEE ) 5B 10 RLE - A
DNEHEBASIR AR AR TEH BRI E - AR EEE AR
B TEEMEEE . EHEE R B TEREAAHE I B E 8RR EE AR
KM~ (= - Y TR RARAR ) AkER Taktl $ okttt
ABEBMEFZAR > A HERSIEATSERE LB EE AN ZHK -
TR ~ 45 1 PR B RN > HA— PR A By B S > WBATE A - *
WA EIR A BIR 2 T R ESR NEHRER - EEFHRLIEE J770E

N9 443 s S e w444
HEFEAN > EEANLEFHKIEEEE -

ogm TBFE, FE-

441

\“}{r
-

TEFid, »11E% 25 - ¥ 3L 5 457 -

442

—

Tip g, % 13i% 258 -

\“}{r
-

443
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oy Tk, P 28EN LA EE 29EH 1T -
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g ?#igr,%‘r}g, A

FEREEFAT 2 EATETEL - (R TEEE ) LR LIEME - &
BHBAEE R AT A A e S Bk £ 4 > EFFIEREEAZFE K “CLE
S A o MONHIRIBI R AT RS TIREE ) BURVE RN » SRR R
A IESAHTE - PEBF ATRE T EE ) BURMEE AR - EMEERIZ TEEAN
2 0 LRI A AN LAMESS % B IEHE

Z P EEFTRP

ARAERHZERIA T REH  EHE&EZ " BV ERAN ) GAaERHERI AR FLL T Bl
JFAEREHIAHEE | 2 F7=0(in any manner incompatible with that purpose) > FE¥H
HEAER - TE&EE ) 5 5 RUE T EABRZHE - £Z25FH @ [EEEE
BN RRENRERFERY  ARGMHKZ QG 2 VHHE > WEHAR
Ea AN L ECRIMEB L 5 15 (RHUE T OB HEEHE AN Bk A
2o BAKEAG ;516 RIUE T IEATSIRBIEHE AR A R A
AL Eh T HIVRERA ) ZHSE o ATEHRHEEE AT TR
BURRIEE &N » HEMWERS " REEHN L ZEE o JREEE TMa kel %
6 %% 1 ALEAIT K& — BEHTARTIL  ShIN BEECRARA P8 E
TERBTES AN RA L E A ENATEZER - Bl SR IR
BHEESENEERNR TR @ARE - YERERRMEE K o ER

TEHEE | BT L - 40

MEF AL RERREP 20 TRFRS AT, ¥ 156
6 See 2 ALRC, supra note 281, at 27.23.
Mo TFE B 220F
8 See 1 ALRC, supra note 32, at 21.73.
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A Bk BRI e B E Y T E | (adequate) ~ T FHRE  (relevant) H TR
B | (not excessive) « “CHTEE TIEE | HEEORHERAESE LR H Y NET
7E > PlIaE N ERGEZ 2 BRHERLA » B ERINECEE R ERSERIE B A 21T
REFL > ISR AE S HRL AR S DA TR - OB TR
JHHUANER TR HAY o BT A 2 TAFBRERS » nladEAm A T {dEE
&l EARAEEAANY T EREH - & T EREN ) PR RELAER
Fireg TR o (R R AT AT HARA » DUERIRHEE 2 D7 AR BEZ E R > DA
BB R M RAY b o Ry o0 B [ FRE & - FEEE R PRFEZE (The Information
Commissioner's Office, ICO):# » ERHZER A AR ME(E &R - EEE R 2 #

BIERERD » 0is% . ®
A 3/ a1l

TMEEE ) B LT REUE » A RMIER T EA B E LA T RERH
LRAEB T N EANERMEERIRE AR AF LA 4 | T EANER FA
AR BRGNS - SO EE T AR AR - S EEIRE - s AR
JRAN o 2T NBRR R ) Bk (R AR LR B 2okt > B T B AL

WERTREER A - PR E 2B FRTEEEFRARE TFRETRA, T
B Rp) ) &@fEs T A FiE%E | (information standards) - 4 2 UK ICO, supra note 382, at
57.

*0 See MACDONALD QC & JONES (EDS.), supra note 337, at 10.29.
1 gee UK 1CO, supra note 382, at 60.

P2 g gk rf&]ﬂ%f‘ﬁﬂh $58 - TFWEFRA, %518 ; TOECD #4F | ¥ 12 54
o BB A F R 2 % B (developments) ~ F & (practices) % sz i (policies) > & F ¥ 2 OB s
Woo A FR 2 73 f(existence) ~ 2B (nature) ~ A & @& * P e~ TR 4 2 £ 4 (identity) 2 p
FET BR* EF2 2 FNEIFER EREARNL 22 AF 2R R FERE RE
FHESIARIEEAEN G - ZBEREEHE ICOETER HERZARHAKERAMERXRSE -
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(transparent) » “CTi R 2L TRE Y R | —HABE o JLERANE TS ) (F

W b e -

DT B R BRI E AT - (AR AR AT B FAL > AARA TRAR
HEERAZARAFLAG) % AMFEALER A%k £64K5 14
BE 2Rk WRTIBEAANZ G5 - EFEEE > FRGESUEREA T ABHEE
RIS TIRNTEIRR 3 o AR Fs » BN IEABIER 2 NBECEBIAE & » ZOK
CIEATSIRRE ) LRER T OATSIERE | B T LRS- BT LRFAREE - 222N
=F/ 50 SO T AT A M A 8§ 5 X B AT 1A K (Privacy Policies) » %8

£ 8 L L % 32 (management)f8 A G #t 2 & o
T E AR
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3 See 1 ALRC, supra note 32, at 24.1
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FA1 %2 1ALRC,supranote 32, at 24.10 & 24.11.

O mpgp TRRSEFRR, ¥ 58
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note 32, at 24.14.
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9 See DAVID G. HILL, DATA PROTECTION: GOVERNANCE, RISK MANAGEMENT, AND COMPLIANCE 9.3.2
(2009).
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81 Appendix to Recommendation No. R (91) 10 3.1 (“Personal data falling within any of the categories
referred to in Article 6 of Convention No. 108 should not be stored in a file or in part of a file generally
accessible to third parties.”)

62 APEC Privacy Framework Principle V11 22.

O i ASEER T B L AP g REBERAF Y L FREE S T 4
M 137 % 2 1 ALRC, supra note 32, at 473-482.

R A AL BAFERET I EREE A - AT R T

O R T RN BN LR A SRR BRI PRS2 e
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iﬂf LiiT4ep o 22 See UK ICO, supra note 382, at 85-88.

O g FRE o RES e 2l TERESE 2 TRENE, 24T F S §2
W e BBARIRFTREEE AT 0 fF R G FE2 2% Tt 2 (Berlin Group)i
FREI PR o @?st’z;g M F P &S 4 0 4 2 Reidenberg, supra note 119, at 1359 n.242. &
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E8%B3%87-%E6%B6%88%E5%9F%BA%E6%9C%83%E6%93%AC%E6%89%93%E5%IC%I8%
E9%AB%94%E8%A8%B4%E8%A8%9F-213000193.html

% See Gurpreet Dhillon & Ella Kolkowska, Can a Cloud Be Really Secure? A Socratic Dialogue, in
COMPUTERS, PRIVACY AND DATA PROTECTION: AN ELEMENT OF CHOICE 348 (Serge Gutwirth, Yves
Poullet, Paul De Hert & Ronald Leenes eds., 2010).
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™' See UK ICO, supra note 382, at 73.

72 See id.

"% See MACDONALD QC & JONES (EDS.), supra note 337, at 10.31.

™ See UK ICO, supra note 382, at 74.
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