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Abstract

Privacy is necessary for the development and formation of selfhood and the protection
of human dignity and is thus a constitutional protected right. Nonetheless, privacy is at risk
following the rapid evolution of information technologies. Developers of websites and
those commercial firms encourage Internet users to participate in creation of knowledge on
the web in the age of Web 2.0. Social-networking services even encourage users to share
more information. This phenomenon has been called “over sharing.” This thesis argues that
traditional privacy theories focused on the physical space cannot solve privacy problems
existing in the cyberspace. Although this thesis is still using the “reasonable expectation of
privacy test” to decide whether the privacy in question exists or not, it, nonetheless,
proposes that the test should be interpreted by using “privacy as contextual integrity
theory” in order to give the users of social-networking sites a reasonable protection of their

privacy.

Keywords: Internet, cyberspace, social-networking sites, SNS, privacy, Facebook,
reasonable expectation of privacy, Web 1.0, Web 2.0, oversharing, social norms, privacy as

contextual integrity
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0 Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring).

10



FIRETER LT LR e i a0 PRl R 689 BLiREY o 2
CHEE s ,Lr%figgpé’wﬁa PRI TR E W2 ER R G
FpoBE o ARITLEZRELFP R TO 7 B AL E R blde A
SRR AR REE AHE AR iﬁ&%i Facebook 7 7 477 Jr2_ % B =
7o FW2F ¥ % & Facebook KlAIyF2 7 A e el AlzF st b RS R BT
@} 3% 57 % o7 Facebook $ALH T2 KA F > FRAF GARR
DR AR EFRER ARERA  WRERFEHE S A AT R E R
f2h 2R RA o B R R HBARR 0 R R AT RS L o LR

= @;};k—aa, ,jzkgﬂ%:«;;@z]igﬁé;%igg. NZAR SHENEE 2 ﬂ‘?‘ﬁ”?‘fi"‘%i— o
> &
14. % %4
A2 PR AN RBEGE Y L EF R A AR R

d‘um;‘]" 2 ﬁ‘%f%é =N ) L%E*?—&p'f %

FRAds 240 HW AT ZRHEIABE - G4 TRV AR FERLRY

:3“;_
F3F G A BEF RN LR TR D

FoF2NF 0 AREA 2 0 A 213 24 Bth AT E N2 L
AAPrEL 2 hro el pgper TR T 2 BiE R T2 8 Web 1.0
2 Web20 2 RAGHFEZ AF R TREHFHEE FLUEFHHLAH "

WA > A2 B ZEF R 5 M > TP ikyp i Web 1.0 £ R R 4

B 22t Web 2.0 & % B 4o 2 e pe 5 BB F B M ALA 4 X4 ) Web 2.0 # %
AH G PR —"F‘fF’“‘ BEZAFT R NR2ZEFEFIE > 22 B Web 1.0
ER Ry PEFRENETTAR o AT - HEHLCE o

$ZRY 0 A AR AR SRR AN L AR 2 2R

21 g A 74 ket Perry v. the United Kingdom, no. 63737/00, §§ 36-43, ECHR 2003-IX. 4t £ + 4c:R.v.
Cole, 2012 SCC 53. # FJ+4r:Murray v Express Newspapers plc and another, [2008] EWCA (Civ) 446 (Eng.).
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available at http://smithsonian.yahoo.com/index.html (last visited Dec. 11, 2012).
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Hate Speech on the Internet, 38 SAN DIEGO L. REV. 817, 820 (2001).

' David H. Gleason & Lawrence Friedman, Toward an Accessible Conception of Cyberspace, 28 VT. L. REV.
299, 299-30 (2004).
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TAMAEZ R FORESN > 2 HAR A N FE TG TS G e
BE>2F - Email AT o km & 5 LA ARG BR S LT % (VoIP)

LM LRFIENLERL S T - PR RS E TR 3
T

Mom SEFRERAFL2ZHEF > LRBEIF L BLT R ARLAE
PEAZHNE 2R EREEPEARESEE TR cARRE S 2 FESBF AL - BT
EEE T2 0 TART AT NRRITY > TAREL IR ERT 2 PIRE

=
Poom iR 2 TR FT o ZAPERHHF R i
- HEER T PFRDE (P E R TR A TS
FEEEERPT G eRIF2ZEE (BAT% LE3AT% - TF 1% FE3
52 PDA) > ﬁvuﬁﬁbﬁ&ﬁ*%&i@éiﬁao@%&aﬂiﬁa,zﬂ
L PP R s B2 L o
TR FRAPE 3 WAL AIEG ¢ 00 LT R A @
%ﬁ’*$<W%ﬁo XL A F FRBRDOE - LA A REFR
ERF BB FTRARIZZ P ARERRFIEFY LN A AFRTBAZEF 2
-3l e TR

! FRED H. CATE, PRIVACY IN THE INFORMATION AGE 14 (1997).
52 BELLIA ET AL., supranote 11, at 561-62.
6 CATE, supranote 11, at 15.
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B E e FAREF AR LA AL AT FEA A RipHa TGRS T
PR LRGN (AR A R FER) PRI E 2 A2
FRAES o R G RARRAR S S R L H A ARRAR g2 v B
RREFY BEFTRLA AT RERFEL S p LI MR- BRTEY > FES
BOERALTETHRA R T B2 2 EF TR LD 0 R
ML FOTEY - LA DPRIF? BEHFH P55 20 T 3, o 0

2 %M~ kg% - ADSL & cable

%ﬁ
fiﬂ

Rt gt (i AL MR R
3G 4G &) T 3§ B L @RE TP T @FARS

P R EY TR EE B2 e i BEP AR 2 T RER R
B B IEFGIEF 2 FP 0 R WAL BFART G - A T B HOF e
(4 Google ~ Yahoo ~ Bing---) p e~ 2 T FHla | P dEREFHF 2T 73
20 & FREAEE B R 2 EA RS -

2.2.3. TEY TABIERL-ERR

7 B
ERZEERARA ALY F 2 2 AR TR AN ERY ARRITEE
FEFRELF A P2 BB A2 AR« LRRIFL P - F 0 72 LR

“ ¢ #3 % e-bill > http://www.cht.com.tw/ou_web/chtn/ebill/index.htm (& 3 p : 12/11/2012) -

© 4P %ok 2P TS EH PRIk %o https:/ebill.water.gov.tw/TWCEBILY ({3 p 1 12/11/2012) -
66 % v % 284245 3 R H 45 - http://www.fubon.com/bank/rich/e_service/manage eService 01.htm ( &
SEIE R 1 12/11/2012)

TFracF T222. 23tk
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U ERR R IFEE S RERRIF 2 FF 2 A I A Lr  H
B2 F A N AL HA R B2 BRI RPN EF LT 2R e RA P

PEALTHA R T RARRIE Y F AT Hhe Bk A ¥k

AR EIBBF LTI o4 Ed o E s B~ RIBRIT S BURSROT B - K

TEREI ARRIFYIAFE R g A LS A B 2 O

68 Katrin Schatz Byford, Privacy in Cyberspace: Constructing a Model of Privacy for the Eletronic
Communications Environment, 24 RUTGERS COMPUTER & TECH. L.J. 1, 33-34 (1998).
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ZEEE o eRIFAL T 2R A - R AT H AR AL

LR R AN ER 2 RS - FAF EHATHINT AL
TR R BT T BRI T L AR ENA G I %
R ZRaRY 20 0p 27 ERPIINRY § RpRALFY 20 2o 2RI F
PRAAHLAT A L BRY FARRIEY RN 2 B A s 2 F
RETFLTHLFEA AL A AR FAERF IR 2000 =a 23« Vblde
W B 5T (blog) 238X % (blogger) # LE AR T FY L Eiv il
AT E@MEET A ';;%vkﬁl%?;%ﬂi;\ﬁo
225 pRrEIF2ZL P o

PRZEY - $¢ L2 B2 ¢ it (decentralization) o ek 7 B 2 B
PR EER L FARRPFEEFTIULIGEY C E B SRR LT N

FiEom ARG/ L EMEES T AT 2 g FARIFAE
%ﬁﬁﬁiﬁiﬁﬁﬁﬁﬁﬁﬁmﬁ&&%%%%—&&ﬁ¥iﬁ’#%ﬁﬁ£7$
Fobppifd Aid

E-)

1?%??%?%&*réﬁ¢%Jaéioaws@@: ZEA B
R 2 T F e TALA R

4‘-
Joi L ARREZEY TRz F A EE Bl HERk
=4

o

% Byford, supranote 68, at 36-37.
" See Richard D. Marks, Security, Privacy, and Free Expression in the New World of Broadband Networks,
32 Hous. L. REV. 501, 503 (1995).
' Byford, supra note 68, at 37-38.
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2.2.6. .7 =+ (netneutrality) 2. & f

BRZMLE: b 2 ANAHN L RRABEL Y ARBRITY  REFTE

Hed QAFER - F-RLRYFATVLF UMY 2L 4 B0E
B 4% g B PR IS AR w4 e R B IRIE - (Internet Service
Provider, ISP) # & JRi% - ISP ¥ @ = 54 A 54 » £ 77 & 5 BpEy - ARAS
2 ISP > 2 @Jifg e gt (Taiwan Academic Network, TANet) » f 1991 & B 4o
PARERBL - O RELSFRRBIRIEGE S TR B 1992 # > d AL o
(F# &)+ =2 SeedNet (*+2009 & & » &k £ W2 47
) A A ARG - mEER AR ERRIEHL AP o8 &
1994 s > £ pr2 LA NE G g (1996 £ 85 T A ed D ¢ BT 20D

3P ) 2237 ISP i HiNet> - = 5 2REB A2 F* ISP A p R > 7ma 2
FIAF2ZISP 7 B FRRFFZAR > JELIPIAGHE ALY S

’%1
i%—g s TR RA T AL DR 0 bldep (2013 &) ARRE L2
ISP 3 @ £ 84 ~ A2 & T (4 Sparq) ~ & F® ~ 4 $#%® (So-net) ¥ 27
TR H KA FRRAP RGP IPIE ISP @ L b F v 2 esppE (2
F AR W RIEE o Blde T F EE IR BBS ~ FTP %) > 7 Jf e R 3K0
=4
A

Ispﬁff—:(zwaﬁg)iiﬁ“’éﬂﬁ'wﬁé ISP i sl o gt * Forpsb g K2
BRI (VEERL N SO e ISPL%E??%?*—F{F”% MfER O EiF2L R
B e @A R L2 FE -t TP B, A T HST AT Al

ZBE ok B 2 (network neutrality or net neutrality ) #£4 2 3% 1 >
£ & RFCE ISP 2 & 0 -

S ESI Y S e —‘%f ' 2 g B E R R @ﬁﬂ $#yy 3t e (data packet) B,
4\‘
E

PwmEPNE 1'2?%1 Beng & R 5@ i@@?lsﬁil::,u»;ﬁua i;}ﬁiﬁég@ﬁgji@,

2 + ISP > B 7@ 2 45 http://infotrip. ncl edu.tw/net/twispl.html ( B {3 }??ﬂ"ﬂ 1 12/11/2012) -
ootz Tfdpdte ) 2 R N2 - Fﬁs U TG AL TRGRE o eF T
s Tape e | P2 e o HiF(F ‘, : é“iﬁ’”“ﬁ% R b 131%];1 B ’«ﬁﬁ*f‘ S EERUE Sy f’
AE) G B T Hcdpdt e ) (data packet) TP B ¥ ¥ A b G et penpz IP =% (IP address)
(R ERFRREBETP S (F- PTRTAR2Z7 H#e ' FAEEREAAR L REBET EI e
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Jo AW AP R fLr TRRRELTH ) FRAT, A RRERR
Boi R LEH 2 RIF—2 7R F e (World Wide Web ) 2 3 p? ‘ﬁ Tim Berners-Lee 7~ 7

—,—.\c /p’fé"'} ’F zg’upq rﬁ}*‘&%“‘ f_"fij L.—E,% :

[ PE ) S fe: WARBATES, LUK E 2 bt A B b i R B8 LA ],
FEAR LR i EDEAR, RIS ARZ i B AR AT 4R e slig k. R HAZ i ISP
fR IR, DMEORAR M BEAK L IR ERIEA .

AR b LR MR AR 2R G A AR A e

AR i o ST S A FRAP AN I S AR B v - AR USRI v i B 2 s A4
kA, IS A2 .

HAZ BB AR R 5. TR AR I, AL AT ORI BB IR T
EPLH, HIPRARR e LR, TS AR . AR A LS R AR S IR B . )
an, TG LR AN RERB R BN SRS RN i Btz b BRI
FEATN, A 2 B ) AR R g R A e e R i H B A e
S (el Z ks

...... WA CGEBD BlemefrbEgditrhntt, SRIRAE /A W P A 5. IR
WA HReH A g ASATE AP AR E, BT 2 ookl B4 A, AEA
Ho | Pr 2 Mo @ig1 g ¢ (Federal Communications Commission, FCC) 7+
2010 & I sVt — ROBISE SR & 4 (regulation) > 7 7 £ Bl Fc et R plz £
Fo R 2B RAIT ISP 2 FHEEH A 2 PRI B2 TG SR

PEANRL 2P A P IIEFRR o TR R FEE TR A L REIRE
FpEmed g Em XY RAETY P F LT DD BERRAE LT R LIRS -
BBlA 3 by 2R FRT O EPLFTMIBIE A D B AR R

P)oop i 2 R E-E B R 5 R A2 T4 - See ANDREW MURRAY, INFORMATION TECHNOLOGY LAW 23
(2010).

™ MURRAY, supra note 1, at 27.

> Tim Berners-Lee, Net Neutrality: This Is Serious, DECENTRALIZED INFORMATION GROUP, available at
http://dig.csail.mit.edu/breadcrumbs/node/144 (last visited Dec. 11, 2012).

® Brain Stelter, FC.C. Is Set to Regulate Net Access N.Y. TIMES, Dec. 20, 2010, available at
http://www.nytimes.com/2010/12/21/business/media/2 1 fcc.html (last visited Dec. 11, 2012).
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2.3. j€_Web 1.0 2| Web 2.0

g BB AP EY L DALV AP TG R ¥
Fooom R 3> hif 20 £ RMEFHMEN 2 PAF R L E 5 G A
B TWeb2.0, 2 i hfRts » - 2 RFP F LA RES S HFTRALIRZY L R

A~

dot
fon

TR SRR L RERRITY LEFENEAS T A2
¥ o7 Y AL Web2.0?Web2.0:c 7 4 A 25 @ichWeb1.0x § w3
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&
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e

0

R R AT E L T Web 2.0 TR G BUEF L AR
2.3.1. £ _Web 1.0 B 452 4B pF &

P his PR Y E 2 b2 ko B T4z 2 | (hyperlink)

HHG2 pFdEn FRTALRREY FFE THRAL TWeb 1.0, 2 PR o KA o

kid
Web 1.0 &2 Web 2.0 § "2 F ¥t % %] > F Web 2.0 B X 2bjp e e pojlst 2 &€ < R
Bood TR R 2 R PR TR R BFITT 2 o s Web 2.0 &2 Web 1.0
AR R MR B Web 2.0 2 & % o Py RER LY F3F S B Web 1.0 # (e
HR 2 AAINT e B E R 0 2 R AL NE D Web 2.0 PRk S HA R R B
2 e R v iBEEd it Web 1.0 2 fice SR > A B2 FRFER » A2 v AR
AT Web 1.0 3 447 > 2 (6 38— 13 Web 2.0 2 #Fjc s fy i o

s 0 Web 1.0 T 2 B 0§ T A2 g e
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% ~Web1.07 2 3zt 5 281

7~ Web 1.0 2 e xb i 3 52 %

Web 1.0 & =2 b BAE £ RT Foocdk o faRp WHRER T FRTIK
772* ’ f%’;{— —%]zfiﬁ‘;_ﬁi bqal-{_pl;c }g_‘-.é;m( k‘l_:k)—vl-r*%l 7 ; ﬂ\‘!:'FE? /\ (proﬁle) z F ;
FERTN A LN F AT
% -Web1.0 ¥ 2 5% #2582 #4F 7 £ 3 & 11

Web 1.0 » skt 02 P 77 N BT S
TR R EERTEFWE- AT RWALP FAHFFL SN o bl 4
g inite TR Apsnh | ¥ E (Netscape Navigator) T £45 % 2 6]+ o %

TEH 2 ATV e —-rtlz

2.3.2. Web 2.0 3% %7 ¥ A&

‘}gm}gﬁx %'H‘ e }gﬁx;\~ &N ,;}_199(),&1&%;?; ;w]r'gdé, L—E\_Jﬁjg
rE RS (¥ A2 5 Tdotcom )o@ AR IHF LRG> 4 R FLEME

R P A MR 0 4ot 2000 £ 3 7 10 p 2 R7RETE 5 dp Bic (NASDAQ)

%?3
%

FET S132.50 B2 B o KA o (5 R AR P MR FHEL R R AT

EFFL2ZPROPELY RES o TRFREE LD H A » 7RETHE S

ip !

i
Bz 52 F B A 80%7 rg,;gjgr—g_;gsyygg;ws PSS HNERE R BHA

7" Jonathan  Strickland, =~ Web 1.0  Defined, = HOWSTUFFWORKS,  available  at
http://computer.howstuffworks.com/web-101.htm (last visited Dec. 11, 2012).

® MURRAY, supranote 1, at 106.

7 Strickland, supra note 77.

1.

g+ oan (1102011 ) 0 e B kB B 2 F OB F Ao o pod BERT I
http://www.libertytimes.com.tw/2011/new/jan/10/today-¢22-2.htm (B {515 p : 12/11/2012) -
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FEART2F B ML TR A&  (dot-combubble) o A feiiie kg 4 15> v AR

4
1l
H

FOLapodFE o PRa BT gy T2 0 3t 2005 £ 4 MediaLive #7%7
g AT RFIFT R TG L ASE - m A B 625 kT €&
® > OReilly 448 = @ 2_ % = £]7%4 Dale Dougherty #% 1 " Web 2.0 | — 3 1§ it %
FL2 375 B @ d OReilly 448 2 2 2 41784 Tim O'Reilly + # 3% 15 » & 52 77 Web
2.0 ¢ 3% (Web 2.0 Conference) ~" Web 2.0 B ¢ ¢ (Web2.0 Summit); 3 i&- % 2 3¢

% o

@ @3] Web2.0? Web 2.0 2 5 i # Tim O'Reilly £ ProgrammableWeb.com £]5% 4
John Musser & ¥ 2 Fi¥? - #-Web 2.0 f 2.5 1TALE ~ Gz L2 4% > HEp
Bl ™ - B N2 R - R Rl 2R R o s e {F
BB R e BEEAE o P Web2.0 2 & NP et R AR kAR T
PERE R F o QI RRI Y L LHPF g TRRTE 3
Web 202 A2 - » ¢ * X apeRz TP 2B LIEMF a3 FHELL

Ao d bl T AP B PRI A WeD202 P F2 - o FRARFRRE2

3|

M REBA DX AFLTHLT A FH e > 2 & Web 1.0 2 & % > g
TP 2ZER PN AR AR L;%'f& (Ve 5 "B RJASP > ~ ¥ i &

‘,Véppjg.#t&;k) 2.+ F o ﬁ%#r;“g\& et 2R .-F!;lz , f’}ﬁvg,&/ﬂﬁfﬁpﬁ""‘i% LG%,

M
53
™

iESTE 3V N Ep e RRFADNT o RAm o Web 202 F & R TEFP 2
SHEFEIEWPLHPNZ T IREF LT R ET T JIHR Y LR IR (6]
Yo ek ARER) AT A R FRPRIE 258 Fang o ®

@ 4 Tim O'Reilly 325 57 2 {F 5 Web 2.0 BF % % £ 2 JRI% » # 5 307% e o 307%
B WRE M LAAM SR TR R R F v s Mpat vt hw
RT3 8 Web2.0 PEA 2 b A JRARY ¢ 45 1 B THRe ) (tag) # i P2 Flickr

82 See JOHN MUSSER & TIM O'REILLY, WEB 2.0 PRINCIPLES AND BEST PRACTICES 12 (2007).

8 wo4n @K" % (2008) > (Web 2.0 &2/ =2—3%%# (Blog) ## &2 A5 ) (5% ) ¥ 1
oo F 146 -

84 See Tim O'Reilly, What Is Web 2.0, O'REILLY, available at
http://oreilly.com/web2/archive/what-is-web-20.html (last visited Dec. 11, 2012).

R S R RIS R o
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ApE ~P2P T EA 8, BitTorrent ~ & i3 1 * —g ‘F”K? %82 8 e Wikipedia > 12 2§ fih
A3 4 =k (4 MySpace ~ Facebook & Google+) % % o d pt g% » ¥ & Web 2.0 2_ %
*gbé': fvf_\:])j{\‘g_i ;I%‘%;F}f? kb"’llﬁ .}¥- F’& F’E—"Ir’}’lf I’fti/’}'g’:(&&}kﬁ%'

BT &ﬁqziggo”@;gwﬁiﬁé’@%ﬁz{ﬁ@mrﬁaﬁﬁgj
Ao Web202 ER R FL - HF 5T TFEAREE 2 84 o FWeb 1.0

. u

4

ZER G 2 FTAPNFEEFELFIZLGYFLL L2 0 RPN 7
R HRF D Web20 2 &R i E T I BB R ok R KA

BAGR L T AL ELAMEY FREFTRLFE S g iR F 2y

MEAEZEN 0 AR EEEEZ AL 0@ pte 1 Web 2.0 2
%iﬁ*i%@o%%%&%?%ﬂuj$ilg’%7@&Lﬁk*wigaﬂ?
Wazoth o g AR RARE 72 AF £ A1 £ 48 (smart phone, 4- * Google 7% 2. Android
4 %uz_ £ 4% ~ iPhone ~ Windows Phone % %t =+ #%...... ) 3 T4 7 Py (tablet PC, 4r iPad
2 ## & * Android ~ Windows 8 )& 5u2. AR R %o ) o & ¥ A ¥ LAEPEI M 3 5 4

ZERFoNTF AR AT AR BT eR F“ﬂ*“wﬂﬁ ({2 Eppz @
PHEARELRT F) AR o d E WA dop 2 GPS #av g o (A A E AP
PRE R ARt g (& TiF ) PREfep L 2B A

d b7 v Web 2.0 22 Web 1.0 5ot 27 b 25 8L A » MR T B Y 2 T2
Bl Hez TR* FHea e, BR5 TRY FLRAE o0 s ’Lﬁﬁﬁ7$
SARE 2 5 0 fRRAE R AR BT AT RS o 08 Web 2.0 2 E 5

8 pop ke I I peer-to-peer | iﬂ’ > B #F; RRIEY - @ﬁ;]ﬂ,iﬁr o g3 2T ? JF Prig 4 22 R

B2t FRTIRF O PFTERI G AFL PIRE o AT RRAT I A2 T L
42 M4 o P2P 2T RS A o H o RF R R R Jz SET M REMT k2T

%’ﬁiﬁé%*i?%(”l%ﬁﬁﬁéﬁ%)wﬁﬁaT?%*’”ﬁmﬁ”ﬁkﬁﬁ 2 i 4§

g f # - See Donna  Wolff, peer-to-peer, SEARCHNETWORKING.COM, available at

http://searchnetworking.techtarget.com/definition/peer-to-peer (last visited Dec. 11, 2012).

87 Mark Burdon, Privacy Invasive Geo-Mashups: Privacy 2.0 and the Limits of First Generation Information

Privacy Laws, 2010 U. ILL. J.L. TECH. & POL'Y 1, 4 (2010).

% 1d. at 5.

% MURRAY, supra note 1, at 109.

% Brain Kane & Brett T. Delange, A Tale of Two Internets: Web 2.0 Slices, Dices, and Is Privacy Resistant,

45 IpAaHO L. REV. 317, 322 (2009).
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AT AR R AR {ATRRRE Y B AR G PSR RERT NS
¥ sk b 4% T 0 bldc e Facebook 2 %784+ A % 4 X che i
E\)_i”]v}"if[}y-% oK%ﬂ»Lj‘f’]"yiéqf—%zK%—’] A}};'B;\‘?VL/Z‘ \l\_.fa’]"iﬂb;gﬁ‘.")@ﬁ]h

KA R e Bl TR MR R RE AT LY o R L b

fe x4 Facebook + Meiff | 3% o il % P o7 Web 1.0 ¢ 2 RE* > 5% 0

20 PFERATR GEY 2 féxﬁﬁﬂfwwﬁ%x7l& ALEXARMG T P T R
Heig - "5%’&511 M3 esh  JRIFLZ A7 MR8 B9 SR 402 34

2.4. A3 =k (social networking sites ) 2. #4=

Web 2.0 #4218 » w51 { $ AR RREPALELATILZT -7 @ A2 ERF
Hov RLPhD P X B2 PRIR2. - o 4 4 T AR Rk | (social networking sites) #7
# &2 PRF% > ¢ 4% Facebook ~ MySpace...... CRER T H T AR 2 Wi o Km0 AL
P2 LEAAFLIRI P OHNERIT 2 G RARFE L2 - Hitn

7 o
“~

24.1. AAFERE2Z LA

73} AL e 2 (social networking sites) ¢ » B ¥ i A~ RS b2 w2 K
Fa F‘ @ T2 i | (social network) # 7 4pidt @ %k & o Na LMl *&

% W @34 % danah m. boyd 2 Nicole B. Ellison 2 % » #73] AL e sp 2 4y
MR R ey B Y AR IR 2 RS > A B IR A
- NPz iR oA X a2 T AT (profile) o

SRR AT R g B R K2 H o

1" James Grimmelman, Saving Facebook, 94 Towa L. REV. 1137, 1142 (2009).
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5~%ﬁ~@$@§}&ﬂﬁéaiﬂ%@?ﬁéiiﬁﬁﬁﬁpgo%
Bt ET TR NALE R PR G B

- T A EA B AL TS (identity) BT X E L AREEE
EAEABAZ THBAKE

—~iE AR ﬂ 2 H o Wl F g2 T e 4 (contacts )2 T PP % (friends)
FH b’%%ﬁ’é’%"ﬁ » B U A w2t i% | (relationships ) o & * s AT AT R rhaE 2 P
&2 B o

S MBI RFRSF TR 2 5 B AAF (community) 2 #F 2 o @ * KT

e

93

=

(\x,

AP R AR O E A E RS FREZ 2 -
242, APt % | L wAAFE RS TD

FRERTRIE AR -BRTFRYZFRG TG RTS S 2L
A BEBRFEC O DT F A AR RS KDk

2 Web 1.0 ¢ @5 @ﬁ%?ﬂi$%’”ﬁiW%zﬂﬁﬁﬁyﬁéﬁiﬁgﬁg
BRI T AR ARk R R A FRE R FUERN T e & PALE R

shde st £ FAD?ARHRAT E LB B LR FHF R T o T
SR RAMFEA SRR 0 R e L TREE R Ui
2 A AL b2 3BT R 3T 0 AR § ] PR B 0

BT AL BT 20T A4 o
3w

F A ALER SR TV HFRERE R A At BN T R

AR T E RS N A R o A R AL TG 0§

2 danah m. boyd & Nicole B. Ellison, Social Network Stes: Definition, History, and Scholarship, J
COMPUTER-MEDIATED CoMM. 13(1), art. 11, available at
http://jeme.indiana.edu/vol13/issuel/boyd.ellison.html (last visited Dec. 11, 2012). i® iﬂ" 2. — 2 donna
michele boyd z_ 4+ & 2 ] B3 # 4B » L H B A 2 4% o See danah michele boyd, What's in a Name?,
DANAH.ORG, available at http://www.danah.org/name.html (last visited Dec. 11, 2012).

% Grimmelman, supranote 91, at 1143.
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PERH TR BHIIRET L 0 B AEEE S O (nickname) ~ R 2 HES 0 @&

AT R EPEL S E F B K ARk o R - BB A AR
(profile) o #* T A fh% |» T H H WAL RE@E* ‘k*ﬁ" fAB A2 EE AT o
Bolig* g7 b p e T L sppbik ) (profile pictures » &4 T £ FokApF ) o

TR AL v b A ERZ 2P AR aREER o ok S
AR AR BB A TR EART - R e R T R RE R
BAFHR s PR EE R LR R F TP AR RETH R A
AR ? RER A TR BN IR B £ A B Jﬁ A *
A% s 2xA W L The FpdAEEDL | 232 o b4 i Facebook F > f‘é’*—fg’v’
MEF SR BN AP s A B e s g IRET CRFHALE S TEeF R
_1f%i“%&‘%&éﬁ?ﬁi‘ﬁiiéiiﬁ“%?if;ffvxﬁ,\gﬁ’xﬁﬂ{ig.f@‘ggjﬁﬂg T
TE ST TR FRE D A Faukg o REFE4F - 248 - B L o0 email
T P dmes S VhAEE 2B P 2 BAFH AL &P ]
TEAIFETRT AR 2 BF T RAME 222 AR BELR
T (A EPEmpe g2 nk o

{ﬂ.

BALFRRER L LA G2 25 2 WG b TR AR, 222 N R
2 BB > gy fgiE 2 A2 B A A% o B4 o A Facebook F BRiE 4r A HFE 2 ALE > T
PR O RN o 27 % o kb2 b o #8 Facebook bz T
G Fggsh (wall) PFTHFT oL R EHR AT R REGRY A4
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19 SOLOVE, supra note 197, at 44-48.
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PR AT LR AR A o jap F A E R o
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22 SOLOVE, supra note 197, at 46.
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2% Grimmelman, supra note 91, at 1166 (2009).
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! RESTATEMENT OF LAW (SECOND) OF TORTS §625D.
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FAREZ BB 2P i FAITRBBAZFTRIHE T OB c%n 0 PGB RE

BAFH > TR GER- A A FRE AL

32 Prosser, supra note 45, at 393.
33 1d. at 394-96.

4 1d. at 396.

55 1d. at 397.
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r ~ o B2 %% (publicity placing person in false light )

AOEREERESY 2R L2 625E Y e B2 iR L R R
T2 - B RS TEE AR SRR AR F R AR A EF
BLEF o HEES D (a) MEfRREN L - RARSERBBF 2 (b)

i
APty EABL A BRI GES #% ° (One who gives publicity to

P

a matter concerning another that places the other before the public in a false light is
subject to liability to the other for invasion of his privacy, if (a) the false light in which
the other was placed would be highly offensive to a reasonable person, and (b) the
actor had knowledge of or acted in reckless disregard as to the falsity of the publicized

matter and the false light in which the other would be placed.) |

OB EREET > AR 2 Rl LAY EFEET O BT ARG
Fﬁg%’;fg /\i@ggﬁ\'_?;:ﬂ s qps}»%‘-_,:’\,7 oM "’k’i@]w%ﬁﬁp,z¢ 23 "‘7» F?"_Flk é_%@ A A
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A 143@ ~ A ﬁ; Py_\;‘u«s&—‘k > f’l”f#_g\ d\wﬁm 3 ng &=

N

56

o

>‘t\*

L IO S ;ﬁ'—ﬁi’ﬁ v B ;}% SRIBREE AP R > A FEfE (Publicity which

places the plaintiff in a false light in the publiceye.) |, & H ¥ i J1R2 fEHhF = -
(=) MaEE L LA 4

PR SR IEE AL L AFEBFL TR B ERT 4 LA LRA

BRRET 0 BAZAP Ao S R Y > 2 2 gL o %8
ARz iR R SR AR T R S K R A B

% RESTATEMENT OF LAW (SECOND) OF TORTS §625E.
57 Prosser, supranote 45, at 398-99.
> 1d. at 399.
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privacy )

ﬂ-ﬁ]"\/é?.‘fﬁ’}% B SRl %Lﬁiﬁfﬁ‘rﬁ%@’z’llx,bfigﬂﬁﬂfiilj
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RG] o A - HIE A EE

.
-

AR AERZER
FREZHBIELF 4 FERRAXTXRREI 722 4% fof (unreasonable

searchand seizure ) » 2 W @ 2 F #4305 > EFE T HEREZH B 52 5 4 597 %R

ARl BRE Y o ARIESCRT A LIS PR E L TR R deh o Ty (g
LT EHERED | TR AR LU B RSBBRF L] fRaE

ﬂ%o%“fF’iWi,%E%ﬂﬂﬁ%fﬁi@ﬁiﬂﬂ&ﬂ%§MH%’ﬁ

PRI R LB GlAoR s A B Bt 0 R TE S SRR o
@ % R & B % Bt Katzv, United Sates®®— %7 > T4 £ R FBI4F R 2o £ § 3
AR TS RS %ﬁiﬁmi@iﬁjﬂﬁéé$§oﬁi$%ﬁ?&%ii

o BEEF R 2 i%i@'ﬁ{’ﬁ % Harlan % 2 P A %2 k4 L2 ¢ #rdg 11201
F2. &304 F 2|41 R | (reasonable expectation of privacy ) > % 2 Y|4 F £ 27 5
2 fhyp o Harlan 2 P> Hpalp L AF ¢ 4pd 1 i Frrdiml il 2RE
RHBIEY B AGFATRRY > BA AR E e AdeR ERESS AR S L ER
Bt TR 1 A EE AR A REEF LD F 2 P EREALE
c A BAZEARAEFTHERRNT > T L EFEFDEF L REB

X
A

ZFERTwmilk @At A2 g kara (plainview) T 0 TR L EFAEL TR E
R i

>~

MR F o b BN L 2 HE A R R F
HiEr2Lam a4 Katz 2418 > 3 W7 BGE Rt E ALY R S| LR, 3 2t

SR Lo m ko Harlan * 2 PP R L3¢ 2 Af2; A # i L2773 Snith v

%% See H. Tomas Gomez-Arostegui, Defining Private Life Under the European Convention on Human Rights
by Referring to Reasonable Expectations, 35 CAL. W. INT'L L.J. 153 (2005).

80 Katz v. United States, 389 U.S. 347 (1967).

6! Katz, 389 U.S. at 361 (Harlan J., concurring).
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Maryland - % ¢ >tk % 38R L AL S T2 £ I8 & 2|45 P (reasonable
expectation of privacy test) |
B2 FH

ot FRZR AL RS @ T2 A3 FErER] ) o KK
Harlan = 2 F @ 2 = & o @ $2000 - £ B3 Sy pdom g * 24047 0 &R - 4
TR R AT A

‘“\

(=) A@m&i* 0 end g4 ¥ F (actual (subjective) expectation of privacy )

DN ERIEIBRJHEF TP EFRERF S ¥ A FEN R EZT R Y
W TABERDE | pdom 28> 2 TR 2 2 N AR BE 2 5
BN B E ek A A2 ARG B A BT 1 #i?ﬁl‘ﬁ#g} * ( normal precaution ) »
FPRLIEFAR2Z B R o Ma L LR L  ABB 2L LR Y L ED b
hodo B A B BB M AR AR PRABRB L PG A B
A ERHE O

7 %8 £ FI 0 E R %t California v, Ciraolo %% 2 8% » il 7 1 - %t
A0 BUE R 2 B o

W E &Y s et M EEEAS The R B4 Kk uF o 5 1,000 B 2 (304 2
R)BEBRERT L A2t AFEF FRWNEEHBIEY S 40K
FL N H O Rt A B B bk 6 (18223 )~ p Ak 10# 2 (3.04 2
R BLREER FRWMANEFEIRL SHRALN: ALY VILEE B G
B2 L2 Py A RPEFREDPRBELZ 2 T 28 F R0 010 32 F
BAERENF B PAEE T L 2 AU A AR ERRRT RS o Lk B2 F
Fhjgmp 2 £ Emrest Tiry  HAURBRRZ AREFDF - 2 > IR
AR R A B B BTG - BAT LG A EEFDF LB R -

~0
L
g
Tl

N

&

62 Smith v. Maryland, 442 U.S. 735 (1979)

% WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH AMENDMENT (4th ed. 2004) § 2.1
(c).

6 Rawlings v. Kentucky, 448 U.S. 98, 105 (1980).

85 United States v. Chadwick, 433 U.S. 1, 11 (1977).

6 California v. Ciraolo, 476 U.S. 207 (1986).
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Fl# o FRTG e E LR ARUEF N F L HETA ket U 0 B R BT R
BLIRERAZFLCEARNEFFTELIEZFF2FBH2ZIAM T8 P AR
FBORG T o TR UL TG AREFHE
(=) BRE I 1 ALE KNG 6722 8 F (an expectation "that society is prepared to

recognize as 'reasonable™ )

M oP ) BB AL € KL E &322 % ? Harlan + ;2 7 *% United Sate v. White % ¥

T
D
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_E'x
P
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%
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N
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¥
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"

g%fﬂp & R uy‘,}_g i ‘fﬁ W E
"% >R (sense of security) ;° @ WAL 3R
2
v

;;ﬂkJ EIRB AR R B2 Y 12
AREZAF O ETRPARLIEY D

3.2.4. Solove &2 A j#

EFPEFRIC,  CEFPHLIFEEIAE2ZEN  EFRLFEP ARG F R
&io &R+ 8 (George Washington University ) ;* # [ % #2 Daniel J. Solove & #23%
BN EFEAGE AR DEAATELCEFER O RS A EATL Y - A HE

I3

FHEZT 2 457 o Solove #4231 58 » & I3 P2 EFEEDT 0 P 2R Do
Pl R P AL H¢rﬂuwﬁféé¢%f%%%iW%Jo
R R S E - A oY RRUEFEL 2 - A o
fehoe i B ETEFELZ L BB FHEREAE LR RE R

MRge 2 2k o BEFEET LREAME > A FHAPL G o A Y R4

-\\

57 LAFAVE, supranote 63, §2.1 (c).

68 Eric Dean Bender, Note, The Fourth Amendment in the Age of Aerial Surveillance: Curtains for Curtilage,
60 N.Y.U. L. REV. 725, 753-54 (1985).

%9 United States v. White, 401 U.S. 745, 768 (1971) (Harlan, J., Dissenting).

" LAFAVE, supranote 63, §2.1 (d).
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Solove

352

39 7 Solove #i4t > E R T 2 Lt 0 A L L _|~1—r%;_,g! NE A o
- ~F#2Z A E (information collection)

FRZwE e 0 T xTEFEL NG 0 EAR (surveillance ) % R

“~

(interrogation )
(- ) E4 (surveillance)

THRSTRe R EEFERDT 2 50X kiR o George Orwell & 3 11984 ) ¥ T3y

TRRERAA-E-RZCRER A Ffﬁaﬁ?iﬁ% (Peeping Tom) | 2 # % >
LAEZANITe BA2 B2FLARB AP KATE > RaFFH2 Fq LR BggS
ERZELAFRZERL

",ﬁ%t“i“ CERBFLAELBEGIERFT AR p AL F AN %
B A2 (75 o BARHSaE AL € 47 4] (social-control) - if % 2 A+ € dy#] L @454 € 42
LA e AFR G H T B W%*%¢%‘f4ﬁ@&?ﬁviiﬁ&%ﬁ
st (close-circuit television, CCTV) > ¥4t € jo% 2 5 & & F2 58 sk IE ~ | L J° Bk 2

FA oo m o B LAY M A d LR Qg 2 p ARG

(chilling effect) » #-4F s B A FHFFALE - FHEF T2 0 o £ H G0 HiFR
ARSI FYRLEL A Mg A 2RCE T e > TR T2

"I DANIEL J. SOLOVE, UNDERSTANDING PRIVACY 102-103 (2008).

2 See James Grimmelmann, Saving Facebook, 94 Iowa L. REV. 1137 (2009).
7 1d. at 108.

™ 1d.

7 1d. at 112.
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FRREF S FERTRINREAT X REL A LR Twmpd S BAEp R

(=) # B (interrogation)

S IRC R PARHBAER > BRHASFF N o m RS A RE T 2 5]
AT EER LB (BTN K %
EFAALEE) MBS o LR E TR R R T EN LR B S
Fw PR EREAP | 2 R ARV BIE XY I BEEE N2 o Hik
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Z ~ F2 A&J2 (information processing)
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%
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'
f

C
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i =T EFEZ SN 1 & & (aggregation) ~ 34%| (identification )

% 242 % 4 (insecurity) ~ & A {I™* (secondaryuse) % £ (exclusion)
(- ) &# (aggregation)
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EiB A fg}%?\#i\fljB’ﬁ%\/‘ Fw;%_é;\ 2E P BofacE @ HL',%;},L 7 %

" 1d. at 114-15.
7 1d. at 118.

108



iz FERNIN JTCRFBR FHZ-PE2HECY R ER &1;{;}52.;’)55;;?%%; 1 1%

%%’%éWﬁﬁﬁﬁiﬁiﬁﬂ’Q§WB&1W$T%%$W0§%’H%QQ

AL APE100 H A0 4 WHEEL SNSRI KA o FEFHFEABC 2P
FaiDgfraodT2zZ @ Dﬁ@;}f’%é%*ﬁ ﬂﬁ rﬁgai‘ﬁgmgégﬂk,ﬁugﬁ,

FeT 2GR PR A T B RH SRR 100 § A2 TR T L

3
HPEe ey B FR 2L gl ae P RAGYF CBAGY P A

-~

Ers B dipfsp PRREAS HNT AT f R A RETRIIA 2 BT
FEWEE  a B A MBI ER2RE  ~ 07 BRI 20T -

b B E L PR RS PRI TR LR A T
?#ﬁﬁ’ﬁﬁﬁ%ﬂ”?%~#“$w?ﬁ%i%%ismow%,ﬁﬁﬁkiﬁ
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THAPM 2 TR A RSB B E oA 2 B TF L AR T R
oM KRR RECREA TR (B) BEFHBAApRE - 5 Qe #F
YUHE R B RET A N e bldr s 2R A S L PN S e
éﬁ‘iﬁﬁ’@ﬁ%i%¢$ié%’uéﬁﬁ,éﬁ‘éém@&paoa%&
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2% BT pd ER2Z%AET % % (anonymous) B A T T EE B 2 RR G o
FLHATH O TRBRFFASALFL L, 2 HEE
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Wt & ] BB > @ Rk o ko Ao AR TSI VAP LA H T

" SOLOVE, supranote 71, at 119-20.
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(=) £ B4§1* (secondary use)

e TR AT L 2 R AEARRE TR L LRI A RTRY AT RET
Fpez B pha g o FRZERY > FRAREIRZE G  FRIER 0 bl
TREH CFFEBREE AU R 2 RMFL H IR R A oA
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ZiEH om b it "F‘f’é_féq* JerbpRIEZ A0 0 F LT €
FaRF RS (A Eed gy FF2AR TR G) 20 FooAdEd R AR
)iiﬂ‘@:##é&*?{%ﬂwi%(ﬁ%{% FAd)z 29 om BRI HB AT

T ke TR R R FHRFE e SREFAREZ D FEEL AR
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S
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=

° 1d. at 123-26.
Id. at 127-28.
Y1d. at 131-32.
Id. at 132.

0 0 %
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AT k- girdvo Mg L Z TR AL FA o T EZEp TR
ERCENCA-
Z ~ T2 §zd% (information dissemination )

B2 %5&ﬂ7%%%%%§’%Mmﬁﬁ@—ﬁfﬁg R A
MY o EFZ AR TEM2ZAE, o Y 248 F R® &I+ (breach of
confidentiality ) ~ # & (disclosure) % & (exposure) ~ 3 4rd%iT ¢ * #% ¢ (increased
accessibility ) ~ # % (blackmail) ~ ¥ * (appropriation) ~ 4= (distortion)

(- ) i&F % B £7+ (breach of confidentiality )

F R &R %vf‘ﬁ%i,%;gﬁ—qj, 4 gp 3
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B R RS EAE B F
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EEE W Fﬁ,ﬂ&éf‘"ﬂ—‘gl FERToB2ZFAELTE L T8 R &EJe (highly offensive) |
ZFH e F LR RRABZEGY o e Bt TERL kR A T ER
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2 HF o ARTAFEEFBRTERRMGE 0 BYF R PERP LGS BB A
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SRR LEFRET NI 2 BERLRRE LY AL A HRR A2 ES
BETHEY - HWBAFRZEF TR o BB REE S TN BN - B LER

h J° (Chighly offensive to a reasonable person) ; * ¥ 2t W& %2 B+ (is not of

8 1d. at 134-35.
8 1d. at 137.
8 1d. at 138.
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legitimate concern to the public) | —‘k ;15—’]{#1;\-‘25 2 mT o 861 35 it g K ER
ZEFEETHEUIR > SRIE B &f?i:ﬁ RS T ST AT
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PRz EPEETEI 2 R R AR s 4 Vi’f“%iiﬁ%ﬁ @ A AR
B L EFEFES S VR ALEAY B R F L P R LR
T .

N B S LR B RS SR A

8 1d. at 141.
8 1d. at 147.
8 1d. at 150.
% 1d. at 152.
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(=) £+ (distortion)

il d LREFRETHE 24 2R PR AR T L2 R 2
“%?Eﬁﬁﬁ%ﬂ’¢%42$w<%§1?ﬁ‘ﬁ%°%ﬁa’?ﬁwﬁ@%:

%%wgaiwaaw,? AE T R EEL BT % L PR R R

% |d. at 152-53.

' 1d. at 155.

92 Restatement (Second) of Torts §652C & cmt. ¢ (1977).
Prosser, supra note 45, at 406.

SOLOVE, supranote 71, at 157-58.

% Id. at 160.

113



2. - 87 F Solove R 2 2 EFEEIHAUAL S 2L PF2 2H 6 2B+ R
TRAAp I o Dldokz B IRG 2 EFEET AP B T
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WL oot h o o AR L AT AL TR B2 A RALE ol 5 (F
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7}| o96
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> ~ A B A2 FIE (invasion)

AA a2 BREF TBAP A, AR EFIEE FEEFELA LA
SARBMZ T B B R AT ETAUE AR AUE o B A R

BAZE A G a A58 225 o drpt — ko AR A AL L F
FREBALE? AR BT Bpd BAZBE-d B LEL I EFER

TR e 5 &~ 4§ 4 4 (intrustion ) 2 7+ Ff s 4 ;&2 (decisional interference )
(=) &»i A4 %43 (intrustion)

FEZBAIHNBAATT KB FR R ERZZE - BAiaz T
Hi3 i (Aman'shomeishiscastle.) | » "R EFZHTBA LA pd BiEfG -
BERMREERLIES FAETP 2RI B AT E T LW gL
P L FERE AR AR R o 77

AR L T B AL R R AT 2 N B L A
FA o doRENAY A iﬂﬁiﬁﬁéiiﬁ‘ﬁ%ﬂﬁi%”ﬁ S A T
EA ARG ART AFEE 7P TR EEFRES G A RRLAS D PTG

Warren * Brendeis 45 2. " Jo sz # 41 (the right to be alone) | o %8

Boris A dE %f %%?ﬂ’@uiﬁ*ﬁééo Lo d|r pE i (7 %

T4 i@ﬁ‘ggm.-.w{;-\?‘v B AP IR A o TP

% 1d.
7 U.S. Const. amend. IV.
% SOLOVE, supranote 71, at 162.
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