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ABSTRACT

Since cloud service are wide-spread used nowadays, more and more users store their data on
cloud storage (e.g., Dropbox, Google Drive, Apple iCloud Drive, etc.) for management. However,
because of the risks of information leakage, user might tend not to store sensitive personal data in
cloud. Thus some privacy requirements and corresponding technologies are being proposed. One of
the requirements is search pattern privacy (i.e., hiding the query search’s result). To avoid a third
party infer query correlation from result correlation (i.e., similar query results might come from
similar queries). And preventing focused attack because of private interest leakage.

Unfortunately, existing search pattern hiding techniques have some shortcomings. For example,
the method does not consider rank order, do not maintain ranking performance, or is inefficient.
Thus, based on the relevance score between document and query keyword, we propose the concept
of peer. Not only to generate as different result as possible by the same query, but also maintain

ranking performance. That means achieve search pattern privacy.

Keywords: security, search pattern privacy, ranking performance, rank correlation, peer-based
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Return selected candidate r*
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o: original ranked list
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N: # of candidates need to be generated

K: Top-K
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Candidates {r0, r1, ..., rN-1}
s=0

n=0

error s=0
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error n=0
candidates = {}
while n <N and error_n <N do
r = copy(o)
while s<Sanderror s<Sdo

st
select 1 item to swap, r [i]

d
select 2" item to swap, r [j]
if swap(r_[i], r [i]) will let undo
error s+=1
else
swap(r [i], r [il)
end if
end while
if r [0:K] in candidates
error n+=1
else
insert r [0:K] into candidates

end if
end while

2z AL GFEAFEE
BE S A PHRY - B P 2 E R 0k R B AR - $RE
S AR PE 0 AR ST E R o e TP BN L s A ¥ B

2

o FIP T R ERGER G ATLE o APATRINOE - BIFESF I ESE LG AT

-~ EEAF R HA M AR TR e i

FIAPAAPEL S (A 2 SR ABLIEAR ] > fM A LEEY AR o FI S
WL CHE R LSRG S ORE £ L0 AL HE - X FE RS - B2
e i B - A AT S AT e PR E A T AR el 6
$ B A L R T A nde (7 T Cost(i) ¢ b i M tE - BARE RGBS TR foiE-
PR L HERARM R PR i WL R P BT 0 R LR o

FETE AL RET R 03 1 e X geT

Cost(i) = Z |score(i) — score(j)|
v j#i
Costyax — Cost(i) + 1

Selecti (i) =
elect; (1) CoStpmax — Costyyin + 1
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BAZTBEAL  APFAY PERIEFE G TAPRLE T B @Y K L
B rte § MBIt GuEHE D SN eT

trade-off

coefficient

l original one
r* = arg max [ Performance,(r,0) — ACorrelation,(r,0) ]
' Ranking performance T Ranking correlation to
Top-K original one

WA B PR < R L & (Performance ) 0 2 ] fo 4ot &R B B3 A2 & (Correlation )
EE A o HY QL - PRI Sl BFREE LT oM AR A R E (T

b -

-~ PELEF
Bow gt LR B} AL T 2 2 £ Normalized Discounted Cumulative GainC NDCG )»
AR L

k 2re|(|) 1
DC
G = ,Z‘ log, (i+1)

oca0- 2580,
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KB A TR R R i F T

dataset # queries # documents # relevance levels
MQ2008 1692 69623 3
MQ2008 784 15211 3

%2 1R Ry
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d %:‘ﬁ.ﬁ&“ Pt PR AFATEFAFRLIETT > B LR EEFHRF R &R o F
g0 SRR A = RS FogF t (Heuristic) 07 2 02 1 G e s ot fagh Baseline o # 4 ] 5
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coefficient) 12§ (FzZ4r{L & » H o0 %
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