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Abstract

Based upon the traditional concept of privacy which derived from the theory of
democracy, autonomy and self-determination, data privacy laws in most of modern
countries emphasize on the establishment of a comprehensive notice-and-choice
mechanism, which ordinarily include the ruling of means of notices, content of notices,
meaningful ways of choices and agreements, the scope of agreements and so forth.
However, as the speedy development in internet technologies, not only does people’s
daily life heavily rely upon information technology, but also people in the modern age
are more and more often forced to carry out their life tasks in electronic ways because
of industrial trend or governmental policies of digitalization. In such circumstances,
can people really discretionally “choose” to or not to disclose their personal information?
Moreover, as quick development in big data and artificial intelligence (AI) technology,
the ways of information application are sophistically adopted by Al algorism which
may learn and improve by itself. Accompanied by the complicated inter-industry data
sharing scheme, data subjects usually are not capable of comprehending the actual
utilization after and risk of information disclosure, even if they are noticed with lengthy
information privacy policies by the data collectors. Furthermore, under the protection
of trade secret laws, ordinary people don’t have the access to the big data analysis
algorisms and application techniques adopted by data controllers, thus people cannot
monitor the actual processing of their information. Consequently, many scholars predict
that the future of data privacy will eventually either become no privacy at all, on the
cause that people will gradually be used to reveal their personal information without
trying to evaluate the risks, which provides the Al with the opportunities of easily
analyzing big data to identify any person; or hinder Al and big data technology from
further development, on the cause that when people lose trust on data collectors and
begin to suspect that their interests may be harmed, people will cease providing their
personal data, which will curtail free flow of data and Al technology won’t be able to
rely upon precise raw data in developing useful functions for the benefit of our society
in the future.

Whether the purposes of traditional privacy regulations are identical to that of
information privacy? Whether our society would be more beneficial by focusing on
blind protection of personal data or by facilitating free data transmissions? Whether soft

regulations would be a more appropriate resolution for issues of information privacy

doi:10.6342/NTU202002857



than hard, rigid regulations? Through the analysis of nature of information disclosure,
accompanied by practical real life cases, experience in the era of big data application
and the relations between information disclosers and receivers, this thesis suggests that
data collectors shall act as the role of information trust, and information privacy
regulations shall be re-designed from the perspective of information trust which may
be practically implemented by privacy-by-design concept in order to achieve both goals
of privacy protection and stimulating development of big data and Al technologies.
Consequently, our society may well take advantage of big data and Al technologies in

improving general welfare of humanity.

Key Words: Information Privacy, Privacy by Design, Big Data, Notice and
Choice, Information Trust, GDPR
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! Woodrow Hartzog & Evan Selinger, Big Data in Small Hands, 66 STAN. L. REV. ONLINE 81, 81
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12" Waldman, supra note 7, at 15-19.

13 Alan P. Bates, Privacy — A Useful Concept?, 42 Soc. Forces 429, 429 (1964). (Privacy is “a person’s
feeling that others should be excluded from something.”)

14 Jeffrey H. Reiman, Privacy, Intimacy and Personhood, 6(1) Phil. & Pub. Aff. 26, at 39, 42-44
(1976).

15 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193, 205 (1890).
(Our “inviolate personality” meant that we had a right to exclude others from our thoughts, sentiments,

and emotions.)
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ARASAG B EETTBRE  CHROTAELRASLELERIARE L
Yo WARALG A E P 0 A T2 Z 8 1B 241418 i & Facebook ~ 3R % 4% ~ AL AF 4
B2 App ¥ ALBAL X TH > @ 4F K B A B ARIE 1A AF I > AE S AR
B &) AR B E QR $ULBAYG TR E T HZF BTG [ [a8E | RAE>
12 i 3k Bp Z 45 AL b AU FE (&AL 0 B A st B R SE L 2L 45 T B 69 W A A9 3R 8 SR o
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.
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A AR R Z IR AL > il de > M~ R RF G SRR F B A — & K
RRELBEARFERFERE GIEAME c R BEEN 7 XEAGFLEHR KL
Bldo > HEATELHAAGRERR (M HX RE) TREAEME > &2
IR A TR AL A S 55 BRI 308 A B 2 % R M 49 AR o

JER LR B T ASBREBRAEMR ] QEARER L HE L@ L

16 In re JetBlue Airways Corp. Privacy Litigation, 379 F.Supp.2d 299 (E.D.N.Y. 2005).
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e T BEARBNER ARAE RE] TR BT FALDHIBES >
ZEREEERFEAPEY (%] BE > REF ARG GHRE o
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AZRBABEEFAHNLBEAREA ZER ZORE A~ EHRHEF
TR AR EFARTE LAl (3]~ A T8~ AMT 1356 AR [
P TTERARFAA G THERTNRE TR FERRBARBHEA R [ ZFH
A | A A AT BLES o

ABBRAAR TBW%) # Tk WEARBISERA > L V%A MAR
HEBFRKTFHZGEEZELE AR BRI TR > FREHEEFMBMAR HAE
BREH > F L %R GeorgeKateb £k > AR ARBERGR L > L HAR
BERARERTE NG E Bh CHEET ARG AR § ARME (4)
I TRE IR A BEAR AR AR LR EL FAE AR P TEWRE T
F& > ARMBE < ZAER ) i RAF R EF L SMAREE > b 8935> AFH
B &AM IEZ g S o

PR JeffreyRosen 8% > (B | FHHERIRERLWER > BALHE
REHRBERRINEI FRAARABMALTGERIKE > mE A F M4
NS SARABARL G REF> B TAE E A RAMET & FANSAEZRG % Wik
ABZ R FERRA BT AGE R AL ERBEHAEBEEFRTIAES
L EBE LR > plhe > FERBARERLSEE AR T/ Google 34 F 5| ¥
B9IRF R X ISR A k69 E 047 (black box algorithms) & » B 218 A#

B BN~ MEORILE > B AR AT S SURFS R AR

17 Waldman, supra note 7, at 12-24.
18 George Kateb, On Being Watched and Known, 68 Soc. Res. 269, 274-275 (2001).

19 Jeffrey Rosen, The Unwanted Gaze: The Destruction of Privacy In America, 7-9 (2000).
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kR AAEA o
F—7m o AREFHEFMEEE ()~ & [T 8 [F3b) B EEA
EEAREGHA > LT THERAEHEBAZMAERLERE LG OH
FlZ — o fldm > A b 38 K& % 2 69 B0 B8 & 2 3% Jean Cohen 34 : [[EF42
—EEATA [EF) ZE T8~ Sk FLRERE A - | P FakE
K% # ¥ Alan Westin b3 4801 69 & 752 o % % % Evoking Goffman #2 Charles
Fried 23k > BAZFTAR R R BRI K > Bp 2 B A48 A& F 585 4900
RFMB B FE TR BANE RB GRS  EEMEG AL EFTMEA
KAFEME? o LA BAB B TEIF) BRI Ade BA(R) B9 E ARG
Bp B A ST H AR IEARE R AR A) 09 R o F LW H K Steve Matthews 75 3k ¢
[ B% A0 PP AR ASE H] L8 ZRAB AL ABG R4E o | B
SR [ 224 B ) BEALEBGBERERES  RAVESBOFELR
B BR B8 B R E B o Hlde > K B A A 4 AR (Department of Housing,
Education, and Welfare) ##® T 1973 Fpr48Hh 69 0 F & A % K& A (Fair
Information Practices Principles) F 5838 > {8 AL BT VA [ ¥ 4] | B F o X 4] 4w >
FEBHAHE %% A4 (Federal Trade Commission, FTC) %47 i & & %8 =

DT BHER G B EAT A 0 A G 2000 FAEE Bl kR > BRE EEEY

20 Jean L. Cohen, The Necessity of Privacy, 68 Soc. Res. 318, 319 (2001).

2l Alan F. Westin, Privacy and Freedom, 7 (1967). (Privacy “is the claim of individuals, groups, or
institutions to determine for themselves when, how, and to what extent information about them is
communicated to others.”)

22 Charles Fried, Privacy, 77 Yale L.J., 475, 484 (1968).

23 Steve Matthews, Anonymity And The Social Self, 47 Am. Phil. Q. 351, 351 (2010).
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(Notice-and-Choice) | > % 2 & KA AL F A L AAE LB EF FALTHE
FB S FEARBBH S FTHEF TR AMATUREFR &R $#F
RH S ZEIFLCE 5o RIRHF o [ B LB IFR A | A Bp R AE SRR AT
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AR AR AR B R T OLT B AR AGE > Bldo > 4935 bR R AR 18 6 4 3%
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FERABAH &G IR ~ 1P AL bk 2 E RE BRAR AL 3 0 VA BB AR FAK App B AR T
AEJF B B E A0 E A LARRF R B AR R R & 6977 B B APTIEA

MARBEBE EMEAXZRFTMEE -t FaBRENBERTRELEFFE

24 OECD, OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
OECD Publishing (2002).
https://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowso

fpersonaldata.htm (& %% B : 2020/6/1).

25 FTC, Privacy Online: Fair Information Practices in the Electronic Marketplace, A Report to

Congress (2000). https://www.ftc.gov/sites/default/files/documents/reports/privacy-online-fair-

information-practices-electronic-marketplace-federal-trade-commission-report/privacy2000.pdf (& %

#5 B :2020/6/1).
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GAEAMER AN EATRY N E R EREZ LOARFE A T8 W
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o REBERTREIMNERF BEAERARYIL IR AL L FHT
PRIR B 355 F B Z 35 Bl B E MBI E L REHF 23
FFERALETENEIA AR E—BAMEREH > BERENAALREA S
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FAT I > BEMEITA AL RARIRE A E L IREARE - U KAF Em

w
B

e

B HEALE R T E AT TR AN BRBEMRET AN R Wik
ot ERAREME (BEMRE) AFWBHFHE-F —F @ FETRAE
AR EERBEL A PRI BHEN > BARBE L BT AL ZBAREN K
MT > & FRFERHERZRGTAPEAETGOEA > AR EELEEHAFE
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AT BEORE ABLRH A A BREERETHRFTLHEY &K
BERA DA RAHEELSS FRAENEEH BR B IR FEY - 2B EEH
RgL o 7 HEEREEZI > FARATF#5 (unfair competition) VAR %38 7%
49 #% A (misappropriation) # k% 3§67 Xw AR 32 > 7 B BE A2 3 4 5T 4R 420
8RR b FE A B A A RAT KRGS O H R - 2 &40 T Z8
B A AR EE M AN T FRG IR BT PTA H A B EHERF
b B AT A PR e AR > FIRF B HFR AR R T R B A PTA A AR AL
AEREBLAAFINRRFTRE A MFZIEHME ELRGFHD -

RAZ o MERATER A REARE  FEMABEETE FAHAETA X
AP A (2 CAE A RF NPT ARG E XL A ALEET > LR
ETARRK BALR S A PTRA] > & Zdo Z B @ FRIEFHIL (2R IRBAFZEE
FRERFZGHR > BIE—RER - 5 —F @ ARG E T LR A HE

B TR A BT A SR o AL BATE IS AM $e 38 IF 458 F AR BB AR Z

27 Lothar Determann, No One Owns Data, 70(1) Hastings L. J. 1, 17-20 (2018).

28 Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the Legal
Protection of Databases, 1996 O.J. (L 77) 20. https://op.europa.cu/en/publication-detail/-
/publication/b48976b5-b3 1a-4dba-a052-87133e17d65¢/language-en (& 74 # & B : 2020/4/1).

2 Determann, supra note 27, at 20-22.
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R EEE Y > B HOUABFEMBMAIRR XAFBEEW LI REHA TRYEH
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B BB R EA ) ERA R RN ARIER > BATREELE L d
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HEFRBEBEHABRERA HRERGREAZ > PEETREF RN E HAH
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FEACRE - BRE A A BEET G FANEA AN E LB L FHTHHEAA

30 Determann, supra note 27, at 22-25.
31 Margaret Jane Radin, 4 Comment on Information Propertization and Its Legal Milieu, 54 Clev. St.
L. Rev. 23, 23-26 (20006).

32 Determann, supra note 27, at 34-37.
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3 Id. at 37-38.
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3 Id. at 38-42.
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35 Eugene Volokh, Freedom of Speech, Information Privacy, and the Troubling Implications of a Right
to Stop People from Speaking About You. Available at SSRN: https://ssrn.com/abstract=200469 (&
#1558 :2020/4/1).

36 Id. at 48-51.

37 Jack M. Balkin, Information Fiduciaries and the First Amendment, 49 U.C. Davis L. Rev. 1183,
1196 (2016).
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SEAATAERRE > REFETEBETABBRARTH A GREGEOR

o BIESFREY o

F =30 SR REXBE

B EERBAR P ASHH R BEMEERRF LS~ F1 A
RABETRTH > FEAULY T2 R KL BATH R A% A HB@REH,
HWRFBAREREZFREIZHAS - FF Lo BAT 2 BARBEL HME

F oy R I A AL 7 R AT AR EH B AR B 5L F R BB AL E

B HAER (2010 46 A) > (B ETHAEEFNTHAGRE > CGHBCEETD FTwEE
—# > B 168 °

39 Balkin, supra note 37, at 1197-1199.
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AOBEEFAAZBATORAHMB I T EER/ELMEET > TETE FAL
R RASHE > Bp % B AT M TR e A RN B A °

B RBARE) > NS H R BB R E A ARERG Lg AR - 2T RBE 6T X

-

AERBRIITEALELE FTREGMM - B0 BREF ZH AP RFENIEFIBUR L
1 R ARAE B BT A AR R T —RAAFEE M > XA 5 Y L R A WA
Wk LB FRERABR ? F EZETAREBRETRRZERA A REHNHFE
RETEE ZAPUHHENRGYE  XIRFHAENESARZOLETFEX
FEBERN D AR —RBEE FARD R B E L% o B A8 AAT 40 M 3% 48 3%
B AR > XA % 0 ARE S B AR A R SR8 A% P T AR A R A9 4R F SR
RE ?

SUHERBELEAMBERLBANYEZ > BEEFARRERRRE
RAHEE A H AL E AR ~ M R AT F R E > AR A F BT E R
BERELFABGEA 2R ECABENKIFAD b 8 T3H B B
BARBE A RBLOEREF S BALBEASCHERZ TR E

HRFBRAOFE 5riag TR A LERFHFRAAENEA R LB > S HH»

it

HEHBATREZRETGEMS > B2 S5 & FTC A8 MAT BRI RER R
R HAT L) 1LY o

F da AT VL4 8 R AR KRR FEAR L TR HBUEHLPTIR 548 E F A MAR >
) o B A0 B AL B R B AR AR L A B R &R B AR R 0 X e & ekl
Bl A B R e pik ik L BHE R LM HEMIEARETIES > Ht$4 Volokh

Eiko RZBHBAAENBERS > SR\ LA ESHHRE S &2 > 24T 57

40 Id. at 1200.
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38 A4 BT AR 3K © Volokh 38 % » i3 24 F A AR AEAT R E RE B AAB
BRI T ARG Y E > TR S HEAF—H 5 o

Volokh #9355 25 B 2K AL &3 > {24 A e 25 T RAEM R 69T R - Bk Bl L
AR E Y RRARAGY AN R BERA §FAMRTE B o884 ZH
FUER > 2R E R ARANZEFELRERPIERETRGEA 2 FE
HARAL L F = BRABHE BB WIREEFA AL RELEHS
B A 2B T EREEEE F AL HERG YT ARE S MG A P
B S # > LIRS RSB T Y FAM LR ZLMG o B RLIELE
AR AU TR YR 5 = Bk allA LEEAARA LR BEENH
E MG SN AL S A SR E S M S 0 BIIEEA B H W R LA AR
JERY > U3 B A BEAR AR A AR F AL LK B IE B A4 P B R TR R Y
RZIFRD o AT IMA AT > THERLETBR TR E RS AT LEZ
BBAREEGBHEL LR XK M A BB EES P T 8 &R

A RIFH M o

FIE B MEEEAEERALARBAEACTHRELSTHAT ?
T BHAARERI EANERAERFARMTEGRFEEHEME CE
BB FEMR AR B W69 3K om S IR I/ UL A B BUS VUM EAT A > B AR A AR

MBS AALZBARAMG S LY mE L > AR SFEARMN B B &

41 Volokh, supra note 35, at 8 (“In many contexts, people reasonably expect — because of custom,
course of dealing with the other party, or all the other factors that are relevant to finding an implied
contract — that part of what their contracting partner is promising is confidentiality.” )

42 Balkin, supra note 37, at 1201.

4 Id. at 1202.

4 Id. at 1204.
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iSRRI/ A A B Y Rk — 18 R E ARG R EAAGH T R R A E R SR
AREAFEAREIMAGEXZHAGTRARBITHVE > AREREZAGEE RS
HARER  BETHAGBRRIAGHBRLBRLEETHE BHRED -
MR BIEAG LA SR AV EERRIACREARBT  ALTH
R AIEE T RS TR AL EHE B > Fleg L AR A ERGRHFX
ARRHETHEAMAZLY X3 FHERL AL TR IELL B THE G ATF
HegTwmoAER THARMERENA RATRRAELAZBETHOS
WEE MAETHIIAHRRABME KL B Z TR ETAALTRES
ARBAFRERFEN S50 B b BUR A LT T 2ARA > o il &5 5780 N F
Ry EPHBETAHETHOPIIERE BB o BLBET AHEBITT
ATFTARE ALE & LR R 5 XENE Ryl @k HRROEERES-
TWEBHRERRENMRIASEREAREY A LHAEXSTHAGNE

BN EZ 1
Fid > &SRB AR BBERE AL - IATERGH A4 88
ZHMBFTAE—BERRATABORSE > CREBREEHRELAF O EELE
FnB AL ) > BMCE AR RARN AR S Ath > EBHRGERLT  FH
THZB TR A MARS > THRERE LA TmBRE S BEHRE
o R REZRE THEBICE > HERBICE G T > RBUT B R RIUE %
FRTHBRE - BOER B HATIANEETHAINRE > T REIE
ATWAT NS MARATHEAFREIEORN G - FA FSHELRSL
*

BESAMAEAEMERAILCETRAOBENG AT RExE

S Id. at 1212,

4 Id. at 1213-1214.
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T B W AR > BUF R R & TTE o

MR EFMEMAARE MmE > AMLEFAALAEE £ MG LgEARE
FEAAE IR T HRE H I > AT X AT 1240 M E A BB EH AM R A EEX
REMFERZLAEMG o A @B EZHATRGEE AR 2 FFTAR
EIE—M AR TR FRMAEATERTHAGRAIILEN > T BUTAE
AMFETARHBER R T EAS B OEA & THEARES SRAABRA > R

BRAEEZZHAHRETNREEY

% 738 HiESH (Right to be Forgotten) 223 8 ¥
AR B AR B AR s R R E e F AR RA AT S MR R A (3b)
AR ERIF > RIERFEEZEA T EIAIZRER S ZEMAAHB B RE
WA PTob B> REZAMOREE AN B R LERERH > TR FHIE
B LA MRZEAZTH R REEZEEMEATAENESE L F
HAERH L IBHER WAZFERLSEFARE AR SEGHH ~ L2 XK
BATFBERBF BERESHER T THAR LY FRIEHRH TR AR
k% 89 Google Spain v. AEPD H) 3k % » ikl # 2 TRMEERE KM %
5] % 48 3k Google M K A8 Bl 42 45 > VA Bty B A BR L3 & VA Sh 69 48 BB B ) o
A BBHETESATR REBARLRBHBOETCTERILBETE F

ABEAHEY o RAVRBERI B L PR RH o RIRALZ B AR A REE

47 Id. at 1218-1220.

48 Google Spain SL v. Agencia Espaiiola de Proteccion de Datos 9 93, (Court of Justice of the
European Union, Case C 131/12).

4 ARTICLE 29 DATA PROTECTION WORKING PARTY, Guidelines on the Implementation of the
Court of Justice of the European Union Judgment in “Google Spain and Inc. v. Agencia Espafiola de

Proteccion de Datos (AEPD) and Mario Costeja Gonzales C-131/12” 3 (Nov. 26, 2014). Retrieved
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WM B R RERELACATGRY L FRE B Adm ZHERL

738 > Google & LB g FA T FAMEBGRFRGAZRLE LS NR
PR FMFA B S AR MR R AL RAFAB M AL GIRE 9B A B & F e
(RHEAMARES AR EAFE ZFFE = dH )

b FARBRARFGRE > £BRBEZLPE SHOR TR A LR
BEXF—MHEEEYNTHATREE > HAMNIEAEALTVYRRRMER
(BE—HEERETH B BATRE o FEERA > FIERM A Z LBk 5
ZANTHEB R BARAETHABGNALREY FEBMARSERCHER > R
BRGERIFORE B ZARELSFLEARERE > £ B &I RAF % RA) 8

BE # A B 20852 Google 4 5] 69 [ FA40 A M S oL A0 30 4 0 B Ak ik SR A
FEBARABTHEFAGLIFAERENEET > ERFEARANA TAEBER LS
HEWME > ARBEHTHEBFRRRGRES - Km > AEERMRA >

LR WA SHNERR LT AREARRAB LT MO FARRKE > BAsbiiet

R
R k3F % FR>* o B4 Mitrou 2 Karyda R4 35 A 4 F 498 > 3B AHE S

from https://www.pdpjournals.com/docs/88502.pdf (& 1% #| &, B : 2020/5/1). (“In order to give full

effect to the data subject’s rights as defined in the Court’s ruling, de-listing decisions must be
implemented in such a way that they guarantee the effective and complete protection of data subjects’
rights and that EU law cannot be circumvented. . . . In practice, this means that in any case de-listing
should also be effective on all relevant domains, including .com.”)
50 Ludo Gorzeman & Paulan Korenhof, Escaping The Panopticon Over Time, Phil & Technol 30, 73-
92 (2017).
51 Rosen, supra note 4, at 180 (2012).
52 Id. at 181.
33 Jeffrey Rosen, The Right To Be Forgotten, 64 Stan. L. Rev. Online 88, 89-90 (2012).
5% Bernd Malle, Peter Kieseberg, Edgar Weippl, et al. The Right To Be Forgotten: Towards Machine
Learning On Perturbed Knowledge Bases, International Conference on Availability, Reliability, and
Security, 251-266 (2016).
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HERERAHAR LG Z2HRA > AL HAgHREIREASHERL R

=i [ 58 88 AR £ B F 8 R PTG B AR AR KR 55 o

FNE REFEAMAEARATHE BN

£ B # 1998 4@ Digital Millennium Copyright Act (DCMA) %#., > & %4
B H A NCE| A A IZHE IR LA AR W %o X The Online Copyright
Infringement Liability Limitation Act (DCMA &) — & 4°)#% HE 4T B30 P SR 254 3
1AL 09 MR H T A BUR SRS R B — 8% 2 B4 2 (safe harbor rule) >
5 R R KB MR AR B e R S B RIAT B MR HE A9 I A > RIAERE K Bp °T
FF oA AL LI T X AEREL O TH B HET IR —ERE >
BTREAR B R H PR AR A AR L EAEEEZ 9 ES) > Blde - W% 4 YouTube
Fe 483k L3 E & Youtuber B MBI H B > & L€ FH Youtuber R EAEHA
WA ER ERAYVR A REN TR W@ EE LT T B TR A BRI AT
WHR WEBARRESTHABNERE ©

TR RBAHA LTS LB REIEAT N ZAMER M 3> 28 225
BHEAER (AT BB FEH M) 955 AN FZREAIEE R A REMEN
7 b 5E 3 e B RO HE B AR 0 12 T A 4e YouTube A8 B 48

TG ¥ A MER R AR ERAEN 20 BT A KERZ > Y R

U

69 B4 4 FORON > 35 B3 B08 4 o R B B e 8 LR R AR A R

55 Lilian Mitrou & Maria Karyda, EU's data protection reform and the right to be forgotten: A legal
response to a technological challenge? 5th International Conference of Information Law and Ethics
(2012). Available at SSRN: https://papers.ssrn.com/sol3/papers.cfm?abstract id=2165245 (& 1% #| &,
B :2020/4/2).

56 Jeffrey Rosen, supra note 4, at 183.
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BLAE G R M A8 LR > BRI R AR R T R AR R M
AR A R LA AR AR A B E A B F TR S B AR FEKE KN
ARBERT o BIAMIRE > RS FROERTRAAELHETHE 2K
B SR o ARG N R AR ¥ K T RE B IR A R B R IRAT A R R B E AR A
e A > B w K EAE S R & 215 L2 354 S REH &4

RERRFA AT F o mBPATRIEAHEN R F > RAIBLF ) FRFEEZ

-

RECTRMBEXRFERAEBXRNERFITE -

% A @ie#iEIE (notice-and-choice) %6 E #4497 A&

BEEFAREERANIB N ALARBBERTLEL REHH —BEERE
AR BRBBEEGE Y o RSB AAM AP TN TA SREEE R F TR
BEETHHA T EEAARBEARINIABRS TFARZTHRHINALLAMBE
FERELE T RARE E 209 — 8 &k AR o

FEEATRE ] AHFZHEARGH X REZRRFH LR HALA SR
& 415 F#& | (Informed consent) > PP 2% FAABA S o EWMT FTEFE
SERBRERE T RMAHRZ o folf B Z KA TH E KR XA
4RA4e 4 N # (the Nuremberg Code) ¥t % KB4 PriT £ 69 R A2 8 > F R A4t
RERMERAMEXRARE ELL X HRBEAZROBMFT X3 LEXR A
H REME =30 o o lF Rl & X QL AT TR & HiERHAER TR
TEHRIBAREF - HBREHT FABRPATHE TR ENG AT HloH LR

REEERSOMAE > RATR ARG EFE N (Opt-in) By 244 F &

57 Id. at 184-185.
S8 Ilka H. Gleibs, Turning virtual public spaces into laboratories: thoughts on conducting online field

studies using social network sites, 14 Anal. Soc. Issues Public Policy 352, 356 (2014).
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Wg—fE kB o % —F @ > [#BIEF & (broad consent) Z45% F AR & B £ KHn
B9 &R > R Z & R A A D BT w F AR & XA T AARRA R
REAERE FATRMBZ AN o FF L RBBAEA B A ALK L AT
JEFE BABRL > B AR ER A HEFEF FRARLELABETRE
BF P AR B AR SR T > BB FE F AN IRAE B F A A B A B BT AT R -
i@ 4n 9232 4% (notice-and-choice) A& ZAMBAS B RFR [ 44~ F22
HE ) B IHE T PTAT A B 69 B ARIE FAHL S0 o £ £ B 38 e 581 4% (notice-and-choice)
AR 1973 £ £ B B R EEH F 4438 (Department of Housing, Education, and
Welfare) #9— A3 240> X 32 & ¥4 Fair Information Practices Principles (FIPPs)
P KB F R IZR A > FIPPs 5 : [ RIE A AR EMAE MR A AR E 69 E
BB AR A S B AR AT AL R A AR BB A S S e sk TR U 49 BUR
Lo FIAE T RAEATBUR B M SE SR 7 KA ABF L ANEFARALA 7 ER B >
1T RAFAS A (b) AT6918 A KR > B AR FRT € B 69874 B AF
AR TR R E o RRp > B fadE | BA W ATAAETMEETRERLHKE
B 69 B o FIPPs it R A& — B s AR 86 0 M R — A A FIEAT ZRLTAH
HHR T 69 —BAE 22 R 0% £ 42 7% A4k % % J& 48 4% (Organization for Economic

Co-operation and Development, OECD) 7~ 1980 %% Guidelines Governing the

% Eugenia Politou, Efthimios Alepis and Constantinos Patsakis, Forgetting personal data and

revoking consent under the GDPR: Challenges and proposed solutions, 4 J. Cybersecur. 1, 5 (2018).

0 U.S. Dep't. of Health, Education and Welfare, Secretary's Advisory Committee on Automated
Personal Data Systems, Records, computers, and the Rights of Citizens viii (1973).

1 U.S. Department of Health, Education, and Welfare, Records, Computers and the Rights of Citizens:
Report of the Secretary's Advisory Committee on Automated Personal Data Systems (1973). Retrieved
from http://epic.org/privacy/hew1973report/default.html. (& 14 % % 8 : 2020/5/1).

2 Government Accountability Office, In-car Location-based Services: Companies Are Taking Steps to

Protect Privacy, but Some Risks May Not Be Clear to Consumers (GAO-14-81) (Dec. 6, 2013).
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Protection of Privacy and Transborder Data Flow of Personal Data — 4493 > [ i 4n |
M) BA 6 4K B R ) B 2 3 JE AR AR IR AaAR Bl oL R LS 0 SR AR B F IR A 89
B B AN s EEEEEA BB AT A% %4 (Buropean Union’s
Directive 95/46/EC: the Data Protection Directive) % ¥ VAz% & A8 > X E VL 118
S | WA ARG FT MG o £ B FIC AR B @il xEg > ZRBA
DELIANERLALA R EBBATRY T X - FRABREEBRF - LEHERA
A A B S AREEALER > A2 B FR BT 52 &0 Sk L 24 R B IRR A 3T R 48
W) F KB 42 2 (notice-and-choice) &9 F NS AFLEL o 4w > £ B hu ] 6942
k& A4% 2 2% (Online Privacy Protection Act) &K P A 1 % 483 XA € i 49
AR R T S8 RS Ao TR A RAG A5k > B IANE BT RALR B A E R
FIERBER M-S TR EHREL FHETREARGER 2 FHHL
HAGER 69 77 ik AR A AUR B BUREE W R E F AN TS e 5 3HE
So R MEE > LR ABBEEBEANBIIOAE  AXRLEE
FAMABERE TN EEE > ZEENERMBEHLLZREXE T XL
BEHEBRREAREARIAZ @4 | HH o m 2K BB AZHF % R 45 208K
BAAEMIFEBAALRE > AT ESE TH-F 8K F 9K % 15 %%

16 &~ % 19 R % 20 %RFH A EREFERAIMZE

83 Organization for Economic Co-operation and Development, Guidelines Governing the Protection of
Privacy and Transborder Data Flow of Personal Data. Retrieved from

https://www.google.com/url?client=internal-element-

cse&cx=012432601748511391518:xzeadub0b0a&g=https://www.oecd.org/internet/ieconomy/oecdgui

delinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm&sa=U&ved=2ahUKEwjV1rX
hyKPoAhXMKqYKHZTbC7IQFjAAegQIBBAB&usg=AOvVaw0u40M6DQHIqVKT7LI-EilOM (&
1% %1% 8 :2020/3/18).

% Daniel J. Solove & Paul M. Schwartz, Information Privacy Law, 37-39 (4% ed., 2011).

5 See Cal. Bus. & Prof. Code §§ 22575-22579 (West 2017).
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(B FTC — A AR ARERAR ML TBEAATREELHEEE F
ALEBTRREEA MBI L ZREARFE A LAREFE - TEREFIT AR
WO EAE R T I LB A VAE R M RGIEBRBEEBEE5] AR
JE ¥ PTR ¥ H B IRAT X A8 B B AR A FABUR » e £ 5 T 1988 £
AR L6 —AB Ik B 44 —4% L 18 A28 2 (Online Privacy Alliance) » '€ 4] & 7 — 4%
F)iE R AR B AT AR > B RATH & BRI RN — B E £ E AR
Rt BAERE Bk | BE T FAMALTHRALA B RE LA ~EIE
F MR VAR A E B A5 SEIRH] F00 o dw gk 69 & 4T 4 B D)3 I T4 A 4 1
T8y E 0 12 FTC L B R APERBAZE » ZHEALEF RAGEETETFA
BEFEALARNERRERLFED > BB L RKRBAHTNEZRERF AR
BERTH FTC R T AT > LA S B EH S A AW > it T 4 %
ZREMRAEEFSCENEZITMRERFRER > EARERF R 75 R EZME
AT BE RN AEMBET S FARAEZ 2 ENHEALTHREHELBE

BEREHEESFEREHGRL -

% Privacy Alliance, Guidelines for Online Privacy Policies. Retrieved from
http://www.privacyalliance.org/resources (3 4% # &, B : 3/19/2020). (3% : OPA R ERHF4 )

2B BIE HE B & IPITZRRKI A > Federal Trade Commission Act 5 Z ¥ 4% # % B €3
B 8T AE R FINR M W TR ENT [ R K [HEk ) #9474 ° See, 15US.C§45
(2012).

8 Daniel J. Solove & Woodrow Hartzog, The FTC and the New Common Law of Privacy, 114 Colum.
L. Rev. 583, 610-11, 614-619 (2014).
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=% EFBEABH AT NEAFIMLE

AFIRFAHER XA RBA-FERRBAREZAAEAMA LML
BERMgER T XBEARA LA B HEHRELGINTREARA > BRAAH
18R [ LA RAAFEA §ovk  RABFRARIT A AREERH 0 —3 - k>

FERRAATRERTREGEA LAEABRZEZR > L0l E RbE AR
PI43 Ao fB A R 2B LT ARAT 89 R Pl SR S AG  » L FBR M ARARFE Bk KT
BHENLBHLETRERERE (o 2HRACERENE > v LERAHR
§utg HHRRGH ME B AFRSLH B LR EH LS BEA R S ERLS
PR R IE o LB B 2 A M S PR AL B SR IE AAAL Su AR 4y L HLH] - A dn > BRI Xa9 72
FIA I E A KB A > LERATLEE Al XKBIE S E FEIBERB RN
BRI > MEATARMER Al EREFBE LT ARE > THERR AL

A & FR 35 R T AE B AR AN 2 A A@ AL o

F—f REERERAL

£2 % B BEIR E RAR 0 B AN £ B AR iR A LR R SO AR IR R
PREE )AL 0 o JL I8 AAHEE A AR B 6918 A 4R FE A R AR A 3230 & S 4037 8
& ik e AR S S e R A SR PR B 69 B R AR S R
IR 8 K FH R E L3R E @ 5380k B R KRB E AR R AR

A SRR ZHALN T RPN FREAZATERARIGTRIERE -

O fstmE 0 FRFRSMAE R P CRAER TIERME AR > @15 Alaska, Arizona,
California, Florida, Hawaii, Illinois, Louisiana, Montana, South Carolina % M Bf /K R [& A4 Z 4%
o
0 ST A (2017) > (o B F IS AR H LR A S ALE £ B O ER > GEERA > % 210
# 7 26-27 ©
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Fe RS b £ B R A — G — R EME AT R AR AR 2 A

-

X T AR RS E ¥ A SRHL G 4 0 R AR BB R P 69 TR A S5 ik T LR
Bl el B - M 2R EEAFRPTABRYRER R F R AEA
B IBR A o Bl 5 0 [l R 48 3B & R ¥ b > Healthcare Insurance Portability and
Accessibility Act of 1996 & #L3 T B 5% bF 42 % 4 % 22 B8 A0 b Fort a9 22
Al B IR T K TR KB AR AR AR AR DL 0 3 BB R RIE
BB TR T BFAREME LA RFLR - AARRE > AL EBE
B > L F LR D L Z Pt (minimum necessity) 89 4% % TR K o £ H A
ARAE B B .5 L > #)4e Fair Credit Reporting Act #, & 4 & %12 sF 4 23U
INFEENFE T BEREMREGESTAHRABFE R HEEARILE
FMAEGHEA > mAMERRAEFSFIRB AL EZNRENBEBEARBITE
WP EMNETRERL - AL ZTEAMIK L > £ BFHA X Fair Information
Practice Principles #5 B 7 50 & & H 38 & 69 R A A AL #L.86 > 1998 4 32 3% 4%
Children’s Online Privacy Protection Act ¥% 40 T 3 % BARE 694, & > ) de [R JE/Z 3] 5,
EXFRORE > GAZEEFRE 3 RATRLENEE > £ AL E XM
AHZRBAREHHRIZLEAHN
FEBARSERARZEBRLFRELTF > ARELRZEARSZARAALZ

FREGHEAAR S @ EAEEGRS > Ha kR ELERERAEE S A =R

>

(1) RERFHG B LA TEBAEEN > Q2B M - £F - BF - HH -

-

I See 45 C.FR. §§ 164.500, 506 (2019).
72 See 45 C.F.R. § 164.502(b) (2019).

73 See 15 U.S.C. § 1681 (2012).

74 See 15 U.S.C. §§ 6501-6506 (2012).

5 See 16 C.F.R. § 312.6 (2019).
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FEMG LERFFFHARA; (2) ZHEAERSREAER > 00
AFLE E TR H R X BUR M R SR E - Wk Efedviint; (3) AREAE
B AT ALARMBUFRERENRE > ARBAFALIZHHLER
BIREA]C o RXPTIRZTX TP A LI =B AI[ER o Amn > ZEAEAF
MIERARAFGERSERA L RFTHEINLC HEREFO T T ERERE
AT 2 F AR IR AR AF 69 F) R AR o

FEEZFOBREERFREARA AR & EGE G FHERGET >
b HE AU e K AFAE Ay A RAL L IE S~ HAF B F FIRARE A PR3 12 %
E ik BAE EFARE SRR LA B 9 BUR K B AT % > $10JR B BUR 488 KR
FH > ARAGARANZREFHEBEGHRA > £BHL 1979 $H LB RS
EIEFE P Smith v. Maryland”’ & #3735 BAEE A FIR R > ZR S HEERA
— 2 AN L EALARBELM T B AR RS EAIAF R AR TH R H
BABEFE=FIARAZET R CHRAR  BARLLHBET R LT REBAY
] iR PR B AR AE ST IAAF AL T A AR o A0k 0 2 K Bl KA ARIE AL 8 ik
FHF BEEFARE ST TREMTOIFERE R > RAME M
49 3] R BF| 2

AL AT A A B AME B RIE LR R A > W ALAIR AR AL S
18 AR 69 48 BB R 58 69 S8 49 2 > FEALIRPT B ABR F IR 2 F B A AR
B FE > AVALIRPT P b SA 1 FRAT IR B R o £ X B@ W &y FTC #4430 P]

DFBATRMAT AN EHRAE > BHAZRYZORALE  RT IHERKE

70 IRBRAA (2018) > (HTEAH THEREARE: [EERERA | GBRESEEE FEZ
R S CERESHFEY F 4T AFE LI A 24243 -

77 Smith v. Maryland, 442 U.S. 735 (1979).
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HREEW S > BF FTC 09 R B 77 k{8 A2 KRR E R EEE R MK
# o RBREBAETRBER T FAMOFRERFLHL -

FH FTC HARKPIRERMSEH Em BRI GE LRI — LIRS BAE
M E) BB E R B % (Cambridge Analytica Scandal) > £3% > 4457
/8] (Cambridge AnalyticaLtd.) # % 7 —{B 144547 APP &% EE%E > HIEiE 4
& Facebook Ht/% 5000 #18 M B &4t > 5% Facebook ~ Google ~ Twitter
YouTube ¥ 4 2 x A B AL o AT A g H R EAT 47 > 74 2016 - £ B 44
HRARAIH] > A EIE IR P AR KRR B AR AR 30 & X &AR 9 8007 M) R AL
BE > LCEYEFHERSEOMESH XFEFREEA - FIC AERKRA
Facebook R LA F M MR E 42 > JeE 0 FRME R T » FTC R#&3k
% #FH Facebook #AH # %71 > 42 Bpik L 4w JL4E4A 49 5] & > #7 Facebook #97%
1E S0 AL T R AR E AEMEAT % > 4R A, Facebook [ b8 € #1 A A F &
R b g A XS o

* B Ao W #4970 2018 4 6 A 28 B sz ikid i — B A M EL S GDPR &9 (& A4
R PR E AL S N H & F 1S A4 5 % (California Consumer Privacy Act,
CCPA) > ZEHE 2742020 51 A 1 B A4 o A CCPA #AEM R HiE R
#% GDPR % > H CCPA #AS¥ M $eeyde B4 R GDPR iz > #l4e » CCPA
AEFGEEA L AXLEBERTESERHEFRENTIO ERQEGFE =T
Y AW E = HHERIEE > 42 GDPR it Kk #ub LB %5 > GDPR % & T Ff

AIAEE > LB FZE R RIR AT o 44k sm 23 5 27 GDPR » 12 CCPA 473

8 Jennifer Golbeck, Taking Control of Your Personal Data, 101-103 (2020).
7 David Zetonny, California Consumer Privacy Act (CCPA) Practical Guide, Bryan Cave Leighton
Paisner LLP (2019). Retrieved from https://ccpa-info.com/wp-content/uploads/2019/09/bclp-practical-

guide-to-the-ccpa.pdf (& % &, B : 3/19/2020)
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RUA—EAEAAELZBEZRS > Mk s [ —8H | FMRERR LT X £
NN EBEZE SHEMEGZEZERES - (T2 B FSHE A [ W4

—1e)

F =8 BRHAERERAHRL

MEAZEER T KRANBATRERILRANK LR - SHRBALREZ
—AEEHNERERFHAT  FTHEABATRARETHERHEER TE 1L
MR AABRKENRE MECERRAEARAR S GARREH TR LE
B KAGERPBRE S % —ERE %A > BEARE ATE L0957 R A AR A
ERAGA L RAARL G BRA > F T RIS IA A B A
TR B EFH o

BERIEGRERT > ARERMRLL [ARGEARHA ) RBAL
# 4% % (European Charter of Fundamental Rights) % A% Bp A SHL % © AAH
FA AT AR G A 4 — 18 A LT Mk A ARJEHEA £ B Ak (k)

A BTR B o ABHE — & B HAFEMF GDPR 3647 LAAT » BB A R4 £

TS

F30, 50 7B B &M% # 35 4 (Buropean Union Data Protection Directive) > B % [

é

93
~

e

FILE K S R @A AN RANKRFT B AR R E XA —AREA (sti
BB Z ¥ 2R @R EANKXFME) > Zi 2 TRRGER > @ ETEE
ABAN TR ARZIESCAT EREAREA AT > FHEE S B BATE

ERE SRR H B N EASATAM M A B 1995 53445 2 5 A4

%

80 Chris Jay Hoofnagle, Federal Trade Commission Privacy Law and Policy, 306-307 (2016).
81 Charter of Fundamental Rights of The European Union. (Article 8 - Protection of Personal Data,
“Everyone has the right to the protection of personal data concerning him or her.”) Retrieved from

https://www.europarl.europa.eu/charter/pdf/text_en.pdf (& 44 % % B : 2020/2/21).
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iR BB K39 © 2 R4 & H AL H T B AR R 7k o
BRAERERZN S —EXERAMBAREORIALL AXEET K
JEE R EERE > APV EARLIZ G §30E R TR & FBUTEFTER {2 28K
BAETORIASRA RIFFFRFOERT CH BT EIT R SRR &
RUAAIRPI RAAE & T AR I RE A o B AR 45 4 90 SUR 2 AT 69 3%
FARL AR AR Ak 6 B 69 HARIKIIM T SR B BT RIEBATRY L
F eyl BATh > RBA MM ELESE AR L ERENREST R TR AMBEALBR
B BERFG IR s LANBAAL B ERTREIRNARMBE REY
WAERTGEF S FANTARPIARS TS FAFLA - BR - S ELEF

HEEE FARAEBARIIOE =5 BELBEGHAS

5 7T 2018 44 269 GDPR > £ 2% —3R°T B #8 A FATA PR B B £ 49
R AR ATHRESE R B N EE T AAPATORB AR RES TS
GDPR #94 — i@ A M A #5555 B N &) 6] 2 L B AR50 BUR BB AT R GAE ¥, o
Bf > GDPR X An i #E 5 7 BX B 7 RO A B F 69 £ 454 4] » GDPR — 75 & Ao & $118
FREFABEFNFRZENIR > — T @R ETRAES ERT M RFEH R
FHELFRBEE FARERETERLETANRE 2 F A8 MR EAE
%> BHEBEMNEEAREARRLE > RRETEFAARLT K > A2 H
ZR—PHE R ZRRY > ALK > B ™35 > GDPR Ttk > ixF Facebook &
Z BT R BB — 18 T A T 2 T #HABAPTA & A 42 Facebook #2474 18 A K #+49

PR o U TR BAL T EAZMUE I - BTH -

82 Hoofnagle, supra note 80, at 310-311.

8 Golbeck, supra note 78, at 105-106.

8 See, https://www.facebook.com/help/1701730696756992?helpref=hc_global nav (& 4 % & B
2020/2/22).
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o iHAMITEE (Adequacy Requirement)

BRH B 1970 FR A TR A 0918 B AR AL S0 Bp 738 0 35 L A AL fufE kA
BRHBE mAAFEEEF AT OB ARG HEEIETIFEREAR
fBE 69 B & > SR R F E EAAM A 2L L AR ET AR A RZ S
HEAHBER ~ B RAE - HMAT I3 hi > BRB AR HAESRZEZY
GDPR 5 #¢ & B # 1k 5] 4h U3 694 $2 - GDPR #L 28 B & s 2B B VUM B K
I JEA Ao ik BB SN Z B o e pER 3 B R IR 438 M 3% T (adequacy decision) »
KA SFE B I HRATH SRR ZIEFTHRELAEY  c ARMREIFERA QL B
MMBERERNRZE - B BERZEABLEEHRN AEETRABRH T REH
BB KA M R S BME - AR MR R BABLBA R E AT
BRI LER s BUSHGE BN BARERFEAR LT HRAFAR
BEARE FE2EY mBARTHLE A ERTEAEHEINEOLE  DERLTR
T2 BB F k% FE #4145 2 (Standard Contractual Clauses) ~ # & M4 4o % 3, A
(Binding Corporate Rules) ~ i & #9147 % <7 A (Codes of Conduct)$2 % & IR fFER 3
& B B 694 T8 (Certification) %37 o

AR E R AR ATE A B EHEF ZRIN L CE KA B K46
J£ 5 5T 2004 R4 > RN k£ # 3% Graham Greenleaf & $L3F B g B 69 T S A4

&4 [Fh#E4EE | (the illusion of protection)®® » #4778 #F 69 B AR A

x

-

ZIE M BA W 5 F ARG B I~ FAE H] 89 B3R~ HLE RAR AR

85 Paul M. Schwartz, Global Data Privacy: The EU Way, Forthcoming, 94 N.Y.U. L. Rev., 771, 784-
786 (2019).

8 Art. 45, GDPR (Transfers on the basis of an adequacy decision).

87" Art. 46, GDPR (Transfers subject to appropriate safeguards).

88 Graham Greenleaf, Asian Data Privacy Laws, 227 (2014).
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ABPITEREELETXEH K - R AEEW 3 FHME> B AR T HECHE
TR S8 ¥R > B KRS IER NAEF 4+ # & H(Act on the Protection of
Personal Information) » 4% 2 2B B A4 S £ T LI LB AR £ £ &
TEZERAMBRBEAZAED ARG T RERFEEME  IFZREETHK
HHRRB AMEF T ERMZENTAGEE > AR LEERAIHYERLAaLCHE
KT TECH XA FRIEFLA o5 2> K& B AL B LI 89 2 & AL
HA BRANFZEARERRLEFEARARE B RAOETETI ARAEHR
B AR Al R G % E R > 8RR S E R SRR E S Bt
WARY o MBUAEEREETHRREBFMOBE XL EALCE R LE > #R
FE FAHMLEG 0 BR ML EG SEAE

ik BER b BLaE B AE ) 69 £ Bl b RAF R AR AE 8 269 7 X Bud GDPR
B FLEL o 9L 2005 SF2 AT FE A E AR LZE AR AHAG L LBRA (Safe
Harbor) 1% ¢y & 2 BX 8L A RAB & > 12 BK B X [R /£ Schrems v. Data Protection
Commissioner” —%& S 542 BRATEHA SBAAERAMARAHF L HEE
PRE ARG FRATH S R RmE R Z R EEFROM LRHRA
WEETHRWH > LB RBEBERA X2 BRAGHKE > £ H4& GDPR #

o JEFE 0 A 2016 Z 3T A4 )E Whsk (EU-US Privacy Shield) > 3 4 5t BR 3 € HA %K 4

HROETHERETEE > AR SZHAREE T LHEETTFAN [RE] A1A

m\q

ETHREGRE GBATREEZ R AT EEREAETFAN—ARE B

o

Z P IR H B AT B 69 A RO o

8 Schwartz, supra note 85, at 787-790.
%0 Case C-362/14, Schrems vs. Data Protection Commissioner (2015).

%l Schwartz, supra note 85, at 793-795.
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B AR IRATRELEETREIES THRAREG T REAERS > RT
VARE B 255 B VA BB AREAT B35 W3k B 91 H € B A M & RIS A48 B 3, 3e
AR B AN B> FIAEBE - 4140 > GDPR 2 Z EMANT LB EFHE
F& F44% 3 %2 (Children’s Online Privacy Protection Act, 1998) #9#%, 2% » ¥ %,
FAAHE 69385 AR A 45 FAs 69 FRH) 5 X4 » GDPR 349 TR B & K% Kk
4 b9 r& A3k st (privacy-by-design) BUR > B RERAER F AXTRE AL AR
&R AR > 2L JARIUA & 69 BT VA BOAR B A9 4B R4S A6 o TRt b BRI
AAZTHRB L2 BATHERA@ S BA MBI > £ BA(ER AR
FRBE I o fB LBk T Y B LA IS AHEALE > KA H G HB & 69 & 8 A 2%

EAARA S G RA o

® kiE M (right to be forgotten)

MEAEZBARBEETREREAKEB G L% KA EARARFGRIR
Al — BpE L AR (#5644 (the right to be forgotten) » £ sb#EF| T > 18
Ty FARZRMEETEREMRATAARM A () BT BE&FZAREE
BB BRI S AR A ATAM R X Z K o A8 Bl LA F 209 F L F b
# Google Spain SL, Google Inc. v Agencia Espaiiola de Proteccion de Datos, Mario
Costeja Gonzalez (2014) » ZF R 45695 F 7% 7L 1998 M B 4157 A 15 49 R B
HRERME > HEREERTHEMET A G > 12— H 28T 2004 5F 5 thig

PR SR B IR R AT BN — W H R FIERE > § R & @ B IL T AR 2B

%2 Daniel J. Solove & Paul M. Schwartz, Privacy Law Fundamentals, 205 (4" ed., 2017).

3 Ann Cavoukian, Privacy by Design: The 7 Foundational Principles (2009), Retrieved from
https://www.ipc.on.ca/wp-content/uploads/resources/7foundationalprinciples.pdf (R & #| & B :
2020/4/23).
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Bl & RZe sk g @b A RMRE > TERMERR A LT 2 EEL S XA
ZEH > BBRENGER Km0 ZEAAM LR FBRE 4 E KA Google Mk H
#F e R EFRA4RE > LR B AL > Google #9 /4 FHF 2 ficdk
RS F T — AL G KR P de B o Z % AR AL MR HE F L JARME
TEFALZRMGPIAAMER 944 RIFEZFREA — TN EA
#H B

BRI ST HREER R& > FREEGHKESH (“the right of
oblivion”, or “le droita I’oubli”) A F R £ TARRA| L E 2% > FELLER
FAEAT H R E R RIFH I BAEATAR B #A (%b) 89 SR AT J0AT A AR 69 F & - BR
# GDPR % Tt M54k s AR AF B LT E F AZRERIEH H @A f] 1k A8
AFH BHLBELR AT FALN LR XIFE LR ABTRES AT
B R EE IR T ok T B REMERR TES o BA ik T 5
(Bldo: IR R EBBAAZTH - BRE FARZTLEMDFNEFR) BAHYTEK
FARAE B K MR AT EIE G PR BAT R o BAF L E R E —FERAE
Foh LR B — BT ME R G MR R TR R A e 0 AR B R ds AR AR A
HERALCTHAREHE Y TIRE FAZRMNBEROES LT LM B¥#
8 > #¢4 GDPR % + AGAR Ml KFHH 2 Fd (Fl 2B RHA R TR R
HAEWH RAGER) 12 2% LA 2038 R ER A E SR 5ok RN

T 5% o

%4 Paul Rosenzweig, The Surveillance State Big Data, Freedom, and You, 151-155 (2016).

9 Article 17 Right to Erasure (‘right to be forgotten’), GDPR.

% See item No.141 of Opinion of The European Data Protection Supervisor on The Data Protection
Reform Package. Retrieved from https://edps.europa.cu/sites/edp/files/publication/12-03-

07 edps_reform_package en.pdf (4 # % B : 2020/5/1).
46

doi:10.6342/NTU202002857



WESHEALEGLZRBET REZMOBRAFF > X LORLEQHEERE
¥ £ K Paul Ricoeur #) £ 3k > 1B AE S8 /) = ZANBE TR IMEPTL T BAE6 >
M EIRIE S0 ) FAABAZ AL F A ~ R PT R F 0 FHAR E B
B#9 B &7 - BB Y % K Friedrich Nietzsche 4% 23k > 2 — @ AR A £ 58 Kb
TR AR R T AE 69 F 280 i K 8 H 4% Viktor Mayer-Schonberger 72 13 4 49
Delete: The Virtue of Forgetting in the Digital Age Z/F ¥ 7~ £ 7k » i S48 AL #
B AR PIEAT R EAAR S AARRAER RS ABLEWRTHEEY
Mo RETHAKREY - REMABRERERFPHRBEEL WAL FLER > R
FEUTRRE THRAGMIGET BB FRRHLG)MEI AL ENE
#1000

Bl 2 KA B A A TR T > AT E E B A & m R8sl

A A FERR AR AL AERR T > B8 B AR S0 ERER TARITHD

U

1 A GRS KR A T BAL TR AL SR AN BAEHE S
RBHMEREN LELZINRAE o AFE LR ARBSRBAAR B LRIFR
WA TRRGEAEAN - BB BSRRESHEARBABRAAEME
B LWHE LA ZREZABMBEE XN T HEREREERE SR ZEF L

9 (& F448 3, 75 % #3% Daniel Solove ¥ 7k : R EF AL A > MAMNE

7 Paul Ricoeur, Memory, History, Forgetting 486-506 (2004).

%8 Friedrich Wilhelm Nietzsche, On the Use and Abuse of History for Life 3 (2008). Available at
https://pdfs.semanticscholar.org/6784/b376131703bcfa6458f48ee005ae75b8f4fa.pdf? ga=2.22657430
1.1793891829.1593310936-1947095177.1593310936 (& 4% %1 & B : 2020/5/3).

% Viktor Mayer-Sho ‘hberger, Delete: The Virtue of Forgetting in the Digital Age (2011).

100 Flizabeth S. Parker, Larry Cahill & James L. McGaugh, 4 Case of Unusual Autobiographical
Remembering, 12 Neurocase 1 (2006).

101 Alessia GhezziAngela Guimaries PereiraLucia Vesnié-Alujevi¢, The Ethics of Memory in a Digital

Age: Interrogating the Right to be Forgotten 67-68 (2014).
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ERRAFAT B B0 B AR AR X6 F O T AR TR AE AR AR A o B e EARR
WA F B EAIFBER K@ ATHFOPOLF RESM AR IR S
102, HAMBANYE) LHEEEIE o AL XFHEYE > LR B AELIH

LRI T AR E FAATAE S A -

F8 FERBAKTRERALTELNEF LR
KB EBAIE A £ B REK LA F RSB T > R AT R HARIIRMEA

EHERERGEH ST LEENELLE -

o WRAWHNE

RV ESEHERL > AL B F RGP KL AER AR 28 2K 1%
% B FASRPIMA w7028 o T ENAAE N IR G RE AT EEE > REREZBFEZAL
FARIEAH EALR EIRATE A2 @A AR AP B AR H A
HZ 3% 0 Kim > F##3% Kenneth Bamberger 2 Deirdre Mulligan %74 3%
BEBARBIEFILENFARBREEIEZINRPIEIEHE > BREZKRFRANA
R L > FRABRFPIEFLBAL FEEMHNEZFBEE YR EBR
FAE R — R0 BB EBAE R > ARER R R AT AP LRI B
A5 HF = XA FTC HARBEBALFHRA LBRAFZOEEEN  FAE—R
B R N T A F LA RER] > B RARPIF L ELAS > £ A FTC &
KA 4 SR B 4B B F AR ARIRPIE LEMGEZ > SARRPIE A

THEARHRELEM S EFETHRBIGEF AT RERLAGRIL; F= A LF

102 Bugenia Politou, Efthimios Alepis & Constantinos Patsakis, supra note 59, at 9-10.
103 Hoofnagle, supra note 80, at 314. (citing: H. Jeff Smith, Managing Privacy: Information

Technology and Corporate America (1994))
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IS o HARIPIG RS > TR E MR EN R —FEAR AT 1T
HEA B EEEEREARIAFGRRPIZEMAERRE T R (TR P
BT % B TAT A G 2R T k2 3 > Kenneth Bamberger 2 Deirdre
Mulligan #53% 38 %> % B % 69 3 AL AASR PTG F ARG FAE LR PIRE 59 £ 8030 71 3
SETHRAMIERREA LML > mBRIRFINFTRIEREZIRFTEH L H A
TR e B R EA RS AR KR FRERZH % — 7| 2B R AEARGE
AR o A ALAT AL IR P B & 9 o FH AT HRAT OB AR 7 AR BUR > B AR A
WPV B ARBLELCH ERFHIIRATIMMAGEE RIS -

R MAFSEERBEFRARARY ZHABL L AP et ZREHARSE
B—B R RS RIEPIEaAHECFERR AN T LB L A RIER
PREI > & PR E AR > IR e A L PTIRAT A REA R A A FH R > A B
FRMOBERIEAE S > i D) R F AR T # 6 7r AR I - #Heb > HERKR
Kenneth Bamberger $2 Deirdre Mulligan # 2k 38 % 4 2 49 7 34k 41 4% FA 3R P #1 18
ARG ETERAFHE > AEEMAKLGBRORE AL — T LAEHF D
ERATA AN BAREEEE B RFLRR EROEREREAA-LERTL
BE R EF ORI AARTMRERABRRNRETAEDHHE49 B2B

RIPIMT > BRESH EE BB BB BA

o [RAXE] HNWER
FEEAFELAREEIRABITHREL ZAFRRPIEACHCREY

IHABRFEAEFAIHBEARG (A& A7 BETFARFTAMAL

104 J1d. at 314.

105 1d. at 315.
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MR HFEE LR (KR &) & @F ARELRTIRELBENLS 2
AEGERBEHFARE L RAEEAEFALAGES BRWT> A
CRAHPI T E SRt B AN T ATHREL AR A -8 B
BHHET  BEEFAREFMRBRE > —LEEMEE FAMSB R E > I8
L F LA LR ELMBE RANBERRBABEET T FAFRU [HKr | 7 XA
B F AR > BB AL AR SR EEE FASEN R &E &7 BHRIERZ A
LIBERMEERIIC ERFRLLEURA G EREBGENRT > TR
B SA B F 00 SR TR ER - £ I L8 AL AR AR LR K £
R BHERPEZ MERLEFHUE R > AMMCERREES BBEE LIS
FhiBHAE > KB MR A A REF SRR PR ACRAERAEAE R
T A AXRAXBAEARIAMAT T FANRTATHAS » MFALE

A e > AR EA 09 R R Sk R -

o HWAFANAMBEAAMAREERE

BX AL S 41K 2o 4 AR A8 A KR (SUBAURIE TR A B — A AR g
AR IBELE > Blhe B AR RIS~ BUEILYy ~ BE - BRRL - e EEFE
RIEEERZREREET T FATH TR @ARELHRTRERFA £
BB AR A T o Bp AR N FOT By BB I BRAT A TR AR R BUEL R R R
EALIAR R AR B o Rd o £ EBERET > RAERZE AL THE
RAELFRENHME AEPIAFTTEEEAZEFARY - £ B AR LR

BA AV KT R RS 2R AT RADAG R 4 3 5 LA AP EHE 49

106 1d. at 316.

107 1d. at 315.
50

doi:10.6342/NTU202002857



1ERAEE > HARERLOADBET R AR IAAGRERA -

Foth RAXARTXBRAITBEXRRGHE
REREARREZGERI EAATE B8 (AD SBA > AL ARES &
HEWRERFGE N b BES B REH L ERIG A > BT AE PR
BEAR A S & & 2 K ik B 8 P& a6 R SR AL A © 28 M > GDPR #9 5 36 ¢
HECHWE KR Al ZXERERBFOA@EE > REERE Al Z ¥ KA

BIFEFH A BAL o LA GDPR BLEZ N FBR > 2V AU TRIABRF

—~GDPR # 22 %2> BEE FARAHEL X B LA K K(not to be
subject to decision) » ik K EOLIEH L Z A X FHRIBMIETRHE > Mk
A B Bhb R AR SRR B A B A - A A S UBATIE A E F AR
FAREREMI BT L EIAE T FATRHERZE > & RIEH 41 &
PRA8 3 E F AL Z KA A 2 #(human intervention) - % i & R.(to express his
or her point of view) B % 73 3k 8 3% i % (contest the decision) Z # & > VA% % 18
BEFAZIHEA S BHRAEFH R R AL Bl 69155 Bp £ 758 F b
MK A REERIBEZEHM MELRARRBEHEAN L EAAER
A6 KR BIFAE S o 12 b AL JE A %8 ¥ & A Bics GDPR #9880 0 & 2479
ANHNNE B GHF > BARBEEALTH R ZIRE 4 (Working Party) 15
HUPLE > ZGABLNMNLELELZEZGIN P ELZTHA Al HHFHTMA

BT F ALEB B K H P A ANE SR A AR > % £

08 p E R AR RSB s (2017) 0 BCBLMEARAR AR 0 RO -

' GDPR Ty [BXMAAREZR ) BRARR [BAATHREZRM D) ABREIAFE
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BEZFBEAFALEMEES TR T —AFHEAD SR AN ZEE
P RPN E S AR ARERGEF T TARRER S WABIEAHFEF
MAERERE > XA AHB LA AL BT - B > ZRAANMNFE
THRE R BT IERAR > ARA BRGIMNKBIE > BRARBSEA LA
NG ALEH ZHEBEBMBREINALA BYHERAARBETEEEF
AHE#H0
= ~GDPR % 13~I15 B T EHE FA—EHE LALLM AIELBEOA TR
% 3, (meaningful information about the logic involved) X # #] (Right to
Explanation) > #A fn GDPR #p% A #1738 [ A Z R AR BARG T XK > it
B P EH XA EF PR BT FTRT AEH RSB EE FA
RUNFEMAF ALEHR > N Al EHOLEMA S T > ARG E IR
> i A BR AR B R B IR —RABE T FATFAFAEEE
AAAIREEMIIEH > WL BV AP ET M Al BB EERLEE > ™
1A AL & A ¥ RS A BAE (2% R EA BAKHEER) & AR
bR —REEY ATAE B 290 18 F AL KR T 09 R E A A4
RGP i Ee S S

= ~ GDPR % 17 &) A M R AR TR R A AL By 698 e > e i@ o SLE IR A T

4

A C R AR A S 9 B > GDPR B3HE A% F AFH= B & 41 A

Z AT BRAEAEMNERBRMEE - K AlFZE BB RELYE > ™ Al £

119 Daniel Castro and Alan McQuinn, AI Offers Opportunity to Increase Privacy for Users,

International Association of Privacy Professionals (2018). Retrieved from https://iapp.org/news/a/ai-

offers-opportunity-to-increase-privacy-for-users/ (& 4 % & B : 6/1/2020).

1 Andrew D. Selbst & Julia Powles, Meaningful Information and the Right to Explanation, 7(4) Int.

Data Priv. L. 233, 236-238 (2017).
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Beg kv 2 (3218 ) 5 ATHTIE A 69 KEGEEH > 69 PR Mk 45400
FELAE AL AHE69 2 F > Bk AL B R R EENE - 2H R EEEE F AL
SEMRFAE K > # ETAREAOR AL (92 F A2 Fhw k GDPR % 17 &R
AT Pt (undue delay) ZHLE > o AT AIEH) 4 28 7 BT B2 2 4
Al EHPVERE > BUHA T HERES T UL AR ~ FHIFEILR
AW EGEERS -

9~ GDPR % 6 A ZRMEAEHFHZHBANOAALEALAME T FARZN
BOSEN > ETRE B A RALEFRFEETE FAGRE > g Al £
B RAEEMGBA AN > BBEFLALRFEETFANRES
FAEERA > R EE XRFIRATUECAFES) > LR AL A X4
JE KRR B A e R Rk 6 1 AL E M o B R AR AL BT A7t 1R R A 248 B
A EA R TBIEAE S o

A~ GDPR #9# g H TALAF AL R ¥ %73 & 2R AIE AR R ¥ AN AT
BB A REFESR R AR EZEF > b i R R EA AL A F £ SR AR
AES A MO TRARE B B Al #7A) F £ e R LR R ASBIINE Al ¥
HENERDHEEE

~ GDPR HAEHE W AR AHE S A% EREEBRAR2HERL (UK SH
AR W% B AN RN S E BRI AR RIS B AN
BT H N RN ARA SHMAFEELEZEIE 2L

FLEE & 0 BOLHL IR I T H A Al FE B E R o

112 Bernd Malle, Peter Kieseberg, Edgar Weippl, Andreas Holzinger. The Right to Be Forgotten: To-
wards Machine Learning on Perturbed Knowledge Bases, International Conference on Availability,

Reliability, and Security (CD-ARES), Salzburg, Austria, 251-266 (2016).
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£ ~ GDPR % A %7 7| LB F Z 2R 09 R Sh 4% ) > 4 o 2 A8 a2 H] 4 LA

R4 AABREITN > RATHE T3 BB M R GDPR L3R T 49

B RE R4E L ZR T TRV E sn R EE 95 F> Bt s

TERESRE R AR Afm GDPR i AAB LT E A ARG E

FRAXRHEEERARELEAITRE > RER A ARRIEHE B FIRB

BRAEAM L ERRAEFREREREE FRTEBTRERR  MFAA

ol BB AT B KA A B3R L F RS A BB N 34 GDPR RT 9 E Kb

B o
A~ GDPR % 20 #5269 Fort 7T A A3 AR A8 7 58 0 Al KRB ]

B E BT 2 AR RE R B R A > GDPR 4p R % & 69 T A5 B > ik

HiE R E IL AL JE K 9 B R A e 0 (R H RS A B T BRI R

B AL & A FRAT »

AXRALERBL B THMETREGERE FH) > BT LT HE
MER PR RS RIZRARERE Al EALERIRANRERE RSN,
SRR > HIERE AR Al KBIE AR L ARBEANLBZVERTRE o 55>
BB R AERLTRETBAFROCEHRF > RAEL FARAEMTHERERE
a0 Al REBIEZ £ HeR B E4 RHR A 22 — @ik & > {2 GDPR Jw itk
Sf 3% ) 609 EHL AR B B R A SV A B o (AR TR AL E B a9 R o

Bx# GDPR REZH A M EA N —BBAE » AT AT NEKLLE

KM Z 2R B R A 2 30k KB — 7 55 99 1E 5 SHE B i /B 7 > SR AL

113 Nick Wallace and Daniel Castro, The Impact of the EU’s New Data Protection Regulation on Al,
Center for Data Innovation, 21-22 (2018). Retrieved from http://www?2.datainnovation.org/2018-
impact-gdpr-ai.pdf (R /&% % B : 6/1/2020)
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114 Helen Nissenbaum, 4 Contextual Approach to Privacy Online, 140 Daedalus 32, 34-35,41-42
(2011).
115 Paula J. Bruening & Mary J. Culnan, Through a Glass Darkly: From Privacy Notices to Effective

Transparency, 17 N.C.J.L. & Tech. 515, 540 (2016).
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118 Robinson Meyer, Everything We Know about Facebook's Secret Mood Manipulation Experiment,
The Atlantic (June 28, 2014). Retrieved from

https://www.theatlantic.com/technology/archive/2014/06/everything-we-know-about-facebooks-secret-

mood-manipulation-experiment/373648/

119" Adam D. Kramer, Jamie E. Guillory, Jeffrey T. Hancock, Experimental Evidence Of Massive-Scale
Emotional Contagion Through Social Networks, Proceedings of the National Academy of Sciences,
Pnas, 111(24), 8788-8790 (2014). Retrieved from

https://www.pnas.org/content/pnas/111/24/8788.full.pdf
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120 Omar Ben-Shahar & Carl E. Schneider, The Failure of Mandated Disclosures, 159 U. Pa. L. Rev.

647, 705-708 (2011).
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121 Bruening & Culnan, supra note 115, at 521.
122 Article 29 Data Protection Working Party (WP29), Opinion 10/2004 on More Harmonised
Information Provisions, v (Nov. 25, 2004). Retrieved from
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128 Bruening & Culnan, supra note 115, at 546-547.
129" See Section 3 of Article 7 Conditions for Consent, GDPR.
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131 See Section 1 of Article 17 Right to Erasure (‘right to be forgotten’).
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biomedical research, NAT REV GENET. 2012;13(5):371-376. Published 2012 Apr 3. Retrieved from
https://pubmed.ncbi.nlm.nih.gov/22473380/ (& 4% % & B : 2020/4/25)

137 Gentry C. Fully, Homomorphic Encryption Using Ideal Lattices, STOC, 169-178 (2009).
https:/dl.acm.org/doi/10.1145/1536414.1536440 (5 14 %1 5 B : 2020/5/25).

138 Sarah Spiekermann & Alexander Novotny, 4 Vision For Global Privacy Bridges: Technical And
Legal Measures For International Data Markets, COMP L & SEC REYV, 181-200 (2015).
139 See https://kantarainitiative.org/confluence/display/LC/2017/01/08/ (&% #4 % &, B : 2020/4/30).

140 See http:/hiit.github.io/mydata-stack/ (& 74 %) &, B : 2020/4/30).
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156 Helen Nissenbaum, Privacy as Contextual Integrity, 79 Wash. L. Rev. 101, 137-138 (2004)
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169 Id. at 1209.
170 Id. at 1208-1209.
171 'Waldman, supra note 7, at 85.

172 Kenneth A. Bamberger & Deirdre K. Mulligan, Privacy on the Ground, 67-68 (2015).
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178 Balkin, supra note 37, at 1222-1225.

179 Caroline Haskins, Amazon Sent 1,700 Alexa Recordings to the Wrong Person, VICE, (December
20, 2018). Retrieved from https://www.vice.com/en_us/article/pa54g8/amazon-sent-1700-alexa-
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185 Center for Democracy and Technology, The Role of Privacy by Design in Protecting Consumer

Privacy (Jan. 28, 2010). Retrieved from https://cdt.org/insights/the-role-of-privacy-by-design-in-
protecting-consumer-privacy-1/. (&£ # & 8 : 2020/5/2).
186 Eric Everson, Privacy by Design: Taking Control of Big Data, 65 Clev. St. L. Rev. 27, 29 (2016).

187 Peter Schaar, Privacy by Design, 3 Identity Info. Soc’Y 267 (2010).
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188 Shlomit Yanisky-Ravid & Sean K. Hallisey, Equality and Privacy by Design: A New Model of
Artificial Intelligence Data Transparency via Auditing, Certification, and Safe Harbor Regimes, 46
Fordham Urb. L.J. 428, 479 (2019).

139 Bverson, supra note 186, at 29-30.
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190 &, 4 Equal Credit Opportunity Act, Title VII of the Civil Rights Act of 1964, the Americans with
Disabilities Act, the Age Discrimination in Employment Act, the Fair Housing Act, and the Genetic
Information Nondiscrimination Act. See, FTC, Big Data: A Tool For Inclusion Or Exclusion? (2016).
Retrieved from https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-

exclusion-understanding-issues/160106big-data-rpt.pdf. (F & % & B : 2020/5/8).

91 BEverson, supra note 186, at 34-36.

192 32nd Int’l Conference of Data Prot. & Privacy Comm’rs, Resolution on Privacy by Design 1-2
(2010), Retrieved from
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Ho VA AR AR F 1T o
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Fo B KB Jm N 238 AR T B AR AR E b SURFE B T ARAE 0 BRI KRR
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AAFHBEARRGE TG RMK BLEEREESBIBBEZRAFRT H
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HHBERAPEERBARATRIEAEELEATHER > ETETREL TS
AR 7 XFZERM > CHERERE AR 2 FHRABERRE
fTHE A g 0l de 7 X (LF > VB XE) FREAEALS ZEE THRARESE
BRI F o do gk 893X AE S04 B SR IE AL 09 B Jm Bk Ay £ o BIRFF & 4P R
T 63 Ll AR A N FAE W E ek IR AR 69 4
P i@ e N 5 86 3 & S SR 094 H 0 S AE RUBAR A K AR & S IR T Y

WHRFFP > B REETACRANETEER

197 Jennings, supra note 159, at 203.

198 Bruening & Culnan, supra note 115, at 571-573.
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PETS % 45 A6 IS AR H AT 60 BB > ldo > o B HRAE © B B 4040 ~ B B
SF B X TR HT % o 7 Privacy by Design % 8,4 £ i 1% 09 8 A4 5 %
N$u%% o PETs #47E A& % > 12 PETs {245 57 AR Lo ik ff A1 4% 49 7% /& A 5248 B
B A0 B[R 6918 AR B A ARAR o HH AR 2 R B A8 0 47 LA HAB S 2 R, TS
RF AR LEATS SARA R GBAR E ™S > BT a6 4F % R B 1748
& R B o MU BN % #R 4T Privacy by Design #5608 B > 34 FRIE 4 H 69 H R
e ZE S RIRFE B RIS B B RR O  AX X —RASS ZAR
B > A AT R IS ARG A AR & R 94T > R4 BAZEE AR AL
RERZEEBAH BT MG RRBF kAR BT RAFEMATRES

RAEHI M 0913 1E > L RGE A AR R A AR o

o MIMBRATHAHZFETHERMA

B HOH BT RE AR K R AR B R XTI A Fo
Wldo > g HEH A TRRE e INGE SR E WAL ZEH GG AR B
RAEUERRZRERERLBAATA TERMAEE OBRMWAT A SITAE
HHEREE BRAARFATHE S FRTRETERBERTE RARTAEE R
2000 & dm b SbARE A M K A 4o cookies tracking HAF 1B HEH & K 48
ATk > IMBEABEEER  SERALREABRE AN > R 27 3B 5B M
h 2 Eh AR E A R MERAR A T AEE I A R ASGR R AR F YT

TR A AE AP 7 RIS 5% KIRFSF > B AR 09 R m i R AR

199 Center For Democracy and Tech, supra note 185.

200 Penn, supra note 127, at 601.
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201 Penn, supra note 127, at 602.
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g AR FH A AR AHEE R o Kb T 524 B A G HE R
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BEBEFIPRATROHEBELFETER MBABOEAREAERES FAR
T RAIFERAETEGTEYOES > TRAAIET G LhEd [ A T4T
BE )~ AT 3548 AR E4E) TTEARAAMAS TFHOHER > LR
RAAAF B R AEH EE A AG R WBBRAAR AL £ 8
R WRBER A BABACER R R TR ZEEURRL TR S
AEAHAEARTR KYLHBRBLA BARERYFERTHMATHEA
B g AREFTERERZIRE  BANBRIEMES ~FHAEH S B d PR
FEE > AREEN ARG 23> b2 sh > L5 R RITREBERA BAR -
BEA T ZgEH S B MAFDAHREYERLERS > RAYEOELEAK
BHFRIERIGR > RATSEEAMERER PER GBI B EZR TR A
AEFEHREEERRTRGBE o

HALAR R IE A B F L E RIAT LB AMAZTRAZMBAEREGE
AAEA > ARBHFEENR T ERERGREA LABRREERIN - BEBEEFAL
KB R THEE BFEZAER F IR L EFGFEABEBEET > HEAAEHE
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MEARR FRHREEINRZA BAAMNOIERAE  BATRERF L8
WBEREE A FTHEHBELRY REAAR ZERG AL HmELBR
¥AHEEANARAAGTAEFGEE T FANRATRPAFIAS > B LERF
FMAAEZRREFAENARTY > S ARERSE > £ R E A RE - BF
TEARAGTCAREHAMAWY T FHEHREHERES] ?

AL BHE R ZIEHEAFTRER E G KT R ER A RBEFEAEB®
R AR BAR AR AT 21 B R A RAL 6 F R ST 5] 869 B 207 o
BAER LR RBEFERRELAHETH > LR XBR A XA LR E/ENER
TR Ak LRBEAREABELRARTFCARBRALRAERHM ML L
By [Ea) > WEBEZFRE B~ 2 RARBEETUEA > FARAE B
FRBEZAHAMBAAE—BHMEHE —F BB ETE FAFUBRA IR HE > A
— 75 & TR AR E F R R R B A R A R M ik K
BA R EEOER - Rm o R TEEMERAEFFZH S EARTR bl F
HREEE T FALRBEARYGETERLA T LR M > w LT EERE
FEA) 57 B 0 1B 3 > VAR SEAR B BT SR P SHE AR E BOK A R A R F > [ B F R
7E AL 9 AR B4R X H S o

R B BATRIER R AIBEL —ARGARTHETOEE KT
ARKEN G W ARFREHKERET RGN AT A GG —FR> B AR
AARRSHBRBREBATRE  ART ARG RETREBMEA G AE
#PH> bk HABTIERIE R AEARESTH S L AT OMRE

AMFERARKAAG BB -ARARBABESHERALMRE 21

202 7 423 (2018) > (BARLTE T HBAR K AIE 0 KEIEGRHE ) > CEFEATEY > F 178

# > B 8793
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Aama L SHER RETABEE FAME ABAREETE FARRES
4 BB > BRAEAT AL & 4 IRRE B4 5 R 1548 B LA AR A 9 ML R IR R
HRE WA WA AR M AR E M AME E R R 695 HIAL > RS e R
BRHEL A WHBERR TR EZWGHEFAELE -BEETFAL
B 44 B i A BB R Ak e AT i R A S ) T AR a9 AT A R F R E
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89 A B3 FEARAF R T R A 0 E ¥ AR A B E R IEME > ] o e
BH - MH AL EMELERPIABSABMA L RAR EAMHE REKRF
P 8948 B B SR TR > EHB A E SRS AABLIL R A BT B AR B ARE AL 89 AR R L
AHEZOATREGEZ— ERAZENETRERREFIRETE T £ 8

BRAHARBEOIFE L AERIARBEREANEE T > ARGERBARS
RARGARMA] A2 AAARBEHRERRA S B8 FTHELIIEIATE
EARES S FEARIREHUBEEFA (BLREF BAGELEZ S
69 B SRS AR AR ) o

MR T8RS 5F | RFFEMSHSE 24A AR LayH ko #lho 23R,

SHEAHFRT  EFRHAETRETFEATFLRA—MANE FAETREL]R
HAE > T B - B E B & X &40 8 LA > AT 4HA Rt 9

BERF B AL, T FIITAFRNEELEE - ML EE S FAKS RELFME
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HARERARBRRGAEES > —F 8B A RBEHARERSEEF A IRENETHR
o B —7 @ AALEEREREGEAETEFETRHAMETOFRAEL - £X
F XA EEIERREAT AR L FTRIE > b KA B HAMEE S
FAMBTAGMEAZTR ? XEAKXBEAB A E EHRXETE RGBT
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T 69 B B RIS A E TR S BhAK A o
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BARK > AL AL A A EBLAE > 18K A9 4B T2 AR AR AL SR T SRk 49 &
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FoRELE SR ALGER] » TR T RIEFL G E 5o BRFF 03T B
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FAEZ > ALRAE R SRR - R DE OB AR ETLTRA S F A
GRAEHEENH—K o
& BTk > A AAHLICIE AL B AR S R A 4G o ik R > R 8 A TR
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el
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B PT R M T > Ao TRBEEOAARSRTERN GG F R T EAEFR
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4 — - GDPR $# CCPA #Z#k
GDPA CCPA
Individual Rights v" Notices to data subjects v" Notices to data subjects
v" Right to access data v" Right to access data
v Right to be forgotten v Right to be forgotten
v" Right to fix errors v Right to opt-out of sale of
v Right to object to information
processing/revoke v" Right to receive services
consent on equal terms
Security v' Appropriate data security | v/ Appropriate data security
required required
v Breach notification
Service provider v" Contractual requirements | v'  Contractual requirements
in  service  provider in  service  provider
agreements agreements
Ability to process data | v/ Permissible Purpose None
v" Data Minimization
Data transfers outside | v/ Adequacy measures | None
geographic location required for any country
determined to have laws
that do not parallel
European Economic Area
Accountability/ v' Internal documentation | None
governance and record keeping i

Designated DPO  (if

necessary) or  other

responsible individual

& Rk © California Consumer Privacy Act (CCPA) Practical Guide, Bryan Cave

Leighton Paisner LLP (Feb. 2020).
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